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Summary

Society’s increased dependency on networked technologies and infrastructures in nearly all
sectors poses a new challenge to governments and other actors to ensure the sustainability and
security of all things ‘cyber’. Cybersecurity is a particularly complex field, where multiple public
and private actors must work together, often across state borders, not only to address current
weaknesses, but also to anticipate and prevent or pre-empt a number of different kinds of threats.
This report examines how public policy and regulatory measures are used to organise such
processes in five countries: Canada, Estonia, Germany, the Netherlands and the UK.

The contextual framework guiding this analysis first attempts to define cybersecurity, combining a
grammatical understanding of the component parts ‘cyber and ‘security’, a hermeneutic
understanding of related terms and a pragmatic understanding of how ‘cybersecurity’ is used in
practice. Cybersecurity is defined as the proactive and reactive processes working toward the
ideal of being free from threats to the confidentiality, integrity, or availability of the computers,
networks, and information that form part of, and together constitute, cyberspace—the conceptual
space that affords digitised and networked human and organisational activities. With this working
definition of cybersecurity in place, the framework also identifies developments in the theoretical
understanding of ‘governance’, first by looking at the shift from government to governance, then
at the relationship between governance and regulation, and finally at more recent theories that
recognize multiple forms and centres of governance, as well as the iterative and sometimes
experimental nature of governance processes. Recent work on risk governance is also especially
relevant to this particular case. Thus, ‘cybersecurity governance’ broadly refers to the approaches
used by multiple stakeholders to identify, frame and coordinate cybersecurity.

This study constitutes a ‘quick scan’ of relevant policy and initiatives using a comparative case-
oriented policy and stakeholder analysis. The five countries were selected on the basis of
geographic diversity, different legal traditions, presence of a national cybersecurity strategy, a
high ranking on the ICT Development Index and availability of sources. For each country an
analysis was made of cybersecurity governance in three areas: botnet mitigation, protection of
vital infrastructures and protection of identity infrastructures. The cases were selected to be
diverse, and to cover the main aspects of cybersecurity (confidentiality, availability and integrity),
different domains of government (law enforcement, national security, and service delivery), and

different levels of private-actor involvement.

The botnet case examines mitigation efforts with regard to machines infected by bots (pieces of
advanced malicious software that install system backdoors that connect back to remote machines

via common communication channels). Botnets have become complex, resilient infections,



remaining under the radar of security tools such as firewalls and anti-viruses. All of the countries
included in this quick scan have a national Computer Emergency Response Team (CERT), which
has a clear oversight mandate regarding the dissemination of threats on national territory. While
the procedures followed by CERTSs are to a large extent harmonised, the practical value of their
operations in regard to botnets varies largely. Many CERTSs distribute relevant information within
circles of trust, but such information often remains undisclosed to a larger audience. Multi-
stakeholder mitigation efforts also seem to vary, while all countries have demonstrated
participation in international cooperative efforts against botnets. There is a significant level of
international cooperation in botnet mitigation, which is facilitated by the fact that all countries in
our study have ratified the Cybercrime Convention. Legislation is thus a harmonizing element in
this case. However, because the Convention acts as a minimum catalogue of offences and
investigation powers, significant differences between countries’ law remain. An important point to
be addressed is the fact that ISPs are currently quite limited in the types of action they can take.
There are attempts to formalize an increased role for ISPs, but this is largely through ISPs taking
the initiative to change their Terms of Use.

Vital infrastructures are examined through the lens of the energy sector, as this sector has had a
number of high-profile incidents related to (among others) technical malfunctioning and human
error that demonstrate the importance of good cybersecurity governance. Although this narrows
the focus with regard to vulnerabilities in and governance of vital infrastructures, the quick scan
revealed that part of the problem across the board lies in the broad definition of what constitutes a
country’s ‘vital’ infrastructures. The combination of numerous policy documents containing
generally vague recommendations, with a large, and growing, number of actors that are
somehow related to the governance of vital infrastructures, make the field hard to oversee for
governance purposes. Further, this case highlights that economic factors play an important role,
as the distribution of responsibilities among public and private parties, and the consequent
strength or weakness of obligations of parties, partly depends on how resources are allocated
and on parties’ willingness to invest in preventive measures that serve a combination of public
and private interests. Even more importantly, the case illustrates the need for coordination in the
governance of cybersecurity: the choice of new measures to take touches upon the general
interest and therefore legitimises certain government involvement in stipulating the
responsibilities of private actors. In the cases discussed here, two types of institutionalization can
be discerned: institutionalization in the energy domain and institutionalization in the cybersecurity
domain. It also shows how the theoretical notion of governance-as-process takes shape in
practice in the institutionalization of both the energy domain and the cybersecurity domain. The
role of the state with regard to governance of this sector often takes on the form of providing a
framework of rules within the boundaries of which private actors are allowed to act, which helps
raise major players’ awareness of potential security risks, but should at the same time be
approached carefully, as this can potentially create too much red tape.



The identity infrastructures reviewed in this quick scan are quite new, with most still being
developed. As with the previous cases, the distributed responsibility and mutual dependency
between actors is evident as they attempt to ensure the protection of individual privacy and
citizen-specific data. There are four primary issues relevant to governance of these
infrastructures: 1) architecture and interoperability (with different approaches, from centralised
infrastructures to decentralised approaches requiring interoperability), 2) the role of citizen
engagement in identification systems (transparent communication strategies when implementing
identification infrastructures, and empowering users to protect their identity, being important
factors), 3) combating fraud and other potential threats (with countries experiencing different
types and levels of abuse) and 4) the role of regulatory measures (with legislation playing a
relatively less prominent role, while the high degree of mutual dependence between the different
actors provides strong legitimisation for regulatory intervention). How the different countries deal
with these issues exemplifies both the trial-and-error nature of experimentalist governance and
many of the tensions associated with risk governance. Rather than restricting the capacity of
traditional authority as is stated in these governance theories, however, how these infrastructures
are developing highlights areas where traditional governance strategies such as regulation fall
short, e.g., in creating a security-oriented mentality, but at the same time also legitimize the need
for more clarity of roles, which can be offered through regulatory (legislative) measures that clarify
roles rather than leaving decisions to the discretion of multiple actors.

Reviewing these findings, we can draw some conclusions on the distribution of responsibilities
and the role of law and other forms of regulation in cybersecurity governance. The distribution of
responsibilities shows many examples of polycentric governance, with varying constellations of
actors being involved in different sub-fields of cybersecurity. National government agencies
responsible for the primary agenda-setting and coordination efforts range from ministries of
security and justice, defence, and economic affairs. It is less clear to what degree each of the
agencies in the lead has an identified coordinator status with a given final decision-making
authority; the coordination role seems better described as one of providing guidance, promoting
best practices and engaging in activities to facilitate collaboration with and between other actors.
Whereas the distribution of authority across sectors and many levels of government could
potentially be problematic from a governance perspective, cybersecurity, particularly in case of
critical infrastructure protection at the national level, is a key issue that is increasingly seen as a
joint task of society at large, suggesting more distribution of responsibilities across sectors, levels
of government and types of individual and corporate actors. The involvement of private actors in
voluntary cooperation schemes requires attention, because of the influence of economic factors;
it is important that policy choices for new measures in polycentric arrangements (and thus who is
responsible for new measures and who should invest in them) factor in the general interest, which
may legitimise, depending on the context, stronger government involvement. A polycentrically
governed cybersecurity landscape raises more challenges than only dealing with the mutual



interdependence between public and private actors, however. The cases show that counteracting
the security threats posed to the various infrastructures is rarely a merely technical solution;
rather, communication is a key part of governance processes, be it informing the affected parties
after the fact or raising public awareness as part of preventive strategies. Moreover, they all point
to the need for reflexivity and iterative learning in governance processes, which is especially
critical given the dynamic nature of the cybersecurity landscape and the fact that actors cannot
always foresee and oversee all the possible threats and their consequences.

When it comes to the role of law and other forms of regulation, we can conclude that the
regulatory framework of cybersecurity has certain international elements, e.g., in cybercrime
legislation and technical standards, but is largely undertaken at the national (and sometimes sub-
national) level. Supranational regulation is visible in the EU, but rather limited to certain aspects
of cybersecurity, such as critical infrastructures and telecommunications regulation. Although
policy learning or legal transplants might take place, which we cannot determine on the basis of a
quick scan, it is clear that a comprehensive global regulatory effort to cybersecurity is not visible
in the cases we studied. A similar observation can be made at the national level: most
cybersecurity regulation is relatively specific, covering a particular aspect of cyberspace or of
security, or cybersecurity in a particular context. Comprehensive regulatory frameworks are rare —
understandably so, given the complexity of cybersecurity. Moreover, law is not the only regulatory
instrument in cybersecurity, although it plays an important role in all areas, as a general
framework or as backstop regulation for situations that cannot be dealt with by private regulation
alone. Legal frameworks are supplemented by, or — more often — expanded and detailed in, lower
forms of regulation, such as administrative codes or (technical) standards, which may be explicitly
made mandatory through a law as a minimum level of security or implicitly incorporated through a
reference to open norms. Thus, cybersecurity regulation is often layered regulation, with more
general legislative legal norms and more concrete lower-level norms. In several cases, soft law
can also be observed that is not necessarily part of an overarching legislative framework, in the
form of agreements between stakeholders, sectoral guidelines or principles that serve as
reference points for organisations or professionals, or contracts between public and private
parties, where Terms & Conditions play an additional role in the governance of behaviour.
Particularly in the identification infrastructures case, we can see the role of the state shift from
being (only or largely) a public-policy maker and coordinator of society to being (also) one

stakeholder among many with an interest in governance.

To put our findings into perspective, and to assist policy-makers in addressing the challenges
raised by a complex, not fully overseeable and not fully overseen, landscape of polycentric
cybersecurity governance, we refer to two concepts from critical literature on cybersecurity
governance that can help avoid tendencies toward overblown or inefficient measures
(‘hypersecuritisation’), and thus might help achieve a balanced and realistic approach to



cybersecurity governance. First, the approach of the ‘cybersecurity ladder’, which considers the
likelihood of a cyberattack and the damage it might involve, argues that thinking about and
planning for worst-case scenarios (the top of the ladder in the air), such as cyberwarfare or
cyberterrorism, is a legitimate task of national security, but that this should not receive too much
attention at the expense of more plausible cyberproblems (the bottom of the ladder that is firmly
grounded). The focus should be on types of attacks that are more likely and even common, such
as cybercrime, cyberespionage and attacks on critical infrastructures. Second, the ‘balanced risk
approach’ deals with cybersecurity through the lens of risk governance, involving realistic risk
assessment, risk management and risk communication. While there is a need for proactive
solutions that ensure stability over the longer term, at the same time it is important to avoid over-
comprehensive approaches (i.e. securing everything Internet) that lack focus and concrete goals.
This involves avoiding rhetorical or emotional responses that are frequently visible in
cybersecurity discourse, referring to hypothetical disasters that are not evidence-based, but
instead conducting a rational risk analysis of the threats presented by cybersecurity in terms of
(1) calculating the cost per saved life; (2) defining a level of acceptable risk; (3) applying a cost-
benefit analysis; and (4) adequate communication about taken measures and residual, accepted
risks.

Based on use cases and literature, we identified the following six ‘lessons learned’, or points for
further consideration.

1. Do not expect to resolve issues merely by establishing more laws. States currently tend to
attempt to resolve cybersecurity problems by increasing ‘criminalisation’ — i.e. arranging
tightening the reins through criminal law — but this is not necessarily the best or only solution.
The countries studied here also illustrate alternative routes to regulating the field.

2. The multi-stakeholder, private-public partnership approach is considered to be a crucial
characteristic for governing cyberspace. All countries recognize this and this approach is
evident in all the cases, albeit in slightly different forms. While there are considerable
advantages to such an approach, the disadvantages highlighted here (such as coordination
problems) should not be overlooked.

3. Inlight of point 2, in such arrangements, who is coordinating between stakeholders (including
who takes the lead and who has ultimate responsibility) should be clear and formally
delineated.

4. Policy makers can increase oversight efforts, which will indicate where there are potential
gaps in both systems and the processes that govern them. Especially in differentiated forms
of collaboration and cooperation, oversight is crucial.



5.

In multi-stakeholder collaborations, especially where certain actions are based on voluntary
efforts, trust is a key success factor. Trust cannot be demanded or regulated, but fostered
through good communication, information exchange and making clear agreements regarding

division of tasks and actions to be taken.

Cybersecurity is not necessarily separate from national security or civil protection, but an
exceptional case that requires specific attention for the aforementioned points. Countries
should carefully consider whether and how they regulate cybersecurity in relation to
national security and civil protection: both an integrated governance regime and separate
regimes can be employed, but either way, public policy should address the pitfalls in an
integrated approach (e.g., too complex or too vague approaches, insufficient attention for
the specifics of cybersecurity) or those in a separated approach (e.g., lack of
coordination, policy competition, redundancy).

This comparative quick scan gives a broad overview of the governance arrangements for

three cases in five countries. Delving further into the current structures and future plans

requires more in-depth research, whereby limiting the number of countries is recommended.

Given the rapid pace of developments in the field and the absence of a central authority to

steer or coordinate the process in many situations, more discussion is needed on how far

society wants to proceed in engaging the private sector in public security, what possible

tensions may still arise in such an arrangement and how this can best be regulated.



