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Summary and Conclusions

Cybersecurity has had a prominent place in the spotlight for a while now, both in the Netherlands and
abroad. Our digital dependence has led to a situation where security vulnerabilities and (potential)
security incidents come accompanied by serious consequences, especially if such vulnerabilities and
incidents occur within organisations in the critical infrastructure sectors. This research had as its starting
point the desire to map why, how and how much organisations in critical infrastructure sectors invest in

cybersecurity. The main research question was:

On what basis, in what way and to what extent do private companies and public organisations in

the critical infrastructure sectors invest in cybersecurity?

To answer the main question, the author conducted a total of 27 interviews with representatives of
organisations in the 12 critical infrastructure sectors in the Netherlands. This research commenced — and
was largely completed — before the results of the reassessment of the critical infrastructure sectors were
made public. As a result, organisations were selected based on the original twelve critical infrastructures as
determined prior to the reassessment.

Besides the main research question, this report also aims to answer a number of other fundamental
questions, which lay the groundwork to sketch the outlines of the cybersecurity landscape. This includes,
first of all, the question ‘how is cybersecurity defined and operationalised?” Second of all, a short
description is provided about the different threats organisations within critical infrastructure sectors face,
as a lead-in to the first part of the main question, which concerns the underlying reasons for organisations

to invest in cybersecurity.

Cybersecurity: more, less or the same as information security

While cybersecurity as a concept has by now become integrated into our everyday lives, there is no
commonly accepted or standard meaning of the concept. How cybersecurity is defined depends largely on
the context. In both National Cyber Security Strategies, the Dutch government emphasises the
connection with information security, especially the fundamental principles of confidentiality, integrity
and availability. So there is a strong connection between information security and cybersecurity.
According to many within the more technically-minded community, cybersecurity is merely a popular
term for what they refer to as information security. Others consider cybersecurity to be a different — or
better put, broader — phenomenon than information security. In particular, the identification of
cyberspace as a new defence domain that must be protected in the interest of national security has shed a

different light on the topic. This is confirmed by the report “The Public Core of the Internet’, published



by the Netherlands Scientific Council for Government Policy (WRR). Nonetheless, in practice,
information security continues to be the dominating concept, which means that cybersecurity is
predominantly approached — at least by the representatives interviewed — from the perspective of
information security. The importance of having a commonly accepted definition, or to develop such a
definition, is broadly recognised. The lack of one, after all, is one of the primary reasons why the
collection of activities within this domain represents such a challenge, especially with respect to

investments made and measures taken.

Fear of reputation damage unites a fragmented threat assessment

The absence of a commonly accepted definition of cybersecurity also has an effect on the development of
a reliable and comparable threat assessment. Despite the many reports and studies available, the overview
of threats is fragmented. In particular, this is due to the manner in which information is collected and
subsequently published. Due to different orders of magnitude and a lack of transparency about
methodology, reports are difficult to compare to one another in a reliable manner. Based on the
interviews and the literature, it appears that public and private organisations perceive the possibility of
reputation damage as the biggest threat. While reputation damage is perceived as the biggest threat — both
in this project as well as in affiliated research projects (Libicki et al. 2015) — it is primarily a consequence
or a secondary effect rather than a direct threat, since it primarily occurs as a result of incidents. Direct
threats can be divided into information-related threats and system-related threats. In the area of
information-related threats, the leaking of personal data — such as that belonging to clients and patients, as
well as employees and corporate contacts — financial information and intellectual property is the largest
concern. Intellectual property is an important asset to protect, especially for organisations in the chemical
and health sectors, which means that potential incidents involving such information can lead to
considerable damage; financial information is a target for threat actors, particularly within the financial
sector; and personal data, such as that of clients, employees and patients, is a concern for all sectors. This

is confirmed in the Cyber Security Assessment Netherlands 4.

System-related threats, such as disruptions or manipulations of processes, are a potential concern, in
particular for sectors with a direct connection to the physical world. Examples include the energy,
transport and water management services, as well as law and order. Distributed Denial of Service (DDoS)

attacks were also mentioned as a threat, in particular because they (could) lead to reputation damage.

Even though the threat overview is fragmented — in part because of the absence of reliable (quantitative)
data — it is united by the overarching concern about reputation damage. It is primarily the potential
impact on the image and reputation of an organisation that is perceived and experienced as the threat by
its representatives. This perceived threat also demonstrates that incidents are the strongest driver for
cybersecurity measures and, therefore, provides an indirect answer to the first part of the main research

question: on what basis do organisations invest in cyber security?

Incidents are the strongest driver for cybersecurity measures

While researching drivers for cybersecurity measures, incidents surfaced as one of the main reasons — if
not the main reason — for organisations to decide to introduce (additional) measures in the area of

cybersecurity. This is principally the case because incidents focus attention on the topic and also enhance
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the risk of damage to the reputation of an organisation, or even a whole sector. Incidents lead to media
attention, which can subsequently lead to parliamentary questions, which can introduce an incentive for
an organisation to enhance cybersecurity measures. Besides incidents, threat analyses also play an
important role in the determination of organisations to take cybersecurity measures. These threat
assessments often include incidents, which reinforces the illustrative importance of incidents as an
incentive for cybersecurity measures. Based on the literature, regulation also appears to be an incentive for

action, but this was far less apparent during the interviews.

Regulation is presently (still) of limited influence

Based on the literature, regulation appears to function as an incentive for action, but during the interviews
this was less apparent. Regulation will, however, start playing a larger role in the European Union (EU)
once a number of regulatory proposals at the European level, such as the Network and Information
Security (NIS) Directive and the EU General Data Protection Regulation (GDPR) have been approved.
What becomes apparent — especially based on experiences in the United States (US) — is that an important
connection exists between the value of incidents and regulation, especially, for example, in light of
notification obligations. By forcing organisations to report incidents, governments can use regulation to

induce the effect incidents have on organisations.

Cyber-insurance providers do not have general criteria and do not (yet) play a role in the

cybersecurity posture of organisations

Besides regulation and incidents as primary drivers, this research report also focuses on the role played by
cybersecurity insurance with regard to public and private organisations. The hypothesis is that the risks
experienced cannot be exclusively covered by increased investments in cybersecurity measures, and that
insurance also has an important role to play. The conditions under which such an insurance policy is
provided could subsequently also function as a driver for organisations to ensure a certain basic level of

cybersecurity.

The market for cyber-insurance policies is still very much in development. In theory, such insurance
providers could reduce cyber-insecurity or stimulate investments in cybersecurity by introducing
requirements or informing clients about best practices, as is the case with regard to minimising risks in the
area of fire safety. The cyber-insurance market appears to be insufficiently mature to induce clients to
make cybersecurity investments. In the Netherlands in particular, cyber-insurance policies have not yet
become mainstream. Based on interviews in the Netherlands, it can be concluded that the adoption of a
cyber-insurance policy or compliance with insurance provider requirements do not play a role in the
determination of cybersecurity budgets or the measures taken. Not a single interviewee had a cyber-
insurance policy and only one organisation was trying to determine whether such a policy would be
desirable. Based on a couple of interviews with representatives from insurers in the United Kingdom
(UK), it also became clear that in the UK market there are no general criteria for the provision or
rejection of a cyber-insurance policy. Application forms are diverse, although at the moment a couple of
parties are in the process of developing more common ones which ask the same questions. In the UK, the
government has tried to use the insurance sector to stimulate organisations to comply with a number of

minimum requirements in the area of cybersecurity. This happens incidentally through a requirement of

ii



the insurance industry that Small and Medium Enterprises (SMEs) comply with minimum standards, as

set out through Cyber Essentials.

The influence of cyber-insurance on the level of cybersecurity measures adopted by organisations
presently remains uncertain, but upcoming regulatory proposals — including notification obligations — can

potentially function as incentives for organisations to adopt insurance policies in the area of cybersecurity.

Data about size of investment is not available

The second and third parts of the main research question focused on the determination of the nature and
the size of cybersecurity investments. To answer these two parts, the author conducted 27 interviews with
representatives of organisations within the twelve critical infrastructure sectors. Of those 27
representatives only a small number provided insight into the size of their cybersecurity investment, while
the rest of the organisations did not. Because of this, no overarching answer can be provided to the
question as to how much organisations within the critical infrastructure sectors invest in cybersecurity.
This, of course, prompts the question: why did they not provide such insight? The explanations provided

in response to that question have been summarised in the report of the project as follows.

First, it is unclear which costs can specifically be allocated to cybersecurity. This challenge contains two
interconnected aspects. First of all, there is the absence — as previously indicated — of a commonly
accepted definition of the term. In the absence of such a commonly accepted definition, there is also a
lack of criteria to determine which investments can be classified as cybersecurity investments. Basically,

there is no cost collection model to map the requested data.

Secondly, cybersecurity appears to be an integral part of business operations because it is integrated in
other projects, processes and products, which makes it difficult to isolate cybersecurity related
investments. Investments made solely for the purpose of cybersecurity, such as certain employees, audits,
penetration tests, awareness campaigns, etc. are identifiable. These, however, give a skewed reflection,
because they are merely a fraction of the overall investment made by organisations in the area of

cybersecurity.

Thirdly, the focus on investments is too narrow. To develop a holistic overview, all expenses made by
organisations in critical infrastructure sectors must be included, in particular the exploitation costs. An
exclusive focus on investments gives a distorted image about how much organisations spend on

cybersecurity.

Fourthly, the collection and mapping of data about the nature and size of cybersecurity investments is
complicated because of the qualitative approach to cybersecurity. Cybersecurity is primarily approached
from a qualitative perspective because the introduction of cybersecurity measures is based on risk analysis.
The point of departure, therefore, is the translation of the risk analysis into a plan of action which
includes these measures. This reinforces the idea that cybersecurity is primarily approached from a

qualitative rather than a quantitative perspective.

Research question is topic of discussion

The interviewees reflected critically on the main research question and the focus of this research project.

As described above, interviewees found the focus on investments too restrictive, partially because it ignores
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exploitation costs. A distinction has to be made between business operations and business change. The
exclusive focus on investments — in case sufficient data is available and accessible — can give a distorted
image about how much an organisation actually spends on cybersecurity. Secondly, the question needs to
be asked whether the main research question provides the right focus. As many interviewees indicated, the
focus of cybersecurity is primarily qualitative, which is why questions about the presence of qualitative
measures received more support during the interviews in comparison to those with a quantitative focus.
The quantitative focus is also potentially problematic, as a higher level of investment may be perceived as
more effective, while actually more money may be counterproductive if it is spent on ineffective measures.
Nonetheless, data collection primarily focused on qualitative measures is also subject to the same
challenges as quantitative data collection. Without a broadly accepted definition and a uniform cost

collection model, the collection of qualitative measures also becomes difficult to map.

Target number is undesirable and infeasible

At the start of this study, the potential introduction of a target number as a policy option was discussed
and as such included in the protocol for the interviews. Target numbers are regularly used for different
policy topics as an instrument to bring about a particular change, such as an increase in the number of
women in leadership positions. As a result, during this research project the desirability and feasibility of
the introduction of a target number has also been evaluated. However, there was much resistance to the
quantification of cybersecurity measures among the interviewees when asked about the desirability and
feasibility of the introduction of a target number. The introduction of a target number as an instrument
to advance cybersecurity investments was perceived by the majority of interviewees as undesirable and
infeasible. According to the majority of interviewees, a general target number adds little value, since every
organisation is different and maintains a different risk profile. While some interviewees considered the
possibility of developing a target number at a sector level, others disagreed because even at a sector level
considerable diversity with respect to risk profiles exists. Many interviewees suggested that a number on its
own is meaningless, considering the lack of insight it provides with respect to the measures taken by
organisations, as well as its inability to offer an explanation as to why these measures are taken. According
to the majority of organisations, quality is considerably more important than quantity. In addition, the
introduction of a target number can have negative consequences because it can lead to a certain sense of
false security. Numbers are easy to manipulate and a target number will not necessarily lead to more
money for cybersecurity. An alternative option is the introduction of a set of qualitative requirements
which organisations need to comply with before business can be conducted with them. Cyber Essentials
in the UK is an example of such a scheme, as is the framework for organisations within the critical

infrastructure introduced by the National Institute of Standards and Technology (NIST) in the US.

A focus on detection and response via risk acceptance

With an eye on making a contribution to the improvement of cybersecurity in organisations, respondents
were also asked during the interviews about best practices. Interviewees recommended a number of
principles to improve the current cybersecurity situation and to enhance cyber resilience. The relative
character of security is the first central tenet. This means that society, including organisations within

critical infrastructure sectors, needs to establish a certain level of risk acceptance. Both the interviewees



and the literature emphasise this. That incidents will happen is almost inevitable. By placing risk
acceptance as a central element of their strategy, organisations can more adequately prepare themselves for
incidents. This notion of risk acceptance also leads to the second principle, which, based on the findings,
must be better integrated: cybersecurity must be approached from a holistic perspective, where prevention
is only a part of the whole and where detection plays a more prominent role. This view appears in the
literature and was confirmed by multiple interviewees. The acceptance that incidents will take place puts a

greater focus on when and how fast such breaches can be detected.

From organisation to integration of the supply chain

The second dimension of a holistic approach is the involvement of the entire chain or sector. Attackers are
inclined to attack different organisations within a sector rather than a single organisation, or to approach
the weakest link, which, due to intra-sector dependencies, may affect the rest of the sector. This has been
recognised, for example, by the financial, retail and energy sectors. Organisations must therefore work
towards the integration of, and communication within, the supply chain. This has several benefits. Firstly,
by exchanging information with each other, organisations can anticipate possible attacks. Secondly, it
allows organisations to appreciate the impact that potential attacks could have on the entire supply chain,
rather than just their own operations. Thirdly, integration within the supply chain or the sector can lead

to cooperation with regard to the introduction of measures on different levels.

Information exchange and active dissemination

Information exchange is an indispensable element in the improvement of cybersecurity. This was also
emphasised during the interviews and additionally confirmed through legislative proposals that aim to
improve the state of information exchange both in the Netherlands and abroad. Information exchange
primarily occurs through platforms such as Information Sharing and Analysis Centres (ISACs) and other
cooperative associations, primarily at the sector level. Moreover, it is important that information is
exchanged with the objective of making the sector or the supply chain more resilient against cyberattacks.
Subsequently, it is critical — as confirmed by both the interviews and the literature — that so-called good
practices based on experiences are actively shared and disseminated among public organisations, private

organisations and perhaps even the general public, so as to reach as broad an audience as possible.

Conclusions
The above leads to a number of important conclusions that can be derived from the primary findings and
that can help to answer the main research question, as well as make a contribution to the ongoing

cybersecurity debate.

For the first part of the main research question — on what basis do public and private organisations invest
in cyber security? — it can be concluded that the fear of reputation damage operates as, and is perceived as,

the biggest threat, which makes incidents the greatest incentive to take (additional) security measures.

Regulation takes advantage of the dynamic between the fear of reputation damage and the incentive
introduced by incidents by obliging organisations to report incidents. By making incidents public or

sharing them with third parties, regulation enhances the pressure to prevent incidents.
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This also has negative consequences for society because it overemphasises prevention and underemphasises
detection and response. When one looks at good practices and the ways by which cybersecurity can be
raised to a higher level, risk acceptance — or the realisation that incidents will take place — is an essential
ingredient to instil in the whole security lifecycle, from prevention to response, with detection as an
important intermediary component. Based on the above, a potential state of tension arises due to the
pressure to report incidents, the fear of reputation damage, and risk acceptance as a vehicle for a holistic
approach. As a result, there is an exclusive focus on preventing incidents, despite the fact that absolute
security is an illusion and that the relative nature of security is precisely what needs to be emphasised to

achieve a more mature level of cybersecurity.

Based on these conclusions, the reporting of incidents and the exchange of information should primarily
be used to learn how to detect incidents more quickly and more effectively, with the objective of reducing
damage. The adoption of a cyber-insurance policy is expected to incentivise organisations to improve their

cybersecurity posture, but as of yet that is not the case.

While this research project is unable to provide an overarching overview of how much and in what ways
organisations invest in cybersecurity, the interview questions have led to other findings. Data about the

nature of cybersecurity investments is not generally available due to the following reasons:

e There is no commonly accepted definition of cybersecurity

e There is no overarching cost collection model

e Investments in cybersecurity are integrated into other projects, processes and products

e Cybersecurity is primarily approached from a qualitative rather than a quantitative approach,

which means costs are not the primary focus.

The particular emphasis of this study on the collection of quantitative data has been called into question
by representatives from public and private organisations in critical infrastructure sectors. Subsequently,
representatives of organisations in critical infrastructure sectors also considered the introduction of a target
number as undesirable and infeasible. Based on the findings, and in lieu of a target number, the
government, in cooperation with the private sector, could emphasise the need to take qualitative measures
to advance the level of cybersecurity by introducing minimum standards. For example, this could be
introduced through a set of qualitative requirements that organisations have to comply with before
business can be conducted with them. All of these proposals have the intention of advancing the level of

cybersecurity and to further promote the necessity of detection and response, in addition to prevention.
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