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Summary

1. Reason for the study

Each hand shows a pattern of lines, the so-called papillary lines. These lines run in the palm of the
hand and continue onto the fingers. Fingerprint examiners therefore consider them to form one
single line. In so far as known, each person has a unique pattern of lines. Fingers and hands can
leave traces on surfaces or objects, which are referred to as 'dactyloscopic traces'. These are pre-
eminently suitable for investigations, for instance to establish by whom the traces at a crime scene
have been left, and whether these traces are possibly those of the suspect. The fingerprint trace is
one of the oldest and most effective means of identification. It has proven to be invaluable to the
police and the Public Prosecution Service. Although fingers and palms of hands have no essential
biometrical difference, legal standards do clearly distinguish between fingers and palms. This
distinction can be explained by the different purposes for which fingerprints and palm prints are
collected.

Fingerprints are primarily taken for the purpose of establishing the suspect's identity. When
a suspect has been arrested, fingerprints are taken and sent to VVI (Dutch Facility for Verification
and Identification, Dutch: Voorziening voor Verificatie en Identificatie) and HAVANK (the
Automated Fingerprint System Dutch Collection, Dutch: Het Automatische VingerAfdrukkensysteem
Nederlandse Kollektie). The suspect's identity can be established by comparing the fingerprints
with prints that were taken and saved earlier. Next to that, fingerprints are used for investigation
purposes. The fact is that it can be established whether fingerprints taken are identical to the
fingerprint traces found at a crime scene. HAVANK contains both fingerprints taken from suspects
and traces secured at crime scenes. HAVANK enables automized searches for matches between
saved and new fingerprints or between fingerprints and traces. In that way, suspects can be linked
to criminal offenses of which they are not yet suspected.

Palm prints are only used to find possible matches with palm traces. Therefore, they can
only be taken if a suspect is thought to have been involved in a criminal offense related to which
traces of palm prints have been found at the crime scene. The palm prints taken from a suspect
are saved in HAVANK, after which an automatic search is conducted for any matches with palm
traces that were saved earlier.

Since fingerprints and palm prints are collected for different purposes, separate provisions
regulate the collection of these prints. The collection of fingerprints to identify a suspect has been
provided for in articles 55c paragraph 2 and 3 of the Dutch Code of Criminal Procedure. It
stipulates that in case of any suspicion of a criminal offense as defined under article 67 paragraph



1 of the Dutch Code of Criminal Procedure, fingerprints must be taken from each suspect. In case
of a suspicion of other, less serious criminal offenses, the (assistant) Public Prosecutor can order
that fingerprints are taken in case of doubts about the identity of the suspect.

The collection of palm prints is a measure taken in the interest of the investigation (article
61a paragraph 1 sub b of the Dutch Code of Criminal Procedure). The collection of palm prints is
allowed only if an order from the Public Prosecutor is available (article 62a of the Dutch Code of
Criminal Procedure). The Public Prosecutor may only issue such an order in case of a specific
investigative interest. This interest is usually assumed to exist if a palm trace has been found at
the crime scene and the suspect is believed to have been involved in that offense. The statutory
provision therefore does not prescribe the standard collection of palm prints of suspects. Palm
prints are in actual practice indeed not taken as part of a standard procedure.

This changed in October 2010. Before that time, fingerprints could only be taken in case of
a specific investigative interest, pursuant to article 61a of the (former) Dutch Code of Criminal
Procedure. With the consent of the Board of Procurators General (Dutch: college van procureurs-
generaal), Chief Public Prosecutors issued so-called generic orders for the collection of fingerprints,
which in practice were considered to include palm prints. This meant that there was no need to
weigh the specific case, but that the interest in the investigation could be assumed by default. After
the judiciary had criticized the phenomenon of the generic orders and an advice had been issued
by the Research Department of the Public Prosecution Service, in which it was stated that the
collection of prints required a specific interest in the investigation, the permission to issue general
orders for the collection of finger and palm prints was revoked in October 2010. Since then, palm
prints are no longer taken by default. The Public Prosecutor must assess for each specific case
whether there is an interest in the investigation. The palm prints that are being used in criminal
procedures, therefore probably do not reflect the actual need for this type of forensic identification.

The Dutch Suspects, Convicted Persons and Witnesses (Identification) Act of 2010 (Dutch:
Wet identiteitsvaststelling verdachten, veroordeelden en getuigen, WIVVG) widened the
possibilities to take fingerprints in order to establish identities. Since October 1st, 2010,
fingerprints may, pursuant to article 55c of the Dutch Code of Criminal Procedure, be taken by
default for the identification of a suspect. Therefore, the revocation of the generic order has in fact
hardly made any difference for the taking of fingerprints from suspects. It did however have a
considerable effect on the practice for palm prints. Palm prints were taken by default before 2011,
whereas a specific order of the Public Prosecutor is required today, and it must be demonstrable
that this is in the interest of the investigation. The police and the Public Prosecution Service see
this requirement as an impediment; the WIVVG may well be one of the reasons why ever less palm
prints of suspects are collected. There would be, however, a need to collect these prints to
compare them to palm print traces found at crime scenes.

The police and the Public Prosecution Service stress that they need palm prints to be taken
by default in order to increase the effectiveness of investigation activities. They state that other
European countries do take palm prints by default, while article 61a of the Dutch Code of Criminal
Procedure constitutes an impediment in the Netherlands to operate in that same way. The Dutch
House of Representatives has also repeatedly brought the taking of palm prints to the attention.

The above problems and questions were the reasons behind this research. The research question

is:
To which extent is the collection, use and storage of palm prints for the benefit of criminal
procedure legally regulated in the Netherlands, a number of other countries and in
supranational case law? How are these regulations applied in practice? What is the added
value of the use of palm prints in criminal procedure? Is the collection of prints by default
and/or an improvement of legal regulations in this field advisable and permissible according
to the national and supranational legal framework?

Below, the research methods will first be set out briefly. Second, the subsequent research phases
and results will be summarized.



2. Methods

By means of ‘triangulation’ (i.e. the combining of various research methods) an attempt was made
to provide an elaborate overview of the use of palm print traces for investigation and prosecution
purposes and the (desired) legal regulation thereof. A study of the Dutch legal framework and the
comparison (with, inter alia, Germany, Switzerland and England and Wales) was performed
through desktop research.

The Dutch implementation practice was analyzed using figures on dactylographic traces and
prints, on both the use of DNA traces and prints, and the matches that were returned when
comparing these. Next to that, 22 officers of the police and the Public Prosecution Service were
interviewed on how they process (requests for) palm print comparisons.

Also, judgments published at Rechtspraak.nl in cases where palm prints were used for the
investigation (N=43) were analysed, by means of a checklist. As a supplement, ten specific
criminal case files were studied in which palm print comparisons played a role, again using a
checklist.



3. Dactyloscopy

Dactyloscopy refers to the study of papillary lines, which are the lines in the skin on the inside of
the finger, palm, toe and foot. It also includes the study of prints and traces that can be left by
papillary lines on surfaces. A distinction is made between a print and a trace. A print is a reference
print of the papillary lines that was taken of a person under controlled circumstances. Prints used
to be taken using ink. Today, they are usually collected by using a scan, at least in case of
fingerprints. Ink is still used when taking palm prints. A trace is the print of the papillary lines
found at the crime scene.

One of the aims of dactyloscopy is individualization, i.e. to establish whether a certain
individual is the source of a finger or palm print trace that is linked to a presumed criminal offense.
Fingerprints are also taken in order to establish an individual's identity. In this, two methods can
be distinguished: identification and verification. Identification means that the identity of the person
involved is established, as part of the application of criminal law rules. Verification is the process
whereby test material collected is compared one-to-one to reference material of one specific
individual. In the latter case, the identity of the suspect is already suspected, so that it only
requires verification.

For the purpose of the investigation it is important that a trace linked to a criminal offense
matches with a unique source. This requires that the print has unique characteristics which
correspond to other prints of - only - that source and that these unique characteristics remain
unchanged over a longer period of time. This is generally thought to be the case for dactyloscopic
traces and prints, including those of the palm. It is assumed that such patterns of papillary lines
are unique, and that no pattern is similar to any other.

Assessment of similarities between the trace and the print (for both fingers and palms)
takes place based on dactyloscopic points. Twelve similar points must be found, and both
verification and individualization require that there are no inexplicable differences. A number of
factors can affect the reliability of the comparison test: the quality of the trace left behind, the
subjective assessment of the trace and any associated incorrect conclusions, caused by, for
example (an excess of) context information.

Individual or combined forensic traces can increase the effectiveness of the investigation.
They complement each other to a large extent. There is a number of differences between
dactyloscopic traces and other types of traces. For instance, DNA-traces, unlike dactyloscopic
traces, are suitable for trace-trace comparisons. On the other hand, DNA is more easily
transferable and can be 'planted' on a specific location. This is much more difficult for dactyloscopic
traces.

4. The legal framework

It has been studied under which conditions the collection, processing and storage of palm prints is
permitted under Dutch and supranational law.

The collection of finger and palm prints is a minor invasion of a person's right to privacy. After all,
the suspect will have to place fingers and hand on a glass plate or an ink pad. Processing and
storage of the prints is an invasion of the right to informational privacy. This right is mostly
affected by the long-term storage and the continued use and reuse of prints, so that these can be
compared with other prints taken from suspects or with traces secured from a crime scene. This is
also a minor intrusion.

The right to privacy may only be invaded if that invasion has a sufficient specific legal
basis, if it serves a legitimate purpose and if the invasion is necessary in that particular case.
Necessity here means that there is a proper reason to invade the right. The storage of finger and
palm prints is allowed only under several conditions. More specifically, it must be possible to delete
prints after a case is dismissed or if the suspect is acquitted, and differentiated storage times must
be applied for different types of cases and suspects.

Fingerprints are taken, processed and stored by default pursuant to the statutory
provisions, for the purpose of establishing the identity of the suspect in case of a criminal offense



as defined under article 67 paragraph 1 of the Dutch Code of Criminal Procedure. Fingerprints,
once taken, can by default also be used to determine whether the suspect is the donor of a trace
(investigation). Palm prints are not taken by default, pursuant to the applicable law. They are
solely used for investigate purposes. It is only allowed to take palm prints if there is an ‘interest in
the investigation' in that specific case. It is the task of the Public Prosecutor to assess whether such
interest exists, and to subsequently issue an order for the collection of palm prints.

It can be assumed that taking palm prints is in the interest of the investigation if a palm
print trace was found at a crime scene and if the suspect is associated with that criminal offense, or
if there are good reasons to assume that the suspect has committed other criminal offenses for
which palm print traces were safeguarded and the clarification of which can be relevant to the
prosecution or adjudication of the suspect for the offenses he/she is suspected to have committed.

Palm prints, once taken, can be stored in HAVANK and used for the investigation of other
criminal offenses than the ones they were originally taken for. The comparison between palm prints
taken and palm print traces already stored in HAVANK can lead to chance hits.

The current statutory provision related to the collection, processing and storage of palm
prints is in conformity with the right to both physical and informational privacy.

5. The practice of palm print comparison

Palm traces are not often found at crime scenes and Public Prosecutors do not very often come
across palm print comparisons in records. Available figures show that the number of palm prints
taken from suspects has dropped considerably during the past few years. Also, the percentage of
matches based on palm prints is declining compared to the total number of matches based on
dactyloscopic traces. This match percentage is also somewhat lower than the match percentage in
Switzerland and the United Kingdom.

There are indications that the palm of the hand can tell us more about the actions that
have taken place at a crime scene than finger traces or other traces can. Whether dactyloscopic
traces, including palm traces, are found at crime scenes mostly depends on the extent to which the
offense was planned and prepared. What follows from the interviews is that most dactyloscopic
traces are found in burglary cases. Although burglars wear gloves more than they used to, forensic
examiners still find these traces on a regular basis.

It seems that the interest of the investigation is in practice interpreted strictly: Public
Prosecutors only give permission to take palm prints of suspects if a palm trace was found during
the investigation of the offense the suspect was arrested for. Even though Public Prosecutors see
grounds for a more liberal interpretation, they always take into consideration whether such an
argument will hold in court, should it be challenged by the defense. Furthermore, Public
Prosecutors also prioritize forensic material that is sent in for investigation. So even if there is an
interest of the investigation, the request can still be turned down. The decision to ask the Public
Prosecutor for such permission depends on various considerations: the personality of the police
officer, the personality of the Public Prosecutor, previous experiences of/with both, the unit/Public
Prosecution Office involved (including its culture and customs), whether the suspect is still held in
custody and the amount of additional paperwork or effort involved.

In brief, the added value of palm traces for investigations is in the view of the respondents

determined by four factors:

1. Technical forensic evidence (including palm comparisons) has become increasingly
important in the investigation during the past few years, as suspects more often choose to
remain silent during the interrogation.

2. Dactyloscopic traces (including palm traces) are of great value for the investigation, as a
dactyloscopic trace, next to DNA, is one of two kinds of traces that can lead directly to a
person. Next to that, virtually all dactyloscopic traces are contact traces and these have an
added value on the so-called activity level: they give information about the activities due to
which traces were left behind (for example climbing traces left by a burglar).

3. Palm traces can be more clear than fingerprint traces and they can provide for the twelve
points needed for identification if a fingerprint has not enough points to come to a match.



4., Sometimes the palm print is the only forensic evidence available. Various respondents
mentioned examples of such cases.

6. Court judgments and criminal files

The analysis of a sample of Court judgments (43) found at Rechtspraak.nl, and court files of ten
specific cases, shows that palm print comparisons have been used with some regularity to
substantiate Court judgments. The question how often this is the case in general cannot be
answered properly on the basis of the selection, as only part of all judgments is published at
Rechtspraak.nl. The sample produces a somewhat distorted view since only cases that are thought
to be of a particular interest to a certain audience are published on the website. In some of the
cases studied, the palm trace was the only or the most crucial trace that linked the suspect to a
crime scene.

In all cases studied, it was stated that the trace found matched the print of the suspect.
Both specialists and judges often expressed themselves in absolute terms: the trace and the print
were said to be 'identical'; dactyloscopic traces were 'non-recurrent'; the suspect was the ‘donor’ of
the trace, and it was 'out of the question' that anyone else could have been the donor of the trace.
Cases from more recent years show conclusions in significantly less strong terms. Judges follow the
full opinions of dactylographic experts in almost all of the cases.

The files show that there can be important differences in opinion between experts when
establishing the number of matching points between a trace and a print. The interpretation of palm
traces and prints can at times apparently be problematic and may lead to varying expert opinions.
However, in the final conclusion any difference of opinion between experts on the number of
matching points found seems to make no difference. It is unclear whether a different assessment
of traces and prints in some cases could lead to an erroneous conclusion, for example due to an
incorrect individualization, i.e. the palm of the hand is linked to the suspect, although this
individual is not the donor. For this, see Chapter 2 on the famous Brandon Mayfield case, in which
fingerprints examiners came to erroneous individualizations in a considerable number of
assessments.

Given the fact that judges follow the conclusion of experts in virtually all instances, there is
only a small chance that any incorrect individualization would come to light. In so far as could be
concluded from the Court judgments and the ten specific cases, uncertainty about the assessment
of traces and prints was not explicitly raised or brought up for discussion, neither in the reports or
records, nor in the Court judgments.

Defenses of attorneys in cases studied that put forward that there would be differences of
assessments were dismissed in all cases by the courts. The same is true for defenses that traces
could have been left at the crime scene at a different time. Requests for counter expertise were
often not allowed.

In several of the cases studied, a specific activity has been deduced from a palm trace,
such as pushing, leaning or pulling. In that sense, palm traces provide more information about the
activities that have taken place during the offense than, for example, DNA traces, as they may
indicate a grip, or the leaning of the donor of a trace against a wall or object.

7. Comparative law studies

Comparative law studies were performed into the laws of Germany, Switzerland and England and
Wales. For these countries, the rules and regulations on the collection, processing and storage of
finger and palm prints were mapped. The meaning of statutory rules was established based on
literature and - in the case of Germany and Switzerland - case law. Next to that, the statutory
provisions of several other countries have been briefly described. The following can be concluded
from these comparative analyses.

Palm prints are rarely mentioned specifically in the laws of the countries studied. For instance, the
term ‘fingerprints’ is used to refer to both fingerprints and palm prints (England & Wales), as are



terms such as ‘papillary lines’ (Austria) or ‘prints of bodily parts’ (Switzerland). In the Netherlands,
various types of prints are defined under the statutory provisions. Since the same norms exist for
the collection of fingerprints and palm prints in Germany, Switzerland and England & Wales, palm
prints can in theory be used to establish the identity of a suspect in these countries. However, palm
prints are in actual practice not used for that purpose. They are only used to establish who the
donor of a palm trace is, as happens in the Netherlands.

Of the countries studied, only England & Wales permit the collection of palm prints by
default. In Germany and Switzerland, palm prints can only be taken if this is necessary, which
seems similar to the requirement in the Netherlands that there be an interest in the investigation.
Germany and Switzerland however use a wider interpretation of the necessity requirement than the
Netherlands, given the fact that the collection of palm prints does not need to be related to the
criminal offense of which a person is suspected.

Germany and Switzerland provide legal remedies against an order to collect palm prints.
These are regularly invoked if the collection is not related to the criminal offense of which the
suspect is suspected. The Netherlands do not offer such remedies.

In Germany and in England & Wales (higher) police officers are authorized to decide that
palm prints be collected. This is in principle the same in Switzerland, but there an order must be
issued by the Public Prosecutor in case of any refusal to cooperate. In the Netherlands, the
authority to issue an order in principle only lies with the Public Prosecutor.

In the foreign countries the study focussed on, deprivation of liberty is not a precondition
for the authorization to collect palm prints, which it is in the Netherlands. In Switzerland, non-
suspects can also be forced to have palm prints taken. In the other countries studied, palm prints
of such persons can only be taken on a voluntary basis. The Netherlands, Germany, Switzerland
and England & Wales have specific regulations on the storage and use of palm prints.

8. Collection of palm prints by default

This report raises the important question whether it is acceptable and desirable to have palm prints
taken by default. Three scenarios are set out below that could be taken into consideration when
reviewing the current statutory provisions. These scenarios are the following:

Scenario 1: standard collection and standard use

In this scenario, palm prints will be taken at the first police questioning on the same basis as
fingerprints are taken according to the law as it stands. This does not require the individual case to
be considered specifically. These prints are stored directly in HAVANK and compared to the palm
traces and prints contained in that database. The comparison may show that the suspect was
presumably involved in other criminal offenses than those of which he is currently suspected. This
scenario fits well with the idea that, from a dactylographic perspective, there is no difference
between finger and palm prints. The crux is that these are both prints of papillary lines.

Scenario 2: standard collection without standard use

In this scenario, palm prints will be taken at the time of the first police questioning if fingerprints
are already taken under the law as it stands. The prints are however not immediately stored in
HAVANK, but saved in a separate database. The prints can only be used once an interest in the
investigation is assumed. In that case, they will be transferred to HAVANK. Compared to the
current statutory provisions, this scenario offers more opportunities for the collection of palm
prints, whereas the possibilities to use these remain the same, as the interest in the investigation
is a requirement.

Scenario 3: standard collection from convicted persons

Scenario 3 involves the standard collection of palm prints from convicted persons. This scenario is
a variation on the Dutch DNA Testing (Convicted Persons) Act (Dutch: Wet DNA-onderzoek bij
veroordeelden, Wdov). In brief, the Public Prosecutor is obliged, pursuant to the law, to order that
cell material be taken from a person who has been sentenced to imprisonment, detention or a
community service for an act as defined under article 67 paragraph 1 of the Dutch Code of Criminal



Procedure, or who has been placed in a psychiatric hospital or received a TBS-order. In such a
case, the interest in the investigation is not required. The order may only be omitted if there are
compelling reasons not to collect any cell material. The ECtHR has found that the collection of cell
material based on the Dutch DNA Testing (Convicted Persons) Act in the Van der Velden case was
in conformity with article 8 ECHR and it therefore ruled that collection was a necessity.! An
important element in this case seems to have been that cell material was taken from a convicted
person. It seems that such a measure is sooner considered to be necessary when dealing with
convicted persons than in case of suspects.

9. Improvement of current law and practical use

If the standard collection of palm prints is not introduced, there are ways in which current laws and

their application in practice can be improved. The following points can be taken into consideration:

= Removal of the requirement of involvement of the Public Prosecutor. The interviews give the
impression that, in practice, the Public Prosecutor is not in all cases requested to issue an
order, even if it could be assumed that such may be in the interest of the case. Under the
statutory provision, Assistant Public Prosecutors are authorized to decide to impose the rather
drastic coercive measure of deprivation of liberty, but not to order a less impactful measure of
taking palm prints. The conferral of authorities on the enforcing of measures in the interest of
the investigation, including the collection of palm prints, could therefore be reconsidered.

= Voluntariness as a starting point. For the collection of cell material for DNA research, the
Netherlands distinguish between voluntary and forced cooperation. The Public Prosecutor, and
the Assistant Public Prosecutor in case of several specific offenses, are authorized to order the
collection of cell material in case of a collaborative suspect (art. 151a paragraphs 1 and 3).
Should the suspect refuse to cooperate, then only the Public Prosecutor is authorized to order
that cell material be taken from the suspect (art. 151b of the Dutch Code of Criminal
Procedure). It could be considered to start from voluntary cooperation of suspects with respect
to the collection of palm prints too.

= Removal of the link with deprivation of liberty.

= Broader interpretation of the interests in the investigation. Any interest in the investigation
could be assumed if the collection of palm prints is of importance to the investigation of other
criminal offenses than those of which the suspect is suspected. This is possible if there is a
reason to believe that the suspect has committed or will commit other criminal offenses where
palm print traces are likely to be found.

= Replace the enumeration in article 61a of the Dutch Code of Criminal Procedure by ‘prints of
bodily parts’.

= Improved coordination between police and Public Prosecutor. Some police officers seem to find
that an interest in the investigation cannot easily be assumed under the current legal
provisions, or that (certain) Public Prosecutors are not easily convinced here. Improved
knowledge on the part of the police on the meaning of the ‘interests in the investigation’ and
an improved coordination between the police and the Public Prosecutor may lead to more
requests submitted by the police to issue orders for the collection of palm prints. At the same
time, Public Prosecutors should be made more aware that the police can conduct palm print
research without the involvement of the NFI (The Netherlands Forensic Institute) in order to
avoid capacity or priority arguments as grounds for denying requests.

= Clear mentioning of any uncertainties in the assessment of matching points between traces and
prints in reports of fingerprint examiners and in Court judgments.

= It seems that palm prints are not consistently removed from HAVANK where this is required.
Information needed from partners in the criminal procedure (such as the Public Prosecution
Service) is in practice not always passed on to the organization responsible for the removal of
prints from HAVANK (JustID). This problem has already existed for quite some time. It is
advisable to improve this situation further. It is of great importance that rules and regulations

! ECtHR 7 December 2006, no. 29514/05 (Van der Velden/The Netherlands); ECtHR 20 January 2009, no.
20689/08 (W./The Netherlands).



are followed, as the ECtHR has recently established infringements of privacy rights due to the
storage of (finger)prints.



