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Summary 
 

In countering undermining crime, the real estate sector plays an important role. In 2019, an estimated 

50,000 homes and business premises were used to facilitate undermining crime in the Netherlands 

(Kruize and Gruter, 2020).1 Given this relatively large number, the Ministry of Justice and Security 

(JenV) asked the Research and Documentation Centre (WODC) for a study on the possibilities of, 

and the added value of sharing intelligence on criminal premises use. The aim of the study is, on the 

one hand, to provide insight into the possibilities and added value of sharing intelligence on criminal 

property use between landlords of real estate, such as housing corporations, recreational and holiday 

parks, letting agents and other landlords of multiple properties. On the other hand, the aim is to offer 

insight into the possibilities and added value of providing this intelligence by landlords to investiga-

tive services such as the police and/or the Fiscal Intelligence and Investigation Service (FIOD). Crim-

inal use of premises involves the production, trade and storage of illegal goods, such as drugs, but it 

also includes the operation of apparently legal services (with the aim of laundering criminal assets) 

as well as illegal services such as illegal prostitution, other forms of human trafficking or illegal 

gambling. Finally, wanting to stay under the radar of the (investigative) authorities by illegally staying 

in a residential or business premises is also subsumed under the concept of criminal use of premises. 

 

To answer the research questions, various research methods were used, namely: literature study, in-

terviews, online survey, police data analysis and expert meetings. We briefly touch upon these meth-

ods here. 

  

• Twenty-four interview interviews were conducted with 37 representatives from 23 organiza-

tions. These were representatives of interest groups/associations around property rental, in-

vestigative agencies, and legal experts.  

• The online survey consists of 37 questions and focuses on property rental companies. Re-

spondents were approached via a stratified sample from the National Employment Data Sys-

tem (LISA) on the one hand and via industry associations on the other. This yielded 213 com-

pleted questionnaires: 44 housing associations, 57 letting agents/managers and 112 other 

owner-landlords.2 The response rate via sample is 7.2%. The response rate through industry 

associations is diverse, but generally higher than the sample. 

• To get an indication of the extent to which the systematic sharing of intelligence of faulty 

tenants could be effective, all incidents at the police were queried involving individuals who 

were listed as suspects of a drug trafficking and/or drug production offence in the period 2017 

to 2021. In addition, the Amsterdam police unit (Doorzon-project) provided data on three 

specific cases and the Rotterdam police unit (Motus) provided a database of persons involved 

 
1 Kruize, P. en P. Gruter (2020). Criminele gebouwen: De faciliterende rol van woningen & bedrijfsruimten 

bij ondermijnende criminaliteit in Nederland en vier EU-landen. Amsterdam: bureau Ateno/ WODC. 
2 In the report, we make a three-way division where the other owner-landlords category represents private 

landlords and the group of landlords who owns a renting company or foundation. 
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in criminal use of premises in which several premises belonging to different landlords were 

used. 

• At the end of the research period, two expert meetings were organized: an online meeting with 

representatives of letting parties and an online meeting with representatives of investigation 

services and the Ministry of JenV. 

 

We present the results of the study by addressing the five research questions. 

 

1. What kind of intelligence on criminal use of premises do landlords have at their disposal?  

 

The landlord logically has relevant personal data on the tenant; at least on the person officially regis-

tered as a tenant. Intelligence on criminal property use includes intelligence on what illegal activities 

are involved and the possible damage (rent arrears and/or damage to the property). However, the 

online enquiry shows that intelligence on criminal property use is by no means always recorded by 

the landlord. Recording this intelligence does happen more often among housing corporations (around 

80%) than among intermediaries/managers (around 50%) and other owner-occupiers (around 50%). 

If the intelligence is recorded, it is generally done digitally.  

 

Criminal property use, according to landlords and investigation services 

By far the most common form of criminal premises use involves the production of soft drugs (canna-

bis). The production and trafficking of hard drugs is also mentioned but occurs on a (much) smaller 

scale. Illegal prostitution and overcrowding (exploitation of migrant workers) are also regularly as-

sociated with criminal occupation of premises. Furthermore, forms are mentioned that often stem 

from or are related to other criminal activities, such as money laundering, the possession of large 

amounts of cash, (fire)arms and the desire to stay under the radar by means of an illegal place of 

residence.  

 

Type of premises 

Criminal use of premises can involve residential, commercial, recreational or storage premises. Rep-

resentatives of the various industry associations give examples of criminal use of premises, but in the 

sphere of recreational or storage premises, this harvest is limited. This may of course be related to the 

field of view of the respondents. However, research (Kruize and Gruter, 2020) also shows that homes 

account for the vast majority (around 80% of criminal premises).  

 

Path by which intelligence is obtained   

Landlords indicate that intelligence on (possible) criminal property use can come from different an-

gles. Reference is made to government agencies, such as the police or the municipality, as well as 

residents. But own observation is also mentioned as a source. Based on the survey of landlords, it is 

not possible to precisely indicate the numerical relationship between these sources, but respondents 

indicated that government agencies were more often a source of intelligence than residents or own 

observation. 
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Intelligence or suspicions 

Landlords who indicated in the survey that they had experienced criminal property use base this on 

intelligence. Interviews with representatives of landlord-tenant organizations do indicate that some-

times there are also only suspicions that something is ‘not right’. Of course, how this is handled varies 

from case to case, but it seems that these suspicions are not systematically recorded or reported. 

 

2. To what extent are landlords willing to share intelligence around criminal property use with 

(1) other landlords and (2) investigative agencies? 

 

Intelligence is of course already shared; sometimes informally, but also based on covenants. This 

mainly involves sharing with government agencies (police, municipality) and it is mainly housing 

corporations that – within the framework of the law/covenant agreements – do share intelligence. 

 

The online survey shows that there is a great willingness among participating landlords to share in-

telligence on criminal use of premises; 85% of the respondents said they were in favor of a system 

that would enable this type of intelligence sharing. Only 4% are negative about it. Interviews with 

representatives of (branch) organizations reveal a more reserved picture. This seems to apply espe-

cially to ‘temporary’ landlords, i.e., those renting recreational homes and mini-storage units. Whether 

this difference is due to an overrepresentation of positive-minded people at the survey (perhaps a 

reason for participating in the survey), the tendency for socially desirable answers or stems from 

insufficient visibility of the opinion of the constituency among the interviewed representatives of 

seven (branch) organizations, we find it difficult to determine based on this study.    

 

About giving access to investigation services to a system of landlords with intelligence on criminal 

use of premises to investigation services, the participating landlords in the survey are also positive; 

73% of those surveyed are willing to do so, while 7% are opposed. Interviews with representatives 

of (branch) organizations revealed that landlords are particularly interested in the possibility of re-

ceiving police intelligence on a prospective tenant. Here, reference is often made to the previously 

used Traffic Light Model.3 Restoring (a variant of) this model is high on the wish list of housing 

corporations and letting agents.  

 

Type of intelligence 

The intelligence currently shared relates to personal data of the tenant and the nature of criminal 

activities. Sometimes intelligence is also shared on the type of property use, i.e., for residential pur-

poses, business use and the like. The sharing of this intelligence takes place within the legal frame-

works. Should a national register relating to ‘faulty tenants’ see the light of day in the future, this type 

of intelligence will be involved. Incidentally, systems accepted by the Dutch Data Protection 

 
3 The Traffic Light Model was a covenant under which landlords - when in doubt about a prospective tenant - 

could ask the police for a 'green' or 'red' light based on a background check. In February 2017, the police 

discontinued this form of providing information, under pressure from the Dutch Data Protection Authority: the 

covenant was found to violate privacy laws. Moreover, there was no legal basis for it. 
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Authority exist in at least two regions that allow housing corporations to share intelligence among 

themselves about problematic tenants.4  

 

Purpose of intelligence sharing 

Landlords cite several reasons for wanting to share intelligence. The most frequently mentioned are 

to prevent and fight (undermining) crime. In addition, some landlords in the survey pointed to the 

gesture of collegiality as a motive for wanting/wanting to share intelligence. 

 

Conditions to intelligence sharing 

Landlords indicate that intelligence on criminal use of premises takes place within the legal frame-

works. Many refer to the General Data Protection Regulation (GDPR) in this context, while also 

pointing out that intelligence sharing has not exactly become easier since the introduction of the 

GDPR. What conditions should be imposed on intelligence sharing will be discussed when answering 

research question 5. 

 

Reasons for not wanting to share intelligence 

As mentioned earlier, privacy laws prevent the sharing of intelligence about 'wrong tenants' in certain 

respects. In addition, landlords also give other reasons for not wanting to share intelligence. A motive 

for not wanting to share intelligence may also be that the suspicions are not concrete enough; then 

there is usually reluctance to share it. Another facet that evidently calls for reluctance towards the 

authorities is the risk that the real estate object in question will be temporarily closed based on the 

Opium Act or the General Municipal By-Law. The latter argument is mentioned only a few times in 

the survey, but with regularity by the interlocutors of both (branch) organizations and investigation 

services. Finally, reputation damage and fear of repercussions are also mentioned as reasons for not 

wanting to share intelligence. 

 

3. To what extent, and in what way, is intelligence sharing expected to contribute to (1) the 

prevention of victimization of other landlords, and (2) the prevention and/or mitigation of 

crime (including undermining)? What differences exist between intelligence sharing by land-

lords among themselves and by landlords to investigative agencies? 

 

The question of the effectiveness of mutual intelligence sharing by landlords on bad tenants cannot 

be answered unequivocally. However, there is sufficient empirical evidence that the same persons 

rent different premises several times for criminal purposes. An analysis of police data shows that 

about 10% of persons suspected of involvement in drug production and/or trafficking in homes or 

other premises are again regarded as suspects for these offences within a five-year period. This does 

 
4 These are the partnership De Maaskoepel, consisting of housing associations in the Rotterdam city region, 

and the registration of unwanted tenant behavior in the Utrecht region. 
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not exclusively concern tenants, but data from Doorzon and Motus confirm that sometimes the same 

persons rent different premises several times for criminal purposes.5   

 

The question is to what extent stopping these persons - by creating a ‘blacklist’ – actually leads to a 

reduction in the number of ‘faulty tenants’. An actual reduction presupposes that the role of ‘faulty 

tenant’ is not or only partially taken over by someone who does not figure on the blacklist. However, 

the research presented here does not provide a conclusive answer to the degree of efficacy of the 

measure. Moreover, we see that opinions in the field differ on it. For instance, landlords tend to say 

‘yes’ (effect), while representatives of investigative agencies tend to say ‘no’ (no effect). 

 

The research question does not focus on whether more can be expected from other instruments. There-

fore, we did not directly address this question, but many respondents indicated, unsolicited, that the 

real problem is more to be found with rogue landlords and letting agents. And that, moreover, suffer-

ing can be prevented by screening at the front end of the rental process. Here it is only stated to a 

lesser extent that intelligence from other landlords is missed. And if at all, when it comes to sharing 

relevant intelligence around ‘faulty tenants’, there is still mainly a desire to gain insight into the in-

telligence available to the police.  

 

Research shows that many of the ‘faulty tenants’ of mainly housing association housing have at some 

point fallen into the grip of criminal groups. These are mostly vulnerable people. Guiding and shield-

ing criminal influences from this group – as is done within the ‘Regional Safety Net’ of Rotterdam – 

seems to be a good initiative to create a barrier against this. 

 

4. What legal and non-legal bottlenecks and risks exist regarding intelligence sharing around 

criminal property use? (a) What differences exist between intelligence sharing by landlords 

among themselves and intelligence sharing by landlords with investigation services? (b) To 

what extent, and in what way, can these bottlenecks and risks be prevented or countered? In 

other words, what are the alternatives to a ‘faulty tenant’ system?  

 

(a) Intelligence sharing by landlords among themselves and intelligence sharing of landlords with 

investigative authorities 

If intelligence sharing on 'faulty tenants' takes place between landlords using a registration system, it 

cannot be excluded that data of a criminal nature is processed. This is not allowed without a license 

from the Dutch Data Protection Authority (Dutch DPA); article 33(5) of the GDPR Implementing 

Act). To obtain a license, processing must be necessary in view of a substantial interest of third par-

ties. Regarding the presence of a compelling interest, there do not seem to be any legal bottlenecks, 

 
5 Based on a covenant (Project Doorzon), the Amsterdam unit police share information with municipalities, 

grid operator Liander, housing associations and some private parties with the aim of combating housing fraud. 

Motus is a public-private partnership that helps estate agents and property owners to recognize and act on risks. 

The project is a strengthening pillar of the RIEC Rotterdam and aims to tackle property crime in the Rotterdam 

region. 
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as the legislator has identified the prevention of fraud as a compelling interest for a company or 

business.   

 

Personal data of a criminal nature from the registration system between landlords unrelated to each 

other cannot be provided to investigative bodies without further ado. The GDPR applies to the pro-

vision of data of a criminal nature to investigative authorities. Under Article 33(2)(b) of the GDPR 

Implementing Act, a lessor may process personal data of a criminal nature if it is suspected that crim-

inal offences will be, or have already been, committed against him or his personnel. It can be argued 

that this provision also allows the lessor to report/collect and inform investigating authorities of what 

has occurred. 

 

(b) Countering bottlenecks and risks: alternatives to a ‘faulty tenant’ system 

Instead of a registration system of ‘faulty tenants’ under the direction of landlords and for landlords, 

it is also conceivable – and in the eyes of some parties even desirable – to have a system in which the 

government takes the lead. An example would be a registration system like, or an extension of, the 

Conduct Certificate. Here, an independent party could issue a certificate to tenants whose landlord 

requires a certificate. An advantage of a Conduct Certificate system is that no personal data of a 

criminal nature need be shared between parties. As with a registration system, a ‘red flag’ should not 

lead to total exclusion from the rental market. The Conduct Certificate itself is a decision as referred 

to in the General Administrative Law Act, against which legal remedies are available. However, the 

system is then limited to criminal in-formation, while part of the intelligence relates to civil intelli-

gence. It is possible that the Conduct Certificate could be a useful supplementary system though. 

 

Under Article 20 of the Police Data Act, the police can - insofar as this is necessary for a substantial 

public interest - provide police data to a cooperation association. There are already several regional 

cooperation associations around (among other things) housing fraud, as described in the cannabis 

covenants and housing fraud covenants. The Data Processing by Partnerships Act could potentially 

provide a simpler legal basis for a public-private partnership than under current legislation (at the 

time of this study, a draft proposal). It should be noted here that a public-private partnership must be 

set up for a public interest and therefore not merely for the business interest of the landlord.  

 

Another alternative to data sharing through a registration system with 'faulty tenants' is the possibility 

of excluding tenants with wrong intentions through a ‘whitelist’. There are several examples of this 

in the study. The crux of the matter here is that a protected environment is created by digital means 

within which basically all front-end actions between tenant and landlords are administered. Renting 

is only possible through the rental portal membership, paid or unpaid. If the tenant in question is 

guilty of a form of subversive crime during the tenancy period in which the rented property has been 

instrumental, that tenant will be denied the ability to authorize another rental property through the 

rental portal for a certain period. 
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5. What preconditions (both legal and non-legal) can be set for the sharing of intelligence on 

criminal property use by landlords? And what differences exist on this point between intel-

ligence sharing by landlords among themselves and by landlords to investigation services? 

 

It cannot be ruled out that data of a criminal nature are processed in a registry system, and thus pro-

cessed for the benefit of third parties. This is not allowed unless there is a ground for exception. A 

license can also be applied for from the Dutch DPA. To apply for such a license, it must be determined 

whether there is cross-sectoral or sectoral data sharing. In this study, we have assumed sectoral data 

sharing. Components of the application should at least include: a solid under-representation for the 

lack of geographical demarcation and a definition of ‘landlord’ to properly demarcate the landlord 

industry. Indeed, if the landlord industry is not further defined, cross-sectoral data sharing may still 

be possible. Cross-sectoral data sharing does not seem possible under the GDPR. In addition – partly 

since no licenses for cross-sectoral data sharing have yet been issued – the Dutch DPA, as a regulator, 

does not seem to consider itself the appropriate body to issue a license for cross-sectoral data sharing. 

Moreover, as far as cross-sectoral data sharing is concerned, the question can be raised whether it 

would not be more appropriate, in terms of democratic legitimacy, that a legal basis in the GDPR 

Implementing Act be created for a system involving such an infringement of data subjects' rights.6  

 

For a license to be obtained, the processing must be necessary for a substantial interest of third parties.  

There do not seem to be any legal bottlenecks for the presence of this, also because the legislation 

has indicated that countering fraud, and thus undermining, can be considered such an interest.   

 

To meet the legal requirements, safeguards must be built into the registration system protocol, be-

cause of the necessity requirement. This requirement has a subsidiarity and proportionality test. Re-

garding the proportionality test, three aspects must be considered, namely: exclusion, vulnerability, 

and scope.  The protocol will therefore have to address safeguards on accessibility, delineation of 

criminal activities, retention periods and recording management to limit the impact on data subjects. 

Proportionality safeguards will play an important role in whether the recording system is necessary.  

 

A condition for obtaining a license is also that safeguards must be in place such that the privacy of 

the data subject is not disproportionately affected. When a license application is made, it should be 

substantiated how principles applicable to the processing of personal data from Article 5 (transpar-

ency, fairness, purpose limitation, data minimization, accuracy, storage limitation, integrity, and con-

fidentiality) of the GDPR are met. Consideration should also be given to how data subjects can exer-

cise their rights under the GDPR. For example, data subjects have the right to object. The protocol 

should detail how a tenant can exercise this right. 

 

 

 

 
6 Winter, H.B., T. Drouen, B.M.A. van Eck, L. Kramer, J.G. Geertsema, J. Cazemier, C.M. Ridderbos-Ho-

vingh, Bescherming gegeven? Evaluatie UAVG, meldplicht datalekken en de boetebevoegdheid, Groningen: 

Pro Facto 2022. 
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Overall conclusions 

 

The question underlying this study concerns the possibilities and added value of intelligence sharing 

on criminal property use by and for landlords of real estate. The notion ‘Landlords of real estate’ has 

been interpreted broadly for this study. The study shows that housing corporations – as semi-govern-

mental organizations – hold a different position from commercial landlords. In essence, housing cor-

porations also have a different, more social task than commercial landlords. Based on this task, hous-

ing corporations are therefore often part of all kinds of consultation structures in the neighborhood 

and are partners in covenants, such as the regional cannabis covenants. However, under current leg-

islation – including GDPR and license practice (Dutch DPA) – it is not possible for all relevant data 

of a healthcare and criminal nature to be shared with housing corporations.  

 

The rental sectors of recreational houses and mini-storage units differ greatly from other sectors in 

property rental, as the rental of recreational houses is often limited to a relatively short period of time, 

and in many cases, this also applies to the rental of mini-storage units. As a result, there seems to be 

relatively little inclination among these landlords to share intelligence with other landlords or with 

investigative organizations. 

 

Sharing personal data of a criminal nature by landlords is only possible if the Dutch DPA issues a 

license for this purpose. Obtaining a license requires, among other things, a protocol, which explains 

the design and set-up of the system. Whether such a system qualifies for a license will depend on the 

demarcation of the group of landlords who have access to the system and the safeguards put in place 

to limit the infringement on the rights of data subjects.  

 

We estimate that a system of mutual intelligence sharing by landlords will ultimately prove of limited 

added value in countering undermining crime. Indeed, it is likely that criminal individuals or groups 

will be able to neutralize the adverse effects of this list quite easily. In addition, we do have some 

concerns about the possible negative side effects of such a system. After all, not every tenant who has 

been involved in undermining crime once (or has been forced to) will be guilty of it again. An exercise 

with police data on drug offences within real estate properties shows that it is estimated that at most 

10% of ‘faulty tenants’ will be guilty of attempting to rent again for the sake of abuse. However, for 

anyone who has ended up on the ‘faulty tenant’ list, it will become considerably more difficult to find 

housing in the rental sector again. It should be noted here that a registration system should not lead 

to the exclusion of a necessity of life, namely shelter. 

 

From the investigation angle, little added value is also seen in a system of intelligence sharing among 

landlords. It is also expected that focusing energy on better utilization of all current screening possi-

bilities by landlords and tackling rogue letting agents will on balance yield more results in the long 

run in the fight against undermining crime within the real estate sector. 

 


