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Introduction 

 

The General Data Protection Regulation (GDPR) is one of, if perhaps the most important framework 

for the digital domain in Europe and beyond. It sets rules and standards for the processing of data, lays 

down obligations for persons and organisations processing data (data controllers) and grants rights to 

individuals whose data are processed (data subjects). Although adopted in 2016, its origins trace back 

to the 1970s. The decisive element for the application of the data protection framework was and 

remains whether the data being processed concern information about an individual (natural person).  

 

Although this determination was relatively easy to make in the 1970s, it has become increasingly 

difficult over time, especially in light of technological developments, the general availability of 

technology and the push towards open data. These phenomena have meant that it is increasingly 

possible to derive or infer personal data from datasets that, prima facie, seem to contain no data of this 

kind. In turn, this has also meant that the legal status of data is increasingly volatile: since data are 

shared between parties and the operations performed on datasets differ substantially, a single dataset 

may be considered to contain personal data for one second and no personal data for the next, or as 

containing personal data in the hands of party A but no personal data in the hands of party B at the 

same moment. 

 

In response, the legal regime has expanded the notion of personal data over time. In particular, in 

1995, the predecessor of the General Data Protection Regulation, the Data Protection Directive, 

extended the scope of this notion considerably and, therewith, the number of datasets that fell under 

its reach. Personal data concerns direct as well as indirect information, which refers to data, through 

which the identity of a person can be inferred, such as descriptions. Personal data not only concerns 

identifying data – data that can lead to a specific individual at present – but also identifiable data or, in 

other words, data that do not currently lead to a specific individual, but that may in future. In order to 

determine whether a dataset contains identifiable data, all means reasonably likely to link the data to 

an individual should be taken into account. Finally, it is not necessary to know the identity of a 

person; if data is used to make a decision about a specific individual whose identity is unknown, the 

data protection regime still applies. 

 

These legislative changes have meant a substantial expansion of the reach of the data protection 

regime. At the same time, however, the framework still upholds the notion of personal data as the 

determining factor when deciding whether the rules contained therein apply. In contrast to the 

restrictive regime laid down for the processing of personal data, the European Union has also adopted 

another framework for the processing of non-personal data. The Regulation on the free flow of non-

personal data essentially holds that no restrictions should be set, either by the public sector or the 

private sector, with respect to the free flow of non-personal data. Thus, the legal qualification of 

whether a dataset does or does not contain personal data means that a regulatory regime of almost 180 

degrees difference applies, although the proposed Data Governance Act may complicate matters even 

further. 

 

Now, once again, there have been important technological and societal developments. Big Data, 

Artificial Intelligence, Quantum Computing and other techniques make it even easier to infer personal 

data from aggregated, anonymised or encrypted datasets; the general availability of technologies 

means that it is even more difficult to determine the future status of a dataset; the continued push for 

Open Data and the re-use of Public Sector Information means that the legal status of data will become 

even more volatile. In light of these new challenges, questions arise about how the legal regime 

should respond. Should the concept of personal data be stretched even further? If so, would that not 

mean that all data would be considered personal data in practice? Should the current distinction 

between personal and non-personal data be kept, but a more restrictive regime be developed for non-

personal data? What do these developments mean for other data categories in the General Data 
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Protection Regulation, such as pseudonymous data and sensitive personal data? 

 

Against this background, the research question for this study is: What effect do current and future 

technical developments have on the data protection framework and the protection afforded to the 

different types of data with respect to the anonymisation, pseudonymisation, aggregation and 

identification of data? 

 

The sub-questions that help answer this research question are: 

Identifiability of data 

1. What (technical) means are available to link (anonymous) data back to individuals, and to 

what extent does the availability of other (e.g. open source) data play a role?  

2. What (technical) developments are expected in the coming years with regard to the means to 

(intentionally or unintentionally) link data back to persons?  

Anonymisation and pseudonymisation of data  

3. What current and foreseeable technical developments can be used for the anonymisation or 

pseudonymisation of personal data, and what factors are decisive in this respect?  

4. What technical developments in the area of anonymisation and pseudonymisation of personal 

data can be expected in the coming years?  

Identifiability in relation to anonymisation and pseudonymisation  

5. From a legal and technical perspective, what can be said about the interpretation of the concept 

of ‘means reasonably likely to be used’, and what means can be considered reasonably likely to 

be used and what factors play a role in this?  

6. How do the answers to question 5 relate to developments in current and expected technologies 

toward achieving anonymisation and pseudonymisation?  

7. When is it reasonable to say that data can no longer be linked back to an individual and that 

the dataset they are part of can be considered anonymous?  

8. To what extent is the test for indirect identifiability objectifiable?  

Consequences of identifiability and anonymisation and pseudonymisation  

9. To what extent and in which cases can there be under-regulation when data are no longer 

linked to individuals through anonymisation and therefore do not fall within the scope of the 

General Data Protection Regulation?  

10. To what extent and in which cases can there be overregulation when increasing amounts of 

data can be easily linked to individuals through new techniques, undoing measures of 

anonymisation and pseudonymisation?  

Overarching analysis  

11. How will current and future technical developments affect the GDPR and legal protection in 

a broad sense in the coming period? 

 

Several aspects are relevant to answer sub-questions 1 – 8: 

- the various legal concepts and the criteria that define and demarcate them; 

- the availability of (open access) data and of data processing technologies – in this respect, the 

European Union’s (EU) push for open data and re-use of data is relevant; 

- the current and future technological means for anonymising and de-anonymising, aggregating 

and de-aggregating, pseudonymising and de-pseudonymising data; and 

- the impact of the evolving technological capabilities and expanding data landscape on the 

viability of current legal concepts and demarcations.  

 

Several aspects are relevant to answer sub-questions 9 – 11: 

- the regulatory objective of the data protection framework and the light in which the danger of 

both under-regulation and overregulation should be assessed; 

- the regulatory gaps that emerge from the disconnect between the legal and the technological 

realm; and 
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- the alternatives to the current legal framework that can be gained from previous European 

legislation and legislative proposals, literature and interviews. 

 

To answer questions 9 – 11 and to determine whether there is under-regulation and/or over-regulation, 

it must be determined what the regulatory objective of the GDPR is and should be. Two matters need 

to be examined in this regard. On the one hand, it is questionable whether data protection law indeed 

has the sole or main purpose of protecting natural persons. Several authors point out that data protection 

law was mainly aimed at protecting objective legal principles and general interests, at least initially. On 

the other hand, the questions under discussion in the legal literature concern to exactly what extent the 

protection of natural persons is the best basis for future regulation and whether said protection should 

be extended to groups or society at large.  

 

For this study, three methodological approaches are used. 

1. Doctrinal and legal analysis: four types of legal data distinctions are central: anonymous and 

personal data, aggregated or statistical data and personal data, pseudonymous and non-

pseudonymous data and non-sensitive and sensitive personal data. For this purpose, EU and 

Council of Europe (CoE) laws, their legislative history and legal interpretation are studied. 

2. Literature review. 

a. Descriptive literature: technical literature on (de-)identification technologies and 

privacy/data protection enhancing techniques is assessed. 

b. Normative literature: legal and regulatory literature that describes the challenges of 

each data category and/or propose new definitions, perspectives or approaches to the 

various types of data is assessed. 

3. Qualitative research methods. 

a. Interviews: interviews were conducted with experts with different backgrounds and 

areas of expertise: experts on one specific technique, experts with a wide overview of 

anonymisation/pseudonymisation techniques, experts from organisations that deploy 

innovative data applications. 

b. Workshop: a workshop was held at the beginning of this study to identify problems and 

mismatches between the legal and policy domain on the one hand and the technical and 

practical reality on the other. 

 

The research runs along the following lines.  

 

The legal regime is assessed on three points.  

(1) The current legal regime and the existing definitions and explanations in literature or 

authoritative opinions are assessed to determine what the existing framework is for evaluating 

data processing.  

(2) The history of the legal is was evaluated for three reasons from the point of view of 

definitions. First, this shows how the data protection framework has been altered over time in 

response to societal and technological changes. Second, it provides insight into the logic and 

rationales behind the current definitions and categorisation: why the definitions are as they are 

and what they aim to achieve. More generally, attention is paid to the discussion about the 

overarching rationale of the data protection framework, as this is relevant to potential future 

changes made to the data protection framework. Third, alternative ways of approaching the 

regulation of data can be found through the various definitions and delineations of the data 

categories, especially the variations that have been discussed and contemplated in legislative 

history yet rejected.  

(3) The potential future of the data protection framework is assessed. The technological and 

societal developments discussed in this study have a considerable impact on the interpretation 

and effects of the current regulatory framework. That is why an overview of the most 
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important lines of thought regarding the potential for altering the current regulatory framework 

is provided.  

 

The technological realm is assessed on three points. 

(1) A brief overview of the technological developments after World War II is provided in order to 

show how field is constantly in flux. This description shows the background against which the 

legal framework has altered over time.  

(2) Current technologies are assessed, especially in light of the various legal data categories and 

the boundaries between them. This description shows that it is increasingly possible to de-

anonymise datasets and to infer (sensitive) personal data from one or more aggregated 

datasets. 

(3) A description of technological developments that might change the landscape even further in 

the future is provided. This shows that, if anything, the lines between the various legal data 

categories will be blurred to an even greater extent.  

 

Attention is also paid to two societal developments, although these are affected by both legal and 

technological developments. 

(1) The study describes how technologies have become general available over time. This means 

that increasing numbers of governmental organisations, companies and even citizens have 

highly advanced technological resources at their disposal. As a consequence, if data is shared 

between various parties or made publicly available, it is increasingly likely that there will be a 

party that will operate on it in a way that affects the legal status of the dataset.  

(2) The study briefly points to the legal and societal push to make data publicly available. This 

primarily concerns statistical data, public sector information and non-personal data. Mostly, 

these datasets will not contain personal data in and of themselves, but when combined with 

other datasets, they may be used to generate (sensitive) personal data. In addition, given the 

advancement and general availability of technologies, it is increasingly likely that there will be 

a party that will invest enough resources to de-anonymise or reidentify a dataset.  

 

This study engages with four legal data categories that are engrained in the General Data Protection 

Regulation: anonymised data, aggregate/statistical data, pseudonymised data and sensitive personal 

data. Below, a summary of the main findings is provided on the following points:  

 

(1) the current regulation of the various data categories;  

(2) the two sometimes conflicting approaches to data regulation that run through the data 

protection framework;  

(3) the general availability of technology and the push toward open data and the re-use of 

public sector information;  

(4) the impact of the changing technological landscape on the regulation of data;  

(5) the gaps that exist between the current regulatory regime and evolving technological 

realities;  

(6) the alternatives to the current regulatory regime that are suggested in literature and 

elsewhere to close these gaps;  

(7) the overarching regulatory objective of the data protection framework, in light of which 

potential changes should be assessed;  

(8) the dangers of over- and under-regulation caused by the mismatch between the legal and 

the technological realm, and  

(9) the potential ways forward to solve the existing gaps between the two realms.(10) Once 

these points are covered, the research question and sub-questions are answered.  
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1. Legal categories and their elements 

 

This study focuses on four data categories under the data protection regime. In addition to personal 

data, the study considers anonymous data, aggregate/statistical data, pseudonymous data and sensitive 

personal data. 

 

Anonymous data 

 

This study assesses the boundary between personal data and anonymous data. Anonymisation means 

stripping a dataset of direct or indirect identified or identifiable data. If data are properly anonymised, 

the GDPR does not apply, but the Regulation on the free flow of non-personal data does. From the 

formal definition of personal data (Article 4 sub 1 GDPR), the relevant recitals (14, 26, 27 and 30) and 

the subsequent interpretation by the Court of Justice of the European Union (CJEU) and Article 29 

Working Party, at least four points stand out. 

1. Not only direct identifying data, but also indirect identifying data, and not only identifying data, 

but also identifiable data will qualify as personal data. The latter means that the current status of 

data is not determinative; in order to determine the legal categorisation (whether something is 

personal data or not), account should be made of its likely future status. As the Working Party 

29 underlines, although identification may not be possible with all the means likely reasonably 

to be used today, in a year or ten years, it may. Thus, if data are kept for ten years, the controller 

should consider the possibility of identification that may also occur in the ninth year of their 

lifetime. This has significant implications, particularly for open data, which stays online 

permanently and will be used by various parties. 

2. To determine whether data are personal, account should be made of all means reasonably likely 

to be used for identification. In order to determine the likelihood of identification, an eye should 

be kept on the costs and the amount of time required for identification, the available technology 

at the time of processing and future technological developments. Although these are in and of 

themselves objectively verifiable criteria, their interpretation, as both the Article 29 Working 

Party and the CJEU have underlined time and again, depends on the context.  

3. The question is not only whether the data controller themselves can derive personal data from a 

dataset currently or in the future, but also whether anyone likely to have access to that data can 

do so. This, again, is particularly important when data are made available online or shared with 

multiple parties, as the more parties have access to a database, the greater the likelihood that 

someone would infer personal data from the dataset, while simultaneously, the means for 

verifying whether anyone did so, when and why decline.  

4. Identification is not required; singling out a person is sufficient. Thus, if an internet company 

does not know who a person is but can show personalised advertisements to account 87&^%11!, 

this is enough for the data to qualify as personal data. Likewise, this is the case if an insurer 

rejects an application from any person from an area with a specific postcode (without knowing 

their name). On a related note, the Article 29 Working Party has emphasised that data can be 

considered to ‘relate’ to an individual because the use of that data is likely to have an impact on 

a person’s rights and interests, taking into account all the circumstances surrounding the exact 

case. This underlines that it is not necessary that the potential result be major.  

 

Aggregate data 

 

Through aggregation, data can be rendered anonymous by treating the data no longer at the level of n = 

1, but on the level of n = 20, n = 100, etc. The analysis of aggregated data may result in information 

such as – in the most basic terms – of 100,000 people with a green car, 34% have a white couch in their 

living room. In principle, these data are not considered personal data. However, when parties act on 

aggregate data in a way that has a direct impact on natural persons, they may, such as if a car company 

sends advertisements for white couches to all people that have bought a green car. Throughout the 
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GDPR, there are references to statistical data and aggregate data intended for research purposes. 

Keeping an eye on public interests (e.g. statistical analysis by National Statistical Agencies is essential 

for information-based policy-making by governments), the GDPR encourages aggregating data and 

facilitates statistical research. If data are aggregated to such an extent that no individual data can be 

extracted nor used in such a way that directly impacts concrete individuals, the GDPR does not apply. 

In that case, the rules for processing statistical data may apply, which entail standards for confidentiality 

and safety, inter alia.  

 

When personal data is used for statistical processing, the GDPR applies, but it leaves room for 

exemptions on the national level. Article 85 GDPR allows for exemptions to the processing of personal 

data in terms of the freedom of expression. Article 86 GDPR holds that personal data in official 

documents held by a public authority, public body or private body for the performance of a task carried 

out in the public interest may be disclosed by the authority or body in accordance with Union or Member 

State law in order to reconcile public access to official documents with the right to the protection of 

personal data. Article 89 GDPR provides that the Member States may adopt exemptions – in particular 

to data subject rights – if personal data are processed for archiving purposes in the public interest, for 

scientific or historical research purposes or for statistical purposes. There are no factors set out to 

determine if a database is aggregated to such an extent that it qualifies as non-personal data. This 

depends on the circumstances of the case, taking into account the general elements discussed previously. 

 

Pseudonymous data 

 

The GDPR is applicable to pseudonymised data, but some exceptions apply to the obligations of data 

controllers when they process pseudonymised data. Pseudonymisation is regarded as one way to 

implement technical, organisational and security standards, specific obligations set out by the data 

protection framework. The GDPR (Article 4 sub 5) defines ‘pseudonymisation’ as the processing of 

personal data in such a manner that the personal data can no longer be attributed to a specific data 

subject without the use of additional information, provided that such additional information is kept 

separately and is subject to technical and organisational measures to ensure that the personal data are 

not attributed to an identified or identifiable natural person. Recital 28 makes clear that 

pseudonymisation of personal data can reduce the risks to the data subjects concerned, which is why, 

as set out in recital 29, pseudonymisation is stimulated by the GDPR.  

 

The concept of pseudonymisation is new in the GDPR; it did not have a role in previous data protection 

regimes. Although the Regulation emphasises that other techniques for ensuring the safe and secure 

processing of personal data are not excluded by the fact that pseudonymous data are defined separately, 

it does give this technique a special status. What makes the correct interpretation of this legal concept 

more complex is that the GDPR often mentions pseudonymisation alongside encryption, which is not 

separately defined. The Article 29 Working Party supports the increased use of pseudonymisation 

techniques, of which it distinguishes between five important kinds, including encryption, thus treating 

certain forms of encryption as a subset of pseudonymisation techniques.  

 

Sensitive personal data 

 

Sensitive personal data are defined separately from ‘ordinary’ personal data under the data protection 

regime. These are data that are clearly defined and demarcated, and the processing of which is 

considered to be potentially harmful to the interests of natural persons by definition. In principle, the 

processing of sensitive data is prohibited, although there are many exceptions that apply to that 

prohibition. Sensitive data are defined as personal data revealing racial or ethnic origin, political 

opinions, religious or philosophical beliefs, or trade union membership, and the processing of genetic 

data, biometric data for the purpose of uniquely identifying a natural person, data concerning health or 

data concerning a natural person’s sex life or sexual orientation. The processing of criminal data by law 
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enforcement authorities is covered by the Law Enforcement Directive.  

 

The CJEU has provided a broad interpretation of what should be considered sensitive personal data. For 

example, in the Lindqvist case, a person had written on a blog that a colleague was on half-time on 

medical grounds because she had injured her foot. The question of whether having injured one’s foot 

qualifies as ‘medical data’ was only answered by the Court in a brief, staccato and confirmative manner. 

Another case, that of V., concerned the transfer of a medical file within the context of employment. The 

Tribunal pointed out that medical data are particularly sensitive data, thus seemingly making a hierarchy 

between various categories of sensitive personal data, with medical data at the top.  

 

2. Legal regime: the categorical and the contextual approach 

 

There is a tension between two regulatory approaches in the data protection realm: a contextual and a 

categorical one; an approach that takes into account the circumstances of the case and an approach that 

is based on fixed definitions and clear regulatory rules attached to those definitions. Each of these 

approaches has clear benefits and disadvantages. The first is able to consider all relevant aspects for 

scenario; it is more adaptive to changing circumstances so does not run the risk of becoming outdated 

or being circumvented. However, fluid and contextual regulatory approaches have the disadvantage that 

they are vague and provide little legal certainty, both to the data controller and to the data subject. The 

second approach solves this problem: it provides a clear set of definitions and categories and attaches 

to those a clear set of rules. However, the disadvantage is also clear: it runs the risk of being 

circumvented, becoming outdated and is less granular than a contextual approach. 

 

A deep ambivalence runs through the regulatory approach to data protection on this point. 

 

On first sight, the categorical approach is most apparent. For example, the disconnection of the right to 

data protection from the right to privacy had to do with a de-contextualisation of the right. In the human 

rights framework, a claim is assessed on both the ratione materiae (does the matter at hand fall under 

the material scope of the article invoked?) and the ratione personae principle (can the applicant claim 

to be a victim?). With respect to the second principle, there is a significant threshold, as applicants must 

be able to show that they have suffered from direct, individualisable and substantial harm. Under the 

data protection framework, both principles are merged. This means that any processing of personal data, 

however mundane and small, is considered personal data processing to which the GDPR applies. 

Consequently, the contextual or harm-based element that is essential to evaluations of human rights is 

omitted from the data protection regime. The application of the data protection regime, which is 

different from the right to privacy, for example, does not depend on the question of whether there has 

been harm inflicted on a claimant or rights bearer. 

 

It is also clear whether the data protection framework works with a binary distinction between personal 

and non-personal data. The EU has provided personal data with the highest form of legal protection in 

the world through the GDPR and the Law Enforcement Directive (LED), while the EU explicitly 

discourages restrictions set by private and public sector organisations through the Regulation on the free 

flow of non-personal data with respect to processing non-personal data. Although the proposed Data 

Governance Act may complicate this picture, for now, because the distinction between personal and 

non-personal data is a binary one, the question of whether a dataset is categorised as either one will 

mean a regulatory difference of 180 degrees. A binary approach can also be seen in both pseudonymous 

data and sensitive personal data: data are either pseudonymous or they are not, personal data are either 

sensitive or they are not. With respect to the latter type of data, the categorical approach is even more 

apparent. The GDPR contains a limited and exhaustive list of types of data that are considered sensitive. 

The processing of such data is, in principle, prohibited.  

 

A final point that should be emphasised is that the data protection framework as a whole is based on 
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binary distinctions and marked by a categorical approach. For example, it sets out clear differences 

between various actors, such as the data controller, the data processor and the data subject. Each of these 

actors has a clearly defined role, set of obligations, rights and regulatory responsibilities. A party cannot 

be a data processor and a data controller at the same time with respect to the same data processing 

operation: it is either or. Similarly, with a data processing operation, a party is either a (joint) controller 

or a data subject. 

 

On the other hand, a contextual approach can be seen. For example, although the distinction between 

personal and non-personal data is binary, the definition of personal data includes a contextual aspect. 

The notion of ‘identifiable’ means that data that does not allow for the identification of an individual at 

this moment in time but will in the future should be considered personal data now.  

 

Furthermore, although the category of pseudonymous data is in itself binary – data are either 

pseudonymous or they are not, legally speaking – it is seen by many as an intermediate category between 

personal and non-personal data. Pseudonymous data are not anonymous, and thus the GDPR applies. 

However, it is not easy to connect them to an identified individual, which is why the GDPR allows for 

a number of exceptions when data are pseudonymised. Similarly, although the distinction between non-

sensitive and sensitive data is often presented as absolute, all the different rights and obligations apply 

to both sensitive and non-sensitive personal data alike. The only difference is the legitimate ground for 

processing the data (Article 6 and Article 9); although Article 9 takes processing sensitive data being 

prohibited as a starting point, it lists a high number of exceptions to this prohibition, making the 

difference between the processing of sensitive and non-sensitive data less binary than it seems prima 

facie.  

 

When the data protection regime applies, most obligations and requirements are context-dependent, 

meaning that, in general, the more data are gathered, the more sensitive those data are; the higher the 

risk entailed with data processing or the more parties involved, the stricter the rules and obligations 

should be interpreted. This contextual approach applies to the obligation to implement a data protection 

policy, adopt technical and organisational security measures, and technically embed data protection 

choices by default and by design. At the same time, the obligations and requirements set out in the 

GDPR have certain context-dependent limitations. For instance, the documentation requirement does 

not apply to small organisations that do not engage in risky processing operations; a data protection 

impact assessment only needs to be executed where potential harm is likely; private sector organisations 

only need to appoint a data protection officer if their core activities consist of regular and systematic 

monitoring of data subjects on a large scale, or they engage in large scale processing of sensitive data; 

the data breach notification depends on the harm likely resulting from the breach. Consequently, the 

core of the data protection framework is highly contextual.  

 

Finally, it has to be emphasised that although the European approach to privacy and data protection is 

often contrasted with the American one, with the former adopting an omnibus approach and the latter 

taking a sector approach, the contrast is less sharp than often imagined. The EU explicitly distinguishes 

between two contexts when it applies data protection rules: the general context, covered by the GDPR, 

and the law enforcement context, to which the LED applies. In addition, the GDPR promotes the use of 

codes of conducts, through which sectors can adopt their own interpretations and specifications of the 

data protection regime. The fact that this possibility has not gained ground, inter alia, because sectors 

fear the administrative burden of performing oversight and handling complaints does not mean that this 

is not encouraged by the GDPR.  

 

3. The impact of the availability of data and data technologies on the legal regulation of data 

 

The availability of data is growing exponentially. The data landscape has radically changed between 

the 1970s, when the first bigger databases emerged, and now, fifty years later. It is not only that more 
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data are being gathered and made available, but more fundamentally, society has changed from an 

analogous to a datafied one, in which almost all activities are tracked with sensors, cookies, cameras 

and satellites. Not only do governments use surveillance techniques to monitor the various domains of 

life, but so do large internet companies and, increasingly, many businesses are being built on datafied 

and personalised business models. Citizens also have access to all kinds of spyware, drones and other 

sensory products to collect data about themselves and others. These data are shared via intermediary 

platforms, stored in the cloud, and made available on closed or open platforms. Another trend is that, 

with Web 2.0, user-generated content (social networks) has exploded, and hence users themselves 

have become a major source of personal data, concerning both themselves and their friends. 

 

There is also a legal push to disclose data. In the European Union, there are several laws that require 

parties to open up. The Open Access Directive, for example, suggests that the Member States make as 

much public sector information publicly available, free of charge, in open access and in a reusable 

format as they can. The Company Law Directive requires Member States to take necessary measures 

to ensure compulsory disclosure by companies of, inter alia, the instrument of the constitution, the 

statutes, the appointment and the termination of office. The Regulation on the free flow of non-

personal data, to provide a final example, dissuades both public sector and private sector organisations 

from privatising non-personal data.  

 

Three important developments have taken place in recent years with respect to open data: 

1. Digitisation: government documents used to be available in archives, libraries or specially 

designated information centres. Nowadays, more and more documents are being made available 

online. This has an important effect on what is called ‘practical obscurity’. The fact that, in the 

past, one had to make the effort to go to where the documents were stored, request them and 

view them meant that, in practice, only a limited number of people would access the information. 

Broadly speaking, these were journalists, historians, critical citizens closely following the 

government and lay historians researching their family trees. By making the documents public 

on the Internet and not setting access barriers, anyone can view these documents with ease. 

2. Active disclosure: in the pre-digital age, most documents were ‘passively disclosed’; citizens, 

journalists and others were given access to specific documents upon request. They thus already 

had to have a rough idea of what they were looking for, the disclosure of documents required 

their initiative and the documents were usually only made available for a certain period of time. 

Currently, documents are increasingly being disclosed actively; governments publish documents 

not upon request, but at their own initiative. This means that there is no longer a specific reason 

for which a document is made available. Anyone may access it and at any time. 

3. Technologies: the technical possibilities of searching through such documents have increased 

considerably. These include algorithms and AI that can analyse texts for words, correlations, 

and topics. Whereas previously, it was primarily individuals that sought access to government 

documents, currently, they are tech companies that are best placed to scan and analyse the 

millions of governmental documents that appear online. 

 

In addition, given the general availability of data and data technologies, the ease of data gathering and 

processing and the reduced costs an important shift in the type of data processing operations have 

taken place. Given the costs and practical and technological limitations for gathering data, many data 

operations, even up until 20 years ago, used to be targeted. There was a specific and pre-set goal for 

which specific data on specific entities were gathered. However, currently, many if not most data 

processing operations concern structural and systemic collections of data, such as cameras and sensors 

that monitor everyone everywhere in the public domain permanently, mass surveillance operations, 

and ubiquitous online tracking. This shift means that the data gathered often do not concern pre-

identified individuals but groups, categories or the population at large. This, in turn, has initiated a 

shift from the analysis of individual data towards that of statistical and aggregated data, from direct to 

inferred data and from determined to probabilistic data processing.  
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These developments have an effect on how current data protection legislation is structured and, in 

particular, on the categorical approach. Three points have been identified. 

1. It is argued that working with well-defined and delimited definitions of different types of data 

only works if a datum falls into one category in a relatively stable way. This is increasingly less 

so. The nature of the data in ‘Big Data’ processes is not stable, but volatile. A dataset containing 

ordinary personal data can be linked to and enriched with another dataset to derive sensitive 

data. The data can then be aggregated or stripped of identifiers. Subsequently, the data can be 

de-anonymised or integrated into another dataset in order to create personal data. All this can 

happen in a split second. The question is, therefore, whether it makes sense to work with well-

defined categories if the same ‘datum’ or dataset if it literally takes one second for it to fall into 

a different category.  

2. It is also increasingly difficult to determine the status of data precisely. The assessment of 

whether data allow for the identification of an individual and whether the information can be 

considered anonymous or not depends on the circumstances of the case. Therefore, in order to 

determine the current status of a datum or dataset, the expected future status of the data must be 

taken into account. Given the general availability of technologies and the minimal investment 

required, it is increasingly likely that when a database is shared or otherwise made available, 

there will be a party who will enrich it with other data. It is thus increasingly likely that if an 

anonymised dataset is made public, there will be a party that will de-anonymise it or combine it 

with other data to create personal profiles; that if a set of personal data is shared, there will be a 

party that will use those data to create a dataset containing sensitive personal data; and so on. 

On the other hand, there will be other parties who have access to that data but will not engage 

in such activities; parties who will not use the data, use it as it is provided or even de-identify a 

database containing personal data. Who will do what is not clear in advance. The legal category 

to which the data belongs is therefore no longer a quality of the data itself, but a product of a 

data controller’s efforts and investments.  

3. The question is whether the distinction made between different categories of data is still relevant. 

The underlying rationale is that the processing of personal data has an effect on natural persons, 

while the processing of non-personal data does not, and that the processing of sensitive personal 

data may have very significant consequences – greater than the processing of ‘ordinary’ personal 

data normally has – so that the latter is subject to the most stringent regime, personal data fall 

under the ‘normal’ protection regime, and the processing of non-personal data is not subject to 

any restriction. The question is to what extent this rationale is still tenable in the 21st century. 

Modern data processing based on aggregate data can have significant individual and social 

consequences. Similarly, profiling targets groups rather than individuals, meaning that the 

consequences may be significant, but they may not always be directly relatable to individuals.  

 

4. The impact of current and future data technologies on the legal categories 

 

This study focussed on the technological developments with respect to four fields of application, namely 

anonymisation, aggregation, pseudonymisation and the inference of sensitive data from non-sensitive 

(personal) data. The findings with respect to each of these are summarised below.  

 

Anonymisation 

 

The most relevant anonymisation techniques for the purposes of this study are: 

1. Masking: aims to generate a relationship between the original record X and the generated record 

Y, so that the indirect identifier is masked, which creates anonymity as a result.  

1.1 Non-perturbative masking: partial suppression or reduction of detail or coarsening of the 

original dataset X. As a result, dataset Y is not a perturbed dataset per se, but rather a reduced 

version of dataset X. Non-perturbative masking encompasses inter alia: 
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1.1.1 Sampling: release of a sample S of the original dataset X. Sampling is suitable for 

qualitative identifiers which arithmetic operations cannot be done upon, such as 

the eye colour of an individual or the months of the year; 

1.1.2 Generalisation: reduction of data granularity so that dataset Y is less precise than 

dataset X. This technique is appropriate for qualitative identifiers, as it supports 

the disguise of records with unusual combinations; 

1.1.3 Top and bottom coding: a special case of generalisation by which top-codes or 

bottom-codes are set from the original identifiers of dataset X; 

1.1.4 Suppression: removal of the entire or certain identifiers in dataset Y before its 

release. Since the recovery of information is not possible, suppression is 

considered the strongest anonymisation technique.  

1.2 Perturbative masking: the distortion or perturbation of microdata so that the statistical 

properties of the original dataset X are preserved in dataset Y. Perturbative masking 

encompasses inter alia: 

1.2.1 Noise addition: masking of identifiers by adding random noise; 

1.2.2 Data swapping: exchanging identifiers among individual records;  

1.2.3 Micro-aggregation: clustering of records of dataset X into small aggregates or 

groups of k elements, where the average of the values of the group over which 

the record belongs is published in dataset Y. 

2. Synthetic data: aims to create a dataset Y, which consists of randomly simulated records that do 

not directly derive from dataset X while preserving the statistical properties of the original 

dataset X. As such, standard deviations, medians, linear regression and other statistical 

techniques can be used to generate synthetic data.  

 

Ways to define anonymity from a technical perspective include, but are not limited to: 

1. k-anonymity: seeks to prevent the re-identification of records based on a predefined set of 

indirect identifiers. A cell in a database refers at least to k individuals;  

2. l-diversity: aims to ensure that each group of sensitive identifiers contains different values and 

that none of these values dominates in terms of frequency of appearance; 

3. t-closeness: proposes the use of a relative tool to measure the variability of the values of the 

sensitive identifiers, thus limiting the information gain about the data subjects. All values 

assumed by the sensitive attribute are considered as equally sensitive; 

4. ε-differential privacy: the data controller generates anonymised views of a dataset while 

retaining a copy of the original data. Thus, those views or subsets are anonymous, but the data 

controller often still holds identifying information.  

 

Although each of these techniques can be valuable in terms of anonymisation, none of them can 

guarantee absolute anonymity. Given enough time, resources and adequate technology, practically all 

anonymised data can be de-anonymised. Even in 2009, Paul Ohm concluded that data can be either 

useful or perfectly anonymous but never both. Technical literature underlines that this point is true now 

more than ever. When asked in interviews, technical experts do not expect revolutionary new 

developments in terms of anonymisation or de-anonymisation, but generally believe that full 

anonymisation, certainly as understood under the data protection regime, will become increasingly 

difficult given the general availability of technologies and the general availability of data.  

 

Aggregation 

 

Through aggregation, data in a dataset are presented not at an individual level (n = 1), data are 

presented at an aggregated level (n = 10; n = 100; n = 1,000). The higher the level of aggregation, the 

more likely it is that the dataset will be considered to contain no personal data from a legal 

perspective, although such an assessment always depends on the circumstances of the case. The most 

relevant aggregation techniques for the purposes of this study are: 
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1. Aggregation based on third parties: trusted third parties may collect raw data, aggregate these 

data and transfer the resulting data to authorised recipients. In this way, recipients only have 

aggregated data. However, this might not be the case for a trusted third party.  

2. Aggregation based on data perturbation: random noise is added to the collected data so the 

original data is not traceable, but aggregated values may still be calculated with a small or 

negligible error. The drawback of data perturbation is the difference between the original data 

and the perturbed data, which may lead to disparities in the computation in certain cases.  

3. Aggregation based on cryptography: cryptographic primitives can be used to overcome the 

drawbacks of the previous methods. Fully homomorphic encryption is an encryption technology 

that allows the performance of analysis in the ciphertext in the same way as in the plaintext 

without sharing the secret key. This implies that the computation is performed over the 

encrypted data without the need to decrypt it, thus enabling data sharing with third parties. The 

results of the computation are equally encrypted, so only the exporters of data are able to decrypt 

it.  

4. Statistical Disclosure Control: Perhaps the most important technique in terms of aggregating 

data, especially in light of disclosing the data, is Statistical Disclosure Control (SDC). SDC aims 

to eliminate identifying information in a dataset, both directly and indirectly, while preserving 

data quality as much as possible. The specialist in charge of protecting the data has to use 

different disclosure control methods in such a way that the minimum required level of protection 

is achieved, and that the information loss is as small as possible, which will differ per situation. 

What constitutes information loss cannot be determined as such, as information is a subjective 

term that can be defined differently by each user.  

  

Although the technical opportunities for anonymising data in aggregated datasets are high, and in 

general higher than when data are not aggregated, a new problem emerges, which is identified in 

technical literature as the composition problem. This means that personal data may be inferred from the 

combination of two or more datasets not containing any personal information themselves. This may 

concern data about identified people that used to be in those databases, but the data can also regard other 

people. In addition, it should be emphasised that if a party used general information to make decisions 

that affect individuals, this would qualify as personal data in the legal realm. Obviously, however, it is 

difficult to assess which party will use which aggregated data for what type of decision-making 

beforehand.  

 

Although anonymisation of aggregate data is potentially possible in isolation (e.g. only taking the 

dataset as a relevant resource for identification purposes), both literature and experts interviewed for 

this study agree that this will be always less determinative. This is not so much due to evolving 

techniques, but it has to do with the expanding data landscape and the availability of open data. Because 

it is likely that almost any aggregated dataset will be used for inferences on a personal level, in time, 

for compositional activities and/or for developing decision-making policies that have an effect on 

people, from a legal perspective, no aggregated dataset should qualify as definitely falling outside the 

data protection regime.  

 

Pseudonymisation 

 

The most relevant pseudonymisation techniques for the purposes of this study are: 

1. Hashing is a technique that can be used to derive pseudonyms. In a nutshell, hash functions are 

functions that compress an input of arbitrary length to a result with a fixed length. This fixed-

size output is called a ‘message digest’, ‘hash value’, ‘hash code’ or simply ‘hash’. In this way, 

if an identifier m is used as an input in the hash function h, the function will return a fixed-size 

pseudonym h(m). 
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2. Hashing with key or keyed hashing builds on conventional hashing by adding a secret key that 

alters the output of the function h. Hashing with key can produce different pseudonyms for the 

same input according to the choice of the specific key.  

3. Hashing with salt is a variant of keyed hashing, where a conventional hash function together 

with a so-called ‘salt’ – or auxiliary random-looking data – is used. Just like keyed hashing, 

hashing with salt produces several pseudonyms for the same initial identifier. As such, hashing 

with salt enjoys the same properties as keyed hashing as long as the salt is appropriately secured, 

and third parties do not have knowledge of it.  

4. Peppered hashing consists of adding a secret to the salt during the hashing and storing it 

separately from the salts and pseudonyms in another medium, for instance, in a hardware 

security module. The pepper, therefore, shares certain properties with salt in that it is a random 

value and is similar to an encryption key in that it must be kept secret.  

5. Tokenisation consists of replacing identifiers with randomly-generated values, known as tokens, 

without any mathematical relationship and without altering the type or length of the data. This 

is an important difference from encryption. As opposed to the latter, the invariability of data 

types and lengths in tokenisation prevents any unintelligibility of information through 

processing in intermediate systems. At the same time, it also implies a decrease in the 

computational resources needed to process the tokens. Since there is no involvement of keys or 

algorithms to derive the original identifier from the token, the knowledge of a token does not 

imply the disclosure of personal data.  

 

The most relevant encryption techniques for the purposes of this study are: 

1. Symmetric encryption, which consists of the use of one secret key to both encrypt and decrypt 

electronic information. Parties relying on symmetric encryption must share the secret key to 

enable the decryption process. Symmetric encryption transforms the initial identifier – and the 

complete dataset – into a pseudonym (or ciphertext), which is then decrypted to reveal the initial 

identifier.  

2. Asymmetric encryption, which consists of the use of two keys – a public and a private key – to 

both encrypt and decrypt electronic information. Parties relying on asymmetric encryption must 

rely on the public key to encrypt the data and on the private key to decrypt it. Public and private 

keys are mathematically related but appropriately distinguished by the introduction of 

randomness in the encryption process to prevent the determination of the private key.  

3. Homomorphic encryption, which allows computation on encrypted data. Computing on 

encrypted data refers to the fact that a party Pn, having the initial identifiers or input mn, and 

wanting to calculate the function f to obtain f(m1,…,mn), can instead compute the encryptions or 

pseudonyms of the inputs cn to obtain f'(c1,…,cn), which can be decrypted to f(m1,…,mn). The 

benefit of homomorphic encryption is that personal data remains confidential while being 

analysed or mined without the need to decrypt it and compromise the output.  

4. Multiparty computation (MPC), which is different from the three previously discussed 

techniques, although it is related to homomorphic encryption. MPC is a technique that deals 

with protocols that allow a set of parties to jointly compute a function of their inputs or identifiers 

while avoiding revealing anything except the output of said function. MPC allows the parties’ 

input to remain secret during the whole processing of data aggregation, so it is considered a 

sophisticated privacy-preserving tool for pseudonymisation. It can be used as an encryption 

technique, but it is much broader in terms of its potential application. 

 

Mostly, technical literature describes encryption and pseudonymisation techniques as forms of privacy-

enhancing or preserving technologies. Which technique is most appropriate depends on the context, the 

type of data, the actors involved and other safeguards in place. That is why no one technique can be 

said to be the preferred option and no technique can be ruled out categorically even though some 

techniques are generally deemed weaker than others. Some pseudonymisation or encryption techniques, 

especially when adopted in combination with other privacy-enhancing technologies, can be so strong 
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that they may provide better protection to data subjects’ interests than certain anonymisation techniques.  

 

Inference of sensitive data 

 

It is clear from technical literature that it is becoming ever easier to infer personal from aggregate data 

as well as sensitive personal data from personal and non-personal data. For example, statistical 

agencies and census bureaus commonly publish aggregated datasets, which they believe do not 

contain any personal information. Yet through so-called ‘database reconstruction attacks’, it is often 

possible to reconstruct the sex, age, race, ethnicity and fine-grained geographic location reported for 

about half of the population contained in the dataset. In addition, by combining two datasets that 

themselves do not contain any personal data, personal data may be gained and even sensitive personal 

data may be inferred. Consequently, due to both the availability of open data and increased 

technological capacity to infer data, sensitive data can be distilled from both ‘ordinary’ personal data 

and non-personal data. Both the literature consulted and experts interviewed for this study agree that 

this trend will only increase over time.  

 

5. Gaps between the legal regime and the technological reality 

 

There are several tensions between the evolving technological realm and how the legal framework has 

been drawn up. The most important ones for the purposes of this study are detailed below. 

 

Anonymous data 

 

1. While the legal framework distinguishes between anonymous and pseudonymous data, for 

technical experts, this distinction is not uncontested. From a technical perspective, data could be 

called anonymous if a number of relevant variables are removed. Many technical experts assume 

levels of anonymity. There is a scale from full anonymity to direct identifiability rather than a 

binary distinction, as is prevalent in the GDPR.  

2. The fact that the GDPR sets no time limit on when data can be re-identified or de-anonymised 

means that it is highly likely that, at some point in time, the data will be linked to a natural 

person.  

3. A number of technical experts question whether the legal definition of anonymous data can be 

upheld in the 21st century, as it will be increasingly difficult to meet the legal threshold. From a 

technological perspective, it is almost impossible to have truly anonymous data. In particular, 

when anonymised datasets are shared or made available online, it is likely that there will be a 

party that re-identifies the data or merges it with other datasets to arrive at personal data.  

4. Some authors conclude that the state of the art linked to the techniques listed by the Working 

Party 29 confirms that anonymization methods face big challenges with real data and that it 

cannot longer be considered from a static perspective, but it requires a dynamic one.  

5. A general sentiment that was shared is that the term ‘anonymisation’ was unclear and vague due 

to its many open-ended factors. A special point of reference was the term ‘reasonably likely’. 

 

Aggregate data 

 

1. Legal regulation treats (micro) data and aggregate (macro) data the same, although there are 

clearly different risks attached to disclosing micro and macro data. On a record level, to speak 

of absolutely anonymous data generally requires stripping the dataset to such an extent that 

virtually no relevant information remains, whereas on the aggregate level, there are many more 

opportunities to protect individuals from identification, yet aggregated data is likely to be linked 

to individuals through other ways, especially when made available online. 

2. The increased availability of open data makes it hard to do a proper assessment of the risks 

involved when statistical agencies or other parties release aggregated data. 
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3. Statistics are used to generate knowledge by analysing existing data to make assumptions about 

individuals, for example, by mapping past experiences and establishing correlations between 

certain characteristics and particular outcomes or behaviour. AI and Big Data analytics allow 

people to be profiled in actionable ways without being personally or individually identified. As 

the state of technology allows more information to be extracted from non-personal data, a greater 

role is awarded to the use of such data, whether individuals in it can be identified or not. This 

trend cannot be adequately addressed under the data protection regime, which is highly invested 

in the notion of the indefinability of individual natural persons.  

4. For many technical experts and professionals, the legal regime gives conflicting signals. On the 

one hand, open data, the re-use of public sector information and data portability are promoted, 

and on the other hand, privacy, secrecy and data protection are emphasised. What makes this 

tension more complex is that legislators and courts do not present a uniform view as to what 

extent the collection and use of aggregated data should be regulated or to what extent aggregated 

data can also be personal data.  

 

Pseudonymous data 

 

1. Technical experts traditionally presume that pseudonymisation means replacing one or more 

identifiers with a pseudonym. However, the GDPR defines pseudonymisation as processing 

where additional information that allows for re-identification is stored in a different place; there 

can be pseudonymous data without having an explicit pseudonym. The two definitions are very 

close, but not fully identical. 

2. From a technical perspective, it is not clear why pseudonymisation, as a form of harm 

prevention, should have a special status within the legal framework, while there are multiple 

ways and techniques for doing so. Favouring this one technique seems to be in contrast with the 

supposed technical neutrality of the data protection framework.  

3. Not all forms of pseudonymisation are equally safe. The legal regime does not give guidance on 

which type of technique is most appropriate for what type of context. 

 

Sensitive personal data 

 

1. Experts question the fixed categories of sensitive data used in the GDPR. For example, financial 

position, socio-economic background and income could be treated as sensitive data in many 

cases, because the potentially detrimental effects of processing such data might be at least as 

severe as the processing of the membership of a political organisation or a union. Experts 

indicate what is or should be considered sensitive personal data varies per region or country, 

which is why working with one fixed list of types of sensitive data for all EU countries alike 

may be particularly challenging. 

2. The legal regime focuses on fixed categories of data, while what is or is not sensitive from a 

technological perspective does not depend on the type of data. Data processing can be sensitive 

and harmful even without the categories of data listed in the GDPR being involved or can be 

non-harmful even if one or more of the types of data categorised as sensitive are processed.  

3. Many technical experts highlight the fact that sensitive information can often be derived from 

non-sensitive personal information and even from non-personal data. The binary distinction 

between sensitive and non-sensitive data used in the legal regime does not take sufficient 

account of the technological complexity and reality on this point.  

 

6. Regulatory alternatives found in law and literature 

 

Alternatives to the current regulatory regime have been suggested. Those most relevant for the purposes 

of this study are:  
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Anonymous data 

 

1. Doing away with the distinction between anonymous and non-anonymous data. If it is 

increasingly likely that data will be de-anonymised and if non-personal data can be used for 

high-impact data processes, the choice to place anonymous or non-personal data outside of the 

scope of data protection law could be redundant.  

2. Using a narrower concept than the current definition of personal data to distinguish more clearly 

between personal and anonymous information. For example, the notion of ‘identifiable’ could 

be done away with, or a specific horizon or time limit could be added to it.  

3. Creating different levels of identifiability, meaning that the application of the data protection 

framework is not black and white but gradual. For example, the more data can be said to be 

anonymised, the fewer data protection standards apply.  

4. Instead of working with the highly contextual ‘all the means likely reasonably to be used either 

by the controller or by any other person’, working with a phrase that was suggested in the 

legislative process of the Data Protection Directive could be considered, namely ‘at the price of 

an excessive effort’.  

 

Aggregate data 

 

1. Instead of seeking a compromise between open data and data protection, an option could be to 

have the data protection regime prevail over or provide the main framework for using, sharing 

and making public statistical and aggregated data. Essentially, this is what the CJEU proposed 

in Latvijas Republikas Saeima. 

2. An even farther-reaching option could be to return to one of the earlier rules on statistical data, 

namely that ‘statistical data should be released only in aggregate form and in such a way that it 

is impossible to link the information to a particular person.’ 

3. An extensive framework could be set up to reconcile the need for open data and processing 

statistical data on the one hand and the need for privacy and data protection on the other. Such 

a framework should be adopted at the EU level and not left to the Member States, and it would 

need to specify how these two principles could be reconciled in concrete situations in detail.  

4. The data protection framework could be more explicit in terms of a threshold or boundary for 

data anonymity when data are aggregated or in terms of the technical standards to be applied 

when disclosing aggregated datasets.  

5. A more radical alternative could be to find ways to base privacy and data protection regulation 

on concepts other than identifiability. For example, some authors have suggested abandoning 

the (exclusive) focus on individual privacy and linkability, and instead or in addition focusing 

on groups, categories and data collectives.  

6. More concrete rules for disclosing aggregated data could be developed, such as having a 

minimum number of people in a cell with a frequency count table or rules on dominance with 

quantitative magnitude tables. Checks for group disclosure could be stipulated too. 

 

Pseudonymous data 

 

1. The GDPR or the European Data Protection Board could provide more guidance as to which 

types of pseudonymisation techniques are deemed most suitable for what contexts.  

2. Aligning pseudonymisation with the concept of data custodianship could be considered. A data 

custodian could function as a Pseudonymisation Entity, responsible for processing identifiers 

into pseudonyms using the pseudonymisation function (which can be a controller or processor), 

which can allow data access under specific conditions to researchers or companies in an 

interconnected data ecosystem and shield data against unwanted or unlawful access.  
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3. Some experts suggest deleting the specific reference to pseudonymisation from the GDPR, both 

because it is considered too vague and because there is no reason to favour this technique over 

other risk aversion techniques.  

4. Others, on the contrary, have suggested giving the category of pseudonymous data an even more 

prominent role, making it an official intermediate category between anonymous data and 

personal data.  

 

Sensitive personal data 

 

1. Several authors have suggested that the sensitivity of data processing no longer depends on the 

type of data being processed, but rather on the processing technologies and the use they are put 

to. Consequently, they have suggested omitting the special regime for sensitive personal data 

from the data protection framework.  

2. Broaden the list of sensitive data and include in it, inter alia, financial data, as was suggested 

when drafting the GDPR but was ultimately rejected.  

3. Alternatively, it has been suggested to work with a list of examples rather than with fixed 

categories, which was the original approach to the regulation of sensitive personal data. Also, 

the introduction of a residual category could be considered, similar to the reference to ‘or other 

status’ in Article 14 of the European Convention on Human Rights (ECHR). 

4. The differentiation between the various categories of sensitive personal data could be 

considered; this is an approach that seems to be taken by the CJEU, placing health data in the 

most sensitive category, while other data could be considered as less sensitive.  

5. While most concerns are about whether the GDPR is strict enough on special categories of data, 

there are also arguments to consider from the opposite perspective. There is an ongoing 

discussion concerning the extent to which it is possible to process sensitive personal data in 

order to prevent discrimination, for example, in AI systems. Using sensitive personal data may 

be necessary for avoiding discrimination, especially when it comes to data-driven decision 

making. Thus, in order to further one of the underlying rationales of the category of special data 

– namely to prevent discriminatory practices – it may be necessary to process more sensitive 

personal data, instead of less.  

 

7. Regulatory objective of the data protection regime 

 

In order to assess whether there are regulatory gaps and, if so, where they are, it is necessary to assess 

what the regulatory objective of the privacy and data protection regime actually is. This is a matter of 

debate: should data protection be seen as essentially putting limitations and restrictions on data 

controllers or as giving control rights to data subjects?  

 

On the one hand, reference is made to Article 5 of the General Data Protection Regulation, which is 

seen as the backbone of the law. It holds that personal data should be processed lawfully, fairly and in 

a transparent manner, collected for specified, explicit and legitimate purposes and not further processed 

in a manner that is incompatible with these purposes. Processing should be adequate, relevant and 

limited to what is necessary in relation to the purposes for which the data are being processed, and they 

should be accurate and, where necessary, kept up to date, kept in a form that permits identification of 

data subjects for no longer than is necessary for the purposes for which the personal data are being 

processed and they should be processed in a manner that ensures appropriate security. These are all 

obligations posed on the data controller, which are applicable independent of any rights being invoked 

by data subjects. On the other hand, there are increasing numbers of rights attributed to data subjects in 

the data protection regime, the GDPR. In addition, particularly due to German influence, the notion of 

informational self-determination has become increasingly popular. Thus, some argue that rather than 

obligations being imposed on data controllers, the rights of data subjects are the core of the data 

protection regime. 
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What complicates the assessment of this matter is the fact that the data protection regime does not only 

have a protective objective, but Article 1 GDPR also acknowledges the processing of personal data in 

the EU as objective facilitating. One of the explicit goals of the 1995 data protection framework was to 

remove obstacles to the transfer of personal data within the Union by laying down one common level 

of data protection. Before the Directive, each country had different data protection standards, hampering 

the use and transfer of personal data. Adopting a single EU-wide data protection framework solved this. 

The rules in the GDPR seldom prohibit specific data processing operations. In most cases, they lay 

down procedural safeguards and principles that ensure proper data processing operations. Data 

protection may thus be said to further data processing by laying down a general framework.  

 

Finally, the GDPR contains many explicit exceptions for specific processing operations. Most 

important for this study are those that relate to freedom of speech, archiving, statistical research, open 

government and the re-use of public sector information. The EU has made the choice to go beyond 

promoting openness and transparency vis-à-vis governmental practices; it has stimulated the re-use of 

government information. Still, the Open Data Directive makes clear that it does not affect the GDPR; 

what this means in practice is left open. 

 

There is ambiguity within the EU regarding how to deal with conflicts between the various regimes and 

the rationales underlying them. In general, the EU regulator is set on issuing a regulation that is based 

on clear and separate data categories while the courts have adopted more contextual and fluid 

approaches. Advisory bodies, such as the Article 29 Working Party and the EDPB, also propagate a 

flexible approach and have stretched and broadened the scope of, inter alia, personal data over time. 

Courts had set clear limits when regulators use data distinctions to adopt lower levels of protection, such 

as when the CJEU declared null and void the Data Retention Directive. A similar approach can be 

witnessed with respect to the move toward open data and the re-use of public sector information. While 

this is highly encouraged by the EU regulator, the courts are more hesitant. For example, the CJEU 

questioned whether, in order to protect or improve road safety, it was necessary to grant third parties 

access to data about traffic violations. It found that the regime allowed third parties to access the 

information even if they had purposes other than those related to increasing road safety, which was not 

allowed.  

 

8. Dangers of over and under-regulation 

 

The difficulty of assessing the existence of regulatory gaps and the desirability of regulatory alternatives 

is that the discussion on the regulatory goal(s) of the privacy and data protection framework should be 

settled first, but it remains a matter of debate – a debate that this study can obviously not settle. In 

addition, there is no preferred regulatory approach: a categorical, a contextual or a hybrid one. Each has 

its own advantages and disadvantages. Consequently, it is both a matter of perspective whether 

regulatory gaps exist and, if so, what this means for the legal protection of data in the broader sense in 

the future. In addition, choosing between different regulatory options entails a choice of where to put 

the regulatory prerogative. The more clarity provided in the legal regime, the more the prerogative is 

put with the legislative branch. The more a contextual approach is taken, the more the correct 

interpretation of the rules per context has to be given by the judicial and/or the executive branch. The 

former has the advantage of democratic legitimacy, the latter of practical validity. The former has the 

advantage of providing legal certainty by applying one approach to all situations alike; the latter has the 

advantage of being able to provide regulatory granularity.  

 

To give an example, perhaps the essential question this study raises is whether the notion of ‘personal 

data’ and the sub-criteria of ‘identifiability’ and ‘all means reasonably likely’ should be retained, or 

whether non-personal data should be provided as a form of protection, for example under a ‘GDPR-

light’ regime, or whether a gradual scale to identification should be introduced. That question is 
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dependent on what the regulatory rationale of the data protection framework is believed to be. If it is 

providing protection to natural persons’ individual interests, then there is no direct need to also regulate 

the processing of aggregated or anonymous data. In order to tackle potential harms that arise from data 

policies and practices based on group profiles, it might be left to the courts to interpret the regulatory 

regime as to cover those harms either on the basis of the GDPR or under Article 8 ECHR. If the 

regulatory objective is to curtail data power by public and private sector organisations, then it both 

makes sense to also set limits on and requirements for the processing of non-personal data, and it would 

be no problem to expand the data protection regime to also cover the processing of non-personal data 

and disconnect its material scope from the identifiability of a natural person.  

 

Both choices also beg the question of regulatory specificity. The regulator has, so far, maintained a strict 

regulatory distinction between non-personal and personal data, however, in practice, this distinction is 

difficult to draw. Courts have consequently expanded the definition of personal data to cover data that 

is increasingly peripheral to the natural person, while data controllers are asking for more cues on how 

to make that distinction. The danger of leaving the current approach intact is that responsible data 

organisations will err on the safe side, while others will stretch the boundaries of the law. In addition, 

the less regulatory clarity is given, the more difficult it will be to enforce the rules, because every data 

processing operation may require its own assessment of legality and legitimacy. Consequently, if the 

choice is made to keep the current regulatory regime intact, the question remains whether more 

regulatory guidance should be provided to data controllers on how to draw distinctions between data 

categories.  

 

In addition, if the choice is made to cover non-personal data, again, two different approaches can be 

taken: a categorical and a contextual one. Either the regulatory regime maintains a separation between 

non-personal and personal data but attaches a different regulatory regime to non-personal data, or it 

does away with this differentiation and potentially other data distinctions and makes the type of rules 

and the regulatory burden put on data controllers fully dependent on the case by case assessment of the 

risks involved (either related to individual, group and/or societal interests). 

 

Then, regarding overregulation, it matters to what extent stimulating data processing operations is set 

on the same foot as the protective rationale of the data protection regime and how the goal to promote 

open data environments and the re-use of public sector information is evaluated. Should the latter 

rationale be seen as an equally important rationale as the protective rationale, or can this rationale only 

be furthered within the boundaries set by the protective rationale? If the latter is the case, overregulation 

is not an important risk, while avoiding under-regulation should be the main objective. If, however, the 

rationales are considered to be of equal importance, furthering one almost by definition has an impact 

on the other. Then, the question would be what type of regulation would be most effective. Although a 

contextual framework seems to leave the most room for data innovation, at first sight, data controllers 

often call explicitly for more regulatory clarity and certainty, because they fear backlash and 

investments that will not pay off.  

 

A similar point should be noted with respect to the protective rationale. Experts have stressed that the 

approach taken by the GDPR, under which processing sensitive data is in principle prohibited, is 

increasingly missing the goal it sets out to achieve, namely, to protect individuals from harm. In order 

to prevent discriminatory practices in AI-systems, it may be necessary to process sensitive personal 

data. Others have stressed that even more generally, it may be necessary to focus not on data 

minimisation but on data minimummisation, i.e. requiring a minimum level of data to be gathered, 

analysed and stored rather than a minimal level of data be gathered in order to protect individuals vis-

à-vis AI systems and their outcomes. Thus, it is a matter of debate whether the protective rationale is 

best served by laying down limitations on data processes.  
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9. How will the current and future technical developments affect the GDPR and legal protection in a 

broad sense in the coming period? 

 

It is clear that current and future technological developments and general data availability are resulting 

in anonymisation becoming increasingly difficult. The status of data will become increasingly volatile, 

less owing to the characteristics of the data and datasets themselves, and more due to data controllers’ 

efforts. Legal categories will become more fluid and porous, and one database may be legally qualified 

differently per party that has access to it. A database that, in isolation, only contains non-personal data 

one moment may be turned into personal data by being combined with another database the next, which 

may be used to infer sensitive personal data the next moment, only to be aggregated and anonymised 

the next moment again. Given these trends and given of the notions of ‘identifiability’ and ‘all the means 

reasonably likely to be used’, more and more data, if not all, will fall under the data protection 

framework and may even need to be treated as (potential) sensitive personal data, meaning that the 

strictest of all regimes would apply. 

 

Whether this is deemed problematic is a matter of debate and depends on what the rationale of the data 

protection framework is deemed to be and what effects of under-regulation and over-regulation are most 

likely. This study did not find different scenarios for how the technological realm and the availability 

of open data will develop over time – literature, experts interviewed and experts invited to the workshop 

held for this study all pointed in the same direction: anonymisation will be increasingly hard, legal 

categorisation will be increasingly difficult and the quality of the data will be increasingly an effect of 

the efforts by the data controller. However, several scenarios were found for how the legal regime could 

respond to the increased availability of open data and the general availability of technology. Five 

strategies can be deduced from the suggestions, which can be summarised as follows.  

1. Leaving the data protection framework as is: The data protection framework is regarded as 

forming a perfect equilibrium between its protective rationale and the rationale promoting data 

processing operations, between opting for a categorical and a contextual regulatory approach 

and between leaving the regulatory prerogative to the legislator and allowing judicial and 

executive authorities to refine concepts and rules in practice, with an eye to specific contexts 

and situations. Although technological practice may be said to diverge from the regulatory 

regime and may very well do so more over the years, this does not mean that the rules should 

change. Rather, more should be invested in ensuring that practice is kept in conformity with 

the rules. To the extent that processing non-personal data has an important impact, such as is 

already covered by the GDPR when decisions are taken in which a person is singled out or 

significantly affected, or by Article 8 ECHR, when policies affect the very broad notion of 

private life. The European Court of Human Rights has been willing to develop a regime for 

metadata collection when necessary and has accepted claims in which no personal harm was 

endured by the claimant, instead focussing on the societal effects of large-scale data 

processing. Data protection law does not need to solve all problems of the data-driven 

environment. 

2. Keeping the data protection framework and investing in more precise definitions: The 

main outlines and contours of the current regulatory regime are deemed fit for the 21st century, 

while the main regulatory challenge is the need for further clarity of the definitions of the 

different data categories, the boundaries between different categories and the regulation of 

those types of data. Under this scenario, various regulatory alternatives are possible, such as 

more guidelines being issued and the introduction of a burden of proof on the data controller 

for showing that data are anonymous and/or encrypted. To provide more clarity on the 

distinction between non-personal and personal data, the contextual elements in the definition 

of personal data and in the description of anonymisation could be removed. This would 

decontextualise the question of whether personal data are processed and whether the data 

protection framework applies. Also, the category of pseudonymous data could be omitted. This 

category is critiqued both for its vagueness and because it privileges one privacy-preserving 
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technique over others, for which no clear explanation exists. Finally, it may be considered to 

extend the list of sensitive personal data. Potential additional categories that were identified in 

this study include financial and socio-economic data, data about children, locational data and 

metadata.  

3. Keeping the data protection framework and investing in more contextuality: The main 

regulatory challenge is regarded as the lack of contextuality and adaptability of the current 

regulatory regime. Again, several regulatory alternatives have emerged during this study, 

including the addition to the list of Article 5 GDPR of the principle of contextuality, requiring 

the data controller to consider each principle, obligation and requirement under the data 

protection framework in light of the context in which the data processing takes place. 

Alternatively, reformulating the list of sensitive data in the way it was originally formulated 

could be considered, namely as examples rather than an exhaustive list, or including a residual 

category similar to Article 14 ECHR. Pseudonymous data could be granted a more prominent 

position as an intermediate category between non-personal and personal data.  

4. Revising the data protection framework, using clearly defined data categories: Strategy 4 

is similar to strategy 2, but under this scenario, a fundamental overhaul of the current regulatory 

framework is necessary. Under this scenario, it is believed that it is still possible to work with 

categories of data, even the current ones, but in light of the technological developments, the 

regulatory regime applied to them is in need of reconsideration. A number of regulatory 

alternatives could be considered, such as adopting a GDPR-light regime for non-personal data; 

this could imply, for example, that all data processing must accord with the principles contained 

in Article 5 GDPR. Also, potentially in light of a protective regime on non-personal data, 

structuring the data processing regime around stages of data processing could be considered: 

gathering and storing data, analysing data and using data or the outcomes of data analysis. The 

current regulatory regime almost exclusively focuses on the moment at which data are gathered 

and stored. There are virtually no rules on the analysis of data and no rules on the use of data, 

perhaps with the exception of one provision on the prohibition on automated decisions making. 

This is deemed problematic because the core of most current-day processing operations is in the 

analysing of data. For the analysis of data, inspiration could be sought from the rules applicable 

to statistical agencies.  

5. Revising the data protection framework, removing clearly defined data categories: 
Strategy 5 is similar to strategy 3, but in this scenario, a fundamental overhaul of the current 

regulatory framework is necessary. In this scenario, it is impossible to work with different data 

definitions and to attach different levels of regulatory protection to each of those. Instead, a fully 

contextual approach should be taken, fully dependent on a case-by-case analysis of the potential 

harm that results from a certain processing operation. This harm could be linked to individual 

and/or societal interests. Most of the current obligations and requirements could be left intact, 

yet they would be made dependent on the level of risk and harm. The GDPR could essentially 

be boiled down to a simple set of rules, namely a list of principles and obligations for data 

controllers that are currently in the regulations, and specify that these apply to them, taking into 

account the state of the field, the costs of implementation and the nature, scope, context and 

purposes of the processing, the nature of the data as well as the risk of varying likelihood and 

severity for the individual and/or societal interests. 
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Figure: Scale from a fully categorical approach (option 4) to a fully contextual approach (option 5) 

 

10. Answers to the research questions 

 

1. What means are available to link (anonymous) data back to individuals and to what extent does the 

availability of other data (e.g. open source) play a role?  

 

There are many means available to link data back to individuals. This study has not arrived at a full and 

exhaustive list of possibilities, but it does discuss a number of common means for doing so. Examples 

include: database reconstruction attacks through which an aggregated database is re-identified; 

composition, through which two or more anonymised datasets merged together can result in (sensitive) 

personal data and several de-anonymisation technologies. Information may be inferred from 

anonymised datasets about people that were not in the dataset in the first place and aggregated data, in 

particular, may be used for decision-making processes, which may have a significant effect on citizens 

in general and specific groups. If the latter is the case, these data may qualify as personal data. 

 

Open data plays an important role in this respect, so much so that many experts point out that although 

it may be possible to de-individualise a dataset taken in isolation because it is possible to combine it 

with other data freely available online, it can never be excluded and, on the contrary, it is increasingly 

likely that anonymised dataset will be de-anonymised by one party or another in time. Aggregated data, 

when they are made available, may be used for decision-making that affects specific identified or non-

identified citizens. How data will be used cannot be controlled or estimated beforehand with certainty. 

However, the chance that if data are made available online, they will be used by a party in ways that 

have an effect on concrete individuals, groups or society at large is increasingly likely.  

 

2. What (technical) developments are expected in the coming years with regard to the means to 

(intentionally or unintentionally) link data back to persons?  

 

It will be increasingly difficult to ensure (legal) anonymity. Already now, experts interviewed for this 

study doubt whether it is possible to meet the legal criteria for anonymity. While the legal regime treats 

anonymity as a binary matter, most technical experts see it as a scale. Most technologies and counter-

technologies are involved in a never-ending game of cat and mouse. This is also believed to be the case 

for the future for, inter alia, anonymisation and de-anonymisation techniques, aggregation and inference 

techniques and for encryption and decryption. What is the most fundamental shift is the general 

availability of such technologies. This means, especially when data are made available online, it is 

increasingly likely that there will be some parties who will use advanced technologies to decrypt, re-

identify or de-anonymise data and invest the necessary time, energy and effort for doing so. An 
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important development with respect to encryption is quantum computing.  

 

Quantum computing possesses certain characteristics derived from quantum mechanics that make it 

possible to solve complex factorisation problems with which traditional computers struggle. Instead of 

working with bits, quantum computers work with quantum bits or qubits. Qubits are able to 

simultaneously take a value of 0 or 1, as opposed to traditional bits, which have a single state of 0 or 1. 

This enables quantum computers to perform multiple parallel calculations for which conventional 

computers are not suited. As a result, certain authors have claimed an alleged ‘supremacy’ of quantum 

computing over conventional computing, which would allow for the cracking of the present 

cryptography. In addition, if quantum computing becomes operational, it is said to be able to break all 

or most existing forms of encryption, just like current techniques can decrypt Data Encryption Standard 

(DES) encrypted messages from 40 years ago.  

 

3. What current and foreseeable technical developments can be used for the anonymisation or 

pseudonymisation of personal data, and what factors are decisive in this respect?  

 

Various techniques exist for both anonymisation and pseudonymisation. Examples of anonymisation 

techniques include but are not limited to masking and using synthetic data. There are various factors 

that are decisive, but much depends on whether a technical or a legal approach is adopted. Also, in 

technical literature, various types of anonymity, each with their own emphasis on different factors, have 

been put forward, most importantly: k-anonymity, l-diversity, t-closeness and ε-differential privacy.  

 

For aggregation, a difference can be made between, inter alia, aggregation based on third parties, 

aggregation based on data perturbation, and aggregation based on cryptography. Each of those 

underlines different factors that are deemed to be decisive. Perhaps the most important technique in 

terms of aggregating data, especially in light of data disclosure, is SDC. There is no fixed standard for 

SDC; each agency may adopt its own factors, standards and thresholds, taking account of the dataset, 

its value and potential privacy risks.  

 

Several pseudonymisation techniques exist, most importantly, for the purposes of this study: hashing, 

key hashing, salt hashing and pepper hashing. Legally, encryption is seen as a sub-set of 

pseudonymisation. Several encryption techniques exist, most importantly: symmetric encryption, 

asymmetric encryption, homomorphic encryption and multiparty computation, which is more than 

merely an encryption technique; it is a technique that deals with protocols that allow a set of parties to 

jointly compute a function of their inputs or identifiers while avoiding revealing anything but the 

output of said function.  

 

4. What technical developments in the area of anonymisation and pseudonymisation of personal data 

are to be expected in the coming years?  

 

Most experts interviewed and the literature evaluated for this study do not expect a technological 

revolution in terms of anonymisation and pseudonymisation, but rather expect the game of cat and 

mouse to continue over the coming years. However, due to the general availability of data and the 

general availability of technology, it may become even harder to arrive at anonymous or pseudonymous 

data. Quantum Computing, as mentioned, could have an important impact on encryption. In addition, 

Deep Learning is a technology that is expected to gain even more prominence in the coming years. Both 

technologies could have a detrimental effect on privacy, but they could also be put to its advantage. 

Post-quantum encryption is believed to be much more safe than current forms of encryption, and deep 

privacy tools (privacy tools based in deep learning models) are currently being developed.  

  



The influence of (technical) developments on the concept of personal data in relation to the GDPR 
 

  

TILT – Tilburg Institute of Law, Technology, and Society 

 

  

24 

5. What can be said, from a legal and technical perspective, about the interpretation of the concept of 

‘means reasonably likely to be used’? What means can be considered reasonably likely to be used and 

what factors play a role in this?  

 

From a legal perspective, both the CJEU and the WP29 have emphasised time and again that the 

assessment of what means are deemed to be reasonably likely to be used should be done on a case-by-

case basis, taking into account all relevant circumstances of the case and having an eye to various 

relevant factors that are not determinative in themselves, such as the costs of and the amount of time 

required for identification, the available technology at the time of the processing and technological 

developments. Although these are objective criteria in and of themselves, their interpretation depends 

on context. Thus, although the distinction between non-personal and personal is binary and absolute in 

its legal effect, the criteria to determine whether data are anonymous are highly contextual. 

 

From a technical perspective, the contextual approach is most apparent. Most technical experts do not 

believe in absolute or full anonymity, but rather point to a scale of how difficult it is to de-anonymise 

or re-identify a database. Since technological capabilities for de-anonymisation are evolving, an 

assessment of the technical standards to anonymise data might need to be permanent or periodical. In 

view of this fact, a black-and-white distinction between anonymous and non-anonymous data is not 

obvious; rather, from a technical perspective, it might be more appropriate to work with a scale under 

which the more anonymous data is, the less (strict) data protection standards apply. There is no 

exhaustive list of factors from a technological perspective that should be taken into account in order to 

determine the means reasonably likely (a legal notion that is not standardised in most technological 

discourse). 

 

6. How does the answer to question 5 relate to developments in current and expected techniques to 

achieve anonymisation and pseudonymisation?  

 

The general availability of open data and the general availability of data technologies will have a 

threefold impact on the possibilities of achieving anonymisation and pseudonymisation.  

 

First, the nature of the data in Big Data processes is not stable, but volatile. A dataset containing ordinary 

personal data can be linked to and enriched with another dataset to derive sensitive data; the data can 

then be aggregated or stripped of identifiers and become non-personal, such as aggregate or anonymous 

data; subsequently, the data can be de-anonymised or integrated into another dataset in order to create 

personal data again. All this can happen in a split second. The question is, therefore, whether it makes 

sense to work with well-defined categories if the same datum or dataset can fall into a different category 

from one second to the next and into still another the next second.  

 

Second, as a consequence of the previous issue, it is increasingly difficult to determine the status of data 

precisely. In order to determine the current status of a datum or dataset, the expected future status of the 

data must be taken into account. Given the general availability of technologies and the minimal 

investment required, it is increasingly likely that if a database is shared or otherwise made available, 

there will be a party who will combine it with other data, enrich it with data scraped from the internet 

or merge it into an existing dataset, but also that there are other parties who will not. The legal category 

to which the data belongs is therefore no longer a quality of the data itself, but a product of a data 

controller’s efforts and investments. Consequently, it is arguable whether anonymisation or 

pseudonymisation can be achieved in a context where the determination of the status of data is hardly 

attainable.  

 

Third, modern data processing operations are increasingly based on aggregate data, which can also have 

very large individual and social consequences. Profiling target groups rather than individuals is 

becoming a prevalent processing operation in the information society. The consequences of these 
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activities can be negative for a group, without the damage being directly relatable to individuals. The 

idea that the more sensitive the data are and the more directly they can be linked to a person, the more 

strictly its processing should be regulated can therefore be questioned. In addition, there is also the 

question of whether the focus on the identifiability of an individual (natural person) and, subsequently, 

the notions of anonymisation and pseudonymisation which are built thereon, are still viable in the 21st 

century. 

 

7. When is it reasonable to say that data can no longer be linked back to an individual and that the 

dataset of which they are part can be considered anonymous?  

 

While from a legal perspective, there is a difference between non-personal and personal data, from a 

technical perspective, this distinction falls apart into at least three relevant subcategories: 

1. The situation in which data was never personal before, but might be, such as when weather data 

are used to make decisions about individual farmers’ insurance.  

2. The situation in which data were personal, but the identifiers have been stripped or data has been 

rendered anonymous in such a manner that the data subject cannot be identified nor made 

identifiable. Here, the danger is that data are re-identified or de-anonymised. 

3. The situation in which data are aggregated. Here, the danger exists that data can be de-

aggregated, that two datasets combined can yield personal data and that aggregate data can be 

used to making decisions that have an impact on individual data subjects or single them out, 

without knowing their identity.  

 

Different threats are posed by each of those scenarios. From the technological domain, it is clear that it 

is almost never reasonable to state that data can no longer be linked back to an individual. There are 

always risks of de-anonymisation, there are always possibilities of data composition and one can never 

exclude the possibility that data will be used for singling out non-identified individuals or for developing 

decision trees that have an impact on groups and/or individuals. As a result, it is increasingly difficult 

to affirm that data can no longer be linked back to an individual and that the dataset of which they are 

part can be considered anonymous. 

 

8. To what extent is the test for indirect identifiability objectifiable?  

 

Few cues have been found to make the test more objectifiable. It is important to underline that making 

the test objective was not the desire of the EU regulator. On the contrary, the current open, contextual 

and fluid set of criteria were favoured over the more restrictive ones that were considered and rejected. 

For example, the initial proposal for the Data Protection Directive did not contain the notion of 

anonymity, but rather that of ‘depersonalisation’, which was understood as modifying information in 

such a way that it could no longer be associated with a specific individual. The explanatory 

memorandum provided that “[a]n item of data can be regarded as depersonalized even if it could 

theoretically be repersonalized with the help of disproportionate technical and financial resources”. At 

the same time, the explanatory memorandum defined depersonalisation as “modify[ing] personal data 

in such a way that the information they contain can no longer be associated with a specific individual 

or an individual capable of being determined except at the price of an excessive effort.” Excessive effort 

is still contextual, but less so than “all means reasonably likely”; the threshold is also clearly different.  

 

Few cues have been found in this study for making the test of indirect identifiability more objective 

other than removing the notion of ‘identifiability’, which was not part of the definition of personal data 

under the data protection regimes from before 1995 or the list of factors to be included for determining 

what means should be deemed reasonably likely to be used. Perhaps the only concrete suggestion that 

was identified is putting a time limitation or a horizon to the evaluation of the means reasonably likely 

to be used. It is almost always highly likely that, in 20 years’ time, data that are anonymous now can be 

de-anonymised. Under the current legal regime, when data are stored for that long, such means 
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reasonably likely to be used must be taken into account when determining whether the data protection 

regime applies, while it is next to impossible to foresee how the technological landscape and the 

availability of data will evolve in the next 20 years.  

 

9. To what extent and in what cases can there be under-regulation when data are no longer linked to 

individuals through anonymisation and therefore do not fall within the scope of the GDPR?  

10. To what extent and in what cases can there be overregulation when more and more data can be 

easily linked to individuals through new techniques, undoing measures of anonymisation and 

pseudonymisation?  

 

Answering questions 9 and 10 depends on what is deemed to be the regulatory objective of the data 

protection regime: is the data protection framework to be considered from a protective angle or from 

the perspective of facilitating data processing within a set framework, or as a combination between 

both? Is the protective rationale to be understood as primarily providing protection to individual 

interests or to group and societal interests? Should the data protection regime be understood as laying 

down limitations for data processing or as providing a framework for using and sharing data? Is the 

protective rationale best served by limitations, or can more data processing sometimes be required to 

serve the best interests of individuals and/or society? Is the rationale of facilitating data use best served 

by an open and contextual framework or by setting strict and clear rules within which data processing 

is deemed legitimate? This study has not been able to give a determinative answer to these questions, 

but has indicated that dependent on these answers, different regulatory gaps and dangers for over-

regulation and/or under-regulation will be found.  

 

For example, whether there is under-regulation because ‘personal data’ is linked only to the 

identifiability of natural persons and because the data protection framework refers primarily to the 

interests of the data subject depends on what rationale the data protection framework is said to protect. 

If it is considered that the data protection framework is or should be providing protection to more 

general, group or societal interests, then certainly, there may be a matter of under-regulation due to the 

fact that processing aggregate and anonymous data is not covered under the current regime. Likewise, 

whether the trend of courts and advisory bodies to expand the scope of personal data and the material 

scope of the data protection framework leads to overregulation is dependent on whether the emphasis 

is placed on the protective rationale of the data protection framework, in which case there would be no 

over-regulation, but on the contrary, this approach could be deemed laudable, or on the rationale 

facilitating data processing, it may be deemed stifling.  

 

11. How will the current and future technical developments affect the GDPR and the legal protection 

of data in a broad sense in the coming period? 

 

It is clear that technological developments and the general availability of data, now and in the future, 

will mean anonymisation will become increasingly difficult. The status of data will become increasingly 

volatile, and this will be due less and less to the nature of the data and datasets themselves and more 

and more due to data controllers’ efforts. Legal categories will become more and more fluid and porous, 

and one database may be legally qualified differently depending on the party that has access to it. A 

database that only contains non-personal data in isolation may be turned into personal data by being 

combined, then used to infer sensitive personal data, only to be aggregated and anonymised the next 

moment again. Given these trends and given the notions of ‘identifiability’ and ‘all the means 

reasonably likely to be used’, more and more data, if not all, will fall under the data protection 

framework. 

 

This study did not find different scenarios for how the technological realm and the availability of open 

data will develop over time – literature, interviewed experts and experts invited to the workshop held 

for this study all point in the same direction. Several scenarios were found, however, for how the legal 



The influence of (technical) developments on the concept of personal data in relation to the GDPR 
 

  

TILT – Tilburg Institute of Law, Technology, and Society 

 

  

27 

regime could respond to the increased availability of open data and the general availability of 

technology. Five strategies were deduced from the suggestions: leaving the current data protection 

framework intact, focussing on clearer data categories, focussing more on contextuality, using different 

data categories and regulatory regimes attached to them, or focussing on a full-blown contextual data 

protection framework.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


