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Summary 

 
The digitization of society has significantly increased the possibilities for collecting data by the law 
enforcement authorities. This is illustrated by recent cases in which the authorities obtained access to 
millions of encrypted messages on various servers, such as Ennetcom, EncroChat and Sky Global. 
Through the seizure of huge data carriers or by hacking into servers, information in bulk increasingly 
often ends up in the hands of the police. However, these bulk datasets only become relevant if the 
investigation authorities analyse these data and manage to connect them with other data. This means 
that the severity of the government’s interference with citizens’ privacy, apart from the actual collection 
of the data, becomes explicitly tied in with the subsequent processing of those data. There is also a 
growing need among investigation authorities for further analysis of data already stored in police 
systems by using smart AI systems with a view to gleaning new information. These developments raise 
questions about further regulation of analysing (bulk) data for criminal procedure purposes.1 The 
foregoing impels the Dutch legislator to commission further research into collecting and processing data 
in criminal investigations and the way in which these are interconnected. The legislator intends to recast 
and, where necessary, amend the statutory provisions regarding the powers of data processing as laid 
down in the Dutch Code of Criminal Procedure (CCP) and the Dutch Police Data Act (DPDA). Aiming 
to make a contribution to the rethinking of the way in which the processing of data for the sake of 
criminal procedure purposes needs to be regulated, we pose three key questions in this study:  
 

1. Where are the legal bottlenecks in the current legal framework with regard to examining data 
collected for criminal procedure purposes? 

2. Which requirements and safeguards do the relevant European law sources set for the regulation 
of the processing of data for the benefit of criminal procedure purposes? 

3. Which of the points of view that are relevant to this regulation are derived from the Dutch 
Intelligence and Security Services Act 2017 (ISS Act 2017) and the law in a few nearby countries 
(Belgium, Germany and Norway)? 

 
To answer these questions, (primarily legal) desk research was used, which was supplemented by in-
depth interviews and an expert meeting. 
 
Chapter 2 contains an explanation of the current Dutch legal framework which regulates the use of data 
for criminal procedure purposes. This framework was laid down in the DPDA and the CCP. It also 
discusses the plans of the legislator with regard to modernizing the CCP for amending the statutory 
provisions. Four interconnected bottlenecks have been identified in this explanation. 
 Point 1 relates to the legal systemic choice to lay down the collection of data primarily in the CCP, 
whereas the processing of data was laid down in a data protection act (currently the DPDA). The 
legislator intends to continue this separation emphatically in the new CCP. However, there has been 
hardly any further reflection on this choice or previous choices to lay down certain forms of data 
processing in the CCP after all (for example the current article 126dd CCP). The question is whether 

 
1  In this study we focus on the processing of data for the detection and investigation of criminal acts by the    
 police. The detection and investigation of criminal acts include the collection of evidence and the so-called 
 law enforcement intelligence. 
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both activities – collecting and (further) processing – can be separated properly and what the possible 
implications are of such separate regulation. Furthermore, the relation between the DPDA and the CCP 
does not always seem to be logical, because the DPDA also contains standards relevant to investigations, 
whereas this Act is primarily intended to regulate the handling of data – instead of the investigation of 
criminal offences.  
 Point 2 concerns the demand for regulation of examination of bulk data which can be collected 
using various (secret) investigative powers. Collecting bulk data is a much more sensitive matter from 
the perspective of the right to privacy than more targeted forms of data collection. Recent cases in which 
bulk data were collected, such as those involving Ennetcom, EncroChat and Sky Global, lead to 
discussions about the question how examination of bulk data is allowed to be conducted, in the absence 
of statutory regulation about this.  
 Point 3 is to do with the question of purpose limitation with regard to data protection laws and by 
extension the scope of the possibilities to use data for different purposes. Over the past few years, there 
has been a sharp increase in the need of the investigation authorities to combine, enrich and correlate 
data already stored in police systems. This is not only because there are more and more technological 
tools to do so, but also because it enables the authorities proactively – apart from a specific criminal 
investigation – to create useful intelligence. With this type of data processing, data which were collected 
and stored for certain purposes, are re-used for different purposes such as building an information 
position. Although the use of data for different purposes is permissible under certain circumstances, the 
question arises how the principle of purpose limitation and the use of data for different purpose(s) can 
be reconciled in a meaningful way, so that the principle’s rational as a safeguard is honoured while 
taking into account the efficacy of the investigation. 

Point 4 concerns the monitoring of data processing for criminal procedure purposes, which is 
inextricably linked to the regulation of the processing of data. In theory, various supervisory authorities 
(both internal and external) such as the Dutch Data Protection Authority (DPA), the data protection 
official, chief privacy officer, the Dutch Public Prosecution Office, and the criminal court, monitor the 
processing of data during a criminal investigation. The present supervisory framework has a number 
of shortcomings though, among other things because of the way some supervisors interpret their 
mandate and also because of the capacity for supervision. The question is how the supervisory 
framework can be strengthened. 
 
Chapter 3 maps the requirements and safeguards with regard to the regulation of data processing on 
the basis of three relevant European legal sources: the EU Directive 2016/680, Article 8 of the European 
Convention on Human Rights (ECHR) as well as Articles 7 and 8 of the Charter of Fundamental Rights 
of the European Union (CFREU) and the relevant case law of the European Court of Human Rights 
(ECtHR) and the European Court of Justice (CJEU).  

The Directive 2016/680 only deals with the processing of personal data in the context of the 
prevention, investigation, detection and prosecution of criminal offences, execution of criminal 
penalties and safeguarding against and the prevention of threats to public security. It is aimed at 
minimum harmonization of regulations in EU member states. This Directive contains a number of 
important principles and starting points for the processing of personal data. The specific way in which 
the principles are put into practice is left to the member states; this also applies to the principle of 
purpose limitation, which is important to this study. This principle has two components: 1) purpose 
specification and 2) compatible use. As far as the exact nature of the purpose specification is concerned, it 
must be assumed that the purposes that the Directive relates to (prevention, investigation, detection and 



Data processing in criminal investigations - Summary 

Fedorova, Te Molder, Dubelaar, Lestrade & Walree 
 

3 

prosecution of criminal offences, the execution of criminal penalties and the protection of public safety) 
are insufficiently specific to be used as concrete processing purposes. For a meaningful specification of 
the principle of purpose limitation as well as the associated principles of data minimization and storage 
limitation, member states must specify these general purposes in more detail in their own national 
legislation. The Directive is not particularly clear either about the role of the compatibility test in Article 
4 paragraph 1 and the meaning of an ‘other purpose’ in Article 4 paragraph 2 of Directive 2016/680. In 
the light of the rational of the purpose limitation principle – i.e., offering adequate legal certainty for the 
data subject and foreseeability of the legislation – one can argue that the compatibility check should be 
made part of the proportionality test in Article 4 paragraph 2 of Directive 2016/680. It is also important 
that the Directive requires member states to bring about a supervisory framework for data processing 
by criminal proceedings authorities.  The prerequisites set out by the Directive 2016/680 for the creation 
of this framework are as follows: (1) supervision must take place at both an internal and an external 
level; (2) supervision must be ‘independent’; (3) supervisors must have sufficient powers for the 
supervision to be called ‘effective’.  
 Article 8 ECHR as well as Articles 7 and 8 CFREU constitute an important framework for defining 
the particulars of the right to privacy. Relevant case law regarding Article 8 ECHR shows that various 
processing operations, such as the collection, storage and further processing of data – which on their 
own or in combination with other data may reveal information about someone’s private life – interfere 
with the right to privacy. These interferences must therefore be given a legal basis with sufficient 
safeguards to prevent abuse. Crucial safeguards are the specification of a purpose and purpose 
limitation, storage limitations, data minimization (irrelevant details must be deleted as soon as possible) 
and effective (judicial) supervision. Case law of the ECtHR in which the collection and processing of 
bulk data was specifically scrutinized also shows that the ECtHR is not opposed to untargeted 
processing of bulk data in the interest of national security or the fight against very serious crime. The 
ECtHR distinguishes between various steps in the processing of bulk data – from collection to (further) 
processing – yet it treats data processing as one process. The entire process must be surrounded by 
sufficient safeguards. Among other things, national legislation must describe on which grounds and 
under which circumstances wholesale interception of data is permitted; how the process of selection, 
analysis and use takes shape; what are the limits and the duration of the interception and under which 
circumstances must the data be destroyed. Additionally, it must be clear who has the power to grant 
authorization and there will have to be supervision before, during and after the process from 
interception to processing of data. 
 The CJEU approaches the concept of privacy in a way similar to that of the ECtHR and it looks at 
the question of whether there has been an interference with privacy not merely on the basis of the nature 
of the data but also on the basis of what data may reveal about someone’s private life when combined. 
For the time being, the CJEU does not leave any room to make regulation of the data retention phase 
dependent on the regulation of access to (and later use of) data – or vice versa. A less rigorous regulation 
of one phase can therefore not be compensated by more rigorous regulation of the other phase. As 
regards the granting of access by government bodies for criminal procedure purposes to traffic and 
location data (which are not merely identifying data) stored by telecommunication services, the CJEU 
applies a set of five requirements, relating to purpose limitation, the circle of people, previous 
independent judicial or administrative review; an obligation of notification, and security and protection 
of data.   
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Chapter 4 contains an internal comparison with the ISS Act 2017. Admittedly, the context in which the 
services operate is different, but within the framework of the ISS Act 2017, the questions and problems 
presenting themselves there in the area of regulation of data processing in general and bulk data in 
particular are to some extent similar to those in criminal investigations. Furthermore, the ISS Act 2017 
features an elaborate supervisory framework that can serve as a model for criminal procedure. 
 What becomes clear in this chapter is first and foremost that data processing within the ISS Act 
2017 has been regulated on the basis of a number of general principles, such as the necessity principle, 
the principle of purpose limitation and the relevance test. These principles apply irrespective of the 
manner in which the data were collected. An important advantage of this is that the regulation of data 
processing is not specifically linked to one power or some specific powers and these general principles 
provide a regulatory framework for various cases. Nevertheless, additional safeguards apply for the 
deployment of special powers. With regard to the power of bulk interception based on article 48 the ISS 
Act 2017, a special regulation regime applies. The problem, though, is that bulk data can also be collected 
using other powers. In that case, the additional safeguards that are relied on for further processing do 
not apply. Experience with the ISS Act 2017 shows that it is a good idea not to make the regulation of 
data processing solely dependent on the specific manner in which data have been collected, but to adapt 
regulation to the operations or activities carried out with the data.  
 Furthermore, the ISS Act 2017 provides inspiration for the development of safeguards with 
respect to the processing of bulk data. For example, the ISS Act 2017 sets great store by a relevance check 
with segregation of functions in the processing of bulk data. This means that after the collection of bulk 
data, persons other than those who actually garnered the data first assess which data are relevant and 
which are not. This ensures the proportionality of examination of bulk data.  

Finally, the perspective of the ISS Act 2017 offers important insights in the way supervision may 
be set up. While it is true that the discussion about the set-up of supervision within the ISS Act 2017 is 
well under way, it is clear that the nature of the supervision cannot be isolated from the type of power 
deployed. Building on this, it becomes clear that the dynamic process of data processing for 
investigative purposes does not lend itself so well to being captured in hard and fast rules and to a static 
ex ante test. This aspect must also be taken into account in the context of criminal procedure.  
 
Chapter 5 offers a view across the border for an external comparative perspective. This chapter is an 
exploration of the areas in which the legal frameworks for data processing for criminal procedure 
purposes in three nearby countries (Belgium, Germany and Norway) may offer inspiration to the 
Netherlands in respect of the regulation of data processing in criminal investigations.  
 First of all, peering across the border reveals that it may be useful to distinguish between regulation 
of investigation activities in the CCP, which is meant to be understood as both collecting and processing 
of data, and the regulation of further handling of these data. This distinction is made more clearly in 
Germany for example than in the Netherlands. The authorities there opted for a general regulation 
regarding the processing of data, by including both the judiciary and the public prosecution department 
in StPO (the German Code of Criminal Procedures). Additionally, StPO contains a few rules aimed at 
various special investigative powers regarding the use of data, while German law also provides more 
generic framework laws in respect of data protection that can be resorted to in case StPO offers no 
succour. 
 Secondly, each country has its own way of implementing the purpose limitation principle and 
consequently the possibilities for uses that deviate from this principle. Germany has an extensive 
doctrine on the subject of purpose limitation. Every subsequent processing of data (including for (a) 
different purpose(s)) must have a legal ground there. In general, data that have been obtained using 
powers that interfere with a person's privacy can only be processed for similar other purposes. From 
the perspective of protecting an individual’s privacy, this arrangement can be considered positive. 
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However, the drawback of this arrangement is that is fairly complex. In Norway, on the other hand, it 
was decided to permit deviation from the original purpose(s) in principle, unless expressly prohibited 
by law. This restriction applies in principle to the processing of data that have been obtained with 
investigative powers in concrete investigations. Any use of these data for other purposes, for example 
for prevention purposes, is only permitted on the basis of cases set out in law which relate to specific 
categories of persons or on the basis of permission of the data subject involved.  
 Thirdly, the analysis of legal practice in the three countries shows that supervision does not 
necessarily need to be entrusted with a data protection authority that also supervises compliance with 
the General Data Protection Regulation (GDPR). Belgium for example has a supervisor that specifically 
concerns itself with the supervision of data processing by the police. Norway has a supervisory 
committee that checks compliance with respect to the exercise of certain special investigative powers. 
The advantage of such a committee is that supervision of the deployment of special investigative powers 
occurs on a structural basis, where the interests of data protection on the one hand and the interests of 
law enforcement on the other hand can specifically be taken into account. 
 
Chapter 6 synthesizes the insights gained in the previous chapters. It contains a reflection on the system 
and the content of the regulation of the examination of data for criminal procedure purposes, partly on 
the basis of the items of interest highlighted in Chapter 2. 

As far as the system is concerned, the relation between the CCP and the DPDA cannot be shaped 
based on the processing operation – collecting or processing of data – that is carried out. The purpose 
and the context in which the processing operation takes place play an important part in determining 
which processing operation belongs to which Act. We argue that the starting point should be that the 
processing of data that is deployed for criminal procedure purposes and is exercised with the aim of 
gaining new information (for specific criminal investigations as well as for building intelligence) should 
be regulated in the CCP. As yet, this starting point is not sufficiently prominent in the modernized CCP. 
This applies in particular to powers with which investigations can be carried out with regard to 
computer data, in other words digital investigative powers. The main focus in the modernized CCP has 
been on regulating the deployment of digital investigative powers by prescribing in which cases, for 
which purposes and with the approval of which authorities data are allowed to be collected. The exercise 
of these investigative powers through which mostly data are processed (further) has received too little 
attention. In view of this, it is recommended that certain areas that are currently covered by the DPDA 
be regulated in the CCP.  
The content of the regulation can be improved in four areas. 

Firstly, the legislator would have to develop a regulatory framework in the CCP in a general 
title that applies to the processing of data during the exercise of digital investigative powers. An 
important advantage of having one regulatory framework is that it does not apply merely to one 
investigatory power or a few specific powers, but is applicable generally. The most important standards 
with regard to data processing would have to be incorporated in this regulatory framework. This title 
would need to express the notion that prior to an examination of data, the purpose of that examination 
must be established; that data which are not relevant for that purpose must be deleted and/or made 
inaccessible; in which cases and with due consideration for the question which safeguards data can be 
used for a purpose other than the purpose of collection; and that all operations carried out in the context 
of that examination must be registered.  
 Secondly, in addition to a general title in which the most important standards regarding data 
processing have been laid down, the legislator must also create a specific normative framework for the 
examination of bulk data for criminal procedure purposes. This type of examination has not been 
regulated explicitly in either the present or the modernized CCP. This will soon interfere with the right 
to privacy as referred to in Article 8 ECHR and Article 7 CFREU. After all, it follows from this right that 
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the entire process of bulk data processing must be regulated. In this context, it is to be recommended 
that the legislator reflects on new safeguards, for example a beefed-up necessity test and a retention 
period in combination with mandatory segregation of functions.  
 Thirdly, the provisions allowing the data obtained in the investigation to be used for entirely 
different purposes deserve to be thought in further detail. This concerns at any rate Article 126dd CCP, 
Article 9 paragraph 3 DPDA and Article 11 DPDA. These provisions make it possible for data obtained 
thanks to investigative powers to be processed for purposes other than the one for which the power was 
exercised. For example, data processed for the investigation of a criminal offence can be used for another 
purpose such as building an information position. Although European law does not prohibit the use of 
data for purposes other than for which they were obtained, it certainly imposes restrictions on this. After 
all, any use of data for different purposes has to be necessary and proportional. It would appear that 
the proportionality principle is not sufficiently guaranteed in all the provisions permitting the use of 
data for different purposes.  
 Fourthly, the supervision of processing data for criminal investigation purposes will have to be 
tightened by the creation of a committee supervising the police forces and the Public Prosecution Office. 
Although various actors already supervise the processing of data for criminal procedure purposes, it is 
recommended for a variety of reasons that a new body is created to monitor the processing of data by 
the police and the public prosecution department (comparable with the Dutch CTIVD (Committee for 
the Supervision of the Intelligence and Security Services) which monitors the AIVD, i,e., the General 
Intelligence and Security Service, and the MIVD, i.e., the Military Intelligence and Security Service). 
First of all, this better meets the requirements set by European law. The requirement of effective 
supervision ensues from both EU Directive 2016/680 and the case law of the ECtHR and the CJEU. This 
applies particularly if the processing of data is carried out covertly, which tends to be the case in criminal 
proceedings. Furthermore, a specialist supervisor may play an important role in improving the 
definition of standards. Finally, a new supervisory body to be established can furnish a wider public 
with insights into which new questions and dilemmas present themselves in the ever-changing domain 
of criminal investigations, thereby enabling a broader social and political debate about these matters.  
 




