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EDITORIAL

In the last 20 years `organised crime' has been leen as a major threat to
post-industrial societies. When the concept of `organised crime' is used it
includes a lot of illegal activities and practices such as corruption, illegal
trade, Mafia-networks, fraud, organised violence and so on. For that rea-
son, criminologists put a lot of energy into defining the concept of or-
ganised crime. Despite their efforts, there is a lot of mystification in the
phenomenon and in the ways that this phenomenon can be tackled. It is
important to distinguish between the issue of organisation (groups, net-
works), the character of the illegal activities (illegal trade, violence), the
relationship with legal enterprises (corruption, fraud), and the international
aspects. It seems that the concept of organised crime is too vague from an
analytical point of view.

This issue of the European Journal on Criminal Policy and Research
concentraten on an important aspect of what is usually characterised as
`organised crime', that is to say its illegal economie character. Nikos Passas
emphasises in the first article the role of legal actors. Speaking of an ille-
gal economy one's mind turns - according to the author - immediately to
illegal enterprises and the stereotypical `organised criminals' both at do-
mestic and international levels. A small number of observers have been
pointing out that there is plenty of evidence that the laffer interface fre-
quently and symbiotically with legal actors. However, almost completely
left out of the picture are a plethora of cases, in which legitimate enter-
prises systematically break the law, often assisted by professional crimi-
nals.

Instead, these are systematic, sophisticated and extremely costly crimes
committed by professionals, such as accountants, lawyers, politicians, civil
servants and top corporate executives. Examples of such criminal networks
and practices include insider trading, commercial corruption, price-fixing,
as well as a variety of frauds. Nikos Passas seeks to draw attention to this
type of criminal entrepreneurial activity by focusing en accounting fraud.
This sort of fraudulent practice involves the communication and publica-
tion of false or misleading figures about a company's accounts, financial
health and prospects.

7ïggey May and Michael Hough report on an important illegal market
and the interaction between law enforcing policies and trade characteris-

0 European Journal on Criminal Policy and Research 9: 113-115, 2001.



114 EDITORIAL

tics. They examine the impact of low-level police enforcement on two
British drug markets, and the adaptations to enforcement made by sellers
and buyers. Despite the size of the illicit drugs market, little is known about
the structure of the distribution process, the way in which the market re-
sponds to changes in supply and demand, and the impact of enforcement.
Assuming that drug control strategies can have at least a degree of impact
on drug prices, it is important to consider how such changes will affect
levels of consumption. Two distinct markets were researchel, a `closed
shop' and a more `active market'. The authors' suggestions about ap-
proaches to tackling drug markets fall into two categories. Firstly, how
police forces can increase arrests of drug sellers and secondly the ways in
which the criminal justice system and treatment providers can work to-
gether to improve access to services for drug users.

Alexis Aronowitz relates another form of illegal trade, trafficking in
human beings, and its relationship with the economy and migration policy.
In response to the increasing problem of migrants being smuggled and traf-
ficked world-wide and the growing involvement of criminal organisations
in this practice, the UN developed a Global Programme Against Traffick-
ing in Human Beings in March 1999. The projects of this programme
focus on countries of origin, transit and destination. Smuggling and traf-
ficking in migrants could not have grown to such proportions if it were
not supported by powerful market forces, such as the increased demand
for migrant labour coupled with stricter entry controls or requirements, and
the diminishing of legal channels for entering destination countries. The
push towards illegal migration is fuelled in the source countries by severe
economic conditions, ethnic wars and little future perspective. Safety and
economic security in the richer countries make them attractive destinations.

People continue to strive towards a more positive future in other coun-
tries and there are those who will provide the illegal mechanisms to facili-
tate the migration. In the best case scenario, smuggled individuals become
illegal migrants; in the worst they become victims of trafficking and are
subjected to exploitative conditions. The illicit migration movement can
be viewed as an illegal market. The smuggling/trafficking process gener-
ates profits in its own right. Furthermore, the hidden markets, many of them
(semi-)legal, profit from the use of illegal, cheap labour, thereby intersect-
ing with the criminals who smuggle and traffic illegal migrants. Individuals
who employ and exploit illegal migrants range from legal `entrepreneurs'
to organised crime networks.

Nestor Courakis takes Greece as a typical example of the evolution now
taking place in the field of financial crime. In recent years, there has been
the feeling that in general, crimes committed in Europe and other devel-
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oped countries elsewhere have acquired a clearly financial focus, the main
goal being the acquisition of economic wealth. Even in cases where a crime
is committed for a seemingly negligible amount of money, the motive will
still be shaped by financial considerations, any envisaged benefits being
proportional to the offender's perceived personal needs as well as to his
present situation, such as theft committed by a drug addict in order to se-
cure payment for his fix. Many cases of financial crime are settled out of
court or never followed up, a fact usually due to the unwillingness of the
victims to take legal action, thereby avoiding their possible conflict with
the financially powerful.

Accounting fraud by legal actors, the illegal drug market and its inter-
action with drug policies, the trafficking in human beings and its relation-
ship with official policies and labour market intererts, and the financial
character of much crime nowadays, together give an interesting picture of
the importance of an economic perspective on the crime problem in 2001.

In the Current Issues section attention turns to an evaluation of the se-
curity measures of the European Football Championships 2000. It seems
that the safety policy was quite successful, but the relatively harmless
championship could also have been an effect of the course of the foot-
ball matches.

J. C.J.B.

Themes in preparation:
Contours of a European Criminology
Social Policy and Criminal Justice Policy

Suggestions and papers are welcomed. See the inside cover for the edito-
rial address and additional information.



NIKOS PASSAS

FALSE ACCOUNTS: WHY DO COMPANY STATEMENTS OFTEN
OFFER A TRUE AND FAIR VIEW OF VIRTUAL REALITY?

ABSTRACT. This article draws attention to the systematic and organised criminal acts
committed by legitimate enterprises and professionals, focusing on accounting fraud.
Firstly, the extent and consequences of `false accounting' are considered, then a theoreti-
cal framework is outlined which focuses on structural issues commonly found in finan-
cial scandals around the world. The Gokal/BCCI fraud is summarised as a case study
offering insights into the motives and modi operandi of accounting frauds. The analysis
centres on theoretical and practical lessons to be learned from this case, which is placed
in the context of evidence from other frauds in Europe and the USA. The article points to
the importance of strains and pressures perpetrators are subject to, the rationalisations
they use, the organisational culture and anomie. The author concludes with an outline of
the policy implications.

KEY WORDS: accounting fraud, BCCI fraud, corporate crime, economic crime

INTRODUCTION

When illegal markets are discussed, one's mind immediately thinks of il-
legal enterprises and the stereotypical `organised criminals' both at domes-
tic and international levels (Naylor 1995). A small number of observers
have been pointing out that there is plenty of evidence that the Jatter inter-
face fréquently and symbiotically with legal actors (Passas 1998). How-
ever, almost completely left out of the picture are a plethora of cases, in
which legitimate enterprises systematically break the law - often unassisted
by `professional criminals'. Instead, these are systematic, sophisticated and
extremely costly crimes committed by professionals, such as accountants,
lawyers, politicians, civil servants and top corporate executives. Examples
of such criminal networks and practices include insider trading, commer-
cial corruption, price-fixing, as well as a variety of frauds. This article seeks
to draw attention to this type of criminal entrepreneurial activity by fo-
cusing on accounting fraud, which involves the communication and pub-
lication of false or misleading figuren about a company's accounts, financial
health and prospects.

The article will proceed as follows. After taking a look at the approxi-
mately estimated extent and consequences of false accounting, a theoreti-
cal framework will be outlined for a better understanding of the causal

40 European Journal on Criminal Policy and Research 9: 117-135, 2001.
© 2001 Kluwer Academic Publishers. Printed in the Netherlands.



118 NIKOS PASSAS

processes and in order to subsequently facilitate the planning of control
strategies. The third section is a qualitative case study on the Gulf Group,
a set of companies specialising in shipping and transport services. Gulf
Group was one of the most important and largest customers of the famous
Bank of Credit and Commerce International (BCCI). Both companies were
headquartered, and conducted most of their business (legal and illegal), in
European cities - London, Luxembourg and Geneva. This case study is
based on trial transcripts, internal company records and other documen-
tary evidence, personal interviews with regulators and offenders, and sec-
ondary literature relevant to the largest discovered accounting fraud in
Europe. The fourth section will analyse this case along with data from other
incidents of accounting fraud. Finally, the concluding part will outline
several policy implications.

EXTENT AND CONSEQUENCES

Despite common jokes about the supposedly unexciting chores of the ac-
counting profession, the functions it serves are of vital importance, par-
ticularly in capitalist economies. Victimised creditors, shareholders and
employees of companies that go bankrupt or restate downwardly their
accounts, know full well that there is nothing boring about false profits
(or losses). Markets rely on corporations' financial statements to assess
and monitor their standing. In this sense, annual reports are an essential
self-regulatory mechanism. Fraudulent financial reporting can have grave
consequences for the organisation of capital markets and for public confi-
dence in them. This begs the question: how reliable are these annual re-
ports? Many recent events cast doubt on the trustworthiness of official
accounts and suggest that audit reports often present a picture of `virtual'
reality.

It is clearly impossible to provide a precise estimate of the extent of the
problem, because there is no way of aslessing the dark figure of such fre-
quently sophisticated and well-disguised misconduct. Even the case of
BCCI, the largest detected of such frauds, would never have been revealed
to the public, had it not been for a series of coincidences, geopolitical
changes, the persistence of a few investigators and the collaboration of the
former chief accounting officer of BCCI with an American prosecutor.
Regulators in England and Luxembourg were moving forward with a re-
structuring and re-capitalisation of BCCI, as well as the removal of cer-
tain executives. Under normal circumstances, these measures would have
meant the end of the story (Truell and Gurwin 1992; Passas 1996a).
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Other cases that have involved substantial amounts of money and/or
have affected large numbers of people include the Equity Funding corpo-
ration (Seidler et al. 1977) and the Savings and Loan debacle in the USA
(Calavita and Pontell 1990), where financial statements of public compa-
nies have included serious inaccuracies so often that mainstream report-
ers nominated this type of misconduct for "the fraud of the 1990s" (D.B.
Henriques, New York 7imes, 21-9-1992, pp. Al, D2). The new millennium
does not show any signs of improvement so far. In 2000, the Securities
and Exchange Commission (SEC) estimated that "nearly 1% of all pub-
licly traded companies have restated their annual financials since 1997. In
nine cases alone, investors lost a total of $41 billion within a week of
the restatements" (Mosher 2000). Another study by accounting firm
PriceWaterhouseCoopers has found that the proportion of accounting fraud
cases in US class action suits rose substantially in 2000 (Mosher 2000).
Other companies have legally manipulated their accounts in order to
achieve Chapter 11 protection against creditors, competitors, or labour
unions, although their operations were highly profitable in the years in
question (Delaney 1992).

In the European context, we have witnessed enough big scandals due
to misconduct to raise serious concerns. Some of the most notorious cases
include the frauds at Polly Peck International and Barlow Clowes (Lever
1992), the fall of Robert Maxwell's empire (Greenslade 1992), the col-
lapse of Barings Bank (Rawnsley 1995; Tickell 1996), and the so-called
`rinky-dink department' deals at Citicorp, which booked transactions of
its European subsidiaries in offshore tax havens (Dale 1984). In addition,
frauds against the financial interests of the European Union, such as sub-
sidies fraud, tax and VAT evasions involve the `cooking of books' and false
invoices (Passas 1991; Passas and Nelken 1993; Van Duyne 1993).

The transition towards market economic systems in many countries has
inevitably drawn attention to the importance of accuracy in financial re-
ports. The Chinese Finance Minister, for instance, has publicly sought to
intensify supervision, in order to "crack down on false vouchers, false ac-
counts, and cheating in auditing of financial activities" (China Economic
Times, 7-7-2000).

It is very troubling that accounting frauds are committed by respected
and influential professionals - lawyers, accountants, and top-level man-
agers. The Committee of Sponsoring Organizations Report of the Tread-
way Commission has found that 83% of fraudulent financial statements
involved the complicity of either the Chief Executive Officer (CEO) or
the Chief Financial Officer (CFO) of the company concerned (Beasley
et al. 1999).
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Unsuspecting investors are the most direct victims. However, as confu-
sion leads to lack of trust in financial statements, the whole market can be
affected. Severe consequences have typically resulted when companies
have committed fraud, ranging from bankruptcy to substantial job losses,
and the de-listing of the company stock by national exchanges (Beasley et
al. 1999). To the extent that domestic or international financial markets
are seriously disrupted, the whole population of a given country or even
the international community can feel the negative impact.

The ease with which accounting frauds are committed suggests that their
number (dark figure) is high and quite possibly rising. This is echoed in
statements made by concerned SEC officials, who would have no interest
in raising red flags unless they were indeed deeply worried about the prob-
lem (Levitt 1998a, 1998b; Hunt 2000; Turner 2000). A fraud-facilitative
role is played by the current asymmetric patchwork of accounting stan-
dards around the world, a problem that has become more acute during the
process of globalisation and where companies have operations in several
countries (Walker 2000). Recognising that this state of affairs is both dis-
ruptive and confusing, the European Union has put its own weight behind
the International Accounting Standards Committee, which is in charge of
harmonising these standards (EU Commission 1995). The harmonisation
process is underway within the EU as well (EU Commission 2000).

THEORETICAL FRAMEWORK

Many analyses of spectacular disasters, such as the BCCI affair or the
Barings collapse, focus on corrupt or incompetent individuals acting un-
supervised or on their own, and neglect underlying systemic problems (Passas
1993, 1995b; Tickell 1996). The financial scandals of BCCI, Barings, Daiwa
or Sumitomo point to quite similar structural issues. They all operated
internationally and took advantage of fragmented supervision and controls;
gross negligence and serious misconduct was known or could be detected
only by a few experts or those with privileged access to information; most
of the agents the public trusts to prevent abuses of power (e.g. auditors,
directors, top executives, regulators) have been described as `the watch-
dogs that did not bark'; all cases involved misconduct that went on for.years
before it came to the public attention; victimisation spread to several coun-
tries and each of these cases posed global systemic risks that many people
and agencies around the world worked very hard to try and minimise.

1 have argued elsewhere that the causes of transnational crime can be
traced to "criminogenic asymmetries" (Passas 1999). These are def ned
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as structural disjunctions, mismatches and inequalities in the spheres of
politics, culture, the economy and the law. Asymmetries are criminogenic
in three ways:

- they generate or strengthen the demand for illegal goods and services;
- they generate incentives for particular actors to participate in illegal

transactions;
- they reduce the ability of authorities to control illegal activities.

For example, political and economic asymmetries between China and West-
ern countries have fuelled the smuggling of commodities and humans (Chin
1999; Vagg 1992). Asymmetric environmental regulation has been facilitat-
ing the illegal trade of toxic and other hazardous waste (Center for Investi-
gative Reporting and Moyers 1990). In the global age, such asymmetries
are multiplied and their criminogenic potential is activated particularly in
the context of neo-liberal reforms that entail a diminishing role played by
the State in economic life (Passas 2000). In the same way, asymmetric
accounting standards, procedures and requirements around the world (even
within the European Union), reduce transparency and controllability of
accounting frauds. Motivated offenders can commit their frauds and get
away witti it with relative ease. An important question, which is often left
out of consideration, is what exactly motivates offenders.

The analytical framework adopted in this article connects the argument
about asymmetries with an approach rooted in the `anomie tradition' es-
tablished by Durkheim ([1930] 1983) and Merton (1938, 1968), which 1
have been developing over the last 10 years with the specific goal of ap-
plying it to the problems of upper-class, white-collar, corporate and
transnational crime (Passas 1990, 1995a, 1997, 2000). A Gore assumption
is that high rates of deviance can be expected whenever people's wishes
and expectations become lofty and out of balance with legitimate opportu-
nities to reach the desired goals. Durkheim's point was that such means -
ends disjunction is caused when society is unable to contain an individu-
al's naturally limitless desires. He argued that anomie was chronic in the
commercial sector during the industrial revólution, because the laffer opened
up new horizons and undermined society's ability to contain aspirations.
The context is very similar today in the global age, as electronic informa-
tion and biological technologies constantly redefine what is possible and
break new grounds.

Merton stressed that (unrealistic) hopes are socially constructed and pro-
moted. Structural problems are at the heart of the means-ends asymmetry.
The American Dream ideology, for example, fosters high expectations,
while society does not provide equal access to lawful opportunities. Aprob-
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lem parallel to this disjunction is that, at least in the US, there is a cultural
over-emphasis on success goals at the expense of normative behaviour
(Messner and Rosenfeld 1994). Both of these factors make for deviance
and anomie.

Regardless of whether people strive for `more' due to human nature or
because of cultural incitement, the bottom line is that market economies
can hardly function without lofty aspirations, consumerism, emphasis on
material goals, and competition (Passas 1990). All this leads to the pursuit
of constantly moving targets and systematically produced frustrations.
When the logic and arguments of anomie theory were synthesised with
those of reference group analysis, it became clear that means-ends discrep-
ancies are both socially generated and experienced by people in all social
strata (Passas 1997). No longer could anomie theory be considered as a
theory with an inherent lower-class bias.

In brief, the dynamic social processes leading to structurally induced
strain, anomie and deviance without strain can be described as follows (for
a schematic representation, see Figure 1). Means-ends discrepancies are
caused by strong cultural emphases on monetary or material success goals
for all members of society, while a good number of them do not have a
realistic chance of attaining them. Socially distant comparative referents
are constantly introduced and sustained through the school, family, poli-
ties, workplace, media, advertising, and even religion. Regardless of their
social background and the social capital available to them, people are en-
couraged to desire more than they presently have. The wide publicity given
to real success stories from `rags to riches' legitimate the American Dream
and render it even more believable. As this cultural theme is internalised,
competitive forces and consumerism foster normative referents on what
is `normal' and appropriate. The widely espoused egalitarian discourne
clashes in practice with widespread inequalities (power and economie
asymmetries), which have widened in recent years (Passas 2000). Con-
sequently, those who fail to meet such comparative and normative stan-
dards are likely to experience relative deprivation and frustration. This
strain, combined with the culturally induced over-emphasis on goals and
the concomitant under-emphasis on the proper methods, makes for de-
viance of various types ('innovation', `retreatism', `ritualism' or `rebel-
lion').

So, strain-producing problems make deviance a possibility. Conven-
tional norms come to be regarded as non-binding, at least temporarily. What
enables ordinary people to do extraordinary things is that they believe their
actions to be justified. Rationalisations and techniques of neutralisation
(Sykes and Matza 1957) lead to departures from otherwise accepted so-
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Competitive forces, egalitarian discourse

1•
(Socially distant) comparative and normative reference groups

1-4
Ends-legal means discrepancy

1-4
Perception of injustice; relative deprivation; strain

14
Anomie: rationalisations, deviant solution (over-emphasis on goals)

14
Anomie: deviant subculture (normative referents)

Deviance without strain

Figure 1. Social processes leading to anomie and deviance. The horizontal lines point to
policy implications: this is where interventions can be attempted in order to block this
process and prevent misbehaviour (Passas 2000).

cial rules, as actors convince themselves that, in their particular cir-
cumstances, an exception is all right (Aubert 1968). So, deviant acts
are committed in the search for a solution or answer to problems.

A deviant solution can be quite successful, in the sense that the perpe-
trators are not caught or adequately punished. In that event, as awareness
about deviant adaptations grows, these may become normative for others
finding themselves in a similar situation. To the eitent that this solution is
also available to them (they have access to similar illegitimate opportu-
nity structures), they may adopt this role model - and may be expected by
their significant others to do so. Processes of interaction make for a con-
text in which newly socialised actors adopt normative referents and devi-
ant behaviour as a matter of course; that is, even though the original problem
that led to deviance has disappeared (this is why it is mistaken to catego-
rise anomie theory as a `strain' theory, which is typical of authors of crimi-
nology text books as well as researchera).
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Unless effective control measures are taken, this process continues in a
vicious circle towards higher rates of deviance and widespread anomie -
the points of possible intervention are indicated by the parallel arrows in
Figure 1 (Passas 2000). In much of the literature, anomie is conceptually
confused with its causes or effects. In order to keep its explanatory poten-
tial, this error ought to be corrected. Anomie refers to the withdrawal of
allegiance from conventional norms and a weakening of these norms'
guiding power on behaviour. The causes of that effect are both empirically
and conceptually separable, and they range from strains to widespread
rationalisations and subcultures that cloud the wrongfulness of misbehav-
iour.

So, if a crisis that corporate officials regard as remediable and tempo-
ra, needs to be addressed, one possible avenue is the falsification of the
company accounts, in order to conceal the problem from external audi-
tors, regulators and the public. Diverse accounting standards and the abil-
ity to break up company transactions into various jurisdictions and then
have the company reports examined by different auditors and regulators
facilitate accounting fraud. Once accounting irregularities and fraud con-
tinue for a period of time, many officers may get the lense that `this is the
way business is done around here'. Such thoughts will neutralise the ef-
fect of conventional rules on their business conduct and people may en-
gage in false accounting without experiencing any frustration or problems.
Hopefully control efforts interfere with this cycle and limit the process of
criminogenesis.

THE GULF GROUP AND BCCI CONSPIRACY

The Background

Agha Hasan Abedi, an ambitious Pakistani banker established BCCI in
1972 with capital from the Bank of America (BoA), then the largest pri-
vate bank in the world, and Sheikh Zayed bin Sultan al-Nahyan, the ruler
of Abu Dhabi. Under the charismatic leadership ofAbedi, BCCI grew at a
spectacular rate fuelled by the oil boom, which turned Arab Sheikhs into
extremely valuable clients. Abedi had no trouble earning their trust and
was happy to cater to the new needs for financial advice and services in
the Persian Gulf States. BCCI's breathless expansion continued even af-
ter the oil bonanza and became one of the largest private banks in the world
with $23 billion in assets within a few years. The main parts of BCCI's
complex organisational structure were a Luxembourg holding company,
which controlled a bank incorporated in Luxembourg (BCCI S.A.), a bank
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in Grand Cayman (BCCI Overseas), and a number of locally incorporated
banks around the world. Each of these banks owned or controlled a number
of branches, agencies and representative offices. An important part of the
BCC network was the International Credit and Investment Company (ICIC)
Group, which consisted of holding companies and a bank incorporated in
Grand Cayman, subsidiaries, charitable foundations, and a staff benefit
fund. It was disclosed only a few months before BCCI's collapse that
management control of ICIC was exercised by a small team of top BCCI
executives. At its peak, the BCC group operated in 73 countries and em-
ployed over 14,000 people of 83 nationalities, although top managers were
chiefly of Pakistani origin (Passas 1995b).

The auditing function was initially split between Price Waterhouse (PW;
now PriceWaterhouseCoopers) and Ernst & Whinney (now Ernst & Young)
firms until 1987, when PW assumed responsibility for the entire BCC
group. Another consequence of the complex structure of BCCI was frag-
mented regulatory oversight, as no central bank could have a global view
of its activities. In an attempt to remedy this problem, a `college of regula-
tors' was established in 1988 with representatives of four (and subsequently
eight) central banks. However, this `college' proved to be as wanting as the
previous arrangement and BCCI never had consolidated supervision.

In the late 1970s and early 1980s, BCCI faced some serious challenges.
As will be seen, one of its gravest troubles was caused by a crisis in an-
other industry that fell into recession. In the course of its rapid growth,
BCCI took imprudent risks by extending substantial loans to select clients
without conventional guarantees and security. The most important and
problematic client was the Gulf Group shipping business, owned by the
Gokal brothers. Although the three brothers supported BCCI in the early
years of its life by opening accounts and making substantial deposits, they
subsequently received loans that were never repaid. Their debt, which
topped $700 million in 1989, emerged as one of the biggest holes in BCCI's
Joan books (Truell and Gurwin 1992; Passas 1993, 1995b, 1996a, 1996b).

The Gulf Group was essentially run by Abbas, Mustafa and Murtaza
Gokal. Their ship owning and operations business was booming in the early
and mid- 1 970s, when they became not only clients but also shareholders
of BCCI. At that time, their fleet varied from between 150 and 250 ships
(Regina versus Abbas Gokal trial transcripts; henceforth Gokal transcripts).
In 1977 Gulf International Holdings was formed in Luxembourg and the
headquarters were moved from London to Geneva. This move took place
on the advice of their lawyers and accountants - due to restrictive regula-
tions in England. This rising and promising client turned out to be a disas-
ter that on its own could have run BCCI into the ground.
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The Problems

Excited about the spectacular growth in their business, the Gokals decided
to expand. Yet, they did so at the worst possible time, just when a reces-
sion started to cause big problems for shipping. They received financing
from BCCI and a number of other banks. The recession, however, proved
to be much Jonger and deeper than anticipated. In the end, the Gokals were
insolvent and could only stay afloat with additional financing from BCCI.
Although they had borrowed from many different banks, the amount they
received from BCCI represented an extraordinary portion of BCCI's capi-
tal. As a result, any other bank could call in the loans and force the liqui-
dation of the Gulf Group. However, this would have been catastrophic for
BCCI, because it would have meant that BCCI itself would go bankrupt.
Consequently, BCCI was stuck not only with its own non-performing loans
to the Gokals, but also with refinancing the other banks' Joans, in order to
stave off the liquidation of the Gulf Group.

Swaleh Naqvi, BCCI's top executive and main architect of the account-
ing fraud, has confirmed that the reason why the bank had to keep lending
money to the Gulf Group was that the latter's bankruptcy would destroy
BCCI itself:

Yes, that is right because they [Gokals] had about 30 odd banks over whom they had
exposures, some secured by ships, by some trading exposures, and because of the
recession in the shipping market, which was the real cause of the trouble, which was
a very prolonged recession, the ship prices went down and there was a shortfall in
those accounts. So many of the banks were calling for the repayment of the Joans.
The problem was that Gokal had given them the guarantee of their group. It was not
their individual ship companies. So if one of their ship companies would fail, 1 would
not have worried so much about it but that the lending banks would have called upon
the Gokal Group guarantee and the whole Group would have come down (from con-
fidential interviews with Naqvi conducted by Arthur Andersen 25 January 1993 - 4
March 1993 Naqvi interviews).

A. Andersen was appointed as International Accounting Experts by the Public Pros-
ecutor in an Abu Dhabi Federal Criminal Case. Their task was to conduct an `Inves-
tigation into the Role of Management and Other Employees of the BCCI and ICIC
Groups in CertainAllegedly Irregular or Fraudulent Transactions' (henceforth referred
to as Andersen interviews).

The Modus Operandi

The chief protagonists in the fraud were Abbas Gokal from the Gulf Group
and Swaleh Naqvi from BCCI. The other main participants were Mustafa
Gokal, Murtaza Gokal, Shahveer Byramji, Mehdi Taqi, Hasnain Sheriff
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(Gulf Group) and Agha Hasan Abedi, Mohammed Hashim, Sheikh Saleem
Khan, Saleem MohammedAkbar (BCCI). Over a period of years and on a
systematic basis, they jointly produced false documentation, such as let-
ters of instruction, credit reviews, Board of Directors' minutes and reso-
lutions, and audit confirmations. BCCI had a `special duties' department
that worked full-time on the management of the Gulf accounts (that is, full-
time fraud), in order to conceal the insolvency of both companies.

On a daily basis, millions of dollars went back and forth between Gulf
Group companies and BCCI through bank accounts set up in Switzerland,
USA, the Cayman Islands, Panama, the Middle East, Luxembourg and
other countries. Accounts were set up at New York banks under Abbas
Gokal's control, which were used to collect and distribute funds secretly.
Gokal also set up dozens of companies through which these funds flowed.
He and his co-conspirators created false commercial histories for these com-
panies to make them appear genuine. He also took advantage of employ-
ees in his Geneva business (secretaries, clerks and other employees) and
tricked them into signing false documents that were used for the decep-
tive schemes (Gokal trial transcripts).

From the BCCI side, new loans were drawn down in the names of some
Gokal Group companies and used for other Gokal Group companies. Funds
were also drawn from other sources, such as the investment portfolio en-
trusted to BCCI by Sheikh Zayed, the ruler of Abu Dhabi. These funds
were routed through Gokal-controlled accounts - that is, they did not stay
in Gokal accounts - in order to give the false impression that re-payments
were being made (Andersen interviews).

The sophistication and complexity of the fraudulent routing of funds in
circles around the world is staggering and would take a book-length manu-
script to properly detail it. The total loss of this conspiracy to BCCI even-
tually reached $1.2 billion, including accrued interest, which was set at a
high rate, in the range of 8-16%.

Results of Prosecution Cases

Both Naqvi and Abbas Gokal ended up serving long prison sentences.
Naqvi served time in Abu Dhabi and the USA. Naqvi has been released
and lives in the USA, a fugitive from British justice, while Gokal is still
serving a 14-year sentence, with 3 years added due to his refusal to pay a
fine of 2.9 million pounds.

It is worth noting that Abbas Gokal was brought to justice under pecu-
liar circumstances. While living in extradition-safe Pakistan, he received
immunity from the Manhattan district attorney, Robert Morgenthau, in ex-



128 NIKOS PASSAS

change for exposing the role of Americans in the smuggling of nuclear
technology to Argentina, Libya and Pakistan. Presumably, he knew about
that thanks to his CIA connections and the use of his ships for the trans-
port (D. Atkinson, The Irish Times, 5-4-1997, p. 14). Gokal got on a plane
with his wife to New York City, but had a stopover in Frankfurt. There he
was arrested by German police at the request of British prosecutors. The
British found out about his movements through a telephone call made from
Morgenthau's office to a detective at the Serious Fraud Office, asking for
any questions that the British might wish to put to Gokal.

ANALYSIS

A methodological issue frequently raised about qualitative case studies is
that they may not be statistically generalisable, even though they are tre-
mendously valuable for theoretical generalisations. So, how typical or
exceptional is this case study? The only aspect of the case that is some-
what atypical is that the principal fraudsters were arrested and spent time
in prison for it. According to the findings of a North American study, most
of this case's features fit the common types of detected accounting frauds.
Among the main points of that study are the following,

Typically we deal with the overstatement of revenues and assets; audit firms of all
sizes were associated with companies committing financial statement fraud; 56% of
the companies studied were audited by Big Six auditors, 44% by non-Big Eight/Six;
the companies committing fraud generally were small, and most were not listed on
the New York or American Stock Exchanges; the frauds went to the very top of the
organisations. In 72% of the cases, the CEO appeared to be associated with the fraud;
the audit committees and boards of the fraud companies appeared to be weak [...].
(Beasley et al. 1999)

Thus, not only is this case useful by providing insight into the problem at
hand, it appears that it has allo a lot to tell us about the general way in
which accounting frauds are perpetrated.

Strains and Pressures

There is absolutely no doubt that the motives behind the BCCUGulf Group
conspiracy were caused by the survival problems the two interdependent
entities were facing. One can get a better impression of the soit of pres-
sure Gokal was putting on BCCI executives by looking at some excerpts
of a note attached to a letter hand-written by Abbas Gokal to Shaikh on 9
November 1985:
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There are three possible scenarios. 1. Liquidation/receivership. 2. Winding down gradu-
ally into liquidation. 3. Last push towards revitalising/rejuvenating the business into
a viable group [...11 am enclosing notes in respect of the present situation and pos-
sible scenarios. The last thing 1 am working on now is specific suggestions in the light
of the new developments. Also there has been new adverse developments in Hong
Kong with Gulf finance, which 1 am studying and will advise you later today.

While addressing the liquidation scenario, he wrote:

The threat of this happening is almost every day as the pressures and demands come
from so many different sources and often the Jack of immediate ability to put out the
fires can result in a creditor or a bank or one of many taking court action and im-
plementing prior to us having the time to redress. So far one has managed to resolve
just before it was too late. In one case two hours before final court hearing. In the case
of one company, the claim passed through the net and the company was put in receiver-
ship. [...] The results of being forced into this situation will obviously be painful and
have far reaching effects and efforts are obviously in the direction to avoid it. The fase
is getting shorter as with the extended periods in difficulties and the patience wears thin.

Pressures analytically similar to those faced by Gokal and Naqvi are con-
tained in contemporary markets. The buil market of the last few years (2000
notwithstanding) has been unforgiving to any company that failed to meet
analyst forecasts (Levitt 1998a, 1998b; Walker 1998). However, the sta-
tus and well being of corporate managers are tightly connected to the per-
formance of the company stock, so that they can exercise their options with
a handsome gain (Mosher 2000). So, management are under certain pres-
sure to maintain the high price of the stock. As the Director of the SEC
Division of Enforcement has put it,

Executive compensation structures have also put greater emphasis on the company's
bottom line. Incentive pay, including stock options, is on the rise. One recent study
shows that shares allocated for stock incentive plans at the 200 largest US companies
have nearly doubled this decade - growing from 6.9% of total shares outstanding in
1989 to 13.2% this year. In addition, most corporate executives only get cash bonuses
if corporate earnings reach some pre-set target level. Incentive pay has many ben-
efits. Yet, it provides added pressure on management to reach certain earnings levels.
The pressure to meet analyst's estimates and compensation benchmarks have both
operated to increase the temptation to fiddle with the numbers. (Walker 1998)

Rationalisations and Normative Referents

With respect to Gokal, it has not been possible so far to ascertain his way
of thinking, because he has always denied any wrongdoing whatsoever.
Naqvi has also never accepted that he committed fraud or did anything
immoral and wrong by hiding for years the insolvency of both Gulf Group
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and BCCI. He regarded his actions as those of a faithful and hard-work-
ing executive, who never put a penny of these funds into his pocket and
acted out of devotion to his President and beloved company (personal in-
terviews with Nagvi in 2000). As he argued,

[it] was one of the grave situations which the bank faced, because the Gokal exposure

went out of control, and it was so large that, if, for example, they had not been given
any fresh money they would have collapsed, and their collapse could have brought
about the collapse of the Bank. My mandate was to keep the Bank running until a

final solution to the financial problems isfound. That was the mandate given to me by
the President (Andersen interviews; emphasis added).

He accepted that he did not allow the truth to come out at the time the
account manipulations took place, but he rejected the label of fraud. The
influence of normative and comparative referents became apparent when
he insisted that similar practices have been going on in many other corpo-
rations and financial institutions in particular (personal interviews). This
is actually supported by concrete evidence of such practices. Indeed, the
misrepresentation of financial institutions' health was supported by law
in the US Savings and Loan debacle, in the hope that the S&Ls would grow
out of their problems and everything will eventually work out (Calavita
and Pontell 1990). As Naqvi stated to investigators,

Of course, I mean, it can be said that we were understating the Gokal exposure, but
when the security is involved, whether it is a country, or it is a corporation, or it is a
business situation, then you do not always go by the rule of the book. Certain sensi-
tive areas have to be taken care of. In this case 1 did suggest that we not make full
disclosures. We made all necessary disclosures required for the financial statement
except lome very few areas which we thought that the disclosure of those areas will
bring about a chaotic end to the organisation. Secondly, we were quite hopeful that
we will bring about a solution of those areas, and once that solution is brought about,
then disclosure will be made (Andersen interviews; emphasis added).

Naqvi's honesty on these points is hard to contest, because that is exactly
what he did. As loon as the ruler of Abu Dhabi agreed to bail out BCCI,
Naqvi gave him a detailed account of all the problems before any final
arrangement was made. That is, the bailout was going to proceed (Sheikh
Zayed was going to sign a blank cheque) after disclosure of the losses.

Just as Naqvi apparently thought that false accounts are anything but
unusual, additional anecdotal evidence suggests that other executives op-
erate under the same impression. As the Director of the SEC's Enforce-
ment Division noted,
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Last Friday during a Wells meeting a lawyer for whom 1 have great respect, who was
representing a CFO of a large company, told me, 'If you think what my client did
constitutes fraud, then every Fortune 500 company is engaged in fraud'.

He went on to add, "I certainly don't believe that to be the case. And 1
urge you never to accept as ajustification for an accounting decision a claim
that `everybody's doing it` (Walker 1998).

Another rationalisation seems to be that "my boss asked me to do it".
This goes well with "I did not do it for myself, l did it for the company" or
that "no one was going to be harmed". Such thoughts can effectively put
one's conscience to sleep, at least for a while (Passas 1990). As the SEC
found out, "in one particularly egregious case, the CEO.ofUnison Healthcare
handed the company comptroller a piece of paper and said `here's the
numbers we need to get to' and 1 don't care how we get there` (Hunt
2000).

Completing the picture of organisational factors contributing to decep-
tive reporting are the following: lack of leadership and moral guidance;
complexity in rules and regulations; unrealistic budget targets; high incen-
tives for financial performance; inadequate interhal controls; high divi-
sional autonomy; inadequate internal audit function; and ineffective board
of directors and audit committee (Beasley et al. 1999).

Finally, just as in the case of duped Gulf employees, people may "get
drawn into deceptive financial reporting practices through ignorance"
(Beasley et al. 1999). The likelihood of this happening is higher when
accounting and reporting rules are overly technical, complex, extensive,
and subject to constant change (Beasley et al. 1999).

Organisational Culture and Anomie

Managers are sensitive and responsive to the organisational culture, em-
phasis on ethics, as well as incentives and punishments. Their perception
of right and wrong can be greatly affected by the work place environ-
ment. If malpractices are condoned and routinely explained away by
rationalisations, the sense of public responsibility and feelings of guilt are
diminished or may even vanish. Malpractices become traditions that get
passed on to new colleagues and to subsequent generations. Individuals
may face negative reactions or even damage their career prospects if they
are not `team players'. As has been found, "individuals are frequently mo-
tivated to participate in deceptive financial reporting practices because they
believe or rationalise that they are acting in the organization's best inter-
ests or they have developed a corporate `team spirit' of deception" (Beasley
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et al. 1999). It is essential to strengthen control and take effective action
to prevent and reverse such a trend towards a state of anomie within a
corporation or industry.

POLICY IMPLICATIONS

So what is to be done about this problem? We have seen how the theoretical
framework has provided some assistance in making sense of the conditions,
motives and weaknesses of controls that are conducive to accounting fraud.
The graphic representation in Figure 1 and the parallel arrows in particular
offer hints at where action is warranted and may be most effective.

Starting from the top, when competition becomes fierce and pressures
build to outdo the rivals, it makes sense to heighten supervisory attention
and take proactive initiatives to detect deceptive practices. Just when eve-
rything looks wonderful and rosy, the incidence of accounting fraud can
be expected to be high.

Further, escalating analyst expectations about future performance of
sectors or particular companies - who can constitute or create powerful
comparative referents - must be monitored closely to see whether they start
putting counter-productive pressures on management. Well-managed com-
panies will institute internal control and procedures to prevent ends-legal
means disjunctions and strains from developing and creating motives for
deviance.

Given that ends-legal means asymmetries will always exist in market
economies, it is vital to prevent rationalisations from emerging and spread-
ing in a company or sector. Both internal measures (internal audit com-
mittees, roles of conduct, seminars on business ethics, guidance on how
to resolve dilemmas likely to arise, etcetera) and external regulatory ac-
tion must ensure that no one `particularises' his/her situation and comes
up with plausible justifications for fraud.

One way of reasserting the rules is to frequently highlight the victimi-
sation that such practices bring about and demonstrate in practice that
`crime does not pay'. Unfortunately, the roles are far from consistently ap-
plied, when it comes to white-collar offences (Levi 1995/1996; Reiman
2000). In the light of the business victimisation from accounting decep-
tions, it is more likely to expect a little tougher stance than usual. In the
USA, the SEC is getting tougher:

Sentences already handed out involved time of up to 30 years. Additional data shows
[sic] that the average prison sentence from SEC referrals to US Attorney's Offices is
growing longer, from 10 months in 1992 to 49 months in 1998. And with the creation
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of the SEC's Financial Fraud Task Force this year, 1 suspect the number of referrals
may increase (Turner 2000).

Along similar lines is the looming possibility (at least in the USA) of re-
scinding insurance coverage for directors' and officers' liability policies
in certain suspicious conditions (Katz 2000).

The establishment and consistent application of harmonised standards
is a conditio sine qua non for the integration of European and world mar-
kets. As noted earlier, this is a target towards which a number of organisa-
tions are working - including the International Accounting Standards
Committee, the European Commission, and the US Financial Accounting
Standards Board.

Accountability and independence of extemal auditors must also be strength-
ened. The case of BCCI amply demonstrated how much more room for im-
provement there is in this respect (Passas 1996b). A negative lesson is to be
learned from the US in this respect. The Private Securities Litigation Reform
Act of 1995, combined with the Uniform Standards Act of 1998 and court
rulings, has made it extremely hard to successfully sue external auditors, even
when they have been excessively negligent in their duties (Walker 1998). In
addition, external accountants' conflicts of interest must be prevented. These
arise especially when the same firm does the auditing and provides manage-
ment consulting services (as in the case of BCCI and PW; see Passas 1996b).
Looser controls by external auditors entail heavier responsibility on the shoul-
ders of over-worked and under-resourced regulators.

The departing Chairman of the SEC has summarised well the task fac-
ing the latter:

Therefore, 1 am calling for immediate and co-ordinated action: technical rule changes
by the regulators and standard setters to improve the transparency of financial state-
ments; enhanced oversight of the financial reporting process by those entrusted as the
shareholders' guardians; and nothing less than a fundamental cultural change on the
part of corporate management as well as the whole financial community. (Levitt 1998b)
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ILLEGAL DEALINGS: THE IMPACT OF LOW-LEVEL POLICE
ENFORCEMENT ON DRUG MARKETS

ABSTRACT. This article examines the impact of low-level police enforcement on two
British drug markets, and the adaptations to enforcement made by sellers and buyers.
The two markets took very different forms. One was tightly controlled by a small number
of middle-level dealers, and highly structured. The structure and control worked effec-
tively to minimise risks posed by law enforcement. The other market was very loosely
structured, with little control exercised on retail sellers by middle-level dealers. This lack
of organisation posed different sets of problems for law enforcement. The article exam-
ines the potential for developing the role of police sources (informants) in disrupting drug
markets of both sorts. It also argues the need for provision in parallel of local treatment
facilities for drug users.
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treatment of drug users

INTRODUCTION

Drug markets need to be policed effectively, not only because of the risks
posed to market participants but also because of the damage they can do
to local communities. The best methods of tackling local drug markets,
however, are less obvious. One view is that enforcement efforts should
focus on paralysing the supply system. Another view is that reducing the
demand for illicit drugs will make the supply network wither and constrict
the market.

The impact of many policing strategies remains unclear. On the one hand,
growing levels of seizures, increasing numbers of problematic drug users
and static or falling prices imply that supply is comfortably keeping pace
with demand, and may suggest to some that enforcement has had little
impact. On the other hand, one can speculate that lower levels of enforce-
ment would have resulted in much greater levels of imports; this might
result in higher levels of sales and a spiral of demand, at least for drugs of
dependency, and a subsequent spiral in prices. One can sketch alternative
scenarios. For example less vigorous policing might result in greater ease
of supply unaccompanied by any significant increase in demand, result-
ing in a collapse in prices, less drug-related crime, and so on. This article

40 European Journal on Criminal Policy and Research 9: 137-162, 2001.
© 2001 Kluwer Academic Publishers. Printed in the Netherlands.
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reports the results of a recent study of British drug distribution systems
designed to shed light on some of these issues:

- How are distribution systems organised, and how responsive are they
to market forces?

- To what extent can Bellers adapt to, or circumvent, enforcement strate-
gies?

- To what extent do enforcement strategies have perverse effects?

Methodology

The research involved case studies of two anonymised local drug markets.
The two areas were chosen to be similar to each other in terms of economic
stability, ethnic diversity, and population size. We interviewed drug sel-
lers and buyers using snowball techniques, using drug agencies as a start-
ing point. Interviews took place in various settings including drug agencies,
prisons, and semi-public locations, and combined structured and semi-
structured questions. We also carried out 21 structured interviews with
police sergeants and constables, and seven informal interviews with sen-
ior police and specialist officers. Drug agency professionals were inter-
viewed. In Market 2, interviews were also conducted with five police
informants (or `sources', as they are now called).

The structured interviews of users and Bellers contained reliability checks.
Several questions were repeated in slightly different ways throughout the
questionnaire to gauge the reliability of respondents' answers. If answers
displayed inconsistencies they were asked to explain their answers and
hence their discrepancies. This procedure enabled us to ensure that the
interviews were internally consistent. Data were checked against other
sources. This process of triangulation allowed us to validate information
received in interviews. Drug sellers and runners were the final group to be
interviewed in each market.

Terminology

Drug market and policing terminology can be confusing, and it is worth
spelling out the definitions used in this article.

- Low-level police enforcement is applied to the policing of street-level
drug markets. It refers to the techniques and strategies that are used to
police retail dealers and buyers.

- The terms dealer and seller are used interchangeably. Where the mar-
ket is structured, a dealer or seller will sell drugs to a `runner' and will
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have little contact with buyers. Where the market is fragmented, deal-
ers/sellers will, more often than not, sell directly to a buyer. In each case,
dealers/sellers will have an understanding of retail market operations.
However, in a structured market, they are unlikely to have a clear knowl-
edge of supply routes into the market.
Individuals who deliver drugs to drug users for sellers are referred to as
runners. We only found runners where there was a structured distribu-
tion system. What differentiates them from sellers is that they sell for
the Jatter on commission, and do not regard the drugs they sell as their
own. It is rare for this level of drug market participant to have knowl-
edge of distribution networks or market structures above street level.
They are, however, central to the workings of a structured market, as
they are the connection between buyers and sellers.
The term user-dealer refers to drug users who finance their use by buy-
ing drugs for others, thereby reducing the cost of their own use. Some
make a decision to finance their use in this way as they are unwilling to
commit acquisitive crime. Others find themselves in this situation as
they are approached by new users in the market and therefore need an
established buyer to act as their go-between until they can be trusted by
runners or sellers.
Open markets are ones where there are no barriers to access; someone
completely unknown to sellers would be able to buy drugs in an open
market. They tend to operate in geographically well defined areas at de-
fined times. In many European cities they are referred to as open scenes.
In closed markets, or hidden scenes, access is limited to known and
trusted participants. An unknown buyer needs someone to introduce
them or to vouch for them before they can make a purchase.
Finally, throughout this article we use the term source. In popular par-
lance sources are known as police informants.

Thinking about Drug Markets

Global estimates of illicit drug consumption provided by the United Na-
tions International Drug Control Programme (UNDCP 1997) state that the
majority of the world's population do not use illicit drugs. However, of
those who do, cannabis use is estimated to be 17 times more prevalent than
that of opiates, and 10 times as prevalent as cocaine (Farrell 1999). The
British Crime Survey indicates that there are around 4 million people in
England and Wales, largely between the ages of 16 and 30, who use illicit
drugs each year (Ramsay and Partridge 1999). Despite the size of the il-
licit drugs market, little is known about the structure of the distribution
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process, the way in which the market responds to changes in supply and
demand, and the impact of enforcement.

Varieties of User

Whilst a number of people engage in controlled illicit drug use, most do
so in a relatively benign way. A minority engage in heavier use of a wider
variety of drugs, including heroin and crack cocaine (crack); and a pro-
portion of this minority are chaotic users with serious problems of depend-
ency. They represent around 3% of all British users (see Edmunds et al.
1998), but given their levels of use, they may account for around half of
the expenditure on illicit drugs. The colts arising from problematic drug
use in Britain could be in the region of £4 billion a year (UKADCU 1999),
taking into account the burden on the health and criminal justice systems,
and colts imposed on the victims of drug-related crime. Farrell (1999)
reported a similar picture in other European countries, with many prob-
lem users funding their use through acquisitive crime. The case should not
be overstated, however. For example, Bretteville-Jensen and Sutton (1996)
found that of the 897 injecting drug users in Oslo, 22% of the male sample
stated that they relied on benefit and drug selling for their income, and 27%
of the female sample relied on sex working and benefit, not acquisitive
crime.

The Changing Nature of Drug Markets

If retail drug markets have always been responsive to policing, their ca-
pacity to adapt has been greatly extended by the emergence of mobile
phones. Until the mid-1990s, open street based markets tended to operate
in specific, well-defined places and were where a buyer located a seller.
Increasingly contact is now made by the buyer ringing the seller's mobile
and making an appointment to meet at an agreed place (Chatterton et al.
1995; Edmunds et al. 1996). Mobile phones have facilitated the transition
from open markets to closed ones. Risks associated with illicit transactions
are also minimised as police surveillance becomes impractical and expen-
sive (Natarajan et al. 1995).

It is very unclear what proportion of illicit drugs are bought in open street
markets or in the phone-based closed markets. Most users would prefer to
buy from sellers whom they know and trust, doing the transaction in pri-
vate.

Whilst problem users account for a very small minority of the total, they
consume drugs at such a rate that they account for a very significant slice
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of illicit drug sales. It may well be that problem users' needs for very regular
and dependable supplies of drugs locks them into street markets or phone-
based markets serviced by sellers who operate on a full-time basis. Never-
theless, the fact that only a small percentage of drug users buy on the Street
has implications for enforcement strategies (Lee 1996).

The Structure of Distribution Systems

Behind any system of retailing must lie a distribution system which im-
ports or manufactures and then distributes drugs. Traditionally, the struc-
ture of drug distribution systems has been viewed as pyramidical, with
importers and traffickers operating at the apex, filtering down to street
dealers (Gilman and Pearson 1991).

Some studies have uncovered organisations with clear hierarchies and
well-defined job functions (cf. Natarajan 2000). However, Dom et al.
(1992) found that in the late 1980s, domestic supply systems in Britain
were not "organised as neat, top-down hierarchies controlled by a `Mr
Big' ". They described a fragmented, fluid system populated by small groups
of opportunistic entrepreneurs who came from a variety of backgrounds.
Wright et al. (1993) and Murji (1998) reached similar conclusions. How-
ever, Dom and other colleagues (1998) later painted a rather different pic-
ture, one more in keeping with media images of `organised crime'. Perhaps
arrangements vary over time, and at different levels of the market.

Supply, Demand and Enforcement

The relationships between the supply of illicit drugs, the demand for them
and enforcement activities are poorly conceptualised, under-researched and
little understood. There is a dynamic and interactive relationship between
supply and demand: with no supply of illicit drugs, no demand would ever
evolve; and unless drugs offered users some immediate attractions, there
would never be enough demand to consolidate sources of supply.

A distinction has often been made between supply reduction strategies
and demand reduction strategies. The former involve enforcement activ-
ity designed to disrupt supply, whilst the Jatter may deploy enforcement
or other means to reduce demand. The distinction becomes hard to main-
tain when one recognises that changes in levels of supply are likely to af-
fect prices, and that changes in prices are likely to affect demand. Except
in those rare situations where it is genuinely possible to stifle the supply
of illicit drugs, the impact of supply reduction strategies is likely to be
mediated through changes in price.
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We know very little about the ways in which supply reduction strate-
gies impact on prices, and the ways in which prices are related to demand.
Economic theory leads us to think of interdiction and enforcement strate-
gies as methods of increasing prices. There are two ways in which this could
happen. Firstly, the process of removing drugs from the distribution sys-
tem should increase scarcity and thus increase the price. Secondly, the
increased risks imposed by the police on participants should be translated
into higher prices. Either way, the higher prices should encourage consum-
ers to depress their consumption.

In reality, the prices of most illicit drugs in Britain, other European
countries and the United States have either been stable or falling. The cash
price per gram of both heroin and cocaine has fallen quite steeply in re-
cent years, even if the unit of purchase remains the same - a £ 10 wrap of
heroin and a £20 rock of crack.' This does not necessarily mean that sup-
ply reduction strategies have been without impact. It is quite plausible that
the price fails would have been steeper in the absence of these strategies.
There is a fairly strong case to be made, however, that supply reduction
strategies have been insufficient to maintain or increase prices.

Same writers (e.g. Reuter et al. 1990; Kleiman 1992; Reuter 1992;
Rasmussen and Benson 1994) have focused on the adaptations which dis-
tribution systems make to enforcement, and to the perverse effects which
apparently effective enforcement may bring. The main possible adapta-
tion is the replacement of personnel - where others take over the roles and
functions of those who have been arrested. Where there is a buyer's mar-
ket, it is obvious how this process could undercut the impact of enforce-
ment: removing a few sellers from an oversupplied market will not increase
scarcity at all; at best it will stop prices from sliding. Market participants
will also change their mode of operation in response to policing. For ex-
ample, both Bless et al. (1995) and Edmunds et al. (1996) suggest that
by disrupting open markets the police inadvertently aid the transition from
open to closed and can therefore exacerbate the difficulties of policing
markets.

The main possible perverse effect of supply reduction strategies is a
complex one: the very act of sustaining prices may actually stimulate the
market, by drawing new `players' into the system. According to this argu-
ment enforcement can be successful in sustaining or increasing risks of
criminal sanction; these risks are translated into maintained or increased

'The other variable to take into account is purity. If the quality of street drugs has de-
clined, there are no grounds for arguing that real prices have actually fallen.
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prices; but the net result is to attract more people into the highly lucrative
drug business. If this argument holds up, successful enforcement strate-
gies contain the seeds of their own failure.

Dependency and Inelasticity of Demand

Assuming that drug control strategies can have at least a degree of impact
on drug prices, it is important to consider how such changes will affect
levels of consumption. If most illicit drug use is controlled, there should
therefore be considerable elasticity of demand in response to price changes.
In principle at least, it should be possible to price controlled drug users
out of specific drug markets.

Problem drug users demonstrate greater inelasticity of demand than non-
problem users (cf. Wagstaff and Maynard 1988; Thomas 1992). The ex-
tent to which dependency locks people into a state of irresistible demand is
open to question (cf. Rasmussen and Benson 1994; Ditton and Hammersley
1995). The more it does so, however, the more that levels of demand will
be insensitive to changes in price. Dependent users with access to large
amounts of money will simply spend more. Criminally involved depend-
ent users will spend more of other people's money.

The implications of this are two-fold. First, if it proves possible to main-
tain or increase prices through supply reduction strategies, the impact will
be greater on the large number of moderate users than on the small number
of heavy users. Secondly, it is clearly important to find strategies which
reduce problem users' demand additional to those which rely directly or
indirectly on price control.

Policing Drug Markets

Low-level policing methods strive to disrupt markets, making them less
predictable for both buyer and seller (Murji 1998; Lee 1996). This strat-
egy may well be most effective when combined with attempts to draw drug
offenders into treatment services as they pass through the criminal proc-
ess (cf. Edmunds et al. 1998; South 1998). Selective policing aims to tar-
get dependent users in an attempt to reduce demand within a market. The
argument is that by removing regular customers from the market, consump-
tion will decrease resulting in a reduction in price, which in turn would
lead to a decline in drug related crime (Kleiman and Smith 1990). A sec-
ond principle of low-level enforcement is inconvenience policing which
aims to increase the drug search time or to otherwise place obstacles in the
way of the buying process. Although such measures will probably do little
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to deter problematic users, the idea is that casual and novice users will be
discouraged from buying, therefore constricting the market (Murji 1998).

At a time when nearly all European countries are debating what their
national drug policy should be, it is clear that whatever strategies are em-
ployed to tackle the distribution of illicit drugs, those responsible for im-
plementation must be aware of the unintended consequences such strategies
often bring. The relative inelasticity of demand amongst dependent users
means that the markets will be very lucrative, and will tend to adapt to
enforcement and transform rather than disappear.

MARKET 1

The area in which Market 1 was situated has a population of around 13,000.
It is in an ethnically diverse inner city area, a short distance from a busy
metropolitan centre in Britain. Much of the area is run-down with high
unemployment. There are few high-street shops and a variety of independ-
ent farnily run businesses.

The market is in a contained geographical area. Although there was no
fixed open street drug market, most transactions were conducted in public
places away from drug sellers' and users' houses. The built environment
lent itself particularly well to both drug use and selling. There were many
alleys inaccessible to cars and many houses backing onto one another. This
created quiet places to exchange drugs and money. The market has previ-
ously experienced violent confrontations with neighbouring districts over
drug selling and territory.

Market users, the police and drug workers all described the drug mar-
ket as extremely busy. No drug buyer said they had difficulty locating drug
sellers at any time, and no-one had to wait or look for Jonger than an hour
to purchase drugs.

The majority (32) of buyers we interviewed bought their drugs from a
closed market system. Just over a third had been doing so for longer than
five years, illustrating the stable nature of the distribution system. All but
one buyer said that their dealer was only contactable on a mobile phone.
Mobile phones were considered by all market participants as safer for both
user and dealer. Once contact had been established users were instructed
to meet at a particular venue within the market and wait for a `runner'.

Drug Distribution

Three `runners' and two drug sellers were interviewed in Market 1. The
three runners feit they had a good working knowledge of the distribution
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system to drug users, and the two drug sellers had knowledge of the distri-
bution system above street level. All five respondents were selling heroin
and three were also selling rocks of crack cocaine. One was also selling
cocaine powder to be converted into crack cocaine.

The distribution system in Market 1 was predominantly a top-down hi-
erarchy, controlled by a small handful of suppliers who acted as a loose
consortium. All respondents described the dealing structure in Market 1
as operating along the classic pyramid structure, which was prevalent in
many drug markets in the early 1980s. The market was described by some
as a `closed shop' in terms of setting up to sell. Outsiders were not wel-
comed and would undoubtedly be asked to either cease selling or made to
sell (probably as a runner) for the already established sellers. All of the
suppliers at the top of the distribution system were described as being ;bom
and bred' in the area. One police officer described the structure as:

1 think there's definitely a structure. There are various welt-known gangs in the area
and the [gang name] is one of those and that's based on a drug culture and a drug em-
pire. There are senior members who people are frightened of. They are scared to tread
on their toes - and don't. You've certainly got different levels of dealers [in Market 11.

One respondent echoed the police view regarding the structure of the dis-
tribution system "It is a closed dealing system. The men at the top will
decide whether you can be in or out."

Drug distribution in Market 1 was reported to have changed in the last
five years. It was not, however, the structure that had changed but the
method of distribution. Previously, open street drug markets had operated
in the area. However, all five interviewees commented that the increased
availability of technology such as pagers and mobile phones had reduced
the need for this open market mode of operation. One of the runners we
interviewed had attempted to deal on the streets, but had been arrested in
a test purchase operation within a very short time, this perhaps illustrates
the ease with which sellers can be arrested if they attempt to operate in an
open street drug market. The remainder of the sellers conducted their busi-
nesses using either pagers or mobile phones. Two runners also reported
using walkie-talkies and scanners.2 The walkie-talkies were, however, used
to alleviate the boredom of a normal selling day, not to disrupt any polic-
ing initiatives.

None of the respondents in this group sold from their own homes
and all kept various amounts of drugs in different locations. Two respond-

2Scanners were used to listen into police radios to track the movement of police cars.
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ents had safe houses and the remainder kept their drugs in secure places
that were easily accessible. Very little was actually carried about their
person, although one respondent admitted he had become `lazy' and was
carrying greater quantities.

Ground rules about competition in the market seemed very clear. Two
of the runners were unconcerned about competition within the market, as
they believed it was not their business to care about any opposition. They
also believed that if there was a serious bid to take over the market, the
dealers working above them would take the problem in hand. One runner
feit strongly about competition but differentiated between those who were
from the area and those from outside. He stated that those from other ar-
eas would not be tolerated and that those local to the market would receive
a `warring'. One of the Bellers commented that all competition was unac-
ceptable: "My punters are mine, they don't buy off anyone else." All five
respondents believed that weapons were becoming more of a feature within
their market and four of the five carried at least one illegal gun. Many users
described the market as violent. More recently users feit that the market
was being ruled by the threat of violence rather than the actuality of vio-
lent incidents. However, when asked to describe their particular dislikes
of buying in Market 1 no-one cited violence as a concern.

The Economics of Drug Dealing

All five respondents stated that their motivation for selling drugs was the
money that could be made. The weekly earnings of sellers ranged from
£650 to £50,000.3 Two of the runners were working almost every week
and had been since they began, one runner only sold to afford particular
items and hence worked far less. The two sellers did not comment on how
often they worked or for how many weeks in a year, apart from they had
no need to work full time.'

Two of the respondents who described themselves as runners had both
started selling whilst in their teens. They were each earning around £800
per day of work, selling to around 50 customers per day. Their commis-
sion or profit almost equalled the money they had to return to their seller;
they made just under £700 for each ounce of heroin they sold. The last
runner described himself as an opportunistic seller who only sold for short
periods of time (and usually) to afford specific items. At the time of the

'This amount may seem extremely high but was verified via various other sources.
4Although desirable, we were unable to calculate the total turnover in Market 1 as both

sellers and one of the runners also sold in neighbouring markets.
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fieldwork, however, he was selling about half an ounce of heroin a week
and making a profit of £550.

One of the drug sellers usually purchased an ounce of powder cocaine
for £900, which he then sold for £1,100 - a 22% profit. He was also buy-
ing two kilos of heroin for £36,000 and selling this amount on for £44,000.
This seller could not be certain how many times a week he would purchase
heroin and cocaine.

The other drug Beller was running a highly profitable crack and heroin
business. He only worked four days a week (these days were not all devoted
to buying and selling) and not every week of the year. He would buy three
to five kilos of heroin for £ 15,000 per kilo and sell each kilo for £20,000.
However, for each four kilos bought, he was able to sell five kilos by cutting
nine ounces of an adulterant into each kilo. His profit was therefore higher
than if he had been selling unadulterated heroin. He was also purchasing
around nine ounces of crack a week for £9,000 and selling this amount for
£ 18,000. He had been running his business in this way for Beven years.

Policing

Policing drug dealing in Market 1 was tackled in a variety of ways. Lo-
cally there was a small team of officers who comprised the tactical crime
unit. This unit worked covertly in plain clothes and concentrated on polic-
ing known drug dealers, street dealing, and premises suspected of deal-
ing. They used police sources to put together operations and were in effect,
a local drug squad. Drug selling above Street level was assigned to the force
drug squad who policed drug dealing city-wide. Market 1 also had com-
munity police officers who focused on any street-level activity and used
stop and search powers on individuals who were suspected of carrying
drugs on them. Despite these various resources, police officers felt they
were unable to keep up with the technology used by dealers.

Although all police officers admitted the division had a problem with
drug use and dealing, they believed that it has become far less visible in
the last couple of years. The result of this reduced visibility has meant that
fewer complaints were received from the public. Operationally this pro-
duced a difficult situation for the police. Whilst they were aware that the
drug problem had not been displaced, they were also conscious that officers
were needed to police crimes that were of concern to the local population.

Only five of the officers interviewed feit that current enforcement strat-
egies effectively combated dealing. Eight believed that as quickly as drug
dealers were arrested they were replaced, perhaps reflecting the level of
drug dealer that is arrested within Market 1.
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One enforcement strategy adopted by the tactical crime unit was to pose
as drug users and attempt to purchase drugs - commonly called test pur-
chases. Once an undercover officer has been sold to three times, the Beller
will be arrested and in most cases charged with possession with intent to
supply. However, dealers and runners were now aware of this police ini-
tiative and were taking measures to cut down the possibility of selling to
undercover officers. One Beller commented that most dealers in his mar-
ket veere now demanding that unknown `faces' consume the purchased drug
in the presence of the dealer. If new buyers refuse, sellers would now as-
sume they are police officers and threaten them. One senior officer com-
mented that although safety is a paramount concern when conducting test
purchases, there is always an element of risk when conducting covert op-
erations. One drug seller commented, "I would have to have an introduc-
tion first and take them out for a smoke [either heroin or crack cocaine].1
would batter them if they won't use."

Few users or dealers were concerned about the police within Market 1.
However, almost half (16) had been disrupted by the police in some way
whilst attempting to purchase drugs. For most of this group (9) the disrup-
tion constituted the police driving or walking past them.

Demand Reduction through Treatment

We asked drug buyers from Market 1 which treatment services had been
of help to them, and what treatment options they feit their area lacked.
Respondents in Market 1 had accessed treatment services on average, five
years after they had started to use their main drug. Over four-fifths (28)
had accessed a Community Drug Team (CDT) and over two-thirds re-
mained in contact with this service. Only one respondent had ever been to
a residential rehabilitation centre, perhaps indicating the difficulties that
can arise with funding applications.

Over half (20) stated that they had reduced their drug use since seeking
assistance. Seven directly attributed this reduction to the fact that they were
prescribed methadone. Interviews with agency professionals, however,
revealed that few NHS GPs were willing to prescribe methadone and that
waiting lists for those who were willing were up to 12 months long. Moreo-
ver, a new system of titrations had recently been introduced which further

STitration is a method of tolerance testing. Users attend a clinic in order to receive
methadone in measured doses over a period of hours, until such time that they are thought
to have reached a dosage level of sufficient quantity to counteract the effects of their
withdrawal from heroin.
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complicated access. The growing incidence of crack use in Market 1 per-
haps indicates a need for agencies to also incorporate tailor-made treat-
ment responses for stimulant users into existing services.

The eredominant service in the market was a drop-in facility through
which a needle exchange scheme operated. Limited building space meant
that the agency could not expand their services and did not have adequate
space to see clients for private counselling or support sessions. Although
Market 1 was an ethnically diverse area, members of ethnic minorities were
under-represented in treatment services.

MARKET 2

Market 2 is situated in an ethnically diverse inner city borough adjacent
to a main arterial road that leads to a major city centre. Housing in the area
is privately owned or rented interspersed with local authority estates, some
of which have a reputation as `trouble spots'. Local amenities are poor and
the main shopping street is run-down. There has been a concerted effort in
recent years to eradicate the existing open drug markets in the area. This
has largely been achieved by joint work between the police, council offi-
cials and local residents.

Respondents described Market 2 as `active': drugs could be obtained
24 hours a day, 7 days a week. Like Market 1 contact with a seller was
done using mobile phones. Market 2 was described as having a `free mar-
ket' selling structure with many sellers working independently. Buyers also
felt there would be little competition or resistance to new Bellers setting
up in the area.' Although most buyers bought heroin and crack through a
closed market, there was also an open, mainly street-based illicit pharma-
ceutical market.

Only three respondents had first approached their dealer on the street;
the remainder (31) were introduced to their dealer through friends, part-
ners or other acquaintances. Two-thirds (23) had been using the same source
for at least a year. For 13 respondents, transactions took place off-street,
in either the buyer's or seller's house, the remainder made the exchange
on the street or in the seller's car.

Access to a stable supply was an important feature for drug buyers in
Market 2. However, quality assurance and a feeling of security or safety
were also seen by some as a positive characteristic of the market.

6Resistance was spoken of at market supplier level but not at street dealer-level or those
who sell to street dealers.
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In most cases there was an element of trust between buyer and seller-
buyers could rely on the quality and size of their deal, and just under three-
quarters (24) received credit from their dealer. For those who received credit
three-quarters believed that nothing would happen if they could not repay
the debt. Buyers in Market 2 could expect a degree of `customer care' that
was not apparent in Market 1. Sellers knew, for example, that if they kept
their customers waiting too long or supplied inferior quality drugs, their
buyer could, and would, go elsewhere.

Given the fragmented nature of this market, it is hard to generalise about
how Bellers operated. The consensus of all those interviewed was that deal-
ing networks were run by independent entrepreneurs. There were consid-
erable variations in their mode of operation, and elsewhere (May et al.
1999) we have presented case studies of three sellers. One of these was an
experienced dealer selling-mainly crack-to around 50 people a day, op-
erating with four runners and having access to several suppliers. An-
other worked on a much smaller scale, buying cocaine and cannabis from
a single supplier, and selling to a network of carefully screened buyers.
The third was a dependent crack user selling up to 200 rocks a day. He
worked with a partner who organised the supply and took the majority of
the profits. Because the Bellers tended to operate independently from each
other it was hard to derive a coherent picture of the supply routes feeding
into the market - though we are fairly confident that these retail operators
were supplied by an equally diverse group of wholesalers.

Policing

We interviewed 11 officers in Market 2, 2 sergeants and 9 constables. Just
under two-thirds echoed the view of drug buyers and described the mar-
ket as `lively', with crack being the predominant drug.'

Officers stated that the level of drug distribution occurring through geo-
graphically fixed open markets had decreased. Most believed this was due
to sellers changing how they sold their drugs, and felt that transactions were
now pre-arranged using mobile phones. Furthermore, the increased use of
crack within the market had led to the emergence of several `crack houses'
from which sellers operated. The police commented that as fast as crack
houses were closed down others appeared on their division. Sales of illicit
pharmaceutical drugs continued to be conducted through an open market.

'Although those we interviewed disclosed slightly more heroin use, crack use appears
to be increasing in popularity. Drug agency professionals said that poly-drug use was the
norm in their area, stating that it would be difficult to assert with any certainty what il-
licit substance is used most widely.



LOW-LEVEL POLICE ENFORCEMENT OF DRUG MARKETS 151

All officers believed that sellers in the area were primarily independent
operators. All but two considered that weapons were a feature of the mar-
ket, with guns becoming increasingly common. Although the consensus
was that violence would be used to resolve disputes between sellers, five
officers could only speculate that this would be the case. At the time of
interview, most officers (10) were unable to highlight any specific drug
enforcement strategy in their division aside from reactive policing. One
stated that test purchases were occasionally used, but that this style of
operation was dangerous. Street crimes were a priority and at the time of
the fieldwork units were tasked to deal with both robbery and burglary.
"[Current enforcement strategies are to] tackle robbery then burglary. No
one gives a damn about dealers. They're too much trouble."

Officers believed that the increased use of mobile phones had had an
impact on the effectiveness of disruptive policing. High visibility polic-
ing continued to have some effect on the market although just over a third
of officers conceded that this generally resulted in displacement to another
area.

Sixteen buyers thought that the area was heavily policed, with just over
half (10) of this group having been arrested for possession of a drug in
Market 2, however, for the majority it had only been once.

Treatment services within the area were, however, in greater contact with
the police than ever before. One worker commented that he had been 'as-
tounded' when two community officers had turned up at the service to
introduce themselves and Eind out more about the work the service did.
They also asked if they could take some agency leaflets to carry around
with them.

We asked officers what they thought would improve the situation. Nine
emphasised the need for intelligence led policing, an integral part of which
is the use of police sources. Over two thirds believed that sources could
be utilised more effectively.

In order to make in-roads into reducing market transactions officers
spoke of the necessity to target sellers more effectively. Although officers
were aware of the drug problem in their area, resources and tasking meant
that drug sellers were often overlooked in an attempt to combat burglary
and robbery.

Officers appeared somewhat despondent when discusring their rate of
arresting and securing successful convictions against drug dealers. One
officer spoke about the problems of `keeping up' with the technology that
drug dealers used.

All officers felt that the local community was adversely affected by drug
use and dealing, and most believed that residents were dissatisfied with
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the way police were tackling the issue. One officer commented that if public
confidence in the police was strengthened, residents might be more pre-
pared to go `out on a limb' for the police and provide them with informa-
tion.

Demand Reduction through Treatment

The majority of drug users (30) interviewed in Market 2 had previously
accessed treatment services. Voluntary street agencies and Drug Depend-
ency Units (DDUs) were the most frequently accessed. Sixteen respon-
dents reported that they had at one time accessed a self-help group, although
only two continued to attend. Other services mentioned included needle
exchanges (19), in-patient detoxification units (13) and residential reha-
bilitation centres (11).

Over half (17) of those who had sought assistance with their drug use
feit that their use had reduced or stabilised. As in Market 1, seven attrib-
uted this to their methadone prescription. Prescribing services in Market
2 were considerably better than Market 1. However, leven respondents still
believed there was a need for prescribing services to be more responsive.
Services aimed at young people and women, and increased services for
stimulant users were deemed as inadequate at the time of research.

POLICE SOURCES

Part of the wider study involved interviews with five police sources (or
informants). Although police sources have been used for many years, the
need to protect their identity has often hindered any meaningful research
on their usefulness. Public perceptions are hazy, and more often than not,
shaped by media stereotypes. It was not until 1995 that the use and man-
agement of sources underwent a radical change. The police now place
greater significance on the training and recruitment8 of handlers and con-
trollers.

Sources were interviewed in an attempt to explore the motivation be-
hind becoming a source. They were also asked about their perceptions on
what could be done to effectively police local markets, and what effect tra-
ditional policing initiatives such as stop and search had on street crime.
They were also asked about the relationship they had with the police and

$There are now `Codes of Practice: Covert Technique Requirements for Trained Han-
dlers', which were published in May 1999.
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if they were being utilised effectively. Officers from Dedicated Source Units
were also interviewed.

All 5 sources interviewed were men over the age of 35. All had experi-
ence of the criminal justice system, although only three had actually served
prison sentences. Reasons for betoming a source were complex and had
changed over time. All were initially approached after an arrest. For one
motivation stemmed from the belief that criminal activity in general, and
drug markets in particular were becoming more violent, and it was not
something he wanted to be involved in any more. Another began provid-
ing information due to a grudge against a drug dealer but now thought that
his motivation was based more on helping to `clean up the area'.

All five believed that heroin and crack markets were becoming more
violent and the use of firearms had increased. Some attributed this directly
to the growing emergence of crack. All five believed that drug markets
were more difficult to police because of the increased use of mobile phones.

Sources were somewhat disparaging when they discussed the effective-
ness of traditional policing initiatives. None believed stop and search pow-
ers had any impact on drug dealers and one commented that the power was
only useful in targeting drug users. There was a general consensus that
short-term effects did occur after policing initiatives but that the police
always failed to follow up on operations and hence they were of little value.
The only effective traditional policing initiative that sources saw any value
in was high visibility policing.

All five sources believed that current enforcement strategies (at a divi-
sional level) were having little impact on drug sellers working above street
level. They felt that the way forward was through intelligence led polic-
ing and through the effective management and use of sources. One com-
mented that "It [the drug market] is very difficult to police. Most [dealers]
think they are untouchable. They never touch the drugs. Informants are
invaluable. We have access to places and people that the police would never
get access to".

Another interviewee commented that he felt there needed to be dedi-
cated teams within police stations to handle the volume of information that
was passed regarding drug dealing. Police officers confirmed that a size-
able proportion of the information they received related to drug dealers;
however, they feit there was a paucity of officers available to police mid-
dle-level dealers.

Officers who worked within Dedicated Source Units felt that drug dis-
tribution systems operating above street level could be effectively policed
either by covert operations or by gathering information via tasking. Tasking
involves directing individuals to access specific information with the spe-
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cific aim of filling in gaps in criminal (intelligence) knowledge. The sources
we spoke to feit this was far more effective than just simply being asked
to keep their `eyes and ears open'.

In order to be successful the relationship between source and handler must
be managed on a highly professional basis. Officers we spoke to believed it
was necessary to spend time building a relationship based on trust and hon-
esty with their source. All five sources also stated that the relationship they
had with their present handler had not broken down because they felt they
were treated with respect and also because they trusted their handler.

Although only a small number of sources were interviewed, there was
a general consensus from sources themselves, specialist officers and uni-
formed officers that middle-level drug sellers could be more effectively
policed by utilising existing sources and recruiting others like them.

CONCLUSIONS

Our suggestions about approaches to tackling drug markets fall into two
categories. Firstly, we examine how police forces can increase arrests of
drug sellers. Secondly, we look at ways in which the criminal justice sys-
tem and treatment providers can work together to improve access to serv-
ices for drug users.

Drug Sellers and Enforcement

Both markets we studied had been transformed from open street markets
to closed ones. This process coincided with the increased ownership of
mobile phones. Changes in communications technology provided the
markets with a means of adapting to enforcement strategies targeting open
street drug markets. In other words, drug markets can be highly respon-
sive to enforcement efforts, but the form of response is sometimes an ad-
aptation which undercuts the enforcement strategy.

Our results suggest that few middle-level drug sellers feel threatened
by enforcement. Market 1's hierarchical distribution system was sustained
by the threat of violence. Violence served not only to secure compliance
within the distribution system, but also to ensure that no-one in a position
to provide information to the police actually did so. Many respondents felt
that it was this that allowed dealers at the apex of the structure to feel as if
they were `untouchable'.

In Market 2, small fragmented groups of entrepreneurs operated through-
out a sizeable geographical area, communicated solely on mobile phones
and pagers, and conducted few transactions in public. This group also paid
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little attention to the threat of arrest or conviction, partly because they feit
there was none.

Our study9 suggests that either mobile phones or the threat of violence
can serve to insulate the police from gathering the information they need
to make arrests within drug markets. The obvious response to this is to
develop or amplify other information flows. All the police officers we in-
terviewed believed that properly tasked sources provided one of the best
ways to disrupt the operation of middle-level drug sellers.

The use of informants has been found to be cost-effective in Britain
(Audit Commission 1993). In 1990, the Metropolitan Police Service (MPS)
in London seized drugs with an estimated street value of £48 million. This
amount was recovered through source-led policing that cost the MPS half
a million pounds. Although some of these drugs could have undoubtedly
been recovered through other policing methods it is debatable whether they
would have been as cost effective. With the increasing professionalisation
of police sources and the wider use of tasking it would appear that this
policing method could be more widely used in all areas where closed market
systems operate. Senior managers must, however, be mindful of the less
positive aspects and unintended consequences of police sources. Norris
and Dunnighan (2000) argue that one of the unintended consequences of
sources is that they have the potential to create conflict both with other
areas of the criminal justice system and within the police service itself.
One contention is the level of criminal activity that some officers accept
from sources which others do not. This is particularly relevant when us-
ing sources to infiltrate or provide information on closed drug markets,
and one that police controllers must be aware of. A further concern of Norris
and Dunnighan which they believe is central to the "folk wisdom surround-
ing informers" is that of `the tail wagging the dog'. This involves handlers
becoming too close to their source and consequently misplacing their loy-
alty. However, senior officers concerned with the management of sources/
informants can circumvent these issues if appropriate measures are put in
place and reviews are conducted.

The use of sources is obviously constrained to some extent by the Eu-
ropean Convention on Human Rights (ECHR), incorporated into British
legislation in 1998.10 Evidence gathered via the use of anonymous wit-

9A fuller discussion on police sources can be found in Maguire and John 1996.
'Although Britain signed up to the European Convention on Human Rights in 1951

the judiciary had always argued that it did not, in itself, have legal effect because it was
an international treaty which had not been incorporated into domestic law via an Act of
Parliament.
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nesses, entrapment, undercover agents or undercover police officers might
constitute an unfair trial, if rules and procedures are not strictly adhered
to. Where a form of evidence-gathering breaches the Convention, courts
will have to decide if evidence can be admissible. The Convention also
imposes a duty to respect private and family life; in tasking an individual
to get to know a suspected criminal the police could again breach the
Convention.

Officers from Dedicated Source Units saw these problems as surmount-
able. One believed that placing the ECHR on a statutory footing would
make handlers and controllers more accountable, which he saw as a posi-
tive step. Officers not from dedicated units felt less sure about the legisla-
tion. One commented that he feit it was "tying their hands behind their
backs". What is clear is that the use of sources will undoubtedly change
and all forces should ensure that handlers and controllers have access to
appropriate, and where possible, nationally accredited training.

One issue worth highlighting is the need for both handlers and control-
lers to be aware that some police sources may manipulate the police with
a view to `taking out' other drug sellers. Although the police conduct a
risk assessment on all registered sources, it would appear prudent for an
impartial senior officer to review this at regular intervals.11

Test Purchases

Assembling the evidence against retail sellers to secure a conviction for
supply has in recent years involved the use of test purchases - the under-
cover purchase of drugs which are laboratory-tested and then used as evi-
dence in court. This method has been successful but these are a number of
concerns. The safety of police officers must be paramount when conduct-
ing covert policing methods, as sellers are now adapting to this form of
enforcement and it would appear to be becoming more commonplace for
drug sellers to require unknown customers to smoke drugs to establish that
they are genuine buyers. Although police officers are instructed to remain
in view of their colleagues when making test purchases, situations have
occurred where officers have found themselves out of sight and therefore
highly vulnerable.

When conducting test purchase operations police officers should do so
with a clear set of objectives. If the aim is to disrupt a market's structure,
officers must be aware of the likely outcomes of targeting different types

"Although many forces already have an impartial officer reviewing risk assessments
it may be worth formalising and incorporating into future ACPO guidelines.
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of seller. By targeting those who connect drug buyer and seller, officers
will often be targeting those who are the easiest to replace.

We are not suggesting that test-purchase operations are valueless. Cer-
tainly offenders arrested in this way tend to have substantial criminal
records involving a wide range of crimes.12 If this group comprises
generalist persistent offenders who are currently active, then there may be
more general preventive payoffs. For this to be so, of course, it has to be
established that they are currently involved in crimes other than drug of-
fences. Test purchase operations may also have a deterrent and displace-
ment effect on other sellers. Arguably, too, if mounted for long enough
middle-level distributors may possibly be drawn down to retail levels where
they are most vulnerabie to policing. However, this situation seemed un-
likely in either of the markets we studied. For the present, the value of test
purchase operations targeted at low-level sellers specifically in terms of
disrupting distribution systems remains to be demonstrated.

Drug Task Units

One of the clearest findings from this study was the lack of specialist re-
sources that are available to police drug markets above street level. Al-
though Market 1 had a Local Tactical Crime Unit that dealt specifically
with drugs, and a force drugs squad, the officers we spoke to believed the
local unit were unable to tackle sellers above street level. Where specialist
units exist senior management should perhaps encourage and provide ap-
propriate training to increase the use and effectiveness of registered po-
lice sources. Officers from both the local and the force squads should also
be encouraged to create positive links with one another and share relevant
information thus maximising their potential effect on drug markets.

Where a specialist unit does not exist, as in the Basic Command Unit
covering Market 2, there seems a clear case to create divisional drug task
units. All of the officers we spoke to in Market 2 feit that if drug task units
were available there would be a greater chance of conducting successful
operations against mid-level sellers. Officers from Dedicated Source Units
feit that at times information was not acted upon because of the Jack of
resources. One senior officer in Market 2 stated that if a dedicated unit
was available (to him) which was linked to a source unit, inroads could be
achieved in disrupting the market above street level.

12On the basis of information supplied to us by C023, MPS, from the test purchase
database, four out of five of those arrested have previous convictions for offences other
than drug offences.
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The Long-Term Effects of Enforcement

One likely outcome of the arrest of a middle-level supplier is that s/he is
simply replaced. This seems a strong possibility in highly structured and
controlled distribution systems such as Market 1, and less likely in the less
regulated systems like Market 2. It is only when a significant proportion
of the system is removed that an unstructured market will be disrupted.

If the police succeed in making significant inroads into the distribution
system, what will happen to the market? In the absence of alternative mar-
kets for buyers to use, there should be greater scarcity of drugs - followed
either by price increases or by reduced demand or by both. In both our
sites, it is more likely that the majority of affected buyers would travel the
mile or so to other sites. Other things being equal, sellers and buyers are
likely to return to the area when the enforcement pressure is lifted-which
must inevitably happen at some stage. The implication of this is that to
maximise the payoff from enforcement, therefore it is important to:

- co-ordinate enforcement tactics across markets;
- accompany enforcement with tactics to sweep displaced buyers into

treatment;
- put into place situational prevention measures that `proof the area

against the return of drug dealing.

Co-ordination of enforcement can be achieved by the police alone, but
ensuring that enforcement is tied in with both the provision of treatment
and the implementation of situational measures will require close partner-
ship with health and local authority services. Bless et al. (1995) noted that
in many European countries there is still a polarisation between the poli-
cies of the police and criminal justice agencies and those of treatment
services that make co-operation between the two somewhat problematic.
Although there has been a shift in attitude from both the police and treat-
ment services towards respecting the goals and activities of each other, it
would appear that in Britain at least, there is still some way to go.

Whether sufficient resources are made available to mount effective en-
forcement action depends on policing priorities. We gained the impression
that strategic priorities tended not to feed down to concrete actions `on the
ground'. The reasons are partly historical: until 1998 there was no explicit
national strategy relating to drug distribution. In the course of the field-
work, however, we still found evidence of a considerable lack of clarity
about the priority to be attached to work on drug markets. There is obvi-
ously a need for senior managers to get across their messages about pri-
orities consistently and clearly.
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Demand Reduction through the Provision of Treatment

Since the early 1980s interventions for problematic drug users in many
European countries have moved from relying solely on enforcement to
integrating both enforcement and treatment (Bless et al. 1995). The Brit-
ish Government's 10-year strategy for tackling drugs states that supply
reduction and demand reduction strategies must be combined and one such
strategy involves the provision of treatment for those with drug problems.

Two strategies which target drug-using offenders in contact with the
criminal justice system with the aim of referring or offering treatment are
worthy of mention: arrest referral schemes and Drug Treatment and Test-
mg Orders (DTTOs). If arrest referral schemes have appropriate treatment
services to refer individuals to, and there is a willingness on the side of
police officers to refer individuals, a significant decrease in drug use and
criminal activity can be achieved (Edmunds et al. 1999).

Similarly DTTOs have begun to achieve some measure of success
(Turnbull 2000). DTTOs were designed as a response to the growing evi-
dence between problem drug use and crime. A DTTO strengthens a court's
power to make an order which requires an offender to undergo treatment
as part of, or in association with, an existing community sentence. One
benefit of both arrest referral schemes and DTTOs is that they can put
individuals in touch with services with which they have previously never
had contact. Services need to be aware, however, that if referral mecha-
nisme are successful the numbers being referred to services will swell and
treatment options need to be in place to cope with the potentially diverse
population of drug-misusing offenders.

One of the primary issues arising was the lack of local doctors who were
willing and available to prescribe methadone. Drug users and agency pro-
fessionals felt that waiting lists were unacceptably long. One strategy is to
set up more responsive prescribing tailored to drug users' needs, coupled
with tight monitoring and regulation to avoid leakage to the illicit market.
This has a two-fold benefit of drawing individuals into treatment and re-
taining them.

Another effective harm reduction policy is the prescription of heroin
itself. The Swiss heroin prescription projects described by Killias and
Rabasa (1997) showed that those who were prescribed heroin for a period
of time showed a substantial reduction in their offending behaviour and
improvements in social functioning. Killias and Rabasa also noted that there
were substantial improvements in the health and social situations of those
recruited to the programme. A further benefit was the reduction in self-
reported drug selling amongst the cohort. Killias and Rabasa highlighted
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that amongst the cohort there was an 80% reduction in drug selling. Al-
though there are many ways to break into a drug market, if one route is
disrupted it may discourage a small proportion of new consumers.

Agency professionals and users in both markets spoke of the need for
appropriate stimulant services. The bias in drug services towards services
for opiate use has been widely recognised, for example by the Effective-
ness Review (Task Force 1996). Many drug services, however, are now
incorporating specialist crack services within their agencies, some with
greater success than others. The success of specialist services within agen-
cies needs thorough evaluation before existing or new services endeavour
to seek funding to set up specialist services in their own right. It is an is-
sue that all services need to address, as the incidence of crack use would
appear to be on the increase.

Finally, treatment services need to provide a service that recognises the
diversity of the local community. In both markets ethnic minorities were
felt to be under-represented in treatment services. Treatment services must
endeavour to discover why ethnic minority populations and other under-
represented groups are unwilling to access services and what they need
from services.
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ALEXIS A. ARONOWITZ

SMUGGLING AND TRAFFICKING IN HUMAN BEINGS: THE
PHENOMENON, THE MARKETS THAT DRIVE IT AND THE

ORGANISATIONS THAT PROMOTE IT *

ABSTRACT. This article will define the concepts of smuggling and trafficking in human
beings and discuss the difficulty in applying the definition. The magnitude and scope of
the problem will be examined as well as its causes. Trafficking in human beings will be
analysed as an illegal market, particularly with reference to its relationship with other
illegal markets and the involvement of organised crime groups. The phenomenon will be
discussed in more depth focusing on countries and regions where projects are currently
being implemented under the auspices of the United Nations Global Programme against
Trafficking in Human Beings. The discussion closes with an overview of situations which
facilitate the practice, and current measures and recommendations to stem the tide of smug-
gling and trafficking.

KEY WORDS: criminal organisations, illegal markets, migration, smuggling, trafficking

"Trafficking of women and children is not a new problem - it has occurred
throughout history. What is new is the growing involvement of organised

crime and the increasing sophistication of its methods" (Warnath 1998)

INTRODUCTION

The recent death of 58 Chinese nationals found suffocated in the back of a
truck in Dover served as a tragic reminder of what can go drastically wrong
when people use the service of illicit smugglers. It is by no means the first
time that smuggled migrants have died trying to enter other countries. More
than 2,000 deaths of migrants trying to enter the European Union illegally
have been documented since 1993 (J. Graff, Iime, 3-7-2000, pp. 24-25).'
As the number of illegal migrants increases - the International Organiza-

*All positions, statements of fact, opinion and analysis expressed in this article are
those of the author. They do not necessarily represent the position or views of the United
Nations Interregional Crime and Justice Research Institute or of the United Nations Cen-
tre for International Crime Prevention.

'In one tragic incident in 1996, lome 200 Sri Lankan, Pakistani and Indian immigrants
drowned off the coast of ltaly when the ferry they were on sank after ramming the fish-
ing vessel that had brought them to their destination after a six-week trip (McAllister
2000). The most recent tragedy occurred on New Year's Day 2001 when a Georgian ship
sank off the Turkish coast with its human cargo of illegal Pakistani, Indian and Bangla-
deshi immigrants locked in the hold. Ten bodies were recovered; Turkish authorities be-
lieve 40 more perished (Time 15-01-2001, p. 8).
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tion for Migration (IOM) estimates that traffickers move over four mil-
lion illegal immigrants a year (cited in Kendall 1999) - the world can ex-
pect more of these tragic incidents.

In response to the increasingz problem of migrants being smuggled and
trafficked worldwide and the growing involvement of criminal organisations
in this practice, the UN Office for Drug Control and Crime Prevention
(UNODCCP) launched the Global Programme against Trafficking in Hu-
man Beings in March 1999. The twofold programme emphasises research,
which seeks to shed more light on the phenomenon of trafficking in human
beings, in particular on the criminal practices, routes and networks that fa-
cilitate the process, and provides technical assistance projects to strengthen
governmental responses to the smuggling and trafficking problem.

DEFINITIONS

Both smuggling and trafficking are forms of irregular migration. There are
as many different definitions of smuggling and trafficking as there are
organisations and governments concerned with addressing the issue (Kelly
and Regan 2000; IOM 2000). While they differ, there are shared, common
elements. Often both smuggled and trafficked individuals leave a country
of origin willingly. Additionally, as their status in the country of destina-
tion is that of an illegal alien, both smuggled and trafficked persons are at
risk of being exploited.

The UN ad hoc Committee on the Elaboration of a Convention against
Transnational Organised Crime submitted proposals in January 1999 for
optional protocols on the smuggling of migrants and the trafficking of
human beings, in particular, women and children. The UN Convention
against Transnational Organized Crime3 was adopted by the General As-
sembly at its Millennium meeting in November 2000. It was opened for
signature at a high-level conference in Palermo, Italy, in December 2000.
It is the first legally binding UN instrument in the field of crime.' It must

2Various organisations (UNHCR, UN, IOM) talk about an increase in the number of
persons being smuggled and trafficked. This increase - in detection - could also be due
to increased law enforcement initiatives and better law enforcement co-operation.

'The UN Convention and both protocols can be downloaded from the Internet at:
www.uncj in.org/documents/conventions/dcatoc/final-documents_2/index.htm.

°The new instrument spells out how countries can improve co-operation on such mat-
ters as extradition, mutual legal assistance, transfer of proceedings and joint investiga-
tions. It contains provisions for victim and witness protection and shielding legal mar-
kets from infiltration by organised criminal groups. Parties to the Treaty would also pro-
vide technical assistance to developing countries to help them take the necessary meas-
ures and upgrade their capacities for dealing with organised crime.
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be signed and ratified by 40 countries before it comes into force. In line
with the proposed definitions in the Convention and two protocols, the UN
Global Programme against Trafficking in Human Beings uses the follow-
ing definitions:

Organized criminal group shall mean a structured group of three or more persons
existing for a period of time and acting in concert with the aim of committing one or
more serious crimes or offences established in accordance with this Convention,s in
order to obtain, directly, or indirectly, a financial or other material benefit.

Smuggling of migrants shall mean the procurement, in order to obtain, directly or
indirectly, a financial or other material benefit, of the illegal entry of a person into a
State Party of which the person is nota national or a permanent resident.

Trafficking in persons shall mean the recruitment, transportation, transfer, harbour-
ing or receipt of persons, by means of the threat or use of force or other forms of co-
ercion, of abduction, of fraud, of deception, of the abuse of power or of a position of
vulnerability or of the giving or receiving of payments or benefits to achieve the con-
sent of a person having control over another person, for the purpose of exploitation.
Exploitation shall include, at a minimum, the exploitation of the prostitution of others
or other forms of sexual exploitation, forced labour or services, slavery or practices
similar to slavery, servitude or the removal of organs.6

There are four elements that differentiate smuggling from trafficking
(Bajrektarevic 2000a, p. 16):

1. smuggled persons always travel voluntarily; trafficked persons can ei-
ther begin their trip voluntarily or may have been coerced or kid-
napped;

2. trafficked persons are used and exploited over a long period of time;
3. an interdependency occurs between the trafficked person and organised

crime groups;
4. trafficked persons are eligible for further networking (recruitment for

criminal purposes).

SSerious crime shall mean conduct constituting an offence punishable by a maximum
deprivation of liberty of at least four years or a more serious penalty. Structured group
shall mean a group that is not randomly formed for the immediate commission of an of-
fence and that does not need to have formally defined roles for its members, continuity
of its membership or a developed structure.

6The consent of a victim of trafficking in persons to the intended exploitation shall be
irrelevant where any of the means set forth (in the definition) have been used. Further-
more, the recruitment, transportation, transfer, harbouring or receipt of a child for the
purpose of exploitation shall be considered `trafficking in persons' even if this does not
involve any of the means set forth in the definition.
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While the definitions appear straightforward enough, they are open to in-
terpretation based upon the definition of deception and coercion being
utilised. There is no doubt that deception is involved and victims have been
trafficked in instapces where young women are promised jobs as govern-
esses or in restaurants only to find themselves forced into prostitution upon
arrival in the destination country. The situation becomes a bit more ob-
scure when an individual, as an illegal migrant, willingly accepts a posi-
tion as a domestic worker and is paid less than a national would be who is
registered and must pay taxes. In some cases the `victims' are willing col-
laborators (Ojomo 1999); a woman is willingly smuggled to another coun-
try to knowingly work in prostitution because her wages are much higher
in the destination country than in the country of origin. However, when
this woman is not allowed to keep all of her wages but is forced to pay a
higher percentage to her traffickers, or `buy back' her passport at an exor-
bitant fee, then she too is exploited and is a victim of trafficking.

There are varying degrees of `victimisation' which can be viewed on a
continuum. Complete coercion exists when victims have been abducted.
Deception occurs when individuals have been promised jobs in the legiti-
mate economy only to find themselves forced into sexual slavery. The third
level involves those individuals deceived through half-truths where they
are told they will be working in the `entertainment industry' or as dancers
or strippers. The fourth category involves those women who were aware,
prior to departure, of their work as prostitutes but were unaware of the
extent to which they would be intimidated, indebted, controlled and ex-
ploited (Kelly and Regan 2000).

Definitions with respect to countries of origin, transit and destination
are more diffuse. Traditional countries of origin are being used more fre-
quently as transit and destination countries. Some are all three (Kelly and
Regan 2000). This situation is evident in the former Yugoslavian province
of Kosovo where Albanian criminal gangs traditionally abducted or lured
young women to Italy and further into Europe and forced them to work in
brothels. With the arrival of peacekeeping missions in Kosovo, gangs be-
gan setting up brothels filled with trafficked women to provide services to
the foreign peacekeepers (Kenety 2000; Stop-Traffick 2000). With the fre-
quent rotation between countries of young women smuggled into the Eu-
ropean Union, it is becoming more and more difficult to determine which
are the transit and which are the destination countries.

There is some indication of a link between sending and receiving coun-
tries. These links are influenced by a number of factors, such as the traf-
fickers' use of the local knowledge about key locations or weaknesses in
border or migration control (IOM 2000) or the case in crossing borders
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(Kelly and Regan 2000). Other determining factors are the presente and
tolerance of an extensive sex industry, historical/colonial links between
countries (Kelly and Regan 2000) and the existence of a large immigrant
population.

SMUGGLED PERSONS AND TRAFFICKED VICTIMS

The borders between smuggling and trafficking become blurred when
migrants voluntarily use the services of smugglers only to find themselves
in coercive situations and thus become the victims of traffickers. What
began as a voluntary activity on the part of the migrant, who may in fact
have sought out the services of the smuggler, is easily transformed to a
situation of trafficking where initial consent is invalidated through the use
of deception or coercion.

The major differente between these two groups of persons is the amount
of money that is paid prior to departure from the country of origin. Smug-
gled persons pay the amount up front and upon entering the destination
country have ended their journey. Trafficked persons, on the other hand,
usually pay a percentage and incur a debt for the remainder of the trip.
This situation creates a type of debt bondage' and places them at the mercy
of the traffickers and in situations in which they are easily exploited.

When illegal migrants are arrested at a border or in a country without
proper documentation, they are smuggled persons. The distinction between
smuggled persons and trafficked victims can only be determined after the
individual has arrived in the destination country, is either free to walk away
from the smuggler or is placed in a situation of debt bondage and is ex-
ploited. At this point the smuggled person becomes a trafficked victim.

Backgrounds of the Victims

The backgrounds of the smuggled persons and trafficked victims differ as
much as their motivation for wanting to leave their countries of origin.
Many who fall prey to smugglers and traffickers are usually those most
disadvantaged in their own countries: those with poor job skills or little
chance of successful employment at home. They are often women and
children. This pattern is clearly seen in the trafficking patterns in coun-
tries in East and Central Europe (where women are trafficked to the West
for sexual exploitation) and West Africa (where children are trafficked for
forced labour).

Tor the definitive work on debt bondage and modern slavery, sec Bales (1999b).
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Persons fleeing war zones or political persecution may be better edu-
cated or skilled. Once they choose, however, to use the service of smug-
glers to illegally enter a country, their use of these illicit channels often
leads to a situation of total dependence which may result in serious hu-
man rights abuses.

Trafficking for Sexual Exploitation versus Forced Labour

Trafficked individuals are subject to various forms of exploitation and
forced labour. The market in which victims are forced to work influences
a number of factors such as the social stigma attached to the `trade', the
visibility of the individual, and the length of time during which the opera-
tions can exist before being dismantled by the authorities.

Both types of exploitation involve serious human rights abuses.$ It could
be argued, though, that forced sexual exploitation is morally more repre-
hensible and, due to the social stigma and prejudice attached to this activ-
ity, and its sometimes illegal status in the origin and destination countries,
it is more difficult to gain the co-operation of victims of sexual exploita-
tion and to later reintegrate them back into their original communities
(Ateneo 1999; Ould 1999). Additionally, these victims require more emo-
tional and psychological support.

Because of their interaction with clients, prostitutes have more contacts
with those other than their exploiters. This increases the likelihood that
they will leek help, escape, or come to the attention of the authorities. To
prevent this from occurring, young women are often rotated between crimi-
nal groups or between cities, states or countries (Kendall 1999; Richard
1999).

Perhaps because of isolated locations and the lack of contact with cli-
ents, forced labour operations are able to survive for Jonger periods of time.
According to the United States Department of Justice

[...] these operations went unnoticed or were able to exist Jonger than trafficking op-
erations involving the sex industry. Labour trafficking operations generally lasted from
4/2 to 6/2 years whereas trafficking operations for prostitution lasted from a little over
a year to approximately 2V2 years before being discovered. (Richard 1999, p. 3)

The illicit markets in which trafficked migrants are forced to work will be
discussed in more depth below.

'In a case prosecuted in the United States, 70 Thai nationals had been held against their
will, systematically abused and forced to work 20-hour shifts in a sweatshop (Richard

1999).
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MAGNITUDE OF THE PROBLEM

Due to its clandestine nature, accurate statistics on the magnitude of the
problem are elusive. The International Organization for Migration (IOM),
which received EU `STOP' funds to produce accurate estimates for traf-
ficking in women across Europe came to the conclusion that "it was not
possible with any level of accuracy" (Kelly and Regan 2000). In their study
of the magnitude of trafficking in the United Kingdom, Kelly and Regan
(2000), based on 71 known cases, extrapolate the actual figure at between
142 and 1,420 cases annually. Experts in governmental agencies and in-
ternational non-governmental organisations (NGOs) estimate the number
of women and children trafficked internationally at between 700,000 and
2 million annually. This figure does not include trafficking within intemal
borders (Richard 1999).

At a public hearing before the European Parliament in February 2000,
experts from Interpol and Europol agreed that, in spite of the difficulty in
collecting statistical data, trafficking was a growing phenomenon (Kenety
2000). The Dutch Immigration and Naturalisation Service (Immigratie en
Naturalisatiedienst) estimates that while 30% of asylum seekers entering
Europe used the services of smugglers in 1996, the number has risen to
between 60 and 70% over the past few years (Verduyn 2000). Trafficking
has become a major source of both activity and income for organised crimi-
nal networks. It was estimated that in 1993, smuggling and trafficking of
human beings generated gross earnings of between US$5 billion and US$7
billion dollars (Widgren 1994); some researchers think the figure reaches
$12 billion (F. McAllister, Time, 3-7-2000, pp. 26-28).

As difficult as it is to measure, the magnitude of the problem is further
determined by a number of other factors including the recognition of the
problem, the definition used, the available resources and the investigation
efforts by the police.

In terras of the definition, if one considers trafficking for the purpose
of sexual exploitation, all other forms of forced labour will be excluded.
Furthermore, if internal trafficking is not taken into account, the numbers
will also be much smaller. In many countries such as Brazil or Togo and
Benin (West Africa), internal trafficking for the purpose of labour exploi-
tation is a serious problem and one which occurs with greater frequency
than that of transnational trafficking.

There are five basic factors which point toward an increasing and ex-
panding market in the smuggling and trafficking of human beings (Widgren
1994). The first is the sheer number of willing targets, driven by poverty
and a lack of opportunity, to take chances with smugglers and traffickers
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to improve their lives. Secondly, border controls, particularly with reference
to a number of source and transit countries were previously strictly control-
led. With the dissolution of the Soviet Union and the Warsaw Pact, control
systems and the democratisation of a number of African, Asian and Latin
American countries, exit controls are more lax. The third - the internation-
alisation of the world economy and the globalisation of world markets - and
fourth - advanced communication and technology and cheap and rapid air
travel - factors are closely intertwined. The fifth factor is the growing in-
volvement of organised crime in the market and the fact that, along with
money-laundering, weapons smuggling and sales, and drug transports, the
smuggling and trafficking in human beings is becoming a specialised branch.

CAUSES

(Il)legal migration and trafficking are driven by `push' and `pull' factors.
The causes that propel people to leave their country either through legiti-
mate or illicit channels are the same. Traditionally, countries of origin are
developing nations or those in a state of transition. Migration takes place
from poorer countries to wealthier, more stable stater. The `pull' of prom-
ises of a better future are powerful.

Major migration waves, both legal and illicit, are propelled by the same
`push' factors. Immigration from Russia, Central and Eastern Europe and
Asia have been greatly influenced by economic crises in these areas. Re-
gional conflicts have been the cause of migration from areas such as
Kosovo, the former Yugoslavia and certain African nations. Political and
religieus persecution drives others from nations such as China and Rus-
sia. A rise in illegal migration facilitates trafficking as does the increasing
use of temporary labour contracts (Bales 1999a). Technological and com-
munications advances, as well as open borders which facilitate the flow
of goods also facilitate the flow of people.

The root causes of migration - both licit and illicit - lay in the

social, economic and political conditions in the sending countries - rapid growth of
population, persistent poverty, high unemployment, internal conflicts resulting in
widespread violence and civil disorder, oppressive political regimes and grave viola-
tion of human rights. At a different level, inequalities in living standard as between
the more developed and Iess developed countries and the rising expectations act a
push factors that induce people to migrate in search of opportunities for a better

life. (Gunatilleke 1994, p. 65).

In an exploratory test of a theory of global trafficking, Bales (1999b) com-
piled a number of factors in order to empirically test which variables are
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significant predictors of trafficking from (the push factors) and to (the pull
factors) a country. Using multiple regression,9 the research identified the
following predictors, rank ordered, `from' a country: government corrup-
tion, the country's infant mortality rate (an indication of population pres-
sure), the proportion of the population below the age of 14, the country's
food production index (an indication of poverty), population density and
conflict and social unrest.

The factors predicting trafficking `to' a country were less conclusive.
While the permeability of the country's border is a strong indicator of a `pull'
factor, this concept is virtually impossible to measure. It could be argued,
however, that government corruption, particularly within border control or
immigration agencies, is an indication of a permeable border (Bales 1999b).
Other factors, rank ordered, predicting the `pull' of a country were: the male
population over the age of 60, governmental corruption, food production,
energy consumption and infant mortality (the last three taken as indicators
of the economic well-being of the destination country; Bales 1999b).

SMUGGLING/TRAFFICKING AS AN ILLEGAL M.ARKET

Smuggling and trafficking in migrants could not have grown to such pro-
portions if it were not supported by powerful market forces. The increased
demand for migrant labour coupled with stricter entry controls or require-
ments and diminishing legal channels to enter destination countries

[...] has provided unscrupulous entrepreneurs with a potential for profit. The number
of persons attempting to enter a country clandestinely has given rise to a market for
services such as the provision of fraudulent travel documents, transportation, guided
border crossings, accommodation and job brokering. (Escaler 1998, p. 16)

The crime industry involves the illicit exploitation of business opportuni-
ties and is dominated by supply organisations. Criminal organisations pro-
vide illicit goods and services to markets where the profits are high (Savona
et al. 1995). Transnational criminal'organisations10

9Multiple regression examines a number of factors simultaneously and calculates the
independent effect of each of the factors on the dependent variable. It indicates the strength
of each factor, allowing for rank ordering, or whether a factor has no predictive value.

10Transnational criminal organisations are defined as those who have a home base in

one state but that operate in one or more host states where there are favourable market
opportunities. The term was coined by Phil Williams, "Transnational Criminal Organisa-
tion and International Security", Survival, 36(1), pp. 96-113, 1994; cited in Savona et al.
(1995).
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[...] have become major player in global economic activity, and are the key players

in industries such as drug production and trafficking that are global in scope and that
yield profits higher than the gross national products of lome developing and devel-
oped stater. Their common feature is that they engage in unregulated forms of capi-
talist enterprise involving illicit products, illicit smuggling of licit products and the
theft of licit products, or all three kinds of activity (Savona et al. 1995, p. 5).

Unlike lawful enterprises which operate within legal parameters, trans-
national criminal organisations circumvent legal requirements through
corruption, deceit, threats, force and other evasive tactics.

Smuggling usually involves short-term monetary profit whereas traf-
ficking usually involves long-term exploitation for economie gain (Rich-
ard 1999). The profit in smuggling is generated possibly prior to departure
and during the transportation phase. In trafficking, the profit can be made
prior to and during the transportation phase and is made, in particular, af-
terwards through the exploitation, sexual or otherwise, of the trafficked
victims.

Smuggling and trafficking can be viewed as an illicit market. It is the
interaction between supply and demand. In the receiving countries there
is, and always will be a demand for cheap labour and sex. In countries of
origin there is always a dream of a better life and the ability to support
oneself and family members back home. There is never a shortage of those
willing to take risks to fulfil that dream. What occurs between the supply
and demand lides of the market is a complex process linking the two.

Markets Profitingfrom Smuggled and Trafficked Persons

One can identify three basic (il)legal markets which are profiting from
smuggled and trafficked migrants. These are the legitimate or conventional
market economies (restaurants, factories, farms, etcetera), the legitimate
domestic service economy (households which employ maids) and the crimi-
nal economies of the sex industry - foremost, prostitution (Ruggiero 1996,
1997)."

Forced labour on farms or plantations often involve deplorable work-
ing, living and sanitary conditions (Bales 1999a). Ould (1999) reports that
Haitian workers in the Dominican Republic and Brazilian workers on plan-
tations in Para State in Amazonia (Brazil) are subjected to slave-like con-
ditions, kept in virtual debt-bondage and are subjected to the control of

"Prostitution is not an illegal activity in all countries. In the Netherlands, for example,
prostitution by adult women, if voluntary, is not an offence. It is, however, a criminal
offence to live off the proceeds of a prostitute, thus pimping is illegal.
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soldiers and armed guards who, on the estates of Para, will beat or shoot
workers who try to escape.

Across Europe, the building trade and textile industries have benefited
from smuggled and trafficked migrants. A Chinese organised crime group
in Milan forced dozens of immigrants, under inhumane conditions, to
manufacture clothes, handbags and belts which were bought by leading
companies operating in the renowned Italian fashion world. ` Profit is
reaped by the organisations which smuggle and exploit these illegal mi-
grants. However, the legitimate economy, which often subcontracts with
these smaller operations also benefits financially from the use of exploited
labour. Thus, there is a symbiotic relationship between the legai and ille-
gal economies in this type of labour market. It is estimated that in Italy,
the underground economy accounts for 28% of the GDP (Business Week,
27-11-2000, pp. 57-68).

Within the domestic service economy, the employers of domestic serv-
ants profit from their exploitation. The domestic servants are often under-
paid and mistreated, both psychologically and physically. The boundaries
between these three markets is not always strictly drawn and it is not un-
common for those working in the legitimate economy or in domestic service
to escape unbearable conditions and find themselves in the illicit prostitu-
tion or sex industry economy. Research conducted in Germany shows that
many servants escape their employee-owner and drift into prostitution
(Ruggiero 1996).

In the case of the illicit sex industry, Italian researchers identify three
different levels of illicit prostitution: those individual entrepreneurs who
are involved in small-scale activities such as running a brothel in a par-
ticular area; the second or the mid-level prostitution schemes in which
women are controlled by the clandestine operations which imported them;
the third and most sophisticated level involves large-scale international
criminal organisations that are linked with domestic criminal organisations.
The women under the control of the third group have no documentation
and are kept under tight control (Pomodoro and Stefanizzi 1995). Profits
in this industry are generated for the traffickers as well as for the owners
of the brothels in which the women are often bought and forced to work.
Huge profits generated by this industry are often reinvested in the legiti-
mate economy through money-laundering operations and thus there is once
again a profit nexus between the illicit and legitimate business worlds.

'2lnformation obtained from an article in the Italian newspaper La Stampa, 22-9-1994;
cited in Ruggiero (1996, 1997).
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THE ORGANISATION OF SMUGGLING AND TRAFFICKING OPERATIONS

The degree of organisation within the smuggling/trafficking chain can vary
dramatically. It can be as simplistic as a single individual providing a sin-
gle service - hiding migrants in the back of a truck and smuggling them
across the US-Mexican border only to abandon them once in the US.
Offenders trafficking Central and Eastern European women to the Neth-
erlands were found to be organised in trafficking networks (Vocks and
Nijboer 1999). It can be a segmented business involving an interaction
between a criminal network and a legitimate transportation company, as
was the case involving the tragic death of almost 300 illegal migrants in
1996.13 It can involve numerous people who provide the entire range of
servicesla and be as sophisticated and complex as the international opera-
tion which smuggled 60 Chinese persons over a 4-month period from
Fujian, China, through Russia, the Czech Republic, Germany, The Neth-
erlands and on to the UK.

It has been described as a process, depending upon the complexity of
the operation, involving numerous players. Smuggling operations mov-
ing large numbers of persons through numerous countries over a Jonger
period of time are, by nature, highly organised. Bajrektarevic (2000a, pp.
19-21; 2000b, p. 6) discusses the horizontal design of smuggling and traf-
ficking organisations and argues that they are divided into several sub-units
that specialise in a particular part or sequence of the operation. All but two
of these units are common to both smuggling and trafficking rings. The
exploiting unit and re-escort unit only provide `services' to networks deal-
ing with trafficked persons. The management unit maintains a vertical struc-
ture and has knowledge of and controls the other sub-units. All other
sub-units are organised horizontally and have very limited knowledge of
the other sub-units.

Schloenhardt (1999, pp. 217-219), similar to Bajrektarevic, identifies
a number of specific roles that individuals take on within the organisation
to provide specific services. Additionally, he addresses the issue of those
in the organisation responsible for the laundering of money:

"A group of Pakistanis who had been smuggled from Pakistan via Turkey to Cairo, were
joined by a larger group of Sri Lankans. After boarding a ship in Alexandria and reaching
the Malta-Sicily channel, they were to transfer to a smaller ship - one operated by a legiti-
mate shipping company. The ship, which could carry approximately 100 passengers floun-
dered and sunk resulting in the death of almost 300 passengers (Ruggiero 1997).

'4Ruggiero (1996) reports that Albanians wishing to reside in Italy are offered a `pack-
age' which includes transport and illegal entry into Italy as well as a variety of job oppor-
tunities.
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- investors: those who put forward funding for the operation, and over-
see the entire operation. These people are unlikely to be known by the
everyday employees of the operatien, as they are sheltered by an or-
ganisational pyramid structure that protects their anonymity;

- recruiters: seek out potential migrants and secure their financial com-
mitment. These people may be members of the culture and the commu-
nity from which migrants are drawn;

- transporteis: assist the migrants in leaving their country of origin, ei-
ther by land, sea or air;

- corrupt public officials or protectors: may assist in obtaining travel
documents, or accept bribes to enable migrants to enter/exit illegally;

- informers: gather information on matters such as border surveillance,
immigration and transit procedures, asylum systems, law enforcement
activities;

- guides and crew members: are responsible for moving illegal migrants
from one transit point to the other or helping the migrants to enter the
destination country;

- enforcers: are primarily responsible for policing stafland migrants, and
for maintaining order;

- debt-collectors: are in the destination country to collect fees;
- money-launderers: launder the proceeds of crime, disguising their ori-

gin through a series of transactions or investing them in legitimate busi-
nesses;

- supportingpersonnel and specialists: may include local people at tran-
sit points who might provide accommodation and other assistance.

What evidence points toward a high degree of organisation in the traffick-
ing of migrants? Europol (1999) provides the following indications: differ-
ent nationalities are smuggled on the same transport, a great degree of
organisation is needed to smuggle large numbers of persons over great Bis-
tances, large amounts of money change hands, and when things go wrong,
immediate legal assistance is available. A study of illegal migrants intercepted
in Lithuania (Sipaviciene 2000, cited in IOM 2000) found that they had
passed through an average of 3.6 transit countries and that theirjourney had
been `multi-modal' with an average of 4 modes of transport used. No mi-
grant had covered the entire journey by the same means of transport.

TRANSNATIONAL ORGANISED CRIME GROUPS

Adamoli et al. (1998, p. 11) describe organised crime groups as becoming
increasingly more flexible and decentralised. This flexible structure and
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increased co-operation with other criminal groups allows for the prompt
re-organisation of illicit activities according to threats from law enforce-
ment, demand for services and the number of competitors. The incorpora-
tion of small sub-units of criminal specialists, who provide particular
services and expertise that might otherwise be outside of the scope of the
criminal organisation, enables the organisation to rapidly adjust to new
market opportunities.

Criminal groups are adapting to the environment, new opportunities and
markets. Europol15 reports that criminal groups are active in a number of
different markets. Technological advances have facilitated criminal activi-
ties (counterfeiting and fraud) requiring less specialisation than was pre-
viously necessary and which have allowed criminals to diversify their
activities. Criminal organisations have changed from large, cumbersome,
hierarchical entities to smaller, more flexible, horizontal structures. These
criminal groups reach informal agreements to work together and Europol
reports an increase in multinational criminal groups active in the European
Union (Staatscourant, 18-12-2000, p. 5). In July 2000, the Dutch police
apprehended an international criminal group including 54 Iranians, 3
Iraqis, 2 Algerians and a Romanian. They were charged with drug traf-
ficking and falsification of documents. The criminal group, in possession
of 265 passports, Schengen visas and other identification papers were also
believed to be involved in the smuggling of migrants.

A number of organisations have documented the involvement of organ-
ised crime groups in the smuggling and trafficking of human beings.16 They
fall on a continuum ranging from freelance criminals with ties to organ-
ised crime overseas, as is the case with Russians smuggling women into
the US to work in the sex industry, to loose confederations of organised
criminal entrepreneurs or enterprises, as is seen among the Asian gangs
who control the trafficking of women to and in the United States (Richard
1999). At the end of the continuum are the highly structured, criminal or-
ganisations controlling the trafficking process from start to finish (as is
the case with the Albanians; see Ruggiero 1996).

Interpol's General Secretariat indicates that there has been a recent
change in the structure of trafficking and smuggling.

'5Europol 1999Annual Report on Organised Crime, cited in Staatscourant, 18-12-2000,

p. 5.
16These include international and national law enforcement and intelligence-gather-

ing agencies as well as inter-govemmental agencies including, but not limited to Europol,
Interpol, the US State Department, the IOM, the Global Survival Network (GSN).
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Whereas in the past, the sex business was in the hands of nationals with a link to sup-

pliers of women, and those groups dealing with women used to restrict themselves
mainly to the import of women, new analysis has shown that they now tend to control
the whole sex business chain, including the `voluntary' prostitution market, in order
to maximise profits [...] whereas in the past the Lithuanian and Ukrainian traffickers
needed to rely on the well-organised logistics and well-defined personnel structure in
the countries of destination, they can now run their own exploitation business. (Kendall
1999, p. 5)

Analytical surveys generated by Interpol indicate that half of the sex busi-
ness is now in the hands of non-nationals.

Exploitative Practices and Maintaining Control over their Victims

Traffickers and enforcers have characteristically been known to use ex-
cessive violence against their victims to maintain control. Less sinister
practices include seizing of documents, confinement of victims to the
workplace or threatening them with deportation. More threatening prac-
tices include constant monitoring of the victims' whereabouts, threats of
violence against the victim and his or her family in the country of origin,
actual violence to include tattooing victims, burning them with cigarettes,
assault and rape (Jantsch 1998; Vocks and Nijboer 2000).

Unlike the domineering and often violence-prone practices that Alba-
nian and other Central and Eastern European traffickers use to maintain
control over their victims, this is not the case in other countries. Accused
by the US government of running a global crime network that netted her
more than $40 million dollars, of corrupting foreign government officials
and making her a major competitor of China's Central Bank, the `Mother
of All Snakeheads' was, to the thousands of Chinese she helped smug-
gle into the US, the best-known and most revered figure in New York's
Chinatown. She was considered a saint for `reuniting families' (E. Barnes,
Time, 31-7- 2000, pp. 40-42).

Link to Other Criminal Activities

The networks which smuggle and traffic human beings as well as the vic-
tims themselves have been linked to other criminal activities. Criminal
groups involved in smuggling and trafficking have not only forced their
victims into prostitution, a criminal offence in some countries, but they
have also been known to coerce trafficked victims into selling drugs
(Gunatilleke 1994; Richard 1999), organised begging and pick pocketing
(Kendall 1999).
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The criminal groups themselves develop "horizontal interdependencies"
(Adamoli et al. 1998, p. 17) which refers to the connections established
among different activities by the same criminal organisation and indicates
a pattern of diversification. Criminal enterprises make use of the skills,
routes, existing contacts and corrupt networks developed in certain mar-
kets in specific countries and expand into other illicit markets. In addition
to the trafficking, smuggling and pimping of their victims, these organisa-
tions are involved in numerous criminal activities. Intelligence sources at
Interpol indicate that trafficking supplements more traditional criminal
activities such as vehicle theft, drug trafficking" (Kendail 1999), traffick-
ing in arms (Savona et al. 1995; Jantsch 1998), and money laundering.
Traffickers have been linked to physical violence, extortion for protestion
money or money lending to repay debts.

THE UNITED NATIONS GLOBAL PROGRAMME AGAINST TRAFFICKING IN

HUMAN BEINGS

The Global Programme has been developed by the Centre for Interna-
tional Crime Prevention (CICP) and the United Nations Interregional
Crime and Justice Research Institute (LTNICRI). UNICRI's research pro-
gramme brings to the foreground the involvement of organised crime
groups in the smuggling and trafficking of human beings and the CICP's
technical assistance projects promote the development of effective crimi-
nal justice responses to it. The projects consist of an integrated pack-
age of policy-oriented research and targeted technical co-operation
(UNODCCP 1999). In order to fully understand the phenomenon and be
able to make effective policy recommendations at the national, regional
and international levels, the projects focus on countries of origin, transit
and destination.

There are a number of projects, in different stages of development in
four different regions of the world: Asia Pacific (Philippines), West Africa
(Benin, Nigeria and Togo), Eastern Europe (Czech Republic and Poland)
and South America (Brazil). The focus of the research and assessment
component is to identify the modus operandi, travel routes and degree of
organisation of criminal networks/organised crime groups.

"According to Adamoli et al. (1998, p. 17), Albanian groups smuggle both drugs and
aliens across the Adriatic, while Asian crime groups use the same routes to smuggle al-
iens across the US-Canadian border that were formally used to smuggle cigarettes.
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One of the objectives of the Global Programme against Trafficking in
Human Beings is to collect quantitative data on trafficking patterns, routes,
and illegal practices during all stages of the process from recruitment and
transport to settlement and forced labour in the destination country. This
data, along with information collected on best practices (to include, among
others, legislation, inter-agency co-operation, victim support services)
should be made available in a database at the end of the three-year project.

Towards this purpose, UNICRI has developed a number of question-
naires and a checklist for the analysis of case files18 which should allow
for the standardisation and comparison of data. There are three standard
questionnaires aimed at different audiences. One questionnaire is designed
to collect information on the work of NGOs - their mandates, the clients
they serve, the services they provide, and their relationship with both NGOs
and governmental agencies. As NGOs have been the forerunners in the field
of identifying the problems and providing services to victims, it was feit
that many of the best practices could be identified within this group.

The second questionnaire seeks to gather data directly from the victims
by asking them a number of questions on their experiences. The focus re-
mains on the illegal practices and the involvement of criminals and crimi-
nal groups. This questionnaire will undergo modifications to address
specific situations or cultural variables in the countries under study. The
third questionnaire, aimed at government law enforcement and intelligente
sources emphasises even more strongly the practices and role of organ-
ised criminal groups in the smuggling and trafficking of human beings.
There is a degree of overlap between the surveys for victims and govern-
ment agencies. The topics covered in the questionnaire include recruitment
practices, exploitation, routes and experience during the travel, costs and
debts incurred by the victim (or his or her family), the involvement of crimi-
nal groups and organised crime, connivance and corruption. The question-
naire designed to obtain information from intelligente sources delves more
deeply into the smuggling/trafficking organisation's involvement into other
criminal practices and the nature of criminal earnings.

Generating detailed empirical data will allow us to transcend anecdotal
stories and provide us with a deeper understanding of the phenomenon,

'$This checklist was adapted from the checklist that was developed by members of the
Van Traa Commission (a parliamentary inquiry commission in the Netherlands to exam-
ine the role of police investigative methods and organised crime) and further refined by
the Research and Documentation Centre at the Dutch Ministry of Justice. It was devel-
oped for the purpose of analysing case files for the Organised Crime Monitor. For more
information see Kleemans et al. (1998).
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which will allow us to develop better measures to educate potential vic-
tims and punish transgressors.

Projects in the Global Programme against Trafficking in Human
Beings

In order to fully understand what fuels the phenomenon of smuggling
and trafficking in the different countries under study, one must also com-
prehend the historical, economic, cultural and political situation in the
countries of origin and destination. This section focuses on two UN
projects to show the differences in the illegal markets and what sustains
them.

The Case of the Philippines: An Economically Accepted Practice
The Philippines provides the world's second largest population of over-
seas workers. What began as a temporary solution to the unemployment
problem and balance of payment in 1974, has now reached large-scale
proportions and has acquired a life of its own (Go 1996). Remittances from
overseas Filipino workers amounted to US$6,794,550 in 1999.19 The Phil-
ippine government has a vested interest in keeping its citizens safely em-
ployed abroad.

Filipinos work in over 150 countries around the world. While most of
the migration of women from the Philippines is for the purpose of domes-
tic labour and marriage, a number of the women work in Japan on enter-
tainer visas. Two excellent studies on trafficking of Filipinos to Europe
(Ateneo 1999) and Japan (IOM 1997) document cases of trafficking of
Filipinas for forced labour and sexual exploitation. However, preliminary
interviews in both Australia and Europe during the course of this research
project20 indicate that while Filipinos make use of `extra-legal' smuggling
routes, usually for the purpose ofjoining family members, the trafficking

19Source: Foreign Exchange Department, Bureau of Labour and Employment Statis-
tics. These figures include remittances from overseas Filipino workers as well as immi-
grants.

20lnterviews with officers at the Australian Embassy in Manila, the Consulate General
of the Philippines, Torino, Italy, an investigative officer specialising in trafficking in human
beings at Europol, the Hague, and an intelligente officer at the UK Immigration Service,
London, point to the fact there are few cases of trafficking of Filipinos to these destina-
tions. The situation involves more often cases of Filipinos using illegal channels to be
smuggled into the country after their relatives in Western Europe or Australia have paid
their passage. While there are cases of trafficking, in particular of women, from South-
East Asia, it involves women from other countries in the region.
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of Filipinas to Western Europe and Australia is not reaching noticeable pro-
portions among embassy and intelligente sources. Interviews with gov-
ernment officials2' in the Philippines point to the fact that the government
is most concerned with the welfare of women who have been trafficked to
Japan and exploited in the sex industry. There are indications that these
women are falling under the control of Japanese organised crime (Heazle
1993). The Philippines Centre for Transnational Crime (PCTC) reports,
however, that Japan is no longer a favourite destination for Filipino 'en-
tertainers' and only half of the 150,000 entertainers remain in Japan. The
other half seek employment in Canada, Nigeria, the Middle East and other
countries (Cascolan 2000).

The Philippine Government has taken strict and extensive measures to
protect its citizens, including mandatory, pre-travel counselling and back-
ground checks on perspective spouses. Women wanting to leave the country
on an entertainment visa must undergo an audition to prove that they can
perform professionally. Ifthis is not the case, permission to leave the coun-
try is denied.

Within the framework of the UN pilot project on Coalitions against
Trafficking in Human Beings in the Philippines, a coalition has been formed
between 13 government agencies which, in one way or another, address
the issue of foreign workers and/or smuggled or trafficked individuals. This
should facilitate the government's approach to successfully addressing the
problem. To collect and concentrate expertise, the Philippines Center on
Transnational Crime has been created. Awareness-raising training for law
enforcement officers in outlying regions is another technical assistance
measure introduced through the project.

The Case of West Africa: A Culturally-Accepted, Historical
Practice
There has been extensive research on the trafficking of children for labour
exploitation in WestAfrica (see Kekeh 1997; UNICEF 1998, 2000; ESAM
1998, 1999; Entraide Universitaire Mondiale du Canada 1999; Bazzi-Veil
2000; Verbeet 2000). The CICP/UNICRI project in West Africa focuses
on the countries of Benin, Nigeria and Togo.

"Interviews were held during a mission to the Philippines in September 2000 with
high ranking government officials from the following departments: Bureau of Immigra-
tion, Interpol Liaison Office, National Bureau of Intelligence, Commission for Filipinos
Overseas, Philippine Overseas EmploymentAdministration and the National Police Com-
mission.
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In West Africa, movement of persons, placement of children outside of
the home and trafficking within the borders of a country are fairly com-
mon practices although, due to the stark differences in the economies of
some of the Western African nations, trans-border trafficking occurs as well.

In the countries of Benin and Togo, trafficking predominantly involves
children for the purpose of labour exploitation as domestic servants22 (fe-
male children) and on farms and plantations (male children). This movement
can be attributed to social, economic and historical factors. Historically, the
West African region has been characterised by patterns of migration. Chil-
dren have taken part in these migratory practices. Children are introduced
to work at very young ages. Through this work they are taught social val-
ues. Furthermore, the life and education of a child is the responsibility of
the extended family. It is not uncommon for children to grow up in the
family of relatives, or third persons, if these persons are living in better
circumstances and can thus provide the child with better educational and
work opportunities. In part, the voluntary placement of children (which
often leads to their trafficking) is driven by poverty, in part by the desire
to provide a better life for their children (Verbeet 2000).

The trafficking of children may take a number of forms (Entraide
Universitaire Mondiale du Canada 1999). The child can be sold outright
by his or her parents for a small amount of money (which may range from
CFA 10,000 to CFA 100,000 depending on the country where the transac-
tion takes place); the child may be placed with the creditor of the family
as reimbursement; the child may be promised a job and may in fact work
but usually under exploitative conditions and the mediator usually collects
the child's salary; lastly, the child may be given by the parents to an indi-
vidual who promises to provide the child with either a good education or
job training. The child receives neither and is usually forced into working
on a plantation or as a maid, a 'load carrier'23 or street vendor.

Interviews with NGOs, government officials and even trafficked chil-
dren (while on mission to Benin and Togo in September and November
2000) paints a tragic picture of parents willingly giving their children to
strangers who come to the village with promises of providing the children
with an education and a job. The ai thor had the opportunity to interview
a nine-year-old Beninese female child who had been brought by her sister
at the age of six to work as a domestic helper in a Nigerian household.

221n Togo, girls are (trafficked and) placed to work as domestic servants in order to
prepare them for married life and to gain their dowry (Verbeet 2000).

21' Load carrier' is the name given to individuals who are paid meager amounts to carry
large, heavy loads on top of their heads. Often these are women and young children.
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After three years, the child escaped and was being assisted by the Consu-
late General of the Republic of Benin to repatriate her. She could not re-
member her native dialect and had difficulties speaking French; she could,
however, speak the Yoruba dialect that she learned in the Nigerian house-
hold. Two Togolese boys were interviewed during one of the missions.
Their parents had sent them to another West African country to learn a trade.
Instead, they were exploited for three years and then dismissed with not
even enough money to pay their transportation back to Togo. While some
children want to leave, enticed by promises of bicycles or small radios,
the majority of them are too young and inexperienced to make a rational
decision. The younger children are involuntarily sent by their parents, in
the false belief that they are helping their child who is often subjected to
years of hard work and exploitation in foreign countries.

The situation in Nigeria differs somewhat from that in the other two
countries under study. While Nigeria serves as a destination country for
children being trafficked from Togo and Benin, it is also a source country.
While Nigerian children are trafficked in the sub-region for labour exploi-
tation, young girls and women are also being trafficked not only in the sub-
region but also to destinations in Europe and beyond for the purpose of
sexual exploitation.24

Approximately 95% of the Nigerian women trafficked to Italy for the
purpose of prostitution come from Benin City in Edo State, which, interest-
ingly enough, is not the most poverty-stricken region in Nigeria. Reports
abound of the use of `ju ju' or ritual contracts or oaths originating in Voo-
doo practices to ensure the women's success, prevent them from speaking
out and protect the traffickers (Gramegna 1999; Aronowitz, interviews with
various officials during the UN start-up mission to Nigeria, November 2000).

The governments in all three countries are aware of and concerned with
the problem. Extensive research, in part conducted by local and foreign
NGOs and Intergovernmental Organisations such as UNICEF, the Inter-
national Labour Organisation (ILO) and the International Organisation for
Migration (IOM) have called world-wide attention to the problem (the ILO
study on child labour (Verbeet 2000) was conducted with the financial
support of the US Department of Labour). Nigeria has signed bilateral
agreements with a number of countries to repatriate its citizens and for-

24Young unaccompanied (female) minors arrive in the Netherlands and within weeks
disappear from reception centres to end up in prostitution. Italy is the main destination
for adult Nigerian women entering (or being forced into) prostitution. Few countries are
immune to the problem and even on the idyllic, tourist Canary Island of Tenerife, Nige-
rian traffickers have been running prostitution rings (Tenerife News 4-1-2001, p. 13).
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eign governments have expressed interest in investing in both prevention
and repatriation projects. NGOs in all three countries were and continue
to be the forerunners in calling attention to the problem and providing
shelter and awareness-raising prevention campaigns to victims or poten-
tial victims. In all three countries the NGOs work fairly closely with gov-
ernment agencies. One of the objectives of the UN's trafficking project is
to assist in the design and development of a council involving all three
countries in order to facilitate study of the problem of trafficking as a sub-
regional problem and to assist in the repatriation and follow-up of traf-
ficked victims between the countries.

These two examples shed some light on problems endemic to these
countries or areas. The reasons which propel individuals from these coun-
tries or areas to sometimes use irregular channels to migrate,'or the meth-
ods which are used to entice and traffic the individuals may differ somewhat
from those which affect migrants from other parts of the world. The na-
ture of the trafficking or the destination countries may differ. The condi-
tions which these individuals flee from in their own countries, however,
are comparable to those in other countries: extreme poverty, limited or non-
existent educational and job opportunities and the hope for a better life for
themselves or their children, elsewhere. The following section will exam-
ine, in more depth, the conditions which facilitate the smuggling and traf-
ficking of human beings.

CONDITIONs FACILITATING THE SMUGGLING AND TRAFFICKING OF

HUMAN BEINGS

This section examines some of the reasons why transnational trafficking
can exist and continue with little impunity. There are a number of elements
facilitating smuggling and trafficking of migrants (Winer 1996). These
elements are applicable, in varying degrees, to source, transit and receiv-
ing countries.

Lack of Legislation

Perhaps the most pervasive problem in many countries is the lack of leg-
islation defining, and putting forth a sentence to punish the offence. While
this is true of many countries in transition and development, they often
have legislation prohibiting activities included in the trafficking process -
falsification of documents, living off of the proceeds of a prostitute, kid-
napping and/or transporting children across borders without the permis-
sion of the parents, and false imprisonment.
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Lack of Political Will and Corruption

These two elements often go hand in hand. Corrupt government officials
who profit from the practices involved in trafficking of human beings -
payment for false documentation, visas, or the safe passage at border cross-
ings - often lack the political will to commit to passing and enforcing leg-
islation.

Lack of Capacity

Extensive, unguarded borders and weak border patrols as a result of a lack
of both manpower and material resources,25 hinder many immigration and
law enforcement agencies and thus facilitate the smuggling of migrants
and children.

Lack of Co-operation Both Internally and Internationally

Domestically, various agencies are concerned with the protection of indi-
viduals' rights and safety as well as the investigation of criminal activi-
ties. Co-operation between agencies does not always exist within a country.
In order to address the problem of transnational trafficking, international
police and justice co-operation is essential.

These factors, however, do not address the real causes which drive per-
sons to take the risks: increased and widespread poverty, insufficient edu-
cational and training opportunities, high demand for cheap labour and sex,
and ignorance of the risks and dangers involved (UNICEF 2000).

STRATEGIES TO PREVENT AND FIGHT SMUGGLING AND TRAFFICKING IN

HUMAN BEINGS

Only an integrated and comprehensive approach will be effective in fight-
ing and reducing the transnational trafficking in human beings. This ap-

25In Benin there are 700 kilometres of unguarded, porous borders. The agency respon-
sible for protecting children throughout the country, the Brigade for the Protection of
Minors, is comprised of only eight people. Nigeria must struggle with another set of prob-
lems as the country is constantly plagued by electricity outages and the immigration
outposts often do not even have telephones, let alone computers. Such limitations greatly
hamper even the most honest efforts to address the problem.
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proach must meet the following three-pronged test: prevention, protection
and assistance to trafficked victims, and enforcement and prosecution of
traffickers (Warnath 1998).

Prevention

Awareness and sensitisation campaigns are important at two levels. On the
one hand, it is necessary to target persons at risk of becoming trafficking
victims in their countries of origin. Sensitisation campaigns are also nec-
essary in the transit and destination countries to inform the local popula-
tion of the plight of these victims. Too often the victims are criminalised
because of their illegal status in the country or their involvement in pros-
titution. Populations in the receiving countries must be made to understand
that these trafficked migrants are victims and need legal protection and
social support services. Many NGOs at the local, national and international
level (La Strada) as well as intergovernmental organisations (IOM) in the
source countries are actively involved in awareness campaigns targeting
potential victims.

Research is essential to identify individuals or groups at risk and to
determine whether or not awareness-raising campaigns, assistance pro-
grammes and laws are effective. A study (Vocks and Nijboer 1999, 2000)
on trafficked women from Central and Eastern Europe who were brought
to the Netherlands and forced to work in prostitution shows that the ma-
jority of those interviewed were working as prostitutes in their own coun-
tries and/or at least knew that they would be working as prostitutes abroad.
This, of course, has implications for awareness-raising campaigns in coun-
tries of origin, where information about the dangers of trafficking must be
targeted toward the local prostitution population as well as towards other
potential victims.

Economic alternatives require strengthening educational, training and
job opportunities in the countries of origin. Numerous intergovemmental
organisations such as UNICEF and NGOs in the countries of origin are
actively involved in providing such opportunities to children and young
women to prevent their departure or facilitate their return. Governments
in destination countries can play a role as well. The United States through
USAID participates in economic alternative programmes in source coun-
tries, including job and skills training, economic opportunity and small
business development (Warnath 1998, p. 64). This programme has com-
mitted $3.1 million to developing economic alternatives for women in
countries of origin (aimed at women in the Ukraine and Poland; US De-
partment of State).



SMUGGLING AND TRAFFICKING IN HUMAN BEINGS 187

Intervention and deterrence measures (development of training mate-

rial) are important to help those in consular offices, immigration, police

and health care workers recognise a situation and be able to intervene to

assist trafficking victims extract themselves from dangerous situations.

This, however, is not sufficient but must be followed-up with assistance

to the victims.

Strengthening Protection and Assistance to Victims

Victims require a variety of services. These range from financial and legal
assistance to psychosocial support, and support and protection for the fami-
lies in the country of origin. Should victims desire to return home, co-
operation between destination and source countries is necessary in order
to strengthen reintegration. Reintegration assistance must be provided to
victims who chose to or are forced to return (for a description of IOM's
work in this area see Escaler 1998).

Legislation should offer victims protection, particularly in situations
when their life is in danger. In Italy, for instance, Article 16 allows the chief
of police to grant a special residence permit whenever police operations,
investigations or court proceedings, or the social services of a local ad-
ministration identify situations of abuse or severe exploitation of a foreign
citizen, and whenever the safety of the foreign citizen is seen to be endan-
gered as a consequence of attempts to escape from the conditioning of a
criminal organisation or of statements made during preliminary investi-
gations or in the course of court proceedings (Giammarinaro 1998).

Efforts must be made to strengthen NGOs which are often the front line
workers with victims of trafficking, particularly with migrants who fear
or mistrust the police. Furthermore, a positive and strong working rela-
tionship must he established between police and NGOs if efforts to assist
and protect victims and strengthen prosecutions are to be successful. As
an example of a successful co-operative relationship, the German police
often work closely with NGOs so that even in the investigative phase the
trafficking unit co-operates with interpreters and the NGOs, who are present
as early as the raid (Kangaspunta 2000). CO14 of the London Metropoli-
tan Police Department endeavours to establish links with NGOs and em-
bassy personnel in the countries of origin in order to facilitate the safe return
of trafficked victims (Kelly and Regan 2000).

It must be remembered that victims of trafficking, even if the initial
departure from the country of origin was voluntary, have often suffered
unspeakable degradations and physical violence at the hands of the traf-
fickers. Until their safety can be guaranteed in the destination country and
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the country of origin, should they choose to, or be forced to return, they
should be given the right to remain safely in the destination country. A
number of countries26 have implemented this protection which grants vic-
tims of forced prostitution temporary resident permits.

Effective Legislation, Law Enforcement and Prosecution

First and foremost, legislation must exist prohibiting the offences of
smuggling and trafficking. It must also be enforced. Governments must
take the violation of this legislation seriously. According to Bales (1 999b,
p. 9)

[...] a key finding (in his study) is the importance of governmental corruption in pre-
dicting trafficking. This analysis suggests that reducing corruption should be the first
and most effective way to reduce trafficking. In other words, potential traffickers need
to understand that their government perceives trafficking as a crime and that they cannot
bribe their way out of prosecution or through the border if they commit the crime.

More research must be done on trafficking routes, the modus operandi of
criminals and their organisations and the relationship that victims have with
their traffickers. Law enforcement and intelligence agencies must keep
abreast of new technology and the use of the Internet for recruitment pur-
poses. Technical assistance programmes are essential to help strengthen
law enforcement and criminal justice systems in developing countries and
those in transition which are the countries of origin and increasingly new
countries of transition and destination.

Awareness-raising and training among law enforcement officials is es-
sential in many countries. It is of the utmost importance that cases be rec-
ognised as trafficking cases and not simply classified, for instance, as
document forgery or prostitution cases. Further, expertise must be devel-
oped and these `task forces' must be adequately staffed. Law enforcement
should dedicate sufficient staffing to work with victims to ensure their
protection and co-operation. It would behove law enforcement (and pros-
ecutors) to work more closely with NGOs. NGOs such as the Stichting
Tegen Vrouwenhandel (Foundation against the Traffic of Women) in the
Netherlands and PAYOKE in Belgium enable about half of the trafficked
women they support to provide evidence against their exploiters (Kelly
and Regan 2000).

26Austria, Belgium, Germany, Italy and the Netherlands are among the countries which
have implemented this regulation.
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Law enforcement should not, however, rely upon evidence and testi-
mony supplied by trafficked victims. It is essential that agencies, in addition
to taking a reactive approach (responding to a complaint) take disruptive
and proactive measures to fight trafficking in human beings. When evi-
dence is insufficient to mount a criminal investigation, disruptive meas-
ures can be taken by implementing health, safety, and fire regulations to
`interfere' with the smooth operation of suspected businesses. Proactive
approaches require intelligence gathering (such as wiretaps or surveillance)
aimed at collecting enough evidence for a prosecution (Kelly and Regan
2000).

The improvement of data collection and information sharing is essen-
tial in the fight against organised trafficking schemes. This must occur at
the local and national level to fight internal trafficking, and at the interna-
tional level to aid in the fight against transnational trafficking operations.
Furthermore, this information must be shared between law enforcement
agencies in countries of origin, transit and destination.21

Awareness-raising, information sharing and training must also occur
among consular and embassy offices in foreign countries to ensure that
traffickers do not use false documents to apply for visas .21

Domestically, at the local and national level, interagency co-operation
is needed to strengthen prosecutions (that is, the Department of Labour
should assist in prosecution of cases involving forced labour).

Penalties for smuggling must be strengthened.29 The length of the sen-
tence which may be handed down upon conviction, determines, in many
countries, whether or not the suspect can be held on remand. In interna-
tional trafficking cases, particularly when suspects are likely to flee, it is

27Within weeks after 58 Chinese migrants were found dead in the back of a truck in
Dover, law enforcement agents in various countries were able to trace the exact route
taken by the smuggled victims and were able to identify part of the trafficking ring re-
sponsible for their transport and ultimate deaths.

"In one West African country, consular and embassy offices of many of the EU coun-
tries and the US, among others, share information on falsified documents to guarantee
that smugglers and traffickers do not go `visa hopping' (going from one embassy to the
next until they find one which will issue a visa). The US embassy prints a monthly `Anti-
Fraud' bulletin and there are meetings in which embassies and consular offices exchange
information on the latest `tricks' that are being used to apply for visas.

`Richard (2000) makes a plea for penalty enhancement (increasing the length of a
penalty for a particular offence) if certain conditions exist, such as the trafficking of un-
derage victims, trafficking a large number of victims, unsafe transportation or an act re-
sulting in bodily injury or death, sexual assault, involvement in organised crime or the
laundering of profits.
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essential that the criminal justice system is able to hold them on remand
prior to trial.

Research (Slobbe and Kuipers 1999) found that an increased sentence
for the smuggling of human beings in the Netherlands resulted in more
cases being investigated and prosecuted in the courts than under the pre-
vious law. The increased penalty was an indication that this offence was
now a priority for the criminal justice system and warranted large-scale,
timely and costly investigations and prosecutions.

International Co-operation

Unless countries begin co-operating, law enforcement and criminal jus-
tice responses will continue to be ineffective. Furthermore, stringent meas-
ures in one country do not stem the flow of illegal migration or trafficking
but simply displaces it. It is believed that the increase in illegal Chinese
immigrants to Europe is a response to the US Government crackdown on
illegal Chinese after the Golden Adventure disaster in 1993. The influx of
illegal Chinese to Great Britain, is in part, attributable to Germany's 1994
law which allows migrants to be turned away along the German border
before they have set foot on German soil to apply for asylum (Newsweek,
25-6-2000).

International co-operation must include, but not be limited to, the ex-
change of information,30 co-ordination and harmonisation of national poli-
cies and laws, bilateral or multilateral agreements with respect to victim
protection and repatriation and reintegration assistance, and extradition of
criminals. More technically advanced nations should provide technical
assistance to developing nations and those in transition in the fields of
legislation, data collection and travel documentation. The provision of train-
ing and assistance is necessary to help eradicate corruption amongst poorly
trained government officials.

CONCLUSIONS

The smuggling and trafficking of human beings, while difficult to meas-
ure in terms of the magnitude and scope, appears to be a growing phenom-
enon. It has been suggested that trafficking in humaribeings generates more

30The United States and Italy have entered into a formal agreement with respect to an
exchange programme on investigation methods, statistical data and analyses of traffick-

ing between the two countries (Sciacchitano 1999).
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profit than trafficking in drugs, because a person can be used, traded and
sold numerous timer. If one is caught, penalties are low compared to traf-
ficking in drugs.

The push towards illegal migration is fuelled in the source countries by
severe economie conditions, ethnic wars and little future perspective. Safety
and economie security in the richer countries make them attractive desti-
nations. The patterns of illegal migration are in a constant state of flux and
what were once traditional countries of origin and transition are themselves
becoming countries of destination. People continue to strive towards a
more positive future in other countries and there are those who will pro-
vide the illegal mechanisms to facilitate the migration. In the best case
scenario, smuggled individuals become illegal migrants; in the worst they
become victims of trafficking and are subjected to exploitative condi-
tions.

The illicit migration movement can be viewed as an illegal market. The
smuggling/trafficking process generates profits in its own right. Further,
the bidden markets, many of them (semi-)legal, profit from the use of ille-
gal, cheap labour, thereby intersecting with the criminal(s) who smuggle
and traffic illegal migrants. Individuals who employ and exploit illegal mi-
grants range from legal `entrepreneurs' to organised crime networks. Lastly,
there is a strong link between the smuggled and trafficked persons and
criminal activities as well as between the illicit markets (supported by
smuggled and trafficked persons) and organised criminal activities.

Smuggled persons and trafficked `victims' differ as do the individuals
and organisations which move them. Educational and skill levels vary tre-
mendously, as do the degree to which victims were deceived or the degree
of exploitation to which they are exposed. By the same token, the crimi-
nals who smuggle and traffic them can range from individuals providing a
single service to loose criminal networks to highly organised criminal
operations.

The smuggling/trafficking problem is exacerbated by a number of fac-
tors to varying degrees in source, transit and destination countries, among
theet, lack of awareness of the problem and a common definition, insuffi-
cient or non-existent legislation, lack of, or insufficient co-operation be-
tween agencies both at the domestic and international levels.

A number of NGOs, governments and international bodies have taken
measures to address the problem. The General Assembly of the United
Nations has signed a Convention on transnational organised crime and two
protocols on the smuggling of migrants and the trafficking of human be-
ings. As of 15 December 2000, 123 countries have signed the Convention,
77 the Smuggling Protocol, and 80 the Trafficking Protocol. This provides
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governments with a common definition. Knowledge is being increased
through research which is shedding light on the nature of victims and how
to protect them, the effect of increased penalties, and the involvement of
organised criminal networks and the routes used in the smuggling and traf-
ficking process. Numerous conventions and conferences are placing the
topic high on the national and international agenda. Countries of destina-
tion are beginning to invert in source countries. International networks of
NGOs and IGOs are providing educative prevention programmes and serv-
ices to victims and those at risk. And government agencies are beginning
to form coalitions to address the problem at home, while international co-
operation is addressing the problem at the transnational level. The United
Nations, through its Global Programme against Trafficking in Human Be-
ings will be a major contributor in assisting countries prepare for the rati-
fication and implemetation of the Convention and the protocols as well as
at strengthening government responses to the smuggling and trafficking
problem.

In spite of all the measures that are currently being undertaken, it will
be impossible to stem the tide of illegal migration until the root causes of
the problems in source countries are permanently rectified. This is a long-
term commitment, but the only permanent solution to the problem.
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NESTOR COURAKIS

FINANCIAL CRIME TODAY:
GREECE AS A EUROPEAN CASE STUDY

ABSTRACT. In this article a spectrum of financial crime, ranging from Customs viola-
tions, EU fraud, tax evasion, Stock Market fraud, illegal use of intellectual property, elee-
tronie and Internet crime, to environmental pollution, illegal trafficking of personal data,
and corruption is illustrated by examples from Greece. Needless to say, that the phenom-
enen of corruption and financial crime is creating problems not only in Greece, but also
in other European countries and at higher financial levels.

KEY WORDS: computer crime, corruption, economie crime, fraud

In recent years, there has been the feeling that in general, crimes commit-
ted in Europe and other developed countries elsewhere have acquired a
clear financial focus, the main goal being the acquisition of economic
wealth. Even in cases where a crime is committed for a seemingly negli-
gible amount of money, the motive will still be shaped by financial con-
siderations, any envisaged benefits being proportional to the offender's
perceived personal needs as well as to his present situation, such as theft
committed by a drug addict in order to secure payment for his fix.

However, it is more often the case that this kind of criminal offence aims
not so much at fulfilling urgent needs critical to survival, but more at achiev-
ing a higher standard of living that in turn corresponds to the image of the
financially `successful'; a stereotype forcefully promoted by the media as
the desirable `lifestyle' to adopt in modern developed societies. Although
these developments are connected to the adoption of more sophisticated
criminal methods, they have not hindered the simultaneous increase of
violent crime in recent years. Violent crime has also taken on a profit-gain-
ing bias (such as robbery), rather than being directed by more traditional
morality, such as the avenging of injured honour.

It could comfortably be claimed that the general trend for securing fast
and easy profit is widespread in developed societies today, permeating deep
within their cultural mores, to the extent that it even affects the kinds of
crime committed. Furthermore, according to Merton's theory, it becomes
evident that as the opportunities for securing this socially important goal
become fewer, so the likelihood of potential criminals being tempted to
use a wider range of illicit or illegal means to that end increases. This is
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especially true when the crime committed incurs relatively little damage
to each of its potential victims and is in turn difficult to trace.

In view of the above and also of the trend to increasing globalisation, it
would not be an exaggeration to claim that there has been an explosive
increase in financial crime in Europe and developed countries elsewhere
over recent years. However, this view is difficult to support from a scien-
tific point of view, as it is hard to determine the exact meaning of the term
`financial crime'. [In this context the term is mainly used to denote crimes
which have a serious bearing on the proper working of the economy or on
its related branches.] In addition, whatever data is available from the po-
lice, or from judicial records, is usually only the tip of the iceberg. Many
cases of financial crime are settied out of court or never followed up, a
fact usually due to the unwillingness of the victims to take legal action,
thereby avoiding their possible confl ict with the financially powerful (see
Courakis 1998, p. 57). Moreover, rather than representing a real increase,
the upward curve shown by these kinds of crime may allo be due to the
fact that legal authorities have prioritised their importance and have in-
tensified their legal actions.

Furthermore, there are new, elaborate forms of financial crime which
are difficult to trace. Even if and when such crimes are uncovered, it is
sometimes hard to prove that they are indeed in violation of existing laws.
Serious financial crime of this nature consists mainly of (a) organised
Customs violations (e.g. illegal trading of fuel), (b) illegal cashing of sub-
sidies from EU accounts ('euro-frauds') (c) several advanced methods of
tax evasion (creation of offshore companies), (d) defrauding of Stock
Market investors, (e) illegal use of intellectual property (books, cassettes
etcetera), (f) electronic and Internet crime, (g) violation of employment
regulations, `acts of unfair competition', environmental pollution, illegal
trafficking of personal data, and finally, (h) in the political sector, illegal
transactions relating to the protection of certain economic interests and
improprieties committed within the framework of banking corporations
or state-owned organisations. More particularly, we shall take Greece as a
typical example of this evolution to illustrate this.

Customs k olations

Customs violations have become the most commonly practised of finan-
cial crimes reported in recent years, following the abolition of border con-
trols at the Common Market borders, implemented in Greece by EU Law
from 1 January 1993. There is also exploitation of the brief and sam-
pling checks now in place in EU countries in line with regulation L-
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302/19.10.1992, 2454/93. Illegal trade is mainly in cigarettes, beverages,
food and fuel. In 1998 alone, the Department of Prosecution of Economic
Crime, known in Greece and referred to hereafter as SDOE confiscated
5,582,821 contraband packets of cigarettes (see SDOE 1999, p. 45). In
general it is estimated that the percentage of these cigarettes is up to 6%
of the total domestic consumption (which represents losses of 19.1 mil-
lion euros from the National Budget). Furthermore, the majority of such
contraband goods are imitations resulting in a proportional decrease in
quality (see SDOE 2000, pp. 12-13).

A similar situation can be observed in the illegal trafficking of alcohol,
which, due to especially high consumption taxation (8.8 euros per litre),
is the primary target of smugglers, who use a variety of methods (e.g.
fraudulent documents permitting the exportation of alcohol to foreign
countries - alcohol which is eventually distributed in Greece, tax-free, as
well as the creation of `shop-front businesses' that declare bankruptcy
before duties can be collected).

An area that has assumed particularly large dimensions over recent years
is the trafficking of various petrol products and shipping fuel. The main
reason for this phenomenon is that the kind of (untaxed) petrol supplied to
open sea-faring ships, fishing boats and yachts sailing under foreign flags
can readily be used as petrol for automobiles. Therefore, it is often the case
that open sea-faring ships have supplied false documents detailing stops
at Greek ports for the alleged purpose of delivering petrol, when in reality
they are nothing more than ghost ships that never touch Greek shores. The
untaxed petrol acquired in this way (up to 70% decrease in value) is passed
on to their `suppliers' who have the co-operation of various fuelling sta-
tions. Similar are the cases of fishing boats which acquire three or four
timer the legai amount of untaxed petrol for the purposes of consumption,
or with luxury boats which are registered under the guise of ocean liners,
and which sail under foreign flags. They are known in the language of the
trade as `boat-ocean liners', since the amounts of fuel appropriated could
satisfy the demands of an ocean liner (see Kyriakatiki Eleftherotypia' 25/
02/96, p. 70; Typos tis Kyriakis 02/06/96, pp. 52-53). A characteristic ex-
ample of this kind of fuel trafficking can be seen in the 1994-case which
concerned a well-known petrol company's provision of five fraudulent
supply permits to open-sea liners in the port of Piraeus, when, in fact, no
petrol was really supplied. During the opening trial procedures the accused,

'Newspapers in Greek (Kyriakatiki Eleftherotypia, Typos tis Kyriakis, Eleftheos Typos,
Ta Nea, To Vima, Kathhimerini, Ethnos, Exousa) are used as sources throughout this ar-
ticle.
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amongst whom were three Custom officials, were sentenced to 14-18
months' imprisonment, while the loss to the Greek State through tax eva-
sion was estimated at about 17,000 euros (Eleftheros Typos 14/01/2000,
p. 25). A similar case of fuel trafficking involving yachts under foreign
flags was recorded between the years 1992-1995 and subsequently dealt
with by the Greek Supreme Court of Arios Pagos; (AP 516/1998, Penal
Chronicles 1998, p. 1098). The charges against the accused were dropped
due to lack of sufficient evidence and also to the fact that live years had
elapsed from the time the crime was first brought to the attention of the
legal authorities. Conversely, the Arios Pagos convicted two Greek nation-
als accused of theft and trafficking with co-operating with the truck driv-
ers of a Yugoslavian company, who, instead of conveying their cargo from
Greece to Yugoslavia, conspired to undertake the safekeeping of large
quantities of untaxed mazout in their tanks and, in turn, its distribution
throughout the Greek market (AP 1048/1993, Penal Chronicles 1993, p.
814).

EU Fraud

Similar are the cases of fraud-related crime committed against the in-
terests of the EU, often in the form of organised crime. Offenders exploit
subsidies given to countries exporting European goods to non-European
countries, or those receiving subsidies intended for the cultivation of some
agricultural erop, development projects or educational programmes car-
ried out in an EU country. Certain illegal cashing-in of these subsidies,
usually accomplished by falsifying the original documents, have already
occupied Greek courts, in most cases resulting in bilis of indictment. In a
similar vein, other types of fraud include the fraudulent acquisition of
subsidies from the alleged difference between the price of collection of
hard wheat and the price of distribution to the mills (AP Council, 1414/
1985, Penal Chronicles 1986, p. 307), the fraudulent acquisition of com-
munity subsidies under the name `reinforcement of consumption', concern-
ing quantities of oil (AP Council, 803/1991, Penal Chronicles 1991, p. 1184
- see also AP Council 1568/1983, Penal Chronicles 1984, p. 516), as well
as the fraudulent acquisition of subsidies gleaned from the alleged expor-
tation of Greek wheat, by sea, supposedly destined for Madeira (Court of
Appeal in Athens, Council, 2867/1992, Penal Chronicles 1993, p. 1167).

A characteristic example of this type is exemplified in a case where nine
producers of ready-made clothes in Drama illegally acquired around 2.9
million euros, from subsidies intended to create new jobs. This was done
by firing their personnel, only to rehire them under the guise of a newly
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created company, complete with new name! (see SDOE 1999, p. 27; Ta
Nea 19/05/1999, p. 51). Another significant type of fraud perpetrated
against the EU, which concerned the European Court as well as the Greek
Courts, is that uncovered in the well-known case of the Yugoslavian Corn,
namely the illegal avoidance of paying taxes to the EU when a product of
non-European origin is imported to a EU member country. In this case,
the offenders presented false lading papers to the Greek Custom authori-
ties, claiming the origin of a Greek cargo of corn as Yugoslavian. This corn
was eventually sold to a Belgium company; to a member of the then EEC,
resulting in the non-payment of importation taxes (see AP 610/1994, Pe-
nal Chronicles 1994, p. 749 and collection of legal precedents of the Eu-
ropean Court 1989/7, pp. 2965-2988). Of a similar ilk is the case of a
merchant who was found guilty of contraband activities and violation of
rules concerning external trade after importing ready-made clothes of In-
dian origin as allegedly coming from England, a member country of the
then EEC. As such, the articles had an inflated purchase price in compari-
son to the real one, with the result that a lower level of import duty would
be levied (AP 211/1992, Penal Chronicles 1992, p. 414). To counter such
cases of fraud, the EU created a special Office of Coordination (OLAF,
formerly known as UCLAF), which issued Council Regulation No. 2988/
18.12.1995 `for the protection of the economic interests of the EEC' (EEC
press release L 312/1-4) cf. also Council Regulation No. 2185/11.11.1996,
EEC L 292/2-5), and implemented on 26 July 1995 a Convention with
similar objectives to be signed by the Member States (C 316/49-52 in the
Greek edition), and presented a related integral plan of penal rules, the so-
called Corpus Juris of Penal Rules for the Protection of the Economic
Interests of the EU (Greek ed. published by A.N. Sakkoulas, 1999). For
further information in this area see Courakis (1998).

Tax Avoidance and Evasion

Modern organised crime also seeks fraudulent gain through certain inno-
vative methods of tax avoidance and evasion. While the classic approach
to tax evasion still focuses on avoidance of taxation by issuing incorrect
or incomplete tax data or by not issuing tax declarations at all, the more
sophisticated tax evaders tend to operate within the framework of the law,
exploiting the law's shortcomings and loopholes. One such method is the
establishing of offshore companies. An estimated 37,000 companies have
already been established in Cyprus alone, and their number is increasing
steadily, in line with other countries which have come to be dubbed as `tax
havens'. These not only include the Bahamas, the Cayman Islands and
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Bermuda, but also European countries such as Switzerland, Ireland, Lux-
embourg, the Isle of Man and Ceuta of Spain (see Pan Liakos, `Tax Ha-
vens', in the Greek magazine Maxim, October 1999, pp. 72-77).

In general terms, these companies share certain basic features. Their head
offices are in countries where they are not active, preferably in countries
whose law and taxation regime is especially favourable. Income tax in these
tax havens is relatively insignificant. Not only is it calculated on pure prof-
its, but it is only levied on the particular financial activity of the company.
In addition, there are inter-state agreements to avoid double taxation of
offshore companies. In Greece, in particular, offshore companies are used
increasingly either to buy real estate and boats, or to facilitate trading ac-
tivities such as acting as intermediaries in imports and the buying and sell-
ing of goods. According to SDOE 2000 (p. 71), offshore companies provide
a number of extremely attractive advantages to their users. They may be
registered in the name of one shareholder only, for whom complete ano-
nymity and bank secrecy is guaranteed. In addition, they are not subject to
regulations that require the declaration of the source of the income when
buying cars or yachts. This extends to income obtained abroad, for which
no tax need be paid. Similarly, transfer tax, inheritance tax, gift tax and
parental gift tax are not levied. Furthermore, companies are under no ob-
ligation to keep books or issue related data. Taxation is levied on income
derived from real estate only.

Equally attractive is that offshore companies allow the transfer of prof-
its from high taxation to low taxation countries (the Board of Directors
may convene anywhere in the world), and have low administrative costs.
Not surprisingly, offshore companies are being used increasingly as inter-
mediary links for the purchasing of goods from countries of the EU, so
that a significant portion of the profits of the importing Greek company
remains at the head office of the offshore company (which is under the
control of the Greek company) where it is taxed at minimal rates. So in-
stead of the Greek company buying goods directly from a company of the
EU, it buys from the offshore company, who, in turn, buys from the EU
company. In addition, offshore companies facilitate the sale of goods to
countries outside the EU. For example, a Greek company may sell goods
to an offshore company, which then resells the same goods to a foreign com-
pany at a tidy profit, resulting in a significantly higher market value of the
goods. Part of this `inflated value' comprises an additional profit for the Greek
company, since it is taxed again at a minimal rate. Thus, it is not unusual to
observe the overvaluing of such goods for export and, conversely, the un-
dervaluing of the same for import. Finally, those wishing to buy real estate
in Greece are also known to exploit the beneficial tax status of offshore
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companies. While declaration of import of foreign currency is required for
such transactions, the origin of this money is rarely questioned.

Those privy to offshore company know-how eventually pay less in tax
than other Greek taxpayers for what are, essentially, similar trade activi-
ties. The obvious inequality that this situation creates is only one aspect of
the problem. Another is the substantial loss of revenue in taxes to the State
through both the types of trading practices and the transfer of property
through offshore companies as outlined above, and not to mention the fact
that criminal elements, using the Jatter method in particular, are able to
`legalise' (launder) their illegal gains from criminal activities such as gun-
running and drug trafficking. For these reasons, many countries such as
the USA and France have taken strict measures to curb offshore company
activities. However, it is clear that excessive control may backfire. There
will be investors who are not necessarily involved in criminal activities and
who, finding the idea of a tax haven more attractive, will remove their capi-
tal from Greece, or other similar countries, to the detriment of the national
economy. Thus, it is vital to find a balance, in co-operation with other Euro-
pean countries, whereby suitably rigid measures can be implemented, which
will protect the intererts of the State without discouraging investors.

Stock Market Fraud

Underhand methods of investing in the stock market add yet another di-
mension to modern economic crime. In recent years, due to the significant
turn by investors to equities, many involved in the Stock Market have
successfully exploited the reasonable expectations of this public for a quick
and easy profit. In its commonest and coarsest form, the perpetrator, who,
as a rule, has convincing persuasive skills, secures the friendship and trust
of unsuspecting investors from whom he takes untraceable amounts of
money for investment in the so-called `super return investments', which
will, allegedly, double the original investment several times over in a very
short time. In many cases, he uses the services of some of the 700 so-called
ELDE Companies (Companies of receipt and transfer of orders), which
have recently flourished in the Greek Stock Market. At other times, he does
not hesitate to use bogus bonds or certificates of credibility from reputa-
ble firms to present a more convincing scenario. Thus obtained, the inves-
tors' money is sent to banks abroad or to offshore companies where, due
to the anonymity involved, it is untraceable. Following certain cases in
Corinth and other places, this method is described in detail in a report by
SDOE, which was compiled by the journalist B.G. Lambropoulos (To Vima
03/03/2000, p. A20).
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A variation of these methods is where the perpetrator convinces poten-
tial investors that with the help of institutional investors, they will receive
a large number of newly floated shares and that they will enjoy privileged
treatment in return for some commission. The investors initially enjoy some
profit from the thousands of shares, which have, allegedly, been bought
on their behalf. In practice, the investors are not informed as to which shares
they have bought. Neither do they check their orders. Consequently, the
investors' money disappears together with the perpetrator (To Vima 02/03/
2000, p. Al5). In certain cases, however, the perpetrators are apprehended,
as was the case with a broker in Tripolis (Eleftheros Typos 01/07/1997, p.
28; Ethnos 06/04/2000 for the case of two persons who embezzled about
4.9 million euros).

More refined forens of Stock Market and/or Stock Market related fraud
are found in cases of the illegal use of confidential information, the crea-
tion of pyramids, and the manipulation of shares in the Stock Market. In
the first case, insider trading (see Article 30, Greek Law 1806/1988 and
Presidential Decree 53/1992), perpetrators commit a penal offence when
they use confidential information which they are privy to due to their po-
sition, the services they render to a company or due to their profession for
their own profit. According to the law, in this case it must be shown that
this information can substantially affect the value of the shares and that
bonafide investors are not only unaware of it, but also in no position to
know of it (see related study by N. Livos reviewed in Nomiko Vima, 38,
pp. 45-58, 1990; Kathhimerini 16/03/1997, p. 51, where there is an arti-
cle about the first penalty of about 4.4 million euros, imposed by the Com-
mittee of the Stock Exchange for insider trading). In the second case, that
of the pyramids, the system involves tens or hundreds of small investors,
each one of whom tries to make money by mobilising other investors to
join the scheme. Such a case caused a particular outcry in Thessaloniki
some time ago, when thousands of people received cards and leaflets prom-
ising quick and easy money. According to the instructions, whoever re-
ceived a card should deposit about 73 euros, in a certain bank, whereupon
he would receive three similar cards to distribute to persons known to him.
These three people would, in turn, repeat the operatien. The initiator of
the scheme would collect the bounty if and only when a chain of 2541
people had joined within six months. Eventually the `game', which was,
in effect, a fraud, involved 20,000 people! (Ethnos 21/01/1997, p. 22;
Exousia 23/01/1997, p. 23). In Albania the extent of the `pyramids' was
more far-reaching. Attracted by the huge 70% interest rate, players made
a staggering number of one million agreements between 1992 and 1997
with Bechbi Alimoutsa, owner of the `Vefa' Bank. Alimoutsa's example
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quickly found imitators in manyAlbanian banks, while `pyramids' started
to appear for those who did not have any initial capital. The initial inves-
tors brought new investors. They could then take their profits and leave,
or leave their money in the bank instead of taking out shares. Few, how-
ever, withdrew their money. The majority proceeded to reinvest until the
system floundered and collapsed, with tragic consequences. As much as
two billion dollars - 40% of Albania's GNP - disappeared overnight
(Exousia 18/02/1997, p. 7; Kathimerini 13/07/1997, p. 19).

Equally dangerous, the third case concerns the manipulation of shares
in the Stock Exchange. Here, rumours are elaborately leaked in Stock
Exchange circles about some impressive but unsubstantiated information
concerning the future performance of a certain share. As a result, demand
for that share shoots up and its value rises. Whoever is party to this ma-
nipulation already owns a large number of shares, which are sold when
prices are high. This mass selling usually affects the collapse of the share,
with the consequent loss of money belonging to those who were naïve
enough to invest in the share and not sell early. It should be noted that in
recent years prospective investors have access to these rumours via the
Internet, without, of course, being able to cross-examine the credibility of
the information. Having been convinced and in anticipation of future gains,
they duly go ahead and invest (To Vima 30/05/1999, pp. D18-D19).

In Greece this problem has occupied experts (see study by L.N.
Georgakopoulos and N.L. Georgakopoulos reviewed in Nomiko Vima, 47,
p. 89, 1999), as well as the courts, as in the case of the company `L.'.
Eleven employees of this company (including brokers, business people
and shareholders) were charged with endeavouring, through illegal means,
namely inside information, to boost the price of shares within four months
(from September 1993 to January 1994). Since this increase was not based
on the financial performance of the company, the share collapsed. Eight
of those charged were convicted, after a three-month hearing, to sentences
of one to two years - which could be bought off- and to fiscal penalties
reaching a total amount of about 246,000 euros; an amount substantially
smaller than the losses incurred by investors and/or the profits which cer-
tain persons collected (To Vima 26/01/2000, p. B5). A similar case is pres-
ently awaiting judgement. This involves the case of the firm of brokers
`D.C.', which, according to the report issued by the Stock Exchange Com-
mittee, is alleged to have championed the artificial rise and consequent
vertical fall of the value of shares belonging to the companies `M.' and
`P.', resulting in their going bust on 6 November 1996, to the order of about
7.6 million euros (Exousia 26/05/1997, pp. 31-33; 09/11/1996, p. 33; To
Vima 10/11/1996).
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Of course, such underhand methods of investing in the Stock Market
serve only to detract from the positive functions of the Stock Exchange
and tarnish its reputation. For these reasons, this kind of fraud should be
dealt with drastically, by imposing penalties and fines the severity of which
would outweigh the potential gains. On the other hand, it is clear that those
involved in the Stock Exchange, in particular those involved with the most
volatile but most profitable investments such as commodities, are well
aware of the risks involved and cannot claim to have been `deceived'. There
are cases where those accused of fraud of this kind were found not guilty
(AP Council, 241/1990, Penal Chronicles 1990, pp. 1024-1025; AP Coun-
cil, 323/1991, Penal Chronicles 1991, p. 965). The first of these decisions
accepted the reasoning of the appellate ruling that "the accuser knows that
by speculating on the Stock Exchange for the purpose of gaining substan-
tial gains he was risking the loss of his money". Opposing points of view
concerning these cases were also voiced by A. Psarouda-Benaki, Penal
Chronicles 1989, pp. 146-156 (in line with the decision of the order), and
by Dion. Spinellis, Penal Chronicles 1988, pp. 660-669.

Intellectual Property Crimes

Another type of fnancial crime concerns the illegal use of intellectual
property. This problem is chiefly evident in the illegal use and reproduc-
tion of sound, such as CDs. Such problems were of little significance in
the 1970s when vinyl discs were in general use and difficult to copy. Later,
however, with the advent of magnetic tapes, the copying and distribution
of music, mainly popular songs, became a simple procedure. The extent
to which this practice became so widespread was such that the Supreme
Court of Arios Pagos ruled that due to lack of any precedent in law, the
production of forged cassettes, their packaging and distribution as authentic
copies, comprises, amongst others, the offences of forgery to the degree
of felony, and of fraud, also to the degree of felony (AP Council, 462/1983,
Penal Chronicles 1983, p. 820 and related study by Abr. I. Stathopoulos,
Penal Chronicles 1984, p. 767). In 1993, with the new law of intellectual
property, based on a Community Directive (250/91), the matter was regu-
lated in a more complete way (see Art. 66 Law 2121/1993). The penalties
of felony are now implemented only when the perpetrator illegally uses
the intellectual property of another repeatedly, by profession, or under
circumstances that show the perpetrator as being especially dangerous.

However, technological developments have advanced with such rapid-
ity and to such a degree of sophistication that the provisions of the latter
law are proving increasingly inadequate. CDs now dominate the music mar-
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ket and are just as easy to copy as cassettes were. In addition, they can be
copied to a much higher degree of sound quality and durability. Not sur-
prisingly, thousands of these illegally forged CDs, the majority of which
had been made in formerly Socialist countries, mainly Bulgaria, flooded
the Greek market in the 1990s at prices of up to three times lower than the
normal market price. Between 1998 and 1999 alone, 174,938 forged CDs
were confiscated in Athens and the surrounding area, while according to a
report of the Union of Greek disc producing companies, the total sum of
the illegally distributed CDs in Greece exceeds 7 million annually. This
figure represents a staggering third of all CDs sold in Greece, generating
revenue to the tune of about 38 million euros, with the corresponding loss
of taxes to the State (To Vima 27/02/2000, pp. 14-15; To Vima 15/03/2000,
pp. A22-23).

However, the problems related to intellectual property, especially in the
field of music, have become even more acute in recent years due to the
development of the Internet, which offers unlimited scope for the traffick-
ing of musical files and information. Users can simply download any piece
of music they so desire and store it in their hard discs. The main music
portai in the Internet is the popular MP3. With over 100,000 visitors daily,
more than 2,000,000 songs are downloaded each month from this address
alone. This phenomenon obviously causes incalculable damage to music
companies and to those who collect royalties from the legai circulation of
CDs. For these reasons, companies have taken steps to counter their losces.

These practical measures include establishing `codes' through which
access to intellectual property can be made, as well as the installation of
special systems, which will watch the movements of users when they try
to open or download a musical file (Typos tis Kyriakis 09/01/2000, p. 21).
Furthermore, the International Federation of Music Companies (IFPI) has
taken various legal actions against offenders, including a Greek user. What
it is aiming to do, is to impress upon the general public that the creation of
a web site using the compression method MP3, without having the right
to do so, regardless of the content of the site, even if it is for personal use,
is, in fact, a punishable offence (in Greece, Law 2121/1993) (Kyriakatiki
Eleftherotypia 06/02/2000, pp. 50-51; To Vima 06/01/2000, p. A30). De-
spite efforts by companies to track down and hinder those using the Internet
fraudulently, users are not deterred and overcome obstacles with relative
ease. This was apparent in a recent case where a 16 year old hacker man-
aged to `crack' 400 code keys that protected the contents of the most
technologically advanced systems to date, namely the digital discs con-
taining film, known as DVDs. Not only did he infiltrate the system, he
allo made public the algorithm of the encryption involved over the In-
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ternet, thus facilitating the copying of DVDs by anyone who desired to
do so (Eleftherorypia 29/09/2000, p. 16).

Naturally, this `piracy' of items protected by the regulations to safeguard
intellectual property is not only confined to music and films stored in
DVDs. Movies, any kind of films or programmes broadcast by the televi-
sion are allo potential targets, along with several commercial items, such
as IT software, for example the programme `AutoCad' for technical of-
fices; clothes, perfume, watches, and cigarettes (To Vima 15/03/2000, pp.
A22-23). Some six years ago, the prosecutor of the Supreme Court ofArios
Pagos issued an austere circular (No 2387/ 26/10/1994), the aims of which
were to accelerate the prosecution of those responsible for illegally broad-
casting TV films and to facilitate the immediate arrest of the accused. It is
no secret that these matters formed the subject of top-level talks between
the leaders of Greece and the USA (Kathimerini 16/02/1997, p. 19; Typos
tis Kyriakis 09/01/2000, p. 68). However, the consequences of these of-
fences are relatively painless in comparison to the financial gains, and, if
one applies the logic of `cost-benefit analysis'; they do little to discour-
age the continuation of such activities. Furthermore, the general public does
not regard the usurpation of intellectual property in the same light as they
do the theft of other forms of property. There seems to be a general ten-
dency to perceive intellectual property and `information' as common
property (as belonging to the public domain), there for the benefit and
advancement of civilisation as a whole. Further aided by the extensive
spread of the Internet, access to any kind of information has become a sim-
ple, routine matter. Thus, any campaign or legal measures against `piracy'
in the realm of intellectual property are bound to encounter problems in
the future.

Electronic and Internet Crimes

Technologically advanced computers and the Internet provide offenders
with:state of the art means to commit offences with little or no risk of de-
tection and apprehension. In most cases these offences originate from in-
side a company and are committed by employees who tend to be discontent
or who are deliberately seeking financial gain. They channel company
secrets to competitors (electronic espionage) or proceed to blackmail the
company. Often, though, these offenders belong to the category of the so-
called `hackers'; users who work in other spheres and who manage to in-
filtrate electronic systems, accessing information or changing it. Initially,
and in many cases at the present time, these `pirates' of software are con-
tent to interfere with systems for fun, for self-satisfaction and/or simply
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for the sheer pleasure of solving a challenging problem, such as cracking
a code. In addition, another basic motive was, and for many, stil] is, to
confirm their belief that information in cyberspace should be free and
accessible to all, without censorship, owners or rights. This view has been
accepted on occasion by the American courts (To Vima 28/12/1997, p. 36,
and by the Greek courts, e.g. Athens Court of First Instance, decision 2439/
1995, reviewed in Nomiko Vima, 44, p. 237, 1996).

A typical example of this seemingly `naive' mentality is the case of
America's most legendary hacker, Kevin Mitnik, who, in 1995, managed
to infiltrate the firing system of NASA's missiles and send a warning to
NASA's staff, indicating the most vulnerable points of its network. How-
ever, he did not go so far as to endanger the system's security by, for in-
stance, launching a missile. However, in recent years, hackers seem to be
increasingly moving away from having fun to indulging in other kinds of
activities designed either to have a direct economic impact or to cause
offence. Most impressive was the disabling of some of the most popular
commercial sites, such as Amazon.com, Yahoo, and CNN for a few hours
on 7-8 February 2000. This suspension of access resulted in serious fi-
nancial damage as customers tried in vain to order goods or access these
sites. Yahoo, for example, is believed to have lost $500,000 in two hours.
In this case, the hackers accomplished `denial of service' by overloading
the sites with useless data. In effect, small packets of data not seeking
specific information arrived at the site, which in turn activated new pack-
ets of information until the system avalanched. In this manher, the hacker
blocked the smooth flow of information processing, paralysing the sites
(To Vima 16/02/2000, p. D14-46). Even more impressive was the recent
case of a hacker who managed to copy data from the credit cards of 300,000
customers of the company `CD Universe' (a company which sells CDs
over the Internet), and subsequently threatened to publish them unless a
payment of $100,000 was forthcoming. Following the company's refusal
to succumb to this type of `cyber blackmail', the hacker, presenting him-
self as `Maxim from Russia', published the first names and addresses of
the card owners through his site on Christmas Day, 1999. As a result, thou-
sands of visitors to his site copied and used the data of 25,000 cards (To
Vima 12/01/2000, p. A13).

Given that e-commerce reached $30 billion in 1999 alone (Typos tis
Kyriakis 13/02/2000, p. 59), it is easy to appreciate the vast field of appli-
cation open to abuse, and also the damage that can be caused. The situa-
tion worsens if one takes into account the difficulty of hunting down these
hackers, whose operations usually leave no trace or who `strike' using
somebody else's computer. At the same time; companies are reluctant to



210 NESTOR COURAKIS

lodge complaints against these hackers, since they do not wish to appear
vulnerable.

The report of the Commission of the European Union to the Council
and the Economic and Social Committee at the end of 1999 (To Vima 28/
12/1997, pp. 20-21) points out specific dangers posed by, and potential
consequent offences committed by, means of misusing computers and the
Internet. In more general terms, these offences can be categorised accord-
ing to the following (cf. Rosé 1995 [Que-Sais-Je, No 2432]).

- Matters ofnational security. Areas of concern include the de-coding of
military secrets, instructions for the construction of bombs or explosive
mechanisms, the manufacture of drugs (for additional information see
Bosi 1999, p. 229).

- The protection ofjuveniles. Areas of concern include misleading ad-
vertisements, violence and pornography. The well-known case of a
Belgian pederast and murderer, who, in 1997 was also trafficking por-
nographic material showing juveniles over the Internet caused particu-
lar outrage.

- Respectfor human dignity. This is threatened in material distributed over
the Internet designed to incite racial hatred or other forms of discrimi-
nation.

- The protection of personal privacy and integrity. These include elec-
tronic sexual harassment and the illegal trafficking of personal data. (In
Greece, Law 2472/1997 protects citizens from the processing of per-
sonal data - see also law 2068/1992 which validated the corresponding
European Convention of 28/1/1981.)

- The protection of private property. These include areas such as the in-
fection of software with viruses, out of malice, for competition or sim-
ply for 'fun'.

- The protection ofreputation. For example, by defamation of character.
- The protection of intellectual property. This concerns the illegal traf-

ficking of works protected by copyright, for example, in music and lit-
erature.

- Matters of industrial espionage. The main targets here are companies
that produce high tech goods, such as computers, software or semi-con-
ductors and pharmaceutical products.

- The electronic theft of credit cards. The danger here is the theft of the
personal data of individuals who use credit cards for transactions with
e-commerce companies. Their data may be used for blackmail purposes,
or to conduct other transactions with banks and companies. The latter
is one of the commonest forms of modern financial crime via the Internet



FINANCIAL CRIME TODAY: GREECE AS A EUROPEAN CASE STUDY 211

(Kyriakatiki Eleftherotypia 22/09/1996; 20/02/2000, pp. 96-97; Ta Nea
18-19/03/2000, p. 8).

- Electronic theft of bank codes. An example that serves to illustrate this
danger is the remarkable case of Russian hackers who managed to steal
the codes of customers of the American Citibank and transfer $10 mil-
lion to an account abroad. The American authorities retrieved all but
$400,000 of the stolen money and apprehended the perpetrators, who
were subsequently expelled following a decision of the Federal Court
of New York (To Vima 22/03/1998, pp. D27-39).

- Matters of electronic fraud in stock exchange transactions. This mainly
occurs when investors using the Internet, e-mail and web sites are fed
deliberately misleading information regarding the predicted behaviour
of shares. For example, they may be led to believe that a share will rise
due to some patent that the company has allegedly secured.

Regarding the above categories, the last seven are directly related to fi-
nancial crime, while the rest are more indicative of how the fanatical or
even perverted criminal mind can abuse the tremendous achievements of
modern technology. Needless to say, the detection and apprehension of
these criminals, who operate in cyberspace with ease and with a cunning-
ness that erases all trace of their activities, poses massive problems for those
committed to fighting the spread of electronic crime. However, certain
organisations have already taken up the gauntlet: the Web Police, for one,
which has offices in more than 450 cities all over the world and which
operates under the auspices of the service of the `United States of thé
Internet' (Ta Nea 18/15/1999, p. 26), as well as the American National
Centre for the Protection of Infrastructure with headquarters in the FBI
building in Washington. Its main task is the security and control of portals
of strategic importance to the Internet (Kathimerini 07/02/2000, p. 29). As
has already been noted, the Commission of the European Union has also
taken initiatives to co-ordinate measures in European countries, related to
which are decisions of the European Union which can be found at the sites
http://europa.eu.int/eur-lex/en/lif/dat97/en-497Y0306-01.html and 1999/
en-399D0276.html. At the same time, several regulations exist in the laws
of each country, which give the courts the necessary sub-base for the pe-
nai suppression of electronic crime. Pertaining to Greece, penal matters
that arise from the use of electronic computers are dealt with secondarily
with Article 4 of Law 2246/1994 - concerning telecommunication - and
primarily with law 1805/1988 -based on a prototype corresponding to Ger-
man and other foreign regulations - which introduced new and important
provisions into the Greek Penal Code. Those of interest here are Articles
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370B and 370C of the Penal Code, which concern the illegal copying and
illegal infiltration of computer systems, and Article 3 86A of the Penal Code,
which deals with computer assisted fraud. The analysis and interpretation
of these provisions has already been made in a series of interesting arti-
cles (e.g. G. Mouzoulas, reviewed in Penal Chronicles, 1990, pp. 778-
784), or in studies (Mylonopoulos 1991; Vasilaki 1993; Kioupis 1991). For
this reason, extensive commentary is not necessary here.

It is, however, remarkable that the Greek courts have already been in-
volved in relevant cases and have dealt with them severely. In a case in-
volving the illegal copying of software programmes, the Council of the
Magistrates of the First Instance in Thessaloniki (decision No 3204/1993
reviewed in Yperaspisi, 1994, p. 1133), decreed that the defendant, a sales-
man of PCs, should be prosecuted for violating the provisions for illegal
copying of software (Article 370C of the Penal Code), for criminal for-
gery and for theft of intellectual property. He had reproduced and sold to
third parties a number of programmes with `systems' to complete PRO-
PO (the Greek football pools) and LOTTO (the Greek national lottery), as
if they had been his own, when they had been created and produced by
someone else. In another case, a clerk who had copied classified informa-
tion from an insurance company and then sold it to a rival firm also faced
prosecution in accordance with the decision of the Council of the Athens
Court of Appeal, 217/1997, Penal Chronicles 1997, p. 876.

A further case appeared before the Supreme Court of Arios Pagos in-
volving the chief teller of accounts, who was found guilty by the Court of
Appeal of criminal fraud. He had, on 28 different occasions, deposited
clients' money via the on line system of the bank, but had changed the ac-
tual dates of deposit to earlier ones (e.g. 01.01.1999 instead of 19.09.1999).
In this manner he gained a total of 62 million drachmae in the differente
of interest. The Supreme Court, however, deemed that this decision of the
Court ofAppeal was revocable, due to ambiguities and contradictions. The
problem of electronic fraud has been the subject of at least three published
court decisions. In the first, the defendants had been filing daily wages at
a higher rate than had actually been paid in their computer system and then
illegally cashed the difference (AP decision 1059/1995, Penal Chronicles
1996, p. 97; Nomiko Vima, 44, p. 504). A similar case appeared before the
Arios Pagos (AP decision 1277/1998, PenalJustice 1999, p. 113). The third
case concerned fictitious deposits of cash by bank clerks who had entered
deposits into the bank's computer and who then cashed the money in
cheques (Five Member Court ofAppeal, Athens 678,751/1998, PenalJus-
tice 1999, p. 817).
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Other Financial Crimes

Of course, these brief references do not constitute an exhaustive list of
financial crime in Greece. A plethora of relevant cases exist, some of which
are directly linked to the activities of a company, and may exert a negative
influence on the national economy or may violate the fundamental rights
of citizens. The non-compliance of several companiés with the provisions
of the Labour Law has obviously created severe financial and social prob-
lems, even more so since from 1994, when competence for labour super-
vision was transferred to the Authorities of the Prefecture (for an exhaustive
analysis, see Gavalas 2000; and the study of Manoledakis reviewed in Law
and Politics, 3, pp. 65-96, 1982). Since then, the adherente to the legai
number of working hours, regulations concerning hygienic working con-
ditions and safety in the workplace, and the payment of the legal wages
have slackened (Eleftherotypia 11/02/2000, pp. 24 , 41). In addition, de-
creased controls on the part of the competent Committee of Competition
(Law 2296/1995, which modified Law 703/1977 for the control of mo-
nopolies, oligopolies and the protection of free competition) have adulter-
ated free competition and encouraged the creation of `cartels' by similar
companies (To Vima 11/04/1999, p. D11). Furthermore, on 9 November
1999, at the Greek Committee of Institutions and Transparency, a com-
mittee comprised of MPs and under parliamentary control, the president
of the Committee of Competition admitted that due to inadequate staffing
the effectiveness of their operation: "is limited to investigating a percent-
age of 60% of the cases where companies have merged, and [...] thus, the
application of rules in matters of mergers and the taking of undue ad-
vantage on the part of the dominant companies remains ineffectual"
(Kathimerini 14/11/1999).

Provisions for the protection of companies from unfair competition have
created similar problems, given that the relative laws are antiquated (un-
der the provisions of Law 146/1914), and the provisional penalties are
negligible. For example, according to Article 16 of the Law, the penalty
for the illegal usage or betrayal of secrets by employees to third parties is
imprisonment of up to six months and a fine of about 8.8 euros! These pen-
alties are, however, rarely imposed by penal courts (for comments and
jurisprudence of this Law see e.g. Rokas 1996).

The problem of environmental pollution, which has become increas-
ingly evident since the 1970s, is hut one adverse consequence of the inef-
fectual monitoring of company operations in Greece. While it is outside
the scope of this article to make extensive reference to this massive prob-
lem, it should be noted that the penal punishment provided by the basic
Greek Law for the protection of the environment (Law 1650/1986) is usu-
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ally light and convertible. Despite the existence of this Law, law enforce-
ment agencies are considerably hindered by the fact that up to this point
in time, the regulatory provisions, of which there are more than 70 over-
all, have not yet been issued. These provisions include decrees, council of
ministers' acts, ministerial decisions and other regulations, all of which
are necessary for the complete application of the Law (see Papaneophytou
2000, p. 429). However, it is consoling that the courts frequently prosecute
under Law 743/1977, for the protection of the seas (see e.g. AP decision
172/1977, Penal Chronicles 1998, p. 36, and from the earlierjurisprudence,
decision 733/1984, Penal Chronicles 1985, p. 36, for the pollution of Geras
Bay in Mytilini; but also the reversal, AP decision 213/1984, Penal Chroni-
cles 1984, p. 787 on the pollution of the Bay of Patras; see also Courakis
1998, p. 296 note 80).

Furthermore, special mention should be made here again of the prob-
lem of the protestion of personal privacy and integrity, in connection with
electronic crime and the illegal trafficking of personal data, such as an
individual's penal record, financial situation and medical history, an issue
which has reached considerable dimensions of controversy lately. As the
president for the Greek Independent Authority for the Protection of Per-
sonal Data (Law 2472/1997) underlined: "Nowadays we live in a society
where anyone can electronically access information on anyone else. Al-
though we have managed to control, to a greater or lesser degree, our state
services, it is utterly impossible to control which companies maintain data
bases storing personal information and how they use them" (To Vima 12/
01/2000, p. A19; Ta Nea 15-16/05/1999, pp. 72-73). Cases are usually in
relation to companies who collect and maintain large databases concern-
ing particular information and the preferences of their customers. The in-
tention here is either to use these data in order to promote their products
more effectively, or to supply them - for a fee or other kind of exchange -
to other interested parties, such as lists of addresses to candidate MPs. The
same problem exists, although with a different aim, at an international level,
for national police services to monitor private communications, e-mail and
satellite telephone networks, without having previously obtained judicial
permission (Enfopol plan- see Eleftherotypia 16/03/1999, pp. 7-9). With
access to these data, the nightmarish scenario of Orwell's `Big Brother'
may very well have already started, albeit imperceptibly, to become fact.

Corruption

Perhaps the most important manifestation of financial crime, at least from
the point of view of damage to the national economy and social morality,
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is that concerning illegal transactions of politicians for material or other
kind of gain, which has been termed in Greece, since 1993, `interwoven
interests'. In a similar vein, there is also the problem of corruption, where
political or State officials use their power in unfair ways, such as nepo-
tism, arbitrariness and bribery, for personal gain. In Greece this corrup-
tion started to become a problem corroding public life and public services
mainly in the 1980s. Ina special supplement of the magazine Epikaira 02/
07/1987, entitled `Corruption in Greece', 100 scandals, frauds, thefts and
other illegalities were briefly presented. Similar data are included in
Lampsas (1988), where a presentation of 200 cases of scandal follow the
Appendix; see allo Koutsoukis 1988, p. 151 and note 56.

In the grip of this discussion about `scandals' and the demand for 'ca-
tharsis' called for by different political parties, certain cases were brought
to trial at the beginning of the 1990s, mainly with the charge of damage of
property held on trust (Article 390 Penal Code). Some of these cases con-
cerned charges of mismanagement by high standing executives or mem-
bers of Executive Councils of Banks, such as the National Bank (the charge
concerned the accommodating settlement of some company's debt; the case
was eventually shelved in the archives: No C-90-1503/13.07.90 by order
of the Athens Public Prosecutor in Anagnostopoulos 1996, p. 61), the Bank
of Central Greece (for the financing and issuing of letters of guarantee in
favour of an insolvent company - acquittal decision Council of AP 786/
1993, Penal Chronicles 1993, p. 544), the Bank of Crete (also for the is-
sue of letters of guarantee in favour of an insolvent company, in this case
the company `Pyrkal' -acquittal decision Council of the Court ofAppeal,
Athens, 2863/1992, Penal Chronicles 1993, p. 303), and the Mortgage
Bank (charged with the disadvantageous settlement of the debt of the `Plepi
Coast Company', acquittal decision Five Member Court of Appeal, Ath-
ens, 633/1993, in Anagnostopoulos 1996, p. 51).

Trials of a similar character took place concerning contracts for wegpon
systems such as `Mirage jets', where, according to the charges, these sys-
tems had been found faulty (acquittal decision Court of Appeal, Athens,
524/1992, Yperaspisi 1993, p. 101); for the purchase ofAircraft by Olym-
pic Airways, despite the fact these planes could not be profitably included
in the company's budget (acquittal decision Court ofAppeal, Athens 1429/
1992, in Anagnostopoulos 1996, pp. 85, 88); as well as a case concerning
OTE (Greek Telecommunications) for the purchase of digital telephone
lines and circuits, without previously having requested tenders (acquittal
decision Council of the Court ofAppeal, Athens 2359/1992 and 597/1993
in Anagnostopoulos 1996, p. 58). In addition, was the case of the Pyrkal
weapons industry, which sustained damage estimated at about 7.6 million



216 NESTOR COURAKIS

euros (in 1986), due to a ruinous contract with Iraq. The verdict was ac-
quittal (Three Member Court of First Instance, Athens 7727/1993, in
Anagnostopoulos 1996, pp. 50-51, 60). In all the above cases, it was
decided that the accused should not be impeached for the acts of mis-
management which they had allegedly committed (the accepting of bribes
and perpetration of acts of corruption was not even an issue), or that in
the case of impeachment, they should not be convicted for these charges.
Seen in this light, it is not difficult to explain the fact that according to
Article 36, Paragraph 2 of Law 2172/1993, the relevant provision for
damage of property held on trust (Article 390 Penal Code) thereafter fell
into disuse officially, since it is henceforth necessary to prove direct in-
tent - dolus ('knowingly') and not simply presumable intent for its ap-
plication, as was previously the case.

To a certain extent, this development is justified, in that capable man-
agers should not be discouraged from taking executive responsibilities
for fear of repercussions of a legal nature and/or of a political character.
On the other hand, the weakening of the provision concerning damage
of property held on trust came at a time when much was being heard about
improper procedures for the tendering of public works, as well as for the
manner in which armaments, material for telecommunications and such
like were being supplied to the Greek State. Thus, the existence of a strict
and above all enforceable Law, reinforced with the provisions of inter-
national treaties against corruption, so that such cases can be prevented
as much as possible, is sorely needed (Typos tis Kyriakis 14/11/1999, p.
52).

Hence, the State has organised a concerted effort at several levels to
combat the spread of financial crime in Greece in recent years. One initia-
tive has been the founding of a Section for the Prosecution of Financial
Crime (1985) under the Direction of Security in Attica. With its staff of
55, it has already dealt with serious crimes, mainly cases of forgery, fraud,
customs offences and offences against intellectual property (for more de-
tailed description of the activities of this department see To Vima 10/03/
2000, pp. A22-A23). Another development was the implementation of the
1450 strong Department of Prosecution of Financial Crime (SDOE), un-
der the auspices of the Ministry of Finance in 1997. This service was es-
tablished under Law 2343/1995 (Art. 4, also see the organisation of SDOE
Presidential Decree 218/1996; Regulation of Operation in Presidential
Decree 154/1997). It mainly deals with the preventive investigation of the
proper application of tax provisions and customs laws. Yet, it also deals
with the tracking down and prosecution of financial and other related
crimes. These range from drug trafficking, and gun running to the viola-
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tion of laws concerning the national currency and the legalisation of rev-
enue from criminal activities. Thus, the SDOE covers an especially wide
field of operations. In the area of crime investigation its various activities
include the control and investigation of transport, the verification of docu-
ments, arrests and interrogation of offenders. From the reports of this serv-
ice for the years 1997, 1998 and 1999, it is clear that the work accomplished
here is of particular importance. On the financial side, the profits for the
State, mainly from the tracking down of tax evasion cases, appear to greatly
exceed the total cost of the operation. In 1999, this was about 44 million
euros (the corresponding profit for the same year, counted as surplus to
the State budget, was expected to exceed 1.465 billion euros - see SDOE
2000, p. 37). Finally, the Public Prosecution also plays a leading role in
combating the spread of financial crime - in the sense that a Public Pros-
ecutor supervises the SDOE. Furthermore, at the beginning of the 1990s,
the prosecution of the Court of the First Instance ofAthens had organised
a so-called `pre-interrogation section' in order to track down corruption
and/or financial crime in public offices, such as building authorities, for-
est departments, public hospitals, the police and the tax office. Initially,
this was an informal procedure, later it became a provision in the Regula-
tion of Operation of the Public Prosecution. Within this latter framework,
the section had dealt with weighty judicial investigations, such as acts of
violation of public land and forest. However, in time, the activities of the
section lost impetus, mainly because the 100 strong staff had other paral-
lel obligations to attend to; in particular the evaluation of 200,000 law suits
a year and the participation in Judicial Councils and hearings. However,
all indications point to the establishment of a special office in the near
future, which will deal with financial crime - mainly money laundering -
(by credit companies, casinos and the stock market), and corruption (To
Vima 01/12/1996, p. A45; 04/04/1999, p. A50; 05/12/1999, p. A61; 23/01/
2000, p. A49).

Obviously, the task of all such organisations is especially difficult. In
order to `tie up' a judicial case, specialised know-how is called into play,
given the complex methods used by the perpetrators to cover their tracks
(e.g. with offshore companies or bank accounts with an unidentifiable
owner). Moreover, the perpetrators have enormous financial means at their
disposal, with which to tempt public officers in key positions and political
officials. On the other hand, however, the confrontation of financial crime
is beginning to be carried out in co-operation with other authorities, inter-
state or even at international level, so that assistance and know-how can
be pooled and documentation of material can be made available to the
Greek authorities.
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Needless to say, the phenomenon of corruption and financial crime is
creating problems not only in Greece, but allo in other European coun-
tries and at higher financial levels, such as in Germany and France (see
Simopoulos 1997, pp. 297-298).

CONCLUSIONS

Thus, while it is true that in recent years various countries have undertaken
a laborious and persistent campaign against the changing face of financial
crime, a more rigorous line of attack still needs to be taken in Europe.
Economic considerations apart, failure to do so will undermine the gen-
eral public's feeling of well being and shake its confidence in the work-
ings of the rule of law.

Of course, greater importance is given to cases of organised crime, that
is, criminal activity systematically committed by an hierarchically struc-
tured team of criminals who do not hesitate to undermine State guidelines
(such as those regarding corruption) and/or resort to violence in order to
achieve their illegal aims (see Courakis 1998, p. 369f.; Kostaras 2000, p.
76f.). However simple, the involvement of a company or individual in il-
legitimate and/or criminal activity, often the result of high-risk initiatives
intended to facilitate (e.g. through bribery) the achievement of alleged busi-
ness aims (the usual motive behind financial crime), will almost certainly
result in problems for the smooth operation of the economy and society.
This makes a legal counterattack all the more necessary.

Anyway, this campaign against financial crime has to be delicately con-
ducted in a careful and balanced manner. One would want to avoid dis-
rupting the smooth functioning of society in as far human rights and more
pointedly, defendant's rights are concerned. One would also wish to avoid
repercussions on the economic front. It would be most undesirable to force
small businesses to close down or stifle the economic growth of the free
market. More useful would be the lifting of those unnecessary, restrictive
conditions of economic life which draw citizens to financial crime.

Tackling financial crime within the existing, individual-orientated pe-
nai system, a system based on the traditional principles of responsibility
and legality, will necessarily create a multitude of problems. In Greece,
this system neither recognises penal responsibility for corporations and
other juridical persons (societas delinquere non potest), nor allows penal
prosecution against persons who simply exploit the law's shortcomings
and loopholes (infraudem legis), as is the case with most economic `of-
fenders' (cf. Courakis 1998, pp. 259-284). Hence, apart from other stra-
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tegic measures that have to be taken at political, economic and social lev-
els, it is vital for some countries to renovate their existing penal structure
towards a more modern, society-oriented model capable of meeting the
needs of an integrated European Community. Surely the Corpus Juris of
Penal Rules for the Protection of the Economic Interests of the EU (see
above) is a first, decisive step in this direction.
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ABSTRACT. In June and early July 2000, the European football championships were
held in the Netherlands and Belgium. It was a large-scale event for both countries. The
Minister of the Interior and Kingdom Relations assigned the Crisis Research Center (COT/
Leiden University) to study the organisation and implementation of the event in the Neth-
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eral conclusions and resultant information in this article.
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INTRODUCTION

The European Championships 2000 was the largest sporting event ever
organised in the Netherlands and Belgium. Hundreds of thousands of visi-
tors and supporters flocked to Holland and Belgium in June 2000. Hun-
dreds of millions of football fans followed the tournament via the media.
Prior to the championships there was concern about the Netherlands' ability
to organise the tournament. All organisations involved were on top alert,
particularly due to the hooliganism factor, as experienced in the riots in
Istanbul and Copenhagen in April 2000. The tournament itself was rela-
tively peaceful, with no real disturbances in the Netherlands in the end.
Looking back on Euro 2000, the tournament can certainly be described as
a success.

The Crisis Research Center (COT/Leiden University) was requested by
the'Minister of the Interior and Kingdom Relations to evaluate the event,
with a special focus on public order and safety in the Netherlands.' The
evaluation has been made on the basis of interviews and analysis of rel-
evant documents and literature, and is also based on self-evaluations by
the organisations involved.

'See also the anticipatory analysis, published in the European Journal on Criminal
Policy and Research, 8(2), pp. 125-139, 2000.

0 European Journal on Criminal Policy and Research 9: 221-229, 2001.
© 2001 KluwerAcademic Publishers. Printed in the Netherlands.
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This article presents the general conclusions and the lessons to be leamed
from the tournament. In order to allow for emphasis of the learning ele-
ment, it was decided to present only the general conclusions of the study,
followed by a full representation of the lessons which may be of impor-
tance in the preparation and execution of other large-scale events.

GENERAL CONCLUSIONS

Success

Euro 2000 has been declared a success by all parties involved. They are
satisfied with the organisation and the approach to maintenance of public
order and safety. Virtually all target standards for the various activities were
achieved. The tournament was peaceful in terms of public order, with the
exception of repeated incidents following matches played by the Dutch
team. The situations constructed in the `worst case' scenarios did not be-
come reality. There were a limited number of incidents during the tourna-
ment, but no large-scale confrontations between rival high-risk supporters
or other serious breaches of the peace occurred.

Festivities and Safety

During Euro 2000 all those involved managed to maintain a proper bal-
ance between festivities and safety. The principle applied, and rightly so,
was that a festive mood is only possible if safety has been guaranteed.
Thanks to the involvement and efforts by the police, fire departments, area
health authorities, municipal departments in the host cities, and stewards,
volunteers and private security companies, safety could be guaranteed and
the conditions for festivities created. The information provided by the
authorities during the tournament made a positive contribution to the im-
age of the European Championships 2000 being safe and festive at the same
time.

Preparations

The success of Euro 2000 was largely due to the high quality of the prepa-
rations. The organisation of the tournament required the participation of a
large range of public and private organisations. The championships induced
the gearing of measures between organisations in the chain of public or-
der, safety, calamity prevention and hosting. The time-consuming organi-
sation of the tournament required considerable efforts from the parties
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involved. During Euro 2000 it impinged on their normal work, but only to
a limited extent.

Match Drawing and Matches

The peaceful course of the European championships 2000 was partly due
to a number of factors which could hardly be influenced. The Netherlands'
luck in the draw and the course of the matches played in Holland helped
to prevent major trouble with high-risk foreign supporters.

Policy and Operation

The intensification of preparations from Autumn 1999 onwards, culminat-
ing in peak measures in May 2000, had an important preventative effect.
It is feasible that preparations and statements by the Government influ-
enced the expectations and risk evaluations of potential troublemakers. As
the start of the event approached, the organisations involved were able to
gear their operational preparations more accurately in the light of the lat-
est events and intelligence. This inevitably meant that concrete informa-
tion needed to be processed only a few days, and often only a few hours
prior to matches, and plans adjusted accordingly. During Euro 2000, the
organisations involved displayed the resilience and flexibility to do this
successfully.

Crises and Critical Moments

During the preparations, attention was paid to the organisation of crisis
decision-making during the event, particularly in terms of the integration
and co-ordination of efforts in the field of public order and calamity pre-
vention. During Euro 2000, there were no crises in the field of public or-
der or other types of calamities related to such an event (in the host cities,
transport and accommodation of the supporters). The intensive prepara-
tions contributed to the prevention of crises and calamities. Due to the
intensive preparations, the parties involved were adequately aware of the
contextual and organisational necessities during crisis situations.

LESSONS FOR FUTURE LARGE-SCALE EVENTS

We shall concentrate on the general lessons which are of importance for
the organisation and implementation of future, large-scale events. Specific
operational lessons can be found in the individual evaluations of the or-
ganisations involved.
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Preparations

The intensive preparations by many organisations and persons made a
crucial contribution to the success of the European Championships 2000.
The preparations were initiated years before the tournament was to be held.
Never before had such intensive preparations taken place. This not only
concerned the contextual preparations made per organisation but particu-
larly also the co-ordination of the various preparatory activities. It proved
useful to appoint a co-ordinating body and a project director-general for
that gearing process. These co-ordination structures only work properly
when the need for co-ordination and harmonisation is recognised by all
concerned. In addition, care must be taken to avoid excessive red tape due
to the high intensity of co-ordination mechanisms.

Crisis Organisation

In the preparations for Euro 2000, attention was paid to the organisation
and content of crisis management. The parties involved were contextually
and organisationally well prepared for possible crises and disasters. This
intensive attention contributed to the fact that crises and calamities did not
occur. During the preparations, themes occurred for which managerial
solutions could not be found (such as managerial designation, the interna-
tional crisis management co-ordination and the co-ordination between host
cities and the Government). Agreements reached between the parties in-
volved resulted in a workable managerial construction. This construction
must also be applied in the case of future, large-scale events. The princi-
ple must be to work as closely as possible to existing authorities and re-
sponsibilities.

Unity in Diversity

In the preparations for Euro 2000, attention was paid to the realisation of
unity in activities between the two organising countries, between the host
cities and between the various operational departments. The countries, host
cities and emergency services all felt the need to adhere as closely as pos-
sible to the regular working methods. This inevitably meant that there were
differences in terms of organisation, tolerance and approach. In future
events, efforts should not be made to achieve unity where diversity is pos-
sible and desirable. The basic principle must be that the organisations in-
volved must be able to prepare and implement the necessary measures in
accordance with their existing powers and routines.



CURRENT ISSUES 225

Policing Principles and Tolerance Limits

The primary lesnon gained from the success of Euro 2000 is that there must
be clarity beforehand with regard to strict policing principles and toler-
ance limits. In Euro 2000, many possible situations had been taken into
account beforehand. The tolerance limits wóuld be low. The organisation
of the police and emergency services was aimed at strict implementation
of these tolerance limits. With the aid of an intensive communication strat-
egy, it was made clear, nationally and internationally, that there would be
little tolerance towards supporters. Although this was contrary to the im-
age generally held abroad of the Netherlands, the message was effectively
communicated to the supporters. Strict tolerance limits coupled to an in-
tensive communication strategy and consistent implementation can make
an important contribution to the success of large-scale events.

Public Private Co-operation

Despite deviating objectives and principles, there was fruitful co-opera-
tion between the Euro 2000 Foundation and the Government during the
tournament. Both sides needed to insist on clarity from the other party at
various points in time, which indeed took place prior to and during the
tournament, with the exception of one point. A few problems remained with
regard to the supply of names and the ticket strategy. The local representa-
tives of the Foundation contributed greatly to the successful co-operation.
The intensive formal and informal consultations and the mutual independ-
ente of the Foundation and Government have contributed to a successful
public-private co-operation. In future large-scale events, an intensive in-
formal and formal communication structure and information exchange
between public and private partners can make a further contribution to the
optimisation of this co-operation.

Foreign Supporters Policy

The effective policy concerning foreign supporters during Euro 2000 is
due to a combination of factors. The organisations in the chain of facilita-
tion of foreign supporters proved to be capable of effective co-operation.
Just before the tournament, clarity was created with regard to the frame-
work to be applied. Intensive international agreements with Germany and
the UK in particular prevented troublemakers from entering the Nether-
lands. The intensive border controls from Germany and the UK had a
positive effect. Both nationally and internationally, the parties involved
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were aware of the reach and impact of the tournament. In future large-scale
events, early clarity on the guidelines to be applied can contribute to an
effective policy regarding foreign supporters. However, a precondition is
that other countries are willing to take far-reaching measures in their own
countries.

Alcohol Policy

The conservative alcohol policy made an effective contribution to a tour-
nament without major problems. Event beer (low alcohol) in and around
the stadium tempered the unfavourable effects of alcohol consumption. The
scaling-up variants offered the opportunity to determine beforehand what
action would need to be taken in the case of problems surrounding the
alcohol policy. A strict alcohol policy in combination with the actual pos-
sibility for scaling up can allo be applied for future large-scale events. There
needs to be consideration of the eitent to which a workable drugs policy
can be formed, which is in keeping with the regular drugs policy as far as
possible.

Ticket Sales

Ticket sales were based on a number of principles, such as selling tickets
by name, checking the names on tickets and an integral summary of all
tickets and persons in a stadium. The ticket sales system was mainly aimed
at the preventative effect of these measures. During the tournament, most
of the tickets did indeed-prove to be personally held in name. A reason-
able picture could be formed of the supporters in the stadium. The separa-
tion of the supporters was not entirely successful. For future events, it
would be useful not to work on the principle of a full and integral sum-
mary of all supporters but rather to aim at gaining good insight into the
comings and goings of large groups of supporters. Although this implies
incomplete information, it prevents illusionary targets of an integral and
full summary being formed, through the current means of information
gathering.

Police Supervision

Supporter supervision by police officers is important for the good course
of large-scale football events. The differences in supervision between the
two countries require further analysis. There are apparently a number of
different models of supporter supervision which result in varying infor-
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mation and data. It is therefore not possible to arrive at a uniform model
of supporter supervision. In future events, a balance must be found between
the local and individual national methods and techniques of supporter
supervision and the necessity of some form of uniformity. In future events,
there must also be clear formulation beforehand of the functions attrib-
uted to supporter supervision.

Pro-active Strategy and Prevention

An important reason for the success of Euro 2000 is that the police and
other emergency services took immediate action at the first signs of dis-
ruption of the peace. Crowd observations were effectively pursued. This
pro-active strategy can also play an important role in future large-scale
events. The training and means available to the police and other services
must be structurally adapted to this pro-active strategy.

Planning

During the preparations there was maximum investment in the develop-
ment of plans and risk analyses. The implementation of these plans at the
operational level took place just in time, in the final days before the tour-
nament. In future large-scale events, operational implementation will have
to be started earlier. This has the advantage that the implementing person-
nel has more time and opportunity to internalise the policy lines and the
agreements. However, this does not deter from the fact that, in future large-
scale events, account will have to be taken of the fact that the final opera-
tional information will not be available until a few hours prior to the event.
This requires a flexible organisation which can quickly adapt to changing
circumstances.

Risk Analyses and Scenarios

The risk analyses and scenarios developed during Euro 2000 have had an
important attention value for the authorities and departments directly in-
volved. Partly for that reason, they had an important preventative effect.
With hindsight, there proved to be a discrepancy between the information
available beforehand and the actual occurrences. For future events, refine-
ment of the gradually developing information position will be very impor-
tant. The organisation and the facilities to generate public order information
must be further reinforced for this purpose.
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Training and Practice

Most of the organisations involved made great investments in training
and practice sessions during the preparations for Euro 2000. This train-
ing and practice made a positive contribution. Certainly in combination
with the practice and training for the millennium, it proved possible to
not only exchange the applicable tules, policing principles and tolerance
limits, but also to mutually gear the expectations of the various partici-
pants. In order to achieve this it was important that the training and coach-
ing was strongly geared towards possible occurrences during Euro 2000.
For future events, investments in training and practice remain as impor-
tant as ever.

Organisation

The co-operation structure for the host cities and the Government func-
tioned well during Euro 2000. The same applied to the mutual co-opera-
tion between the police regions. It was of crucial importance that time and
attention was paid to the realisation of optimal relationships during the
preparation phase. Practice and training contributed to this. The Euro Centre
in general and the project director-general in particular played a very im-
portant linking role. In future large-scale events which require a national
image and structure, it would be advisable to form a national centre and
appoint a project director-general. Conditions for success are: a clearly
defined domain, a clear `sense of urgency' and an intensive co-ordination
issue. Authorities and budget may not be the subject of discussion. There
must be further clarity on the relationship between an ad hoc centre for a
specific event and the National Co-ordination Centre.

Information

For Euro 2000 a large amount of time was invested in the organisation of
the information position. During the tournament, however, it became ap-
parent that not all the necessary information was available. In future events,
attention must be paid to the content of the information at an earlier stage.
There must be a distinction, right from the start, between operational and
policy information. For future events, it would also be advisable to not only
pay attention to the formal information and communication structures but
also particularly the informal forms of communication, which are just as
important.
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Media and Press Information

Euro 2000 has shown that a deliberately developed information strategy
can be of great value for the effective course of a large-scale event. Media
communication started a little late. However, during the tournament itself,
media information was made available in a professional manner. The Euro
2000 tournament showed that good media communications are extremely
functional, as long as they are fitting in with the general events policy. For
future events with a more or less considerable risk profile, an early start is
required, with a strategy aimed at public agreement and trust.

International Knowledge Transfer on Large-Scale Events

Despite a number of minor deficiencies, Euro 2000 strengthened the Neth-
erlands' reputation as an organiser of large-scale events. This would ad-
vocate a policy aimed at exporting the experience gained and know-how
acquired, and its deployment in international bid contests for the choice
of location for large-scale events. Due to large-scale events, indeed virtu-
ally by definition representing a mix of public and private values and in-
terests, such efforts are best exercised in public-private partnerships. It is
worth considering the establishment of a legal entity for this purpose.

Crisis Research Center (COT/Leiden University)
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2514 EE The Hague
The Netherlands
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