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SAMENVATTING 

INLEIDING 
AANVRAAG – De Universiteit Twente is op 12 juli 2018 door het Wetenschappelijk Onderzoek- en 
Documentatiecentrum – WODC uitgenodigd om een onderzoek uit te voeren met de titel 'Biometrie 
in de vreemdelingenketen – een literatuuronderzoek' (projectnummer 2965). In Nederland is de 
vreemdelingenketen een proces voor identiteitsbeheer dat deel uitmaakt van de migratieketen. De 
vreemdelingenketen is gebaseerd op twee soorten persoonlijke gegevens: biografische gegevens 
(zoals geboortedatum en -plaats, naam en nationaliteit) en biometrische gegevens, zoals 
vingerafdrukken, gezicht en regenboogvliezen. Biometrische technologie wordt gebruikt in de 
vreemdelingenketen om (snel) over te kunnen gaan tot geautomatiseerde identiteitsverificatie en 
identificatie van vreemdelingen (immigrant of inwoner, legaal of illegaal). 
DOEL – Deze literatuurstudie richt zich uitsluitend op de rol van biometrische gegevens in de 
vreemdelingenketen. Momenteel is de vingerafdruk de enige biometrische modaliteit die hiervoor 
gebruikt wordt. Het onderzoek richtte zich op het begrijpen van de mogelijkheden en beperkingen 
van het gebruik van de vingerafdruk in het huidige biometrische proces. Daarnaast richtte het zich 
op het inventariseren van dat wat bekend is over de mogelijkheden om het gebruik van 
vingerafdrukken en andere biometrische modaliteiten te verbeteren en/of te combineren in een 
multimodale aanpak. 
Het onderzoek richtte zich op het begrijpen van de mogelijkheden en beperkingen van het gebruik 
van de vingerafdruk in het huidige biometrische proces. Daarnaast richtte het zich op het 
inventariseren van dat wat bekend is over de mogelijkheden om het gebruik van vingerafdrukken 
en andere biometrische modaliteiten te verbeteren en/of te combineren in een multimodale 
aanpak. Het uiteindelijke doel is om de verificatie van identiteits- en identificatieprocessen in de 
identiteitsketen van vreemdelingen, zoals toegepast door Nederland, te verbeteren. 

ONTWERP 
VRAGEN – Om aan het verzoek van het WODC tegemoet te komen, zijn de problemen 
geoperationaliseerd in 5 onderzoeksvragen: 

1. Wat zijn de huidige operationele biometrische processen (grenscontrole, 
vreemdelingensurveillance en asielaanvraagscenario's)? 

2. Wat is de rol van de vingerafdruk modaliteit in de huidige operationele biometrische 
processen? 

3. Wat zijn de huidige betrouwbaarheidsproblemen (effectiviteit en efficiëntie) van de 
vingerafdruk modaliteit in de huidige biometrische processen? 

4. Welke andere biometrische modaliteiten zijn geschikt voor de beoogde doeleinden en wat 
is hun betrouwbaarheid wanneer geïmplementeerd in geautomatiseerde en op mensen 
gebaseerde biometrische processen? 

5. Wat is het potentieel om de vingerafdruk modaliteit te combineren met andere 
biometrische modaliteiten? 

METHODE – Het onderzoek is in twee fasen opgedeeld: de eerste fase betreft de vragen 1, 2 en 3 
welke beantwoord zijn op basis van een reeks interviews met de belanghebbenden die partners 
in de migratieketen identificeren: 

• Immigratie- en Naturalisatie-dienst – IND, 
• Koninklijke Marechaussee – KMAR, 
• Nationale politie – NP, 
• Centraal Orgaan opvang Azielzoekers – COA, 
• Ministerie van Buitenlandse Zaken – BUZA, 
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• Dienst Terugkeer & Vertrek – DT&V, 
• Dienst Justitiële Inrichtingen – DJI; 

en de tweede fase betreft de vragen 4 en 5 welke zijn beantwoord op basis van een beoordeling 
van de wetenschappelijke literatuur over menselijke identificatie, biometrie en de toepassing 
hiervan. Speciale aandacht is besteed aan de ervaring die is opgedaan met de praktische 
implementatie van de vingerafdruk modaliteit en/of de combinatie ervan met andere biometrische 
modaliteiten voor grootschalige identiteitsverificatie en identificatie. Het Aadhaar Biometric Project, 
‘s werelds grootste biometrische ID-systeem is ontwikkeld door de Unique Identification Authority 
of India (UIDAI). 
STRUCTUUR – In hoofdstuk 2, “Huidige implementaties”, wordt gerapporteerd over de eerste fase 
van het project. Hierin worden de eerste drie vragen beantwoord over de categorisatie van de 
verschillende biometrische processen die bestaan in de identiteitsketen van de vreemdelingen en 
in de beschrijving van de speciale kenmerken hiervan. 
In hoofdstuk 3, “Eigenschappen van de biometrische modaliteiten”, wordt gerapporteerd over de 
tweede fase van het project. Hierin wordt vraag 4 beantwoord waarbij de biometrische modaliteiten 
en hun sterke en zwakke punten beschreven worden. Daarnaast wordt een selectie gemaakt van 
modaliteiten die kunnen worden opgenomen in een multimodaal biometrisch systeem voor de 
vreemdelingenketen (hierna: vreemdelingenketen). 
In hoofdstuk 4, “Discussie”, wordt de vijfde vraag beantwoord. Daarnaast worden de voor- en 
nadelen van de verschillende biometrische modaliteiten overwogen voor de verschillende 
biometrische processen die bestaan in de identiteitsketen van de vreemdeling en de mogelijkheid 
tot combinatie hiervan. 
In hoofdstuk 5, “Conclusie”, worden de antwoorden op de 5 onderzoeksvragen samengevat en 
wordt een conclusie getrokken uit de reeds afgeronde studie. 

BIOMETRISCH GEGEVENSBEHEER 
In Nederland is de vreemdelingenketen een gedecentraliseerde infrastructuur welke verschillende 
partners kent die tot identificatie over kunnen gaan: IND, KMAR, NP, COA, BUZA, DT&V en DJI. 
Deze partners oefenen specifieke verantwoordelijkheidsgebieden in de migratieketen uit: toelating, 
toegang, toezicht, opvang, bewaring, terugkeer en naturalisatie. Deze verantwoordelijkheids-
gebieden omvatten zowel identificatie- als identiteitsverificatietaken. 
De organisatie die de biometrische gegevens registreert is verantwoordelijk voor de kwaliteit 
hiervan. In de praktijk worden de biometrische gegevens toch geregistreerd als na minimaal 3 
pogingen het resultaat nog steeds niet voldoet aan de kwaliteitseisen. In de identiteitsketen van 
de vreemdeling heeft de biometrische identiteitscontrole voorrang op de biografische identiteit. Dit 
omvat twee verschillende processen: biometrische identificatie en biometrische verificatie van 
identiteit. 
Alle partners van de vreemdelingenketen (IND, KMAR, NP, COA, BUZA, DT&V en DJI) voeren 
biometrische identiteitscontrole uit op één van twee manieren: 1) in de vorm van 
identiteitsverificatie (1: 1, hierna: biometrische verificatiecontrole) of 2) in vorm van open-set 
identificatie (1: N 1, hierna: biometrische identificatiecontrole). Gesloten set-identificatie is in de 
praktijk bijna nooit van toepassing omdat de aanname dat de biometrische referentie van de 
gecontroleerde persoon in de database voorkomt, niet kan worden aangetoond. 
Het meest algemene en belangrijke probleem in verband met het beheer van biometrische 
gegevens betreft het identificatieproces. Als tijdens het registratieproces geen vingerafdrukken 
beschikbaar zijn voor automatische deduplicatie, vertrouwt het proces alleen op de op mensen 
gebaseerde vergelijking van beschikbare biografische gegevens en soms een frontale 
gezichtsafbeelding. Een dergelijke situatie brengt mogelijk alle volgende taken in de 
identiteitsketen van de vreemdeling in gevaar. De reden is dat de aanvankelijke afwezigheid van 
biometrische gegevens verhindert een eenduidige link aan te tonen tussen de persoon die in 
eerste instantie is geregistreerd en de persoon die later interactie aangaat met de identiteitsketen 
van vreemdelingen. 
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EIGENSCHAPPEN VAN DE BIOMETRISCHE MODALITEITEN 
Naast vingerafdrukken die al in de identiteitsketen van de vreemdelingen worden gebruikt, zijn er 
(veel) andere biometrische modaliteiten waarmee individuen kunnen worden onderscheiden die 
kunnen bijdragen aan hun identiteitsverificatie of identificatie. Alleen de volgende biometrische 
modaliteiten zijn geselecteerd in het verzoek en in eerste instantie overwogen voor een vergelijking 
met de vingerafdruk modaliteit: gezicht, iris, palm, hand (geometrie), oor (vorm), netvlies 
(aderpatroon), spraak (luidspreker) en DNA. 
De relevantie van een of meerdere biometrische modaliteiten voor een specifieke toepassing 
hangt af van de eigenschappen van de biometrische modaliteit en van de onderliggende 
biometrische technologie. Voor deze studie zijn 14 eigenschappen in vier categorieën beschouwd: 
intrinsieke eigenschappen van een biometrische modaliteit (universaliteit, duurzaamheid, 
onderscheidend vermogen); eigenschappen van de onderliggende biometrische technologie 
(volwassenheid, prestaties, realtime verificatie, identificatiesnelheid); eigenschappen die verband 
houden met de interactie van de gebruiker met de biometrische technologie (verzamelbaarheid, 
aanvaardbaarheid, samenwerking, onkwetsbaarheid); en eigenschappen met betrekking tot de 
integratie van een biometrische modaliteit in een infrastructuur voor ID-beheer (beschikbaarheid 
van databases, schaalbaarheid en interoperabiliteit). 
Vanwege de uiteenlopende aard van biometrische toepassingen, voldoet waarschijnlijk geen 
enkele biometrische eigenschap optimaal aan de vereisten van alle toepassingen. In veel gevallen 
kan een multimodaal biometrisch systeem dat meerdere biometrische kenmerken combineert of 
versmelt vereist zijn om het gewenste prestatieniveau te bereiken. Een voorbeeld hiervan is het 
zeer grootschalige Aadhaar-biometrische project in India (> 109 personen), dat alle 10 
vingerafdrukken en beide irissen van proefpersonen gebruikt voor deduplicatie doeleinden en 
identificatiedoeleinden. 
De analyse van de literatuur onthult enkele grenzen in elk van de biometrische modaliteiten die 
voor deze studie zijn geselecteerd. Om uiteenlopende en specifieke redenen is het merendeel van 
de biometrische modaliteiten niet geschikt voor implementatie in de identiteitsketen van 
vreemdelingen: implementatiekosten (handafdruk), beperkt onderscheidend vermogen 
(handgeometrie, oorvorm), vervuiling, gevoeligheid, snelheid, gegevensbescherming en 
privacykwesties (DNA), gebruikersacceptatie, gegevensbescherming en privacykwesties 
(netvlies), beperkt onderscheidend vermogen en gevoeligheid voor omgevingsomstandigheden 
(spraak). Een minderheid hiervan kan worden beschouwd als geschikt voor implementatie in de 
identiteitsketen van de vreemdeling. De vingerafdruk modaliteit is onderscheidend, permanent, 
schaalbaar, interoperabel en breed geïmplementeerd, maar niet universeel. De face-modus is 
universeel, gemakkelijk te verzamelen, geaccepteerd en interoperabel, maar de schaalbaarheid is 
beperkt waardoor deduplicatie in grote datasets wordt voorkomen. De iris modaliteit is 
onderscheidend, permanent, schaalbaar en bijna universeel, maar is niet interoperabel vanwege 
het ontbreken van beschikbare databases. De modaliteiten zijn niet ideaal en onfeilbaar is en bij 
alle modaliteiten sprake is van specifieke tekortkomingen en beperkingen. Dit pleit voor een 
multimodale aanpak. 
De vingerafdruk, gezicht en irismodaliteiten worden grotendeels toegepast in een aantal soorten 
administratieve/civiele, reis-, wetshandhavings- en beveiligingstoepassingen, vanwege hun 
eigenschappen. De vingerafdruk modaliteit is al geïmplementeerd in de verschillende applicaties 
van de identiteitsketen van de vreemdelingen. Daarom worden in deze review alleen de gezichts- 
en iris modaliteit overwogen voor vervanging of combinatie met de vingerafdruk modaliteit. De 
inzet van de andere biometrische modaliteit is beperkt tot één type toepassing vanwege de 
beperkingen van sommige eigenschappen. DNA en handafdruk worden voornamelijk in de 
rechtshandhaving geëxploiteerd voor identificatie. Spraak en handgeometrie zijn ingezet in 
commerciële toepassingen, meestal voor identiteitsverificatie wanneer oor- en netvliespatroon 
door onderzoekers zijn voorgesteld voor biometrische herkenning in nichetoepassingen. Deze 
moeten echter nog een toereikend niveau van technologische volwassenheid en acceptatie 
bereiken. 
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MULTIBIOMETRISCHE AANPAK MET INBEGRIP VAN VINGERAFDRUK 
Elke multimodale biometrische benadering gaat gepaard met implementatie-uitdagingen op het 
gebied van (1) training en prestaties - het investeringsniveau is hoog en de acceptatie van de 
gebruikers is laag (2) ontwerp - het aantal biometrische modaliteiten (multimodaliteit), sensoren 
binnen elke biometrische modaliteit (multi-sensor) en aantal exemplaren om gegevens van een 
biometrische modaliteit (multi-instantie/multi-sample) te verzamelen, en als laatste (3) architectuur 
en fusieniveau van de resultaten. 
COMBINATIE VAN VINGERAFDRUK EN GEZICHT MODALITEIT – In alle bestudeerde onderzoeken hebben 
de prestaties van de vingerafdruk- en gezichtsmodaliteiten in combinatie systematisch de 
prestaties van elke modaliteit vervangen bij onafhankelijk gebruik. Hetzelfde fenomeen wordt 
waargenomen voor onkwetsbaarheid: de weerstand tegen de presentatie-aanval van de 
combinatie van de vingerafdruk en de gezichtsmodus vervangt de prestaties van elke modaliteit 
die voor zichzelf wordt beschouwd. 
De disbalans tussen de universaliteit en de verzamelbaarheid van vingerafdrukken (beperkt tot 
95% van de individuen) en de gezichtsmodus (bijna universeel) pleit voor een seriële architectuur 
in plaats van parallel voor de combinatie van deze twee modaliteiten. Het organiseren van de 
identiteitscontrole op volgorde, beginnend met de gezichtsmodus en, indien nodig, het toevoegen 
van de vingerafdruk modaliteit verbetert het gemak van het proces. Afgezien van de technische 
en methodologische uitdagingen die rechtstreeks verband houden met de ontwikkeling en 
implementatie van multimodale biometrische systemen, zijn er nog andere aspecten inherent hun 
complexiteit moet worden overwogen om ze te vertalen in operationele vooruitgang: hogere 
competentie van het personeel, ergonomie, productiviteit, schaalbaarheid naar grote heterogene 
datasets; naleving van beveiliging, gegevensbescherming en privacyvereisten; robuustheid voor 
veranderingen zoals de omgeving, de bevolking of de sensoren. 
COMBINATIE VAN VINGERAFDRUK EN IRIS MODALITEIT – Zelfs als een multimodaal biometrisch 
systeem dat het gezicht en de iris modaliteit combineert buiten het bestek van deze studie valt, 
moet worden opgemerkt dat een systeem dat deze twee modaliteiten combineert zinvol zou zijn. 
De biometrische gegevens van beide modaliteiten kunnen in dezelfde instantie en met dezelfde 
sensor worden verzameld, namelijk met behulp van een camera. Het gezicht kan dan worden 
gebruikt voor identiteitsverificatie en iris voor deduplicatie- en identificatiedoeleinden, als 
irisdatabases beschikbaar zijn. Desalniettemin zou het ook betekenen dat er moet worden 
geïnvesteerd in een tweede biometrische technologie en database met als resultaat een 
complexer en duurder systeem, waarvoor meer gekwalificeerd personeel nodig is om het te 
ontwikkelen, onderhouden en om het uit te voeren. 

ANTWOORDEN 

ANTWOORD OP VRAAG 1 – Wat zijn de huidige operationele biometrische processen (grenscontrole, 
vreemdelingenbewaking en asielaanvraagscenario’s? 
De identificerende partners in de migratieketen hebben twee biometrische processen: (1) 
identificatieproces en (2) identiteitsverificatieproces. Het identificatieproces bestaat uit het 
vergelijken van de biometrische gegevens van een aanvrager met de referentiegegevens van een 
biometrische database. Het wordt gebruikt tijdens het registratieproces van een aanvrager om 
duplicatie van dezelfde persoon in de database te voorkomen. In vreemdelingenketen wordt dit 
proces exclusief uitgevoerd voor de vingerafdruk modaliteit met behulp van automatische 
vingerafdrukidentificatiesystemen (AFIS). De gecontroleerde databases zijn afhankelijk van de 
aard van de aanvraag; ze kunnen Nederlandse of internationale civiele (Basisvoorziening 
Vreemdelingen – BVV, Europees Visa Informatie Systeem – EU-VIS) of wetshandhaving (Het 
Automatisch Vinger Afdrukkensysteem Nederlandse Kollektie – HAVANK, 
Strafrechtsketendatabank – SKDB, Europees Dactylografisch Systeem – EuroDAC) bevatten. De 
identificatiepartners die het identificatieproces uitvoeren, zijn IND, KMAR, NP en DJI. 
Het identiteitsverificatieproces bestaat uit het vergelijken van de biometrische gegevens van een 
aanvrager met hun eigen referentiegegevens die aanwezig zijn in een identiteitsdocument of in 
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een database zoals BVV. Dit proces wordt automatisch uitgevoerd voor de vingerafdruk modaliteit 
en door een mens voor de gezichtsmodus. De identificerende partners die het 
identiteitsverificatieproces uitvoeren, zijn IND, KMAR, NP, COA, DT&V en DJI. 
ANTWOORD OP VRAAG 2 – Wat is de rol van de vingerafdruk modaliteit in de huidige operationele 
biometrische processen? 
De vingerafdruk modaliteit speelt een centrale rol in de huidige operationele biometrische 
processen van de vreemdelingenketen. De biometrische gegevens hebben voorrang op de 
biografische gegevens in zowel identificatie- als identiteitsverificatieprocessen. Enerzijds zijn de 
vingerafdrukgegevens onderscheidend en permanent, de vingerafdruk modaliteit wordt redelijk 
geaccepteerd door de gebruikers en er bestaan zeer grote civiele en wetshandhavingsdatabanken 
met vingerafdrukken. De biometrische technologie van de vingerafdruk is volwassen, hoog 
presterend, snel en kan worden geïntegreerd vanwege geavanceerde schaalbaarheid en 
interoperabiliteitseigenschappen. 
Anderzijds is de universaliteit en verzamelbaarheid van de vingerafdrukgegevens beperkt tot 
ongeveer 95% van de individuen, het gebruik ervan vereist samenwerking en de vingerafdruk 
modaliteit kan kwetsbaar zijn voor presentatieaanvallen. De controverses met betrekking tot 
gegevensbescherming en privacy van vingerafdrukgegevens beperken de ontwikkeling van civiele 
vingerafdrukdatabases. Dit verklaart tevens de afhankelijkheid op internationaal niveau van de 
burgerlijke identiteitsketen van vingerafdrukdatabases voor wetshandhaving met betrekking tot 
identificatie- en deduplicatieprocessen. 
ANTWOORD OP VRAAG 3 – Wat zijn de huidige betrouwbaarheidsproblemen (effectiviteit en 
efficiëntie) van de vingerafdruk modaliteit in de huidige biometrische processen? 
De nieuwste NIST-evaluatie van vingerafdrukafhankelijke algoritmen toont het potentieel van de 
vingerafdruk modaliteit: de meest nauwkeurige inzending behaalde een valse niet-
identificatiegraad van 1,97% voor de linker wijsvinger en 1,9% voor de rechter wijsvinger wanneer 
werd gezocht tegen een registratie set van 100’000 proefpersonen (1 miljoen vingerafdrukken), 
voor een fout-positieve identificatiesnelheid van 10-3. In de vreemdelingenketen is de richtlijn voor 
de biometrische verificatie gericht op het standaardiseren van de verzameling en het beheersen 
van de kwaliteit van de biometrische gegevens, en op het bewaken van de effectiviteit, efficiëntie 
en transparantie van de biometrische processen van de vreemdelingen identiteitsketen. 
Afgezien van deze richtlijn bestaat er momenteel geen kwaliteitswaarborginssysteem en 
accreditatieprogramma en zijn deze ook niet in ontwikkeling. De parameters die van invloed zijn 
op de kwaliteit van de vingerafdrukgegevens (leeftijd, beroep, locatie van verzameling) en 
gezichtsafbeeldingen (gezichtsuitdrukking, pose, verlichting, occlusie en beeldresolutie) zijn 
bekend, maar er zijn geen gedocumenteerde procedures en kwantitatieve cijfers beschikbaar om 
de kwaliteit van de gegevens te controleren. Op dezelfde manier worden het ontwerp en de 
technologie van de biometrische processen voortdurend verbeterd, maar er zijn geen 
gedocumenteerde procedures beschikbaar om de prestaties van de automatische (vingerafdruk) 
en op mensen gebaseerde (Gezichts) identificatie en identiteitsverificatieprocessen kwantitatief te 
beoordelen. 
Het meest algemene en belangrijke probleem betreft het identificatieproces. Als tijdens het 
registratieproces geen vingerafdrukken beschikbaar zijn voor automatische deduplicatie, vertrouwt 
het proces alleen op de op mensen gebaseerde vergelijking van beschikbare biografische 
gegevens en soms van een frontale gezichtsafbeelding. Een dergelijke situatie brengt mogelijk 
alle volgende taken in vreemdelingenketen in gevaar, waardoor de demonstratie van een 
ondubbelzinnige link tussen de aanvankelijk geregistreerde persoon en de persoon die later met 
de vreemdelingenketen omgaat wordt voorkomen. 
ANTWOORD OP VRAAG 4 – Welke andere biometrische modaliteiten zijn geschikt voor de beoogde 
doeleinden en wat is hun betrouwbaarheid indien geïmplementeerd in geautomatiseerde en op 
mensen gebaseerde biometrische processen? 
GEZICHT – Het maken van een gezichtsspecimen in zichtbaar licht als 2D-weergave is eenvoudig. 
Het vereist simpelweg een in de handel verkrijgbare camera die op vrijwel elk mobiel apparaat kan 
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worden gebruikt. De deep learning algoritmen voor gezichtsherkenning zijn de afgelopen vijf jaar 
snel verbeterd, robuuster geworden met niet-ideale verzamelvoorwaarden en moeten nog 
volwassen worden. Gezichtsherkenningstechnologie gaat verder in de richting van de sterkste 
modaliteiten, zelfs als deze het prestatieniveau van de vingerafdruk- of irismodaliteiten nog niet 
heeft bereikt. Een cruciale uitdaging die blijft bestaan voor deep learning leermethoden in het 
algemeen en voor gezichtsherkenningsmethoden in het bijzonder, is de stabiliteit en uniformiteit 
van prestaties, in onbeperkte omstandigheden, tussen alle personen van een referentiedatabase. 
De gezichtsdatabases (Centrale Automatische TeChnology voor de Herkenning van personen - 
CATCH, EuroDAC, Schengen Informatie Systeem - SISII, Entry Exit systeem - EES, European 
Visa Information System - EU-VIS en European Strafregisterinformatiesysteem voor onderdanen 
van derde landen - ECRIS-TCN) en hun interoperabiliteit vorderen, maar ze moeten nog steeds 
het niveau van de vingerafdruk modaliteit bereiken. Derhalve zal de schaalbaarheid van de 
gezichtsmodus beperkt blijven tot situaties waarin gezichtsgegevens worden verzameld in 
onbeperkte omstandigheden en vanwege de intrinsieke beperking van het onderscheidend 
vermogen van het gezicht als gevolg van genetische factoren, die fysieke gelijkenissen (etnische 
achtergrond en familierelaties) veroorzaken. Vooral de prevalentie van monozygotische 
tweelingen bij de menselijke bevolking heeft belangrijke gevolgen voor de prestaties van 
gezichtsherkenningssystemen. Ten slotte is de gezichtsmodus ook kwetsbaar voor presentatie- 
en morphing-aanvallen, vooral als het identificatiecontroleproces niet wordt gevolgd. 
REGENBOOGVLIES – De universaliteit van de iris zorgt voor een theoretische verzamelbaarheid voor 
bijna 100% van de individuen, zelfs als in de praktijk de gebruikersacceptatie lager is dan voor het 
gezicht. De kenmerken van de iris zijn meer permanent dan die van het gezicht waardoor de 
noodzaak van regelmatige herregistratie wordt beperkt. Het onderscheidend vermogen van de iris 
is uniform vanwege de epigenetische aard van de gegevens en de technologie presteert zeer 
goed. De iris is ook minder kwetsbaar voor aanvallen dan het gezicht en de vingerafdruk. De 
implementatie van de irismodaliteit is echter om verschillende redenen vertraagd waaronder een 
beperkte acceptatie door de gebruikers en de kosten van gepatenteerde technologie. Het 
potentieel van de combinatie van de vingerafdruk- en irismodaliteiten is aangetoond voor 
identificatie in India door het Aadhaar Biometric Project. De ontwikkeling van een ander 
multimodaal grootschalig identificatiesysteem met inbegrip van de iris wordt momenteel echter 
voorkomen door de afwezigheid van een andere grootschalige irisdatabase, waardoor elk 
deduplicatieproces op basis van de regenboogvlies modaliteit. 
ANTWOORD OP VRAAG 5 – Wat is het potentieel om de vingerafdruk modaliteit te combineren met 
andere biometrische modaliteiten? 
Voor identificatieprocessen die niet alleen plaatsvinden in de BVV-database, maar die worden 
uitgebreid tot nationale (BVV, HAVANK, SKDB) en internationale (EuroDAC, EU-VIS, SISII) 
databases, bestaat er momenteel geen alternatief voor de vingerafdruk modaliteit. Zoals reeds 
vermeld, zelfs wanneer de irismodaliteit technisch gezien een geloofwaardig alternatief is, is het 
momenteel geen praktische optie voor identificatie omdat irisdatabases niet bestaan. 
Gezichtsdatabases zijn nog steeds fragmentarisch en slechts gedeeltelijk interoperabel en de 
technologie voor gezichtsherkenning moet nog grote schaalbaarheid bereiken. Zelfs als de 
gezichtsmodus continu verbetert blijven obstakels bestaan vanwege het beperkt onderscheidende 
vermogen van het gezicht en van gezichtsgegevens die zijn verzameld in niet-ideale 
omstandigheden. 
Voor identificatie- en identiteitsverificatieprocessen die alleen plaatsvinden binnen de BVV 
(standalone), zou een serieel multimodaal biometrisch systeem dat de gezichts- en 
vingerafdrukmodaliteiten combineert, verschillende voordelen bieden: voornamelijk universaliteit 
en gebruikersacceptatie van de gezichtsmodus en in de tweede plaats de prestaties van de 
vingerafdruk modaliteit, alleen gebruikt in geval van een storing in de gezichtsmodus. Hierbij moet 
opgemerkt worden dat een dergelijk multimodaal systeem de integriteit van de BVV-database zou 
verbeteren. 
Multimodale biometrische systemen die de vingerafdruk- en gezichtsmodaliteiten combineren zijn 
hoofdzakelijk ontwikkeld voor identiteitsverificatie, waarbij de prestaties systematisch de prestaties 
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van elke modaliteit vervangen wanneer deze onafhankelijk worden gebruikt. Hetzelfde fenomeen 
wordt waargenomen voor onkwetsbaarheid. Weerstand tegen een prestatieaanval van de 
combinatie van vingerafdruk- en gezichtsmodaliteiten vervangt de prestaties van elke voor zichzelf 
beschouwde modaliteit. Dergelijke resultaten kunnen worden verklaard door de aanvulling van de 
twee modaliteiten. Een serieel multimodaal biometrisch systeem, dat hoofdzakelijk de 
gezichtsmodus en in de tweede plaats de vingerafdruk modaliteit exploiteert, biedt de voordelen 
van universaliteit en gebruikersacceptatie van de gezichtsmodus; alleen ingeval van een 
mislukking zouden het onderscheidend vermogen, de duurzaamheid en de prestaties van de 
vingerafdrukmodaliteit worden benut. 
Ten slotte moet worden opgemerkt dat investeringen in een tweede biometrische technologie en 
database om een multimodale aanpak te ontwikkelen, zal resulteren in een complexer en duurder 
systeem, waarvoor meer gekwalificeerd personeel nodig is om het te ontwikkelen, te onderhouden 
en te bedienen. 
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SUMMARY 

INTRODUCTION 
REQUEST – The University of Twente has been invited by the Research and Documentation Centre 
– WODC on 12 July 2018 to conduct a study entitled “Biometrics in the aliens’ identity chain – a 
literature study” (project number 2965). 
In the Netherlands, the aliens’ identity chain is an identity management process, which is part of 
the migration chain. It relies on two types of personal data: biographic, such as date and place of 
birth, name and nationality, and biometric, such as fingerprints, face and irides. Biometric 
technology is used in the aliens’ identity chain to (quickly) achieve automated identity verification 
and identification of aliens (immigrant or resident, legal or illegal). 
AIM – This literature study focuses exclusively on the role of biometric data in the aliens’ identity 
chain. At present the fingerprint is the single biometric mode automated for this purpose. It aimed 
at understanding the capabilities and limits of the fingerprint made in the current operational 
biometric process and to make an inventory of what is known about the possibilities to improve 
and/or combine the use of fingerprints and other biometric modes in a multimodal approach. 
Eventually, the purpose is to improve the verification of identity and identification processes in the 
aliens’ identity chain as applied by the Netherlands. 

DESIGN 
QUESTIONS – In order to answer to the request, the issues have been operationalised in 5 research 
questions: 

6. What are the current operational biometric processes (border control, alien surveillance 
and asylum application scenarios)? 

7. What is the role of the fingerprint mode in the current operational biometric processes? 
8. What are the current reliability (effectiveness and efficiency) issues of the fingerprint mode 

in the current biometric processes? 
9. Which other biometric modes are fit for the intended purposes and what is their reliability 

when implemented in automated and human-based biometric processes? 
10. What is the potential of combining the fingerprint mode with other biometric modes? 

METHOD – The study has been organised in two phases: (1) the questions 1, 2 and 3 have been 
answered on basis of a set of interviews conducted with the stakeholders that are identifying 
partners in the migration chain: 

• Immigration and Naturalisation Agency – IND, 
• Royal Netherlands Marechaussee – KMAR, 
• National Police – NP, 
• Central Organ for Asylum seekers – COA, 
• Ministry of Foreign Affairs – BUZA, 
• Repatriation and Departure Service – DT&V, 
• Custodial Institutions Agency – DJI, 

and (2) the questions 4 and 5 have been answered on basis of a review of the scientific literature 
focusing on human identification, biometrics and their applications. Special attention has been 
given to the experience gained in the practical implementation of the fingerprint mode and/or its 
combination with other biometric modes for large-scale identity verification and identification, such 
as in the Aadhaar Biometric Project, the world's largest biometric ID system developed by the 
Unique Identification Authority of India (UIDAI). 
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STRUCTURE – Chapter 2 “Current implementations” reports on the phase 1 of the project. It answers 
questions 1, 2 and 3 on the categorisation of the different biometric processes existing in the aliens’ 
identity chain and in the description of their specificities. 
Chapter 3 “Properties of the biometric modes” reports on the phase 2 of the project. It answers 
question 4 describing the biometric modes, their strengths and weaknesses and a selection will be 
made of the ones that can be included in a multimodal biometric system for the Dutch aliens’ 
identity chain (hereafter alien’s identity chain). 
Chapter 4 “Discussion” answers question 5, discussing the advantages and drawbacks of the 
different biometric modes considered for the different biometric processes existing in the aliens’ 
identity chain and their combination. 
Chapter 5 “Conclusion” summarises the answers to the 5 research questions and concludes this 
study. 

BIOMETRIC DATA MANAGEMENT 
In the Netherlands, the aliens’ identity chain is a decentralized infrastructure involving several 
identifying partners: IND, KMAR, NP, COA, BUZA, DT&V and DJI. These partners exercise 
dedicated areas of responsibility in the migration chain: admission (toelating), border control 
(toegang), monitoring (toezicht), housing (opvang), detention (bewaring), repatriation (terugkeer) 
and naturalisation (naturalisatie). These areas of responsibility include both identification and 
identity verification tasks. 
The organisation that registers the biometric data is responsible for their quality. In practice, the 
biometric data are registered anyway if after at least 3 attempts the result still does not comply with 
the quality requirements. In the aliens’ identity chain, the biometric identity check has primacy over 
the biographic identity and covers two distinct processes: biometric identification and biometric 
verification of identity. 
All the partners of the aliens’ identity chain (IND, KMAR, NP, COA, BUZA, DT&V and DJI) are 
performing biometric identity check in one of two ways: 1) in form of identity verification (1:1, 
hereafter biometric verification check) or 2) in form of open-set identification (1:N+1, hereafter 
biometric identification check). Closed-set identification is almost never applicable in practice 
because the assumption that the biometric reference of the person checked is in the database 
cannot be demonstrated. 
The most general and critical issue related to biometric data management concerns the 
identification process. If during the enrolment process no fingerprints are available for automatic 
deduplication, then the process only relies on the human-based comparison of available biographic 
data and sometimes a frontal face image. Such situation potentially compromises all the 
subsequent tasks along the aliens’ identity chain. The reason is that the initial absence of biometric 
data prevents to demonstrate an unequivocal link between the person initially registered and the 
person interacting later with the aliens’ identity chain. 

PROPERTIES OF THE BIOMETRIC MODES 
In addition to fingerprints that are already used in the aliens’ identity chain, there are (many) other 
biometric modes that allow to distinguish individuals and that can contribute to their identity 
verification or their identification. Only the following biometric modes have been selected in the 
request and initially considered for a comparison with the fingerprint mode: face, iris, palm, hand 
(geometry), ear (shape), retina (vein pattern), speech (speaker) and DNA. 
The relevance of one or several biometric modes for a specific application depends on properties 
of the biometric mode and of the underlying biometric technology. For this study, 14 properties 
structured in four categories have been considered: intrinsic properties of a biometric mode 
(universality, permanence, distinctiveness); properties of the underlying biometric technology 
(maturity, performance, real-time verification, identification speed); properties related to the 
interaction of the user with the biometric technology (collectability, acceptability, cooperation, 
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invulnerability); and properties related to the integration of a biometric mode within an ID 
management infrastructure (database availability, scalability and interoperability). 
Because of the diverse nature of biometric applications, no single biometric trait is likely to be 
optimal and satisfy the requirements of all applications. In many cases, a multimodal biometric 
system combining or fusing multiple biometric traits may be required to attain the desired level of 
performance. One such example is the very large-scale Aadhaar Biometric Project in India (>109 
individuals), that uses all 10 fingerprints and both irides of subjects for deduplication purpose and 
identification purpose. 
The analysis of the literature reveals some limits in each of the biometric modes selected for this 
study. For various and specific reasons, the majority of the biometric modes are not fit for an 
implementation in the aliens’ identity chain: implementation costs (palmprint), limited 
distinctiveness (hand geometry, ear shape), contamination, sensitivity, speed, data protection and 
privacy issues (DNA), user acceptance, data protection and privacy issues (retina), limited 
distinctiveness and sensitivity to environmental conditions (speech). A minority of them can be 
considered as fit for an implementation in the aliens’ identity chain. The fingerprint mode is 
distinctive, permanent, scalable, interoperable and widely implemented but not universal. The face 
mode is universal, easy to collect, accepted and interoperable, but its scalability is limited, 
preventing deduplication in large datasets. The iris mode is distinctive, permanent, scalable and 
almost universal but it is not interoperable due to the lack of available databases. The fact that 
none of them is ideal and fail-safe and that each of them encounter specific shortcomings and 
limits advocates for a multimodal approach. 
The fingerprint face and iris modes are largely deployed in a various type of administrative/civil, 
travel, law enforcement and security applications, due to their properties. The fingerprint mode is 
already implemented within the different applications the aliens’ identity chain. Therefore only the 
face and iris mode will be considered in this review for replacement or combination with the 
fingerprint mode. The deployment of the other biometric mode is limited to one type of applications, 
due to the limitations of some of their properties. DNA and palmprint are exploited primarily in law 
enforcement for identification, speech and hand geometry have been deployed in commercial 
applications, mostly for identity verification when ear and retinal vein pattern have been proposed 
by researchers for biometric recognition in niche applications, but are yet to attain sufficient level 
of technological maturity and acceptance. 

MULTIBIOMETRIC APPROACH INCLUDING FINGERPRINT 
Any multimodal biometric approach faces implementation challenges in terms of (1) training and 
performance – the level of investment is high and the users’ acceptance is low (2) design – the 
number of biometric modes (multi-mode), sensors within each biometric mode (multi-sensor) and 
number of instance to collect data of a biometric mode (multi-instance/multi-sample) as well as (3) 
architecture and level of fusion of the results. 
COMBINATION OF FINGERPRINT AND FACE MODE – In all studies considered, the performance of the 
fingerprint and face modes in combination systematically supersedes the performance of each 
mode when used independently. The same phenomenon is observed for invulnerability: the 
resistance to the presentation attack of the combination of the fingerprint and face mode 
supersedes the performance of each mode considered for itself. 
The unbalance between the universality and collectability of fingerprints (being limited at 95% of 
the individuals) and the face mode (being almost universal) advocates for a serial architecture 
rather than parallel for the combination of these two modes. Organising the identity check in 
sequence, starting with the face mode and, if necessary, adding the fingerprint mode improves the 
convenience of the process. 
Apart from the technical and methodological challenges directly related to the development and 
implementation of multimodal biometric systems, other aspects inherent to their complexity need 
to be considered in order to translate them into operational advancements: higher competence of 
the personnel, ergonomics, productivity, scalability to large heterogeneous datasets; compliance 
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with security, data protection and privacy requirements; robustness to changes such as the 
environment, the population or the sensors. 
COMBINATION OF FINGERPRINT AND IRIS MODE – Even if a multimodal biometric system combining 
the face and the iris mode falls beyond the scope of this study, it should be noted that a system 
which combines these two modes would make sense. The biometric data of both modes could be 
collected in the same instance and by the same sensor, namely a camera. The face could then be 
used for identity verification and irides for deduplication and identification purposes, if iris 
databases become available. Nevertheless, it would also mean investing in a second biometric 
technology and database with as a result a more complex and more expensive system, requiring 
more qualified personnel to develop, maintain and operate it. 

ANSWERS 

ANSWER TO QUESTION 1 – What are the current operational biometric processes (border control, 
alien surveillance and asylum application scenarios? 
The identifying partners in the migration chain operate two biometric processes: (1) identification 
process and (2) identity verification process. The identification process consists of comparing the 
biometric data of a requester with the reference data of a biometric database. It is used during the 
enrolment process of a requester to avoid the duplication of the same person in the database. In 
the aliens’ migration chain, this process is performed exclusively for the fingerprint mode using 
Automatic Fingerprint Identification Systems (AFIS). The databases checked depend on the nature 
of the request; they can contain Dutch or international civil (Basisvoorziening Vreemdelingen – 
BVV, European Visa Information System – EU-VIS) or law enforcement (Het Automatisch Vinger 
Afdrukkensysteem Nederlandse Kollektie – HAVANK, Strafrechtsketendatabank – SKDB, 
European Dactylography System – EuroDAC) data. The identifying partners operating the 
identification process are IND, KMAR, NP and DJI. 
The identity verification process consists of comparing the biometric data of a requester with their 
own reference data present in an identity document or in a database such as BVV. This process 
is performed automatically for the fingerprint mode, and by a human being for the face mode. The 
identifying partners operating the identity verification process are IND, KMAR, NP, COA, DT&V 
and DJI. 
ANSWER TO QUESTION 2 – What is the role of the fingerprint mode in the current operational 
biometric processes? 
The fingerprint mode plays a central role in the current operational biometric processes of the 
aliens’ identity chain. The biometric data has primacy over the biographic data in both identification 
and identity verification processes. On the one hand, the fingerprint data are distinctive and 
permanent, the fingerprint mode is reasonably accepted by the users and very large civil and law 
enforcement fingerprint reference databases exist. The fingerprint biometric technology is mature, 
performant, fast and it can be integrated due to advanced scalability and interoperability properties. 
On the other hand, the universality and collectability of the fingerprint data is limited at about 95% 
of the individuals, its use requires cooperation and the fingerprint mode can be vulnerable to 
presentation attacks. The controversies related to data protection and privacy of fingerprint data 
limit the development of civil fingerprint databases. It also explain why, at international level, the 
civil identity chain depends on law enforcement fingerprint databases for their identification and 
deduplication processes. 
ANSWER TO QUESTION 3 – What are the current reliability (effectiveness and efficiency) issues of 
the fingerprint mode in the current biometric processes? 
The latest NIST Evaluation of Fingerprint Matching Algorithms shows the potential of the fingerprint 
mode: the most accurate submission achieved a False Non Identification Rate of 1.97% for the left 
index finger and 1.9% for the right index finger when searched against an enrolment set of 100 
000 subjects (1 million fingerprints), for a False Positive Identification Rate of 10-3. In the Dutch 
Identity Chain, the Guideline for the Biometric Verification within the Partners of the Migration 
Chain aims at standardising the collection and at controlling the quality of the biometric data, as 
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well as at monitoring the effectiveness, efficiency and transparency of the biometric processes of 
the aliens’ identity chain. 
But apart from this Guideline, there is currently no quality assurance system and accreditation 
program in place or in development. The parameters influencing the quality of the fingerprint data 
(age, occupation, location of collection) and face images (facial expression, pose, illumination, 
occlusion and image resolution) are known, but no documented procedures and quantitative 
figures are available to control the quality of the data. In the same way, the design and the 
technology of the biometric processes are constantly improved, but no documented procedures 
are available to assess quantitatively the performance of the automatic (fingerprint) and human-
based (face) identification and identity verification processes. 
The most general and critical issue concerns the identification process. If during the enrolment 
process no fingerprints are available for automatic deduplication, then the process only relies on 
the human-based comparison of available biographic data and sometimes of a frontal face image. 
Such situation potentially compromises all the subsequent tasks along the aliens’ identity chain 
preventing the demonstration of an unequivocal link between the person initially registered and the 
person interacting later with the aliens’ identity chain. 
ANSWER TO QUESTION 4 – Which other biometric modes are fit for the intended purposes and what 
is their reliability when implemented in automated and human-based biometric processes? 
FACE – The collectability of a face specimen in visible light as 2D representation is straight forward. 
It simply requires a commercially available camera that can be on almost any mobile device. Deep 
learning face recognition algorithms have improved rapidly during the last five years, becoming 
more robust with non-ideal collection conditions, and are yet to reach their maturity. Face 
recognition technology moves further towards the strongest modes, even if it is yet to reach the 
level of performance of the fingerprint or iris modes yet. One critical challenge that remains for 
deep-learning methods in general and for face recognition methods in particular, is the stability 
and uniformity of performance, in unconstrained conditions, between all the individuals of a 
reference database. The face databases (Centrale Automatische TeChnology voor de Herkenning 
van personen – CATCH, EuroDAC, Schengen Information System – SISII, Entry Exit system – 
EES, European Visa Information System – EU-VIS and European Criminal Records Information 
System for Third Country Nationals – ECRIS-TCN) and their interoperability are progressing, but 
they are still yet to reach the level of the fingerprint mode. Therefore, the scalability of the face 
mode will remain limited in situations whereby face data is collected in unconstrained conditions 
and because of the intrinsic limitation of the distinctiveness of the face due to genetic factors, 
inducing physical resemblances (ethnical background and family relationships). The prevalence of 
monozygotic twins in the human population in particular, has significant implications on the 
performance of face recognition systems. Finally, the face mode is also vulnerable to presentation 
and morphing attacks, especially if the identification check process is unsupervised. 
IRIS – The universality of the iris ensures a theoretical collectability for almost 100% of the 
individuals even if, in practice, the user acceptance is lower than for the face. The features of the 
iris are more permanent than the ones of the face, limiting the necessity of regular re-enrolment. 
The distinctiveness of the iris is uniform due to the epigenetic nature of the data and the technology 
is highly performing. The iris is also less vulnerable to attacks than the face and fingerprint. But 
the implementation of the iris mode has been delayed for various reasons, including a limited 
acceptability by the users and the cost of proprietary and patented technology. 
The potential of the combination of the fingerprint and iris modes has been demonstrated for 
identification in India by the Aadhaar Biometric Project. However, the development of any other 
multimodal large-scale identification system including the iris is currently prevented by the absence 
of any other large-scale iris database, preventing any deduplication process based on the iris 
mode. 
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ANSWER TO QUESTION 5 – What is the potential of combining the fingerprint mode with other 
biometric modes? 
For identification processes not only taking place within the BVV database, but that are extended 
to national (BVV, HAVANK, SKDB) and international (EuroDAC, EU-VIS, SISII) databases, there 
is currently no alternative to the fingerprint mode. As already mentioned, even if the iris mode is 
technically a credible alternative, it is currently not a practical option for identification, as iris 
databases are non-existent. Face databases are still fragmentary and only partially interoperable 
and the face recognition technology is yet to reach large scalability. Even if the face mode 
continuously improves, the limit of distinctiveness of the face and of face data collected in non-
ideal conditions will be remaining obstacles. 
For identification and identity verification processes only taking place within the BVV (standalone), 
a serial multimodal biometric system combining the face and fingerprint modes would offer several 
advantages: primarily universality and user acceptance of the face mode, and secondarily 
performance of the fingerprint mode, used in case on failure of the face mode only. It has to be 
noted that such a multimodal system would improve the integrity of the BVV database. 
Multimodal biometric systems combining the fingerprint and face modes have been mainly 
developed for identity verification, with performance systematically superseding performance of 
each mode when used independently. The same phenomenon is observed for invulnerability. 
Resistance to presentation attack of the combination of fingerprint and face modes supersedes 
performance of each mode considered for itself. Such results can be explained by the 
complementarity of the two modes. A serial multimodal biometric system, exploiting primarily the 
face mode and secondarily the fingerprint mode would offer the advantages of universality and 
user acceptance of the face mode; and only in case of failure, the distinctiveness, permanence 
and performance of the fingerprint mode would be exploited. 
Finally, it has to be noted that investing in a second biometric technology and database to develop 
a multimodal approach will result in a more complex and more expensive system, requiring more 
qualified personnel to develop, maintain and operate it. 
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1 INTRODUCTION 

1.1 Topic 
In the Netherlands, the aliens’ identity chain is an identity management process, which is part of 
the migration chain. It relies on two types of personal data: biographic data such as date and place 
of birth, name and nationality, and biometric data such as fingerprints, face and irides. This report 
focuses exclusively on the role of biometric data in the aliens’ identity chain. 

1.2 Request 
The University of Twente has been invited by the Research and Documentation Centre 
(Wetenschappelijk Onderzoek- en Documentatiecentrum, WODC) on 12 July 2018 to conduct a 
study entitled “Biometrics1 in the aliens’ identity chain – a literature study” (project number 2965). 

1.3 Issue 
Biometric technology is used in the aliens’ identity chain to (quickly) achieve automated identity 
verification and identification of aliens (immigrant or resident, legal or illegal). At present the 
fingerprint is the single biometric mode automated for this purpose. However, improvements might 
be possible with regard to the reliability and efficiency of the automated biometric process in 
particular with the implementation of a multi modal technique. 
Currently, more than 50 years of technological and scientific development of Automated Fingerprint 
Identification Systems (AFIS) have demonstrated the potential of distinctiveness of the general 
pattern and the topology of the minutiae configurations of the fingerprint papillary ridges. Very 
large-scale implementations of the technology such as the networking of an AFIS within the Prüm 
decision network of the European Union (EU), the Integrated Automated Fingerprint Identification 
Systems AFIS (IAFIS) as applied by the US government, the Aadhaar Biometric Project of the 
Unique Identification Authority of India (UIDAI) and the link between several AFIS systems at a 
global scale under the umbrella of Interpol are all good examples of the operational reliability and 
efficiency of the fingerprint technology. 
However, performance shortfalls regarding unimodal fingerprint technology for automated identity 
verification and identification of aliens are also reported, for instance by the Ministry of Interior of 
the Netherlands (Ministerie van Binnenlandse Zaken) during the implementation of the Dutch 
biometric passport. This has triggered a critical review and led to improvements of the processes 
initially implemented. The first phase of the current study was to understand the causes of these 
unimodal performance shortfalls. 
The second phase of the study was to discuss and report the potential improvements in terms of 
reliability (effectiveness and efficiency) of a multimodal approach for the biometric identity 
verification and identification technology, mainly in 2 dimensions: 
 

a) the availability and quality of the biometric information, 
b) the scalability and interoperability of biometric systems. 

 
 
1 Biometrics: Science and technology of measuring and statistically analysing biological data. In information technology, 

biometrics usually refers to automated technologies used for the recognition of human body characteristics. The main 
biometric modes are fingerprints, eye retinas and irides, voice patterns, facial patterns, and hand measurements 1.
 Hu, V.C., D. Ferraiolo, and D.R. Kuhn, Assessment of access control systems. 2006: US Department of 
Commerce, National Institute of Standards and Technology.. 
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1.4 Aim 
This study aimed at understanding the capabilities and limits of the fingerprint identity verification 
and identification system currently implemented, and to make an inventory of what is known about 
the possibilities to improve and/or combine the use of fingerprints and other biometric modes. 
Eventually, the purpose is to improve the verification of identity and identification processes in the 
aliens’ identity chain as applied by the Netherlands. 

1.5 Questions 
In order to answer to the request of the WODC and to fulfil the aim of the study, we have 
operationalised the issues in 5 research questions: 
 

11. What are the current operational biometric processes (border control, alien surveillance 
and asylum application scenarios)? 

12. What is the role of the fingerprint mode in the current operational biometric processes? 
13. What are the current reliability (effectiveness and efficiency) issues of the fingerprint mode 

in the current biometric processes? 
14. Which other biometric modes are fit for the intended purposes and what is their reliability 

when implemented in automated and human-based biometric processes? 
15. What is the potential of combining the fingerprint mode with other biometric modes? 

1.6 Design 

1.6.1 Phase 1 
The first phase focused on answering the questions 1, 2 and 3. For this purpose a set of interviews2 
has been conducted with the stakeholders of identity verification and identification processes using 
the fingerprint mode for border control, alien surveillance and asylum application scenarios (see 
Table 1). The literature and documentation describing these processes has also been reviewed. 
 
STAKEHOLDER DATE OF 

INTERVIEW 
KMAR The Royal Netherlands 

Marechaussee 
De Koninklijke Marechaussee 21.01.2019 

IND The Immigration and Natu-
ralisation Agency 

De Immigratie- en Naturalisatie-
dienst 

22.01.2019 

COA The Central Organ for asylum 
seekers 

Het Centraal Orgaan opvang 
Azielzoekers 

28.01.2019 

BUZA The Ministry of Foreign 
Affairs 

Het ministerie van Buitenlandse 
Zaken 

04.02.2019 

NP-AVIM The Aliens Police, Identi-
fication and Human 
Trafficking Department of the 
National police 

De Afdeling Vreemdelingen-
politie, Identificatie en Mensen-
handel van de Nationale Politie 

29.03.2019 

NP-EVIM Expertise Centre for Aliens, 
Identification and Human 
Trafficking 

Expertisecentrum Vreemdelin-
gen, Identificatie en Mensenhan-
del 

12.04.2019 

Table 1. Planning of the interviews  
  

 
 
2 The list of respondents is available on request 
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According to [2], these stakeholders are “identifying partners” in the migration chain because they 
have authority to determine the personal details of aliens and to register them in common registers 
and/or to change existing personal data. From these stakeholders, we expected a description of 
identification and operational identity verification processes they have implemented using 
fingerprints. We wanted to know what is the role played by biometrics — and the fingerprint mode 
in particular — in the current processes, what is the added value, what are the issues and limits 
and what do these stakeholders expect from biometrics, for their current and future processes. We 
also wanted to know what is their understanding of the other biometric modes, what are their 
benefits and drawbacks for their respective processes, and which modes do they consider as 
relevant from a scientific and operational perspective. 

1.6.2 Phase 2 
The second phase of this study focused on answering the questions 4 and 5. It has consisted in 
reviewing the scientific literature related to biometric modes and their combinations when used for 
identity verification and identification processes for border control, alien surveillance and asylum 
application scenarios. 
The literature study has distinguished the aspects related to the biometric modes themselves, the 
aspects related to the identity verification and identification processes and the aspects related to 
the implementation of such processes. Special attention has been given to the experience gained 
in the practical implementation of the fingerprint mode and/or its combination with other biometric 
modes for large-scale identity verification and identification. We can cite: 
 

• the identity verification process of the Dutch basic provision for aliens (Basisvoorziening 
Vreemdelingen, BVV) in collaboration with partners (IND, KMAR, NP, COA, BUZA, DT&V 
and DJI) 

• the identity verification and identification processes using the main EU and international 
biometric systems for border management and law enforcement (Schengen Information 
System II (SISII), EuroDAC, Entry-Exit System (EES), Visa Information System (EU-VIS), 
Europol, Interpol), 

• the biometric identity management system of the UNHCR, 
• the NATO Automated Biometrics identification system (NABIS) and 
• the Aadhaar Biometric Project of the Unique Identification Authority of India (UIDAI). 

1.7 Structure 
Chapter 2 “Current implementations” reports on the phase 1 of the project. It answers questions 1, 
2 and 3 on the categorisation of the different biometric processes existing in the aliens’ identity 
chain and in the description of their specificities. 
Chapter 3 “Properties of the biometric modes” reports on the phase 2 of the project. It answers 
question 4 describing the biometric modes, their strengths and weaknesses and a selection will be 
made of the ones that can be included in a multimodal biometric system for the Dutch aliens’ 
identity chain (hereafter alien’s identity chain). 
Chapter 4 “Discussion” answers question 5, discussing the advantages and drawbacks of the 
different biometric modes considered for the different biometric processes existing in the aliens’ 
identity chain and their combination. 
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2 CURRENT IMPLEMENTATIONS 

2.1 Sources 
The description of the current implementation and use of biometric data in the aliens’ identity chain 
relies on the “Protocol for Identification and Labelling – Standardized method for the unique 
identification and registration in the migration chain” [2] and on the series of 6 interviews of the 
main stakeholders involved in this process (see 1.6.1). 

2.2 Biometric identity management 
Biometric identity management consists in establishing a link between a person and a set of 
biometric data. The strength of this link depends on the nature of the data and on the properties of 
the biometric identity chain. These properties include the integrity and security of the upstream 
identity processes of creating and checking biometric identities, and of registering, modifying, 
verifying and deleting biometric data (see Table 1). Properties of the biometric identity chain are 
more thoroughly addressed later on (see Section 3). 
A biometric identity management framework is first described in a strategy, and then materialized 
in an infrastructure and processes. The strategy defines the integration of infrastructure and the 
interoperability of processes in the broader scope of the biometric identity chain. Then, the 
infrastructure and processes are designed and implemented regarding the environment, in order 
to fulfil the requirements of each specific process [3]. 
In the Netherlands, the aliens’ identity chain is a decentralized infrastructure involving several 
identifying partners: IND, KMAR, NP, COA, BUZA, DT&V and DJI. These partners exercise 
dedicated areas of responsibility in the migration chain: admission (toelating), border control 
(toegang), monitoring (toezicht), housing (opvang), detention (bewaring), repatriation (terugkeer) 
and naturalisation (naturalisatie). These areas of responsibility include both identification and 
identity verification tasks, as described in Table 2. 
 

Task 
 
Stake-
holder 

Create 
biometric 
identity 

Check 
biometric 
identity 

Collect 
biometric 

data 

Modify 
biometric 

data 

Verify 
biometric 

data 

Delete 
biometric 

data 

IND X 1:N+13, 
1:14 

X X X X 

KMAR X 1:N+1, 1:1 X X X  
NP X 1:N+1, 1:1 X X X X  
COA  1:1   X  
BUZA X  X X X  
DT&V  1:1   X  
DJI  1:1, 1:N+1   X  

Table 2. Tasks of the different stakeholders 
 
Despite the decentralized and specific nature of the biometric processes deployed by the different 
partners, the strategy is to establish a unified conceptual framework and the use of same criteria 
within the aliens’ identity chain [2, p27]. The “Guideline for the Biometric Verification within the 
Partners of the Migration Chain” (Leidraad Biometrie Verificatie Ketenpartners) aims at such 

 
 
3 1:N+1: see 2.4.2 open-set identification  
4 1:1: see 2.4.3 identity verification process 
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standardization to ensure effectiveness (adequacy to accomplish the purpose), efficiency (optimal 
performance in accomplishing the purpose) and transparency within the migration chain [2, 
appendix 11]. 
The aliens’ identity chain is built around the BVV central information system (Basisvoorziening 
Vreemdelingen, BVV) [2]. The BVV biometric database is the repository where the biometric data 
collected are registered. To fulfil the law enforcement tasks related to the migration and the tasks 
related to the asylum procedure, the BVV biometric database is linked to several external biometric 
databases: the databases of the Law Enforcement information system (Voorziening voor 
Verificatie en Identificatie, VVI; Strafrechtelijk Biometrieregister, SKDB; Het Automatisch Vinger 
Afdrukkensysteem Nederlandse Kollektie, HAVANK) and of the European Dactylography System 
(EuroDAC), in which all the Member States of the European Union are required to register 
fingerprints in case of asylum application (category 1) or illegal crossing of the border (category 2). 
To fulfil the tasks related to a long-stay visa application, the BVV is the national access point to the 
European Visa Information System (EU-VIS) and is linked to the EU-VIS biometric database. 
However, copies of biometric data collected for these purposes may not be stored outside the 
Aliens’ Administration [2, p.18]. 

2.3 Create biometric identity 
The IND, the KMAR, the NP and the BUZA have set up enrolment procedures to create biometric 
identities. The creation of biometric identities materialises by the registration of reference biometric 
data in the BVV biometric database. The IND creates biometric identities as part of the different 
immigration procedures: the regular immigration application, the long-stay visa application and the 
asylum application (toelating). The BUZA registers the biometric data of the requesters for the 
regular immigration and long-stay visa applications. The KMAR and the NP are responsible of the 
monitoring (toezicht) and the KMAR is also responsible for the border control (toegang) and 
therefore, for the registration of biometric data and identification of aliens. The usual path for the 
asylum seekers is that they present themselves at the border and are sent by the KMAR to the 
asylum centres of Ter Apel or Budel to be registered by the NP (AVIM). A background check – 
technically a deduplication process in the BVV and linked databases on basis of the fingerprints – 
is operated to detect if the requester has a history within the last 5 years in the BVV as requester 
(of any type). 
The biometric data are collected during an enrolment procedure in form of a scan of 10 plain 
fingerprint images and a frontal face image. Additionally, 10 rolled fingerprints are collected from 
aliens requesting asylum, crossing EU borders or found in an EU Member State illegally. 
The organisation that registers the biometric data is responsible for their quality. The quality 
requirements for the registration of the fingerprint are specified by the BVV for the images of plain 
fingerprints and by the NP for the images of rolled fingerprints. For the registration of frontal face 
images, the quality requirements are the ones specified for the passport frontal face image by the 
Dutch Ministry of Interior. These requirements are aligned on the ones of the ICAO document 9303 
on Machine Readable Travel Documents [4]. In practice, the biometric data are registered anyway 
if after at least 3 attempts the result still does not comply with the quality requirements. The 
registration of the biometric data is conditional to their availability. The face is usually available, 
but fingerprints may be physically unavailable, either temporarily – if the friction ridge skin is 
damaged or injured – or permanently if the finger is missing or if the person cannot place the finger 
on the sensor. Fingerprints from EU/EEA citizen, from children younger than six years old and from 
persons whose fingerprints are not suitable or of sufficient quality are not registered. 

2.4 Check biometric identity 
The check of biometric identity consists in comparing the registered reference biometric data 
(hereafter biometric reference) with the biometric data collected from the person during the check 
procedure (hereafter biometric probe). In the aliens’ identity chain, the biometric identity check has 
primacy over the biographic identity and covers two distinct processes: biometric identification and 
biometric verification of identity. The biometric identification process consists of the comparison of 
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a biometric probe to a database of N biometric references and selecting the one with the closest 
correspondence, i.e. the reference corresponding the most to the probe. In principle the result of 
this comparison can be used in two types of decisions, named identification in a closed-set (1:N) 
and identification in an open-set (1:N followed by 1:1, abbreviated 1:N+1). In practice closed-set 
identification is not used, but open-set identification is essential for deduplication. The 
deduplication process consists of the search in a database whether a candidate has already been 
registered or not [5]. 
 

The biometric identification and verification processes are characterised by several 
types of error, that are quantified in the systems by the following error rates: 

FNIR (False negative identification error rate): Proportion of identification transactions 
by users enrolled in the system in which the user’s correct identifier is not among 
those returned [6]. In other words, during the identification check the biometric 
system does not retrieve the correct user from the database, even if (s)he has 
been enrolled in it. 

FPIR (False positive identification error rate): Proportion of identification transactions 
by users not enrolled in the system, where an identifier returned [6]. In other 
words, during the identification check the biometric system does retrieve an 
incorrect user from the database, while the correct user has not been enrolled in 
it.  

FRR (False Rejection Rate): proportion of verification transactions with truthful claims 
of identity that are incorrectly denied [6]. In other words, during the verification 
check the biometric system rejects the correct user.  

FAR (False Accept Rate): proportion of verification transactions with wrongful claims 
of identity that are incorrectly confirmed [6]. In other words, during the verification 
check the biometric system accepts an incorrect user. 

2.4.1 Closed-set identification 
If the assumption can be made that the biometric reference of the person checked is in the 
database, then this person can be identified by being paired to the most corresponding biometric 
reference, considering the false negative identification error rate (FNIR) inherent to any closed-set 
identification system (see Figure 1). For example, it is always possible to pair a face image (probe) 
to the most corresponding face image of a reference database. But it is a correct closed-set 
identification only whether a reference image of the same person exists in the database and if the 
pairing is correct. Assumptions that the biometric reference of the person checked is in the 
database can almost never be made in practice. 
 

 
 
Figure 1. Biometric closed-set identification (1:N) 
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2.4.2 Open-set identification 
If the assumption cannot be made that the biometric reference of the person checked is in the 
database, the process develops in two steps: firstly, the probe is paired to the most corresponding 
biometric reference and, secondly, the result is compared to a threshold to accept or reject it, 
considering the false negative identification error rate (FNIR) and the false positive identification 
error rate (FPIR) inherent to any open-set identification system (see Figure 2). The first step is the 
same as for closed-set identification and the second step involving the threshold is applied to 
detect the situations in which the probe has no corresponding reference in the database. For 
example, it is always possible to pair a face image (probe) to the most corresponding face image 
of a reference database. But if the quality of the association is too low to pass the threshold it will 
be rejected. 
 

 
 
Figure 2. Biometric open-set identification (1:N+1) 

2.4.3 Identity verification 
The biometric identity verification process consists of comparing the biometric probe to the 
biometric reference presented by the person checked (1:1). The result of the comparison is 
compared to a threshold, in order to decide whether the identity of the person checked is verified 
or not, considering the false reject rate (FRR) and the false accept rate (FAR) inherent to any 
identity verification system (see Figure 3). For example, when two face images (a probe and a 
reference) are compared, the identity will be verified only if the quality of the association is high 
enough to pass the threshold. 
 

 
 

Figure 3. Biometric identity verification process (1:1) 
 

All the partners of the aliens’ identity chain (IND, KMAR, NP, COA, BUZA, DT&V and DJI) are 
performing biometric identity check in one of two ways: 1) in form of identity verification (1:1, 
hereafter biometric verification check) or 2) in form of open-set identification (1:N+1, hereafter 
biometric identification check). Closed-set identification is almost never applicable in practice 
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because the assumption that the biometric reference of the person checked is in the database 
cannot be demonstrated. 

2.5 Role of the stakeholders in the biometric identity check 

2.5.1 Immigration and Naturalisation Agency (IND) 
The IND is responsible for the admission of aliens in the Netherlands (toelating). It performs a 
biometric identification check (deduplication using the fingerprints) as part of the enrolment 
process, in order to determine whether the biometric data collected are already registered in the 
BVV database and linked databases. If they are not, a new identity is created and reference 
biometric data (frontal image and 10 plain fingerprints) are collected and registered. The 
deduplication process is automated in the BVV Automated Fingerprint Identification System (BVV-
AFIS) but the cases that cannot be handled automatically are handled manually using the 
biographic data. If an identity is found manually and biometric references are available a human-
based biometric identity verification (1:1) is performed on basis of the face and/or the fingerprints.  
Asylum seekers arriving in the Netherlands are sent either to the centre of Ter Apel or Budel, where 
they are registered and their biometric data collected. The procedure is the same as for law 
enforcement: deduplication is operated with the (rolled) fingerprints in the BVID, HAVANK and 
EuroDAC. For tasks related to visa applications, deduplication is operated with the fingerprints in 
the EU-VIS system. 

2.5.2 Royal Netherlands Marechaussee (KMAR) 
The KMAR is responsible for the border control (toegang) and a biometric identification check is 
performed at the border for non-EU citizens. The fingerprints are used to determine whether the 
person checked is already registered in the BVV database, in the EU-VIS system and/or in the 
Schengen Information System (SISII). If they are not, a new identity is created and reference 
biometric data (frontal image and 10 plain fingerprints) are collected and registered. For visa 
bearers, a biometric verification check is performed using the face, comparing the biometric probe 
of the bearer with the biometric reference registered in the visa. 
For tasks related to asylum procedure and law enforcement (suspicion of crime, illegal EU border 
crossing or stay), the biometric identification check is operated with the (rolled) fingerprints in the 
BVV, VVI, HAVANK, EuroDAC and SISII, to determine whether the person checked is already 
registered. If not, a new identity is created and reference biometric data (frontal image and 10 plain 
and 10 rolled fingerprints) are collected and registered. In case of contradictory answers from the 
instances consulted, the answers of law enforcement instances have the primacy. 

2.5.3 National Police (NP) 
The NP is responsible for the monitoring (toezicht), identification and registration of asylum 
seekers. The Aliens’ Police, Identification and Human Trafficking Department (Afdeling 
Vreemdelingenpolitie, Identificatie en Mensenhandel, AVIM) is responsible for the identification of 
aliens in case of reporting to the police or suspicion of crime or of illegal stay. The National Forensic 
Service Centre (Landelijk Forensisch Service Centrum, LFSC) is responsible for the forensic 
investigation and forensic evaluation of biometric traces collected on crime scenes. 
A biometric identification check is performed by the AVIM to determine whether the alien suspected 
or reported to the police is already registered in the BVV, VVI, HAVANK, EuroDAC and SISII. If 
not, a new identity is created and reference biometric data (frontal image and 10 plain and 10 rolled 
fingerprints) are collected and registered. For instance, it is the case for rejected asylum seekers 
who still reside illegally in the Netherlands after the decision, labelled as “With Unknown 
Destination” (Met Onbekende Bestemming, MOB) in the procedure. The AVIM is equipped with 
mobile fingerprint scanners to perform biometric verification check in the streets using one plain 
fingerprint. 
The AVIM also performs the reenrolment of asylum seekers in the BVV, when their fingerprint 
reference data are of insufficient quality to ensure an efficient identity verification within the COA 
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procedure of weekly reporting obligation to the aliens’ police (meldplicht voor vreemdelingen 
politie). 
Regarding the fingerprint mode, the LFSC uses an AFIS system to perform automatic searches of 
fingermarks collected on crime-scenes in the reference fingerprints database (HAVANK). HAVANK 
contains the 10 plain and 10 rolled fingerprints of the suspected and convicted persons, along with 
fingermark images from unsolved criminal cases. The result of a search produces a list of 
candidates analysed by fingermark examiners afterwards. If one candidate cannot be excluded, 
examiners performs a human-based examination. 
A similar approach is followed for the face mode. The LFSC uses an Automated Biometric 
Identification System (ABIS) to perform automatic searches of face images originating from 
surveillance activities in the reference faces database (Centrale Automatische TeChnology voor 
de Herkenning van personen, CATCH). CATCH contains a front face image of the convicted 
persons and of the asylum seekers, along with face images from unsolved criminal cases. The 
result of a search produces a list of candidates analysed by face examiners. If one of the 
candidates cannot be excluded, examiners perform a human-based examination. 
In irregular situations, such as in the case of detection of suspicious identity documents within the 
aliens’ identity chain, the LFSC and/or the NFI will also perform forensic examinations using 
fingermarks, fingerprints and/or face images. 

2.5.4 Central Organ for Asylum seekers (COA) 
The COA is responsible for the housing of asylum seekers (opvang). In this respect, the Integrated 
Resident Information System (Integraal Bewoners Informatie Systeem, IBIS) of the COA performs 
an identity verification check of the residents of COA locations, in the context of the weekly 
reporting obligation to the aliens’ police. This identity verification check is performed primarily using 
the fingerprint mode. The fingerprint probe of the resident is scanned at the COA location and 
compared centrally to the reference fingerprint registered in the BVV biometric database. In the 
BVV, the reference fingerprint is selected on basis of the V number contained in the residence 
permit of the resident. For procurement reasons, the fingerprint scanners installed in the 60 to 80 
COA locations are different. The differences due to the setup generate a variability potentially 
detrimental to the performance, but this cannot be avoided as procurement is a continuous process 
and appliances get replaced by newer or alternate hardware and/or software. 
Generally, a system operating biometric verification check (1:1) compares the biometric probe and 
reference locally. It is an element of privacy by design ensuring that biometric data are not sent 
anywhere else and used for other purposes. But, because the asylum seekers change location 
and move in the migration chain, this specific biometric verification check is operated centrally. 
Technically, nothing prevents the biometric probe from being used for another purpose, for 
example, being compared against biometric references of a database to operate a biometric 
identification check (1:N+1). Obviously, such scenario is illegal and does not happen within the 
BVV. 
When the weekly biometric verification check using the fingerprint ends up in a false reject, the 
AVIM can proceed to a re-enrolment in order to improve the quality of the reference fingerprint 
(see 2.4.6). However, for about 5% of the residents, such a measure does not improve matters 
and they need to get their identity verified regularly by a civil servant at a desk instead, using the 
face image and the biographic data of their residence permit. 

2.5.5 Ministry of Foreign Affairs (BUZA) 
The BUZA is responsible for the collection of the biometric data of aliens who apply for a long-stay 
and sometimes for a short-stay visa in foreign countries, in order to travel in the Netherlands. 

• Long-stay visa 

There are 2 types of applications for long stay visas. For the 5% of applications that are requested 
without sponsor, the procedure is similar as for asylum seekers (see 2.4.4). Conversely, 95% of 
applications are requested with the help of a sponsor, a family member, an employer or another 
person residing legally in the Netherlands. In case of sponsorship, the sponsor sends a request 
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and a copy of the applicant’s passport to the IND. The IND registers the request, issues a V 
(Vreemdeling) number and invites the applicant to the embassy or consulate with his/her original 
passport to be registered. The registration consists in collecting the biometric data – a frontal face 
image and 10 plain fingerprints – for all the applicants including children above the age of 6, and 
in checking the four aspects of the identity document: Is the document real? Is the holder of the 
document the owner? Is the document valid? Is the document qualified? (Echt – Eigen – Geldig – 
Gekwalificeerd, EEGG). 
The biometric data are encapsulated into a NIST file and sent together with the V number to the 
BVV for an identification check (1:N+1) in the BVV (see 2.4.4). Until recently, the identification 
check was not performed real-time causing delays and absence of feedback due to the fact that 
the embassies and consulates operate 24/7, while the people operating the BVV do not. 
To prevent this, a new procedure was initiated in the second semester of 2018 resulting in a limited 
real-time experiment. This experiment has detected a significant number of duplicate biometric 
data relating to existing BVV data. Namely, long-stay visa applications, submitted to the IND by 
the embassies and consulates The implementation of the new procedure is based on 
decentralisation and subcontracting to private entities that collect the biometric data of applicants 
in stations compliant with the ICAO guidelines. But the flaw however, is not completely filled 
because the standard enrolment procedure in the embassies and consulates remains currently 
available. 
In the instance applicants need to accomplish the civil integration examination but initially entered 
the Netherlands without having had their biometric data previously collected, then their biometric 
data are collected by the BUZA in the same way as at an embassy/consulate, at the time of the 
examination. 
Another issue that needs to be addressed in the current enrolment procedure relates directly to 
the subjective (human) component involved in identity verification (1:1). Therefore, the question “is 
the holder of the document the owner?” cannot be answered reliably because the decision relates 
only to the result of an identity verification (1:1) performed by a human being. This integral part of 
the process is based on the subjective judgement of the civil servant in charge of the registration 
at the embassy/consulate. This decision is subjected to bias depending on the degree of 
resemblance of the owner and holder of the passport. This similarity, or degree of resemblance 
could be due to (1) the holder of the passport is the rightful owner; (2) the holder of the passport 
has a degree of kinship with the owner; (3) the holder of the passport is not the rightful owner and 
has exploited a coincidental resemblance when choosing the passport s-he holds. This lack of 
reliability involved during the (1:1) identify verification creates the risk of linking biographic and 
biometric data of two different persons (the owner and the holder of the passport) during the critical 
phase of biometric identity creation. This risk represents an intrinsic flaw in the enrolment 
procedure and one which can be easily exploited. For example, cases involving siblings, 
particularly identical twins, have been detected, but only with the check of fingerprints. One 
remarkable case relates to a student who received a master diploma at TU Delft. Whilst residing 
back in his country of citizenship he re-enrolled at TU Delft using the biographic data of another 
person, in order to return to the Netherlands to get the same master diploma a second time, but 
under another identity. 

• Short-stay visa 

The type of procedure for the application of the short-stay visa depends on the nationality of the 
applicant. For some nationalities, the biometric data of adults and children above the age of 12 are 
collected at the embassies and consulates in the same way as for long-stay visa applications. The 
concept EU-VIS recast and proposal for adaptations to the EuroDAC regulations propose that the 
age threshold for short-stay application may be lowered to 6 years. 

• Asylum 

Asylum seekers will only have their biometric data collected when the applicants are sponsored, 
for example in cases of family reunification. The data is collected at an embassy or consulate, 
before entering the Netherlands. 
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• Quality of biometric data 

There is an ongoing issue regarding the quality of the fingerprint data within the aliens’ identity 
chain. This issue has been addressed by several WODC projects [7, Winter, 2019 #6]. The BUZA 
has observed that the rate of Failure-To-Enrol (FTE) the fingerprint data is related to the age and 
condition of the skin of the applicant and in some instances can also be attributed to the climate 
conditions of the embassy or consulate and the time of fingerprint collection. Children naturally 
have smaller papillary ridges, whereas elderly people are undergoing the natural degenerative 
effects of the ageing process known as senile atrophy. Papillary ridges are reduced in size, soften 
and thin out, reducing the potential to collect high quality fingerprints [8]. Occupational markings 
such as manual labour can have adverse effects on the overall quality of the collected data. On 
the one hand, kitchen hands tend to have soft, creasy fingerprints due to excessive contact with 
water. On the other hand, brick layers tend to have very thick and rigid fingerprints due to excessive 
contact with abrasive surfaces. Additionally, environmental factors such as temperature and 
humidity also present issues during the data collection [9]. An automatic quality control is 
performed during the scan but, as shown in the study “Analyse van de kwaliteit van de 
vingerafdrukken opgenomen voor de Nederlandse paspoort” of the NFI [10] performed at the 
request of the National Office for Identity Data (Rijksdienst voor Identiteits Gegevens, RvIG), the 
degree of reliability offered by such a control is insufficient. It is particularly the case if the 
thresholds for what defines suitable collection on the system is not set within a suitable standard: 
a threshold set too high will return unnecessary quality errors whereas a threshold set too low will 
not adequately qualify poor quality data. To prevent the automatic quality control issue, the IND 
will further verify the quality of the biometric data previously collected at embassies or consulates 
and recollect the biometric data from the applicants once in the Netherlands, if necessary. 

2.5.6 Repatriation and Departure Service (DT&V) 
The Repatriation and Departure Service (Dienst Terugkeer & Vertrek, DT&V) is responsible for 
repatriation (terugkeer) of rejected asylum applicants together with the KMAR. In addition to 
repatriation, the DT&V is also responsible for the preparation and administrative aspects of 
repatriation, while the KMAR performs both consensual and non-consensual repatriations. The 
DT&V is never the first contact with an applicant, therefore its role is limited to verifying and 
modifying biometric data and performing identity verification checks. During repatriation, a 
biometric verification check is performed using the face mode, comparing visually the biometric 
probe of the person to be repatriated with the biometric reference registered in the identity 
document. 

2.5.7 Custodial Institutions Agency (DJI) 
The Custodial Institutions Agency (Dienst Justitiële Inrichtingen, DJI) carries out, amongst others, 
custodial measures for asylum seekers waiting to leave the Netherlands and sanctions for 
suspected and convicted aliens. The DJI is also responsible for their daily care. Identification 
checks are operated in the BVV for the non-convicted asylum seekers and both in the BVV and 
the Criminal Justice Database (Strafrechtsketendatabank, SKDB) for the convicted ones. Identity 
verification checks of the few hundreds asylum seekers that are on average in custody are also 
operated using the VVI SKDB AFIS system. 

2.6 General and critical issue 
The most general and critical issue concerns the identification process. If during the enrolment 
process no fingerprints are available for automatic deduplication, then the process only relies on 
the human-based comparison of available biographic data and sometimes of a frontal face image. 
Such situation potentially compromises all the subsequent tasks along the aliens’ identity chain, 
preventing the demonstration of an unequivocal link between the person initially registered and the 
person interacting later with the aliens’ identity chain. 
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3 PROPERTIES OF THE BIOMETRIC MODES 

3.1 Method 
In its request 2965, the WODC has given a non-exhaustive selection of anatomical, physiological 
and behavioural biometric modes considered by the police to be the most interesting in the context 
of identification and identity verification (see Table 3). The relevance of these biometric modes for 
the aliens’ identity chain has been studied according to a set of properties described in the scientific 
literature to assess their relevance in practical applications (see Table 4). 
The literature study aims at determining the relevance of the selected biometric modes when used 
separately and in combination. The result is presented in the form of a matrix combining the 
biometric and their properties (see Table 5). 

3.1.1 Selected biometric modes 
In addition to fingerprints that are already used in the aliens’ identity chain, there are (many) other 
biometric modes that allow to distinguish individuals and that can contribute to their identity 
verification or their identification. Only the non-exhaustive biometric modes selected in the request 
are considered for this study (see Table 3).  
 

1. Fingerprint 5. Hand (geometry) 
2. Face  6. Ear (shape) 
3. Iris 7. Retina (vein pattern) 
4. Palm 8. Speech (speaker) 
 9. DNA 

Table 3. Biometric modes selected by the police for the Dutch aliens’ identity chain 

3.1.2 Properties 
The relevance of one or several biometric modes for a specific application depends on properties 
of the biometric mode and of the underlying biometric technology. For this study, 14 properties 
structured in four categories have been considered: intrinsic properties of a biometric mode, 
properties of the underlying biometric technology, properties related to the interaction of the user 
with the biometric technology, and properties related to the integration of a biometric mode within 
an ID management infrastructure (see Table 4). 
 

PROPERTY DEFINITION 
Intrinsic  
• Universality the fact that every human being possesses a biometric mode 

• Permanence the manner in which a trait varies over time. More specifically, a mode 
with 'good' permanence will be reasonably invariant over time with 
respect to the specific biometric algorithm 

• Distinctiveness the ratio between the variability of a biometric mode between 
individuals (intervariability) and its variability within an individual 
(intravariability). A biometric mode should be: 

- sufficiently different from an individual to another in the 
relevant population, such that they can be efficiently 
distinguished (large intervariability) 
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- sufficiently stable for each individual in the relevant 
population, such that they can be efficiently distinguished 
from one another (low intravariability) 

Technology  

• Maturity the fact that the set of biometric features, the feature extraction and 
feature comparison mechanisms are established and that the 
technology is available industrially and stable in real life conditions 

• Performance the accuracy and robustness of the technology 

• Real-time verification relates to the ability of the technology to compare instantaneously a 
1 probe to 1 reference (1:1) 

• Identification speed the time the technology needs to compare 1 probe to N references 
(1:N) 

User interaction  

• Collectability the ease of acquisition or measurement of a mode. In addition, 
acquired data should be in a form that permits subsequent 
processing and extraction of the relevant feature sets 

• Acceptability how well individuals of the relevant population accept the technology 
such that they are willing to have their biometric mode collected and 
assessed 

• Cooperation the necessity for a user to actively interact with the biometric 
technology 

• Invulnerability the robustness of the mode to the presentation attack (difficulty with 
which biometric characteristics might be imitated using an artefact or 
substitute) 

Integration  

• Database availability the existence for a mode of large sets of data, organized and 
computerized for rapid search, retrieval and deduplication 

• Scalability the property for a technology to keep the same performance when 
the size of the database of the relevant population varies 

• Interoperability the property for a trait to be encapsulated in a standardized form of 
data allowing for automatic exchange between databases 

Table 4. Classification and definition of the properties (further developed from [11]) 

3.2 Literature study 
The literature study has reviewed the scientific literature focusing on human identification, 
biometrics and their applications. The sources of literature have been found online and were 
particularly focused at scientific journals, conference proceedings and information of relevant 
working groups, research institutes and organisations. Special attention has been given to the 
experience gained in the practical implementation of the fingerprint mode and/or its combination 
with other biometric modes for large-scale identity verification and identification. As this literature 
study refers repeatedly to the Aadhaar Biometric Project, the world's largest biometric ID system 
developed by the Unique Identification Authority of India (UIDAI), it is described in the frame 
hereunder, before to focus on the different biometrics modes. 
 

Aadhaar (foundation or base) is a 12-digit unique identity number that can be obtained 
voluntarily by residents or passport holders of India, based on their biometric and 
demographic data. The data is collected by the Unique Identification Authority of India 
(UIDAI), a statutory authority established in January 2009 by the government of India, 
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under the jurisdiction of the Ministry of Electronics and Information Technology, 
following the provisions of the Aadhaar (Targeted Delivery of Financial and other 
Subsidies, benefits and services) Act, 2016. Aadhaar is the world's largest biometric 
ID system. World Bank Chief Economist Paul Romer described Aadhaar as "the most 
sophisticated ID programme in the world". Considered a proof of residence and not a 
proof of citizenship, Aadhaar does not itself grant any rights to domicile in India [12]. 
The central registration of biometric data (fingerprint, iris and face), along with 
demographic data of residents has been implemented as a corner-stone of the digital 
governance of the country. This is the largest civil biometric database available, with 
1’254’269’932 individuals enrolled and 38’330’429’725 identity checks performed at the 
time of 20.02.2020 [13]. 
Several controversies, both technical and societal, surround the Aadhaar Biometric 
Project and its implementation. On the technical side, the limits of performance of the 
biometric technology in large-scale real-life conditions have been debated up to the 
Supreme Court of India [14]. Some consequences have been documented, such as 
failures in deduplication, identification and identity verification processes, or even 
allegations of denial of service [15]. On the societal side, it has been pointed out that 
the very concept of Unique Identity (UID) was enforced through an executive order and 
still operates without any legal foundation, that the Aadhaar Biometric Project had a 
pivotal role in the increasing tendency to “financialize” the welfare system, in the 
convergence between the security, growth and welfare aspects of the society and, in 
particular, that digital biometrics and networks enable the convergence of three aspects 
of internal governance: sovereignty, discipline and security [15]. 

3.2.1 Fingerprint 
The fingerprint mode is already largely implemented in the aliens’ identity chain, but it is important 
to have explicitly in mind its properties, advantages and drawbacks before to compare it with the 
alternative biometric considered in this study. 

• Universality, permanence and distinctiveness 

Friction ridge skin forms on the volar surfaces (palms on the hands and the soles of the feet) during 
gestational life. Timing of various critical stages of friction ridge development along with genetic 
and environmental influences give rise to the underlying biological distinctiveness of the papillary 
ridges. The papillary ridges maintain a permanent structure from before the birth until body 
decomposition [16]. Permanence and distinctiveness of the fingerprint have been studied, 
observed and confirmed through more than 100 years of fingerprint identification practice [17, 
Galton, 1892 #61], but their scientific basis lies within biological research [18]. A permanent 
modification or destruction of the pattern can only occur in case of destruction of the dermis [19]. 
Damage of the dermis due to accidental, surgical or voluntary reasons will result in permanent 
scarring [20]. Occupational markings and senile atrophy will affect distinctiveness of obtained 
fingerprints [8]. Although rare, several congenital abnormalities exist, which affect the appearance 
of friction ridge skin and therefore may diminish the quality of the biometric data (e.g. absence of 
friction ridge skin (adermatoglyphia) [21], underdeveloped ridges, ridges with no pattern (cuspal) 
or broken ridges (dysplasia)). In practice the permanence of the fingerprint limits the need to re-
enrol individuals, as its intravariability is minimal. For all the reasons mentioned that may affect the 
quality of the papillary ridges, the fingerprint is labelled a near-universal biometric trait. 

• Maturity, performance, real-time verification and identification speed 

The development of Automated Fingerprint Identification Systems (AFIS) began in the late 1960s 
in the USA, France and Japan. Therefore it remains one of the most advanced biometric 
technologies in terms of maturity, performance and speed. The features used derive from the 
topology of the minutiae present on the papillary ridges. They are extracted automatically and 
encoded in a minutiae template of very small size (less than 1KB), allowing for both real-time 1:1 
identity verification and fast 1:N identification (several millions comparisons per second), thanks to 
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the processing power, computing efficiency and massive parallelisation of the process [22]. Due 
to the ever increasing advancements in efficiency, the fingerprint mode keeps attracting the 
biometric community and holds the second largest number of publications at the International 
Conference on Biometrics over the last 15 years, after the face mode [23]. 
Since 2002, the AFIS performance is regularly assessed in international benchmarks, using large-
scale datasets to test numerous civil and forensic scenarios. Numerous performance figures are 
available in the latest NIST Evaluation of Fingerprint Matching Algorithms, which outlines accuracy, 
trade-off between accuracy and search time and trade-off between accuracy and computational 
resources [24]. In the latest evaluation, the most accurate submission achieved a FNIR of 1.97% 
for the left index finger and 1.9% for the right index finger for a FPIR of 10-3 when searched against 
an enrolment set of 100 000 subjects (1 million fingerprints). 

• Collectability and acceptability 

The collectability of fingerprints is very high, but it can be negatively affected by factors depending 
on the user or on the user-sensor interaction [25]. Factors depending on the user include physical, 
physiological and behavioural factors. They are the most difficult to control or modify as they are 
person’s inherent features. They include the elasticity and humidity (dry or excessive sweating) of 
the skin, the temporary alteration of the epidermal ridges due to occupation, medical condition or 
treatment [26] as well as deliberate attempt to mask them (obfuscation) [20]. 
Several aspects govern the social acceptability of a biometric system such as user trust 
(invulnerability, data protection and privacy), user satisfaction (speed, ease of use, need for 
training, hygiene) and user cost (physical, mental, stress) [27, Smith, 2019 #70]. Fingerprint data 
collection is often associated with law enforcement activities, however is the most accepted 
biometric mode to protect personal information (63.8%) [28]; it is also perceived as trustworthy and 
user-friendly for electronic payment [29]. 

• Cooperation and invulnerability 

The great majority of the fingerprints are collected through feature touch-based acquisition devices, 
such as optical blocks and solid-state sensors which require the cooperation and attention of the 
user. Contactless fingerprint recognition is an emerging technology designed to increase the ease 
of collectability and acceptability of the fingerprint mode by reducing the constraints (lower 
acquisition time and training requirement) and therefore lowers the current level of cooperation of 
the user [30]. Yet, despite the technological advancement of the acquisition devices, the collection 
of fingerprints will continue to require the active participation of the user. 

The current vulnerability of the fingerprint mode can result in significant consequences to the 
overall integrity of the biometric data. The most common breach occurs when an individual is left 
unsupervised and knowingly presents an incorrect sequence of fingerprints, or purposefully aims 
to lower the biometric quality by pressing too hard for example. In addition, initial reports of the use 
of fake fingerprints – those used with the intent to deceive (latex, silicon, glue, gelatine) – were 
uncovered in the early 2000’s [31]. These pose a serious threat for the fingerprint mode. The topic 
has since been abundantly studied and broadly documented [32-34], resulting in the development 
of successful skin liveness detection technologies [35-38] and standards for the biometric 
presentation attack detection [39]. At this stage an acquisition device is unable to appropriately 
detect fake fingerprints. Until skin liveness detection technologies advance to a level that can be 
used for appropriate screening, individuals having their fingerprints obtained must be supervised. 

• Database availability 

A database of biometric reference specimens is an intrinsic part of any biometric identification 
system. The completeness and the integrity of the database are essential for both identification 
and deduplication processes [5]. Fingerprints have been collected for law enforcement purposes 
since 1897 in India, since 1901 in Europe and since 1904 in the USA. Prior to the introduction of 
computerised databases in the 1970s, fingerprint records were obtained manually using paper and 
ink and they were filed and retrieved using strict classification systems [40]. Although still in use 
this filing and retrieval system has become somewhat obsolete with the onset of AFIS, whereby 
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fingerprints are stored electronically and are retrieved using a unique numerical identifier [22]. 
Currently AFIS systems are deployed almost globally at national, and in some large countries also 
at regional and local, levels. According to Interpol, they bring together more than 10 billion 
fingerprints. Previous records obtained manually are given a unique numerical identifier and 
uploaded electronically to the biometric database. 
Collection of fingerprint reference specimens for civil identity management of residents, travellers 
or migrants is more recent and their recording in centralized databases is still subject to debate. 
Containing the reference of the ten plain fingerprints of more than 1’250’000’000 individuals, the 
Aadhaar biometric project of fingerprint database is without contest the largest civil database in 
the world. In the Europe Union, the fingerprints of the citizens are collected to be recorded in 
passports since 2009. Some EU Member States (Belgium, Finland, France, Greece and the 
Netherlands) had plans to record fingerprints in centralized databases. 
In 2009, the Netherlands was the only country to have it approved by law in 2009. But in 2014 the 
central storage of fingerprints as part of the new passport law has been ruled out by The Hague 
Court of Appeal as being contrary to the right to privacy of citizens [41]. These controversies and 
limitations in the development of civil fingerprint databases explain why the civil identity chain also 
depends on law enforcement fingerprint databases for its identification and deduplication 
processes. It is especially the case in the Netherlands for the aliens’ identity chain, where the BVV 
biometric database is linked to national and EU law enforcement biometric databases: VVI, 
HAVANK, EuroDAC, EU-VIS and SISII border and police. 
Other biometric systems are planned in the European Union and will offer more possibilities in the 
future. On one hand the biographic and biometric identity data of the Entry Exit system (EES), of 
the European Criminal Records Information System for Third Country Nationals (ECRIS-TCN) of 
EuroDAC and EU-VIS will be centralised into the Common Identity Repository (CIR). On the other 
hand, the identity data of the Schengen Information System (SISII return) will not be centralised, 
as they also contain data of EU citizens [42]. 

• Scalability and interoperability 

Apart from the completeness and the integrity of the database, maintaining performance as the 
size of the database increases is essential for both identification and deduplication processes. [5]. 
The creation of the Aadhaar Biometric Project has enabled the largest deduplication experiment 
combining a fingerprint and iris database collected in real life conditions. The interoperability of the 
fingerprint mode was initially driven by the need to exchange fingerprint data between AFIS 
systems, nationally and internationally. This has led to the development of several important 
ISO/IEC standards in the field of biometrics. The ISO/IEC 19794-2 standard specifies the 
requirement for the interoperability of fingerprint templates [43]. The ISO/IEC 19785 standard 
defines the structure and data elements for the Biometric Information Records (BIRs), the content 
and encoding of a standard biometric header (SBH) and the format and encryption of Biometric 
Data Blocks (BDB) [44]. The ANSI/NIST-ITL 1-2011 is the standard on data format for the 
interchange of fingerprint [types 3,4,5,6,9,14], facial [type 10] and other types of biometric data 
(signature [type 8], voice [type 11], dental [type 12], fingermark [type 13], palm [type 14], iris [type 
17], DNA [type 18], plantar [type 19], other body parts [10]) and related metadata [45]. The 
ISO/IEC-Sub-Committee 37 on Biometrics is currently working on the new ISO/IEC ISO/IEC 
39794-1 standard on extensible biometric data interchange formats which will eventually 
supersede the previous two standards (ISO/IEC 19794-5 and ISO/IEC 19785-1) [46]. 

3.2.2 Face 
As the police are already gaining experience with face recognition, the study will specifically look 
at the use of face recognition, in addition to the use of fingerprints. 

• Universality, permanence and distinctiveness 

Popularity of face recognition stems greatly from the fact that every human being has a face, 
making it a universal biometric trait. Permanence of the face is limited by aging, a complex process 
involving genetic, environmental and lifestyle factors (such as sun exposure, smoking or drugs 
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consumption), which have a significant impact on facial appearance over time. Nevertheless, some 
faces “age well” while the appearance of others changes more drastically. The limited persistence 
of the facial traits implies that the individuals need to re-enrol periodically the reference specimen 
of their face [47]. Modifications or destruction of the face tissues due to accidental (mechanical, 
physical, chemical) or medical (surgery, sickness) reasons can also induce permanent 
modifications of the face in a very short period of time [48]. 
Distinctiveness is the aspect of the face appearance exploited in biometrics for face recognition. 
On one side genetic factors limit the intervariability of faces in case of common ethnical 
background, ancestry or parenthood, making some faces more typical than others [49]. On the 
other side environmental and lifestyle factors increase temporarily or permanently the 
intravariability of the facial traits [47]. Finally, the distinctiveness of the face mode is also limited by 
the absence of structural/analytical model to describe the variability of the features, unlike for the 
DNA, fingerprint or iris modes. The current approach used for face recognition and most of the 
other softer biometric modes is based on statistical modelling of the intra and intervariability of the 
features. Such approach is less robust than a structural/analytical approach in real-life conditions. 

• Maturity, performance, real-time verification and identification speed 

Maturity of the automatic face recognition capabilities for security, intelligence, and law 
enforcement has been monitored through benchmark tests, and in particular the DoD-Face 
Recognition Technology (FERET – 1993) [50] and the NIST-Face verification Vendors Tests 
(FVRT 2000, 2002, 2006, 2010, 2013 and 2018) [51], which compared state-of-the-art commercial 
and academic face recognition algorithms. For example, in 2018 the evaluation has compared 127 
algorithms from 45 developers. In 2000 the evaluation has focused on identity verification (1:1), in 
2002 on automation, in 2006 on previously unseen datasets, in 2010 on verification, identification 
and robustness to image compression and resolution, in 2013, on computational efficiency of 
identification (1:N) on large datasets (1.6*106 individuals) and in 2018 on identity verification (1:1), 
on facial morphing detection and on identification (1:N) using very large datasets. The primary 
dataset is comprised of 26.6 million reasonably well-controlled live portrait photos of 12.3 million 
individuals. Three smaller datasets with more unconstrained photos have also been used inclusive 
of 3.2 million webcam images, 2.5 million photojournalism and amateur photographer photos and 
90 thousand faces cropped from surveillance-style video clips. 

“The major result of the 2018 evaluation is that massive gains in accuracy have been 
achieved in the last five years (2013–2018) and these far exceed improvements made in 
the prior period (2010–2013). With good quality portrait photos, the most accurate 
algorithms will find matching entries, when present, in galleries containing 12 million 
individuals, with error rates below 0.2%. The remaining errors are in large part attributable 
to long-run ageing and injury. However, for at least 10% of images – those with significant 
ageing or sub-standard quality – identification often succeeds but recognition confidence 
is diminished such that matches become indistinguishable from false positives, and 
human adjudication becomes necessary. The accuracy gains stem from the integration, 
or complete replacement, of prior approaches with those based on deep convolutional 
neural networks. As such, face recognition has undergone an industrial revolution, with 
algorithms increasingly tolerant of poor-quality images. Whether the revolution continues 
or has moved into a more evolutionary phase, further gains can be expected as machine 
learning architectures further develop, larger datasets are assembled and benchmarks 
are further utilized” [52]. 

Over the past 4-5 years deep-learning methods have been systematically outperforming previous 
approaches and almost completely replaced them [53]. Nevertheless, the most common and 
successful deep neural networks architectures contain millions of parameters that need to be 
learned. Hence the amount of data required for their accurate training is immense, in the range of 
tens of millions of images, while databases of tens of thousands of images are enough to train 
traditional systems [54]. The massive improvement of the results during this period show that face 
recognition technology develops at a fast pace, under the pressure of the industry and the law 
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enforcement [55], and is yet to reach its maturity. The volume of research studies on the face mode 
has more than tripled between 2012 and 2017 from 97 to 294 publications [53], which constitutes 
the largest number of publications at the last ten editions of the International Conference on 
Biometrics, since 2004 [23]. 
The performance reported in the NIST-FVRT 2018 evaluation [52] shows that face recognition 
technology moves further towards the strongest modes, even if it is yet to reach the level of 
performance of the fingerprint, iris or DNA modes. One critical challenge that remains for deep-
learning methods in general, and for face recognition methods in particular, is the stability and 
uniformity of performance between all the individuals of a reference database in unconstrained 
conditions. This remains more difficult to achieve using a statistical approach (the only available 
for the face mode) than using structural/analytical approaches (available for the DNA, iris and 
fingerprint modes) [23, Galbally, 2019 #13]. Currently the most robust approach for face 
recognition is the fusion of human-based and automatic methods, suggesting that humans and 
machines have distinct strengths and weaknesses that can be exploited by cross-fusion [56]. As 
for fingerprint, real-time verification and identification speed are not considered as operational 
issues anymore, as a result of to the improvement of processing power, computing efficiency and 
massive parallelization of the face recognition processes. 

• Collectability and acceptability 

The collectability of a face specimen in visible light as 2D representation is straight forward. It 
simply requires a commercially available camera that exists on almost any mobile device. It is for 
this reason that most face recognition applications use 2D face images collected in visible light 
[54]. Moreover, the quality of the pre-processing of images produced with such sensors improves 
at each generation, namely due to the help of deep learning algorithms used to enhance the signal-
to-noise-ratio. Current technological limitations relating to collectability mainly relate to dimensional 
loss, from a 3D reality to a 2D image and to the spectral sensitivity of the sensors that is limited to 
visible light. Data collected outside the range of visible light or in 3D requires the use of specific 
sensors that are a lot more expensive, hence a lot rarer. In 2017, an Australian study into the use 
and acceptance of biometric technology has shown that the willingness to use biometric technology 
to protect personal information has increased since 2014, and that the face mode is ranked 3rd 

(45.3%) in terms of acceptance, following the signature (78.6%) and fingerprint modes (63.8%) 
[28]. 

• Cooperation and invulnerability 

One of the strengths of the face mode is the capability of recognition in unconstrained conditions, 
such as surveillance scenarios, showing a large variability in facial expression, pose, illumination, 
occlusion and image resolution [57]. Performance of face recognition algorithms in non-
cooperative scenarios has moved forward remarkably owed largely to initiatives such as the NIST 
Face Recognition Prize Challenge (FRPC), developed to assess capability of the latest face 
identity verification (1:1) and open-set identification (1:N+1) algorithms operating on unconstrained 
images [58]. For identity verification, the NTechLab algorithm has obtained the best performance: 
a FRR of 22% for a FAR of 0.1%. For open-set identification, the Yitu algorithm achieved the best 
performance: a FNIR of 20.4% for a FPIR of 0.1%, using specimens from the travel concourse 
dataset to search in a gallery of N = 691,282 portraits [54]. Such FRR and FNIR remain very high 
for real life applications, but this performance can be explained by the fact these results have been 
achieved using images of non-cooperative subjects. Therefore, the data collected under these 
circumstances fulfil very few of the quality requirements of face images collected at border crossing 
gates, for example. 
Advances in face recognition performance under less constrained conditions have paved the road 
for face recognition in real-world scenarios, whose popularity has exponentially risen with the 
introduction of the LFW database [59]. The particularities of this set, such as the large variability 
in expression, pose, illumination and the objective evaluation protocol, established it as the 
reference benchmark for unconstrained face recognition and fostered the development of 
approaches robust in non-cooperative scenarios [60-62]. Due to its popularity, the face mode is 



2. FINAL REPORT  
 

 

BIOMETRICS IN THE ALIENS’ IDENTITY CHAIN – A LITERATURE STUDY PAGE 37/60 

subject to two types of threats, in addition to the one affecting any security system: the face 
presentation attack and the face morphing attack. 
The face presentation attack is generally understood as an attack directed against the acquisition 
sensor of a face recognition system, with the purpose of evasion or impersonation. The evasion 
consists in using a disguise not to be recognized and the impersonation consists in presenting to 
the sensor an artificial physical artefact modelling the biometric characteristics of a legitimate 
individual to gain illegitimate access. Independently of the purpose, four strategies are used in the 
vast majority of the presentation attacks reported in the literature: make-up attack (use of make-
up on the face), photo-attack (present a picture of the legitimate individual), video or replay attack 
(present and play a video of the face of the legitimate individual) and mask attack (present a 3D 
mask of the face of the legitimate individual) [63-65]. Extensive research has been carried out to 
develop detection methods preventing presentation attacks (Presentation Attack Detection [PAD]) 
[65-68]. It is also worth highlighting that face recognition systems may also be subjected to attacks 
from monozygotic twins claiming to be the same person. The prevalence of monozygotic twins in 
the human population increases, and currently varies from 3 to 25 individuals per 1000 live births 
[28, 69]. Such scenario has significant implications on the performance of face recognition systems 
[70, 71]. 
Morphing algorithms are a special type of transformation methods that aim at merging in a single 
image two original face images belonging to two different individuals. In the context of biometrics, 
the aim is usually to create a resulting synthetic face image that can be positively verified or 
identified to both donors of the original images [54]. Such an approach has been used to 
demonstrate a security issue in the issuing protocol of the European ePASS [72]. 

“The key deficiency lies in the way the facial picture of an applicant is processed. In many 
countries, the applicant provides a printed facial image which is scanned and then digitally 
transferred to the passport production site. As the facial image is provided by the 
applicant, it can be manipulated prior to the disposal at the federal offices. As a 
consequence, a specific attack scenario are morphed face attacks. Exploiting this fact, a 
black-listed subject (criminal) could be potentially able to obtain a legitimate EPASS, by 
morphing his facial image with that of a non-listed subject (accomplice), which the 
accomplice utilizes to apply for a passport. Due to the infiltration during the issuance 
process, the accomplice, as well as the criminal, are able to verify successfully against 
the reference stored in the ePass. The application process of the ePass in many countries 
(e.g. most of the European Schengen states) still requires a printed face image that will 
be handed over to the public authority office during the application process. A way to 
protect systems against morphing attacks is to use live enrolment at the issuing of the 
document. In case of live-enrolment under supervision of an officer, the morphed face 
attack is not relevant. Unfortunately, only very few countries to date have decided to 
establish live-enrolment and many that have live-enrolment operate kiosks in an 
unsupervised manner. However, in the meantime, in the majority of countries the face 
image is still captured by a photographer or private person, printed and handed to the 
public authority office, where it is scanned again, a process compliant to the ICAO-
standard. Thus, morphed face attack detection is not limited to the digital domain, but 
extended to the detection of morphing attacks after printing and scanning of the morphed 
face attack sample, which is even more challenging, as during the scanning process of 
the face images information is lost and noise and granularity are added” [54]. 

• Database availability 

Containing the reference face image of more than 1’250’000’000 individuals, the Aadhaar 
Biometric Project face database is without contest the largest civil database in the world. But with 
millions of active users worldwide, face internet social media providers such as Facebook (2’375 
million), Youtube (2’000 million), WeChat (1’112 million), Instagram (1’000 million), Linkedin (575 
million registered members) and Weibo (465 million) may have collected face databases of a 
similar magnitude [73]. On the law enforcement side, face images of about half of the US adult 
population (117 million) are collected without consent, raising concerns about the legality of such 
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databases and the privacy of the individuals included in them [74-76]. In the Netherlands, the BVV 
biometric database contains the face image of about 7 million aliens, and the VVI database 
contains the face image of about 2 million individuals. In Europe, the European Union project 
“Towards The European Level Exchange of Facial Images (TELEFI)” is currently undertaking a 
study on how face recognition is being used for the investigation of crime across EU Member 
States, with a particular consideration regarding the potential for implementing the exchange of 
facial images within the Prüm framework [77]. 

• Scalability 

On the one hand, the Aadhaar Biometric Project has assessed successfully the scalability of the 
fingerprint and iris modes up to very large-scale (< 109 users) when used in combination. On the 
other hand, it has also shown that the scalability of 2D face recognition technology based on 
mugshot pictures collected in semi-constrained conditions remains inferior to the one of iris and 
fingerprint modes [78]. The results of the large-scale NIST experiments FRPC-2017 (691’282 face 
images) and FVRT-2018 (face images of 2.5 million individuals) indicate that, for scenarios 
involving face images collected in unconstrained conditions, the scalability of automatic face 
recognition technology in operational use reaches its limits with databases between 105 to 107 
individuals [52, 53, 58]. Currently, a scalability to a face images database of 109 individuals remains 
an ambition for research [79]. 

• Interoperability 

An important step towards the interoperability of 2D face recognition technology resides in the 
development of the ICAO document 9303 on Machine Readable Travel Documents [4]. 
Technically, this document is not a standard but a specification that refers to ISO/IEC standards 
and mostly on the ISO/IEC 19794 standard [80]. Doc 9303 considers only three types of biometric 
modes: the face is mandatory and must comply with the ISO/IEC 19794-5 standard, fingerprint 
and iris are optional, but if used they must comply with the ISO/IEC19794-4 and IEC19794-6 
standard respectively. The part of the document containing requirements for face data collection, 
in terms of facial expression, pose, illumination, occlusion and image resolution has been adopted 
by most actors active in the field of face recognition, not only for travel documents, but also for 
identity documents and law enforcement. These requirements provide a good technical basis to 
achieve good performance on large-scale datasets and ensure the interoperability of the systems 
for biometric references and probes. Per definition such requirements do not apply to the collection 
of face images in unconstrained conditions. As mentioned earlier, the requirements for 
interoperability of digital format for the interchange of biometric data and related metadata are 
determined in the same ISO/IEC standards as for the other biometric modes [43-46, 80]. 

3.2.3 Iris 

• Universality, permanence and distinctiveness 

The term “iris” refers to the highly textured annular portion of the human eye that is externally 
visible. As almost every human being is born with eyes and irides is the iris almost a universal 
biometric trait. Numerous medical conditions such as cataract, cataract surgery or diseases such 
as essential iris atrophy or malignant melanoma of the iris affect the eye structures, and especially 
the iris [81, 82]. The permanence of the iris has often been assumed in the literature [83] and 
experimental studies are rare. [84] have studied the influence of the variability of the iris structure 
on the results of commercial iris recognition technology over a period of three years. The results 
indicates that the FRR increases by greater than 50% with two years of time lapse between the 
collection of iris reference and test images, making a re-enrolment necessary. Iris recognition 
technology exploits the richness of these textural patterns to distinguish individuals. It has been 
reported that for a given iris, the combinatorial complexity of the encoded information is a degree 
of magnitude larger than for fingerprint and face (249 degrees-of-freedom for iris and 35 and 20 
degrees-of-freedom for fingerprint and face, respectively) [85]. The comparison of 632’500 
different iris images resulting in 200 billion cross comparisons has confirmed the extreme 
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distinctiveness of the iris [86]. The limited research to date on the distinctiveness of monozygotic 
twins also suggests that iris recognition is not noticeably challenged by this scenario, as it appears 
that the phenotypic random patterns visible in the human iris are almost entirely epigenetic. In 
some respects, iris recognition has the most unusual results for distinguishing between 
monozygotic twins: their iris codes are as different as those of unrelated persons are. This is a 
stronger statement than the one that can be made about other modes [71].  

• Maturity, performance, real-time verification and identification speed 

Numerous identity verification solutions based on iris recognition technology have been deployed, 
particularly in scenarios where the user acceptability is less of an issue, for example at the (airport) 
border control for frequent travellers, in United Kingdom, Netherlands and the United Arab 
Emirates, between the United States and Canada [87] or for personnel involved in national and 
other high-security areas, e.g. NATO [88]. The iris recognition technology has also been 
implemented for a welfare distribution program for Afghan refugees in Pakistan, for prisoners’ 
control in the United States and Australia and by the US army for prisoners’ control in Afghanistan 
and Iraq [87]. These operational deployments show the maturity and the real-time verification 
capability of the technology, when large-scale experiments such as the 200 billions cross 
comparisons provide evidence of the speed of the technology for identification purpose [86]. 

• Collectability and acceptability 

Traditional iris recognition systems utilise near-infrared (NIR) sensors to collect the rich textural 
information of the iris pattern regardless of the eye colour. This, however, restricts the iris image 
collection distance to close quarters, typically less than 1 meter. Over the last several years, there 
have been numerous attempts to design and implement iris recognition systems that operate at 
longer standoff distances ranging from 1m to 60 meters [89]. However, the iris images obtained in 
this scenario are unlikely to record the texture details on the iris surface with high fidelity and may 
also exhibit large intra-subject variations (e.g., rotation and occlusion). Hence, more robust 
algorithms are required to process such iris images [11]. 
In the past, the users’ acceptance of the iris technology has been reported as low for sensors 
requiring a very close distances to the eye for the collection of the iris images [90]. Currently the 
users’ acceptance has largely increased with the capability of any technology to collect the iris 
image at a distance and the implementation of the iris technology in mobile devices [91, 92]. 

• Cooperation and invulnerability 

Almost all iris presentation attacks reported in the literature follow one of three trends, in 
chronological order: photo-video attack, contact-lens attack or artificial-eye attack [93]. In most 
cases of photo-video attack, the iris picture is printed on a sheet of paper [6, 12] in [93]. But another 
quite common possibility is to display the iris picture on a multimedia device, that also allow for the 
generation of a video-attack. This attack consists of the reproduction in front of the iris scanner of 
a video of the eye [94] in [93]. The contact-lens attack appears as a further evolution of the photo-
attack. In this case, the pattern of a genuine iris is printed on a contact lens, worn during and 
presented to the iris scanner during the attack. Such attacks are very difficult to be recognised 
even by human operators, and represent a real challenge for automatic protection methods, as all 
the contextual and ancillary information of the iris corresponds to that of a living eye [95-98] in [93]. 
The artificial-eye attack is far less common and have only started recently to be studied 
systematically [98, 99] in [93]. Even if big advances have been achieved in the development of 
countermeasures against sensor-level and feature-level attacks, new attacking methodologies are 
also being devised in order to deceive the biometric technology.[93]. 

• Database availability, scalability and interoperability 

Limited identification solutions have been implemented on basis of iris recognition technology, 
resulting in a lack of available databases for deduplication and identification purposes, particularly 
in the law enforcement area. The demonstration of the collection and use of a large-scale iris 
database for identification purpose given in the Aadhaar Project has shown the scalability and the 
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relevance of implementing the iris mode in large-scale biometric identification systems. 
Unfortunately, this example remains an exception as no other large-scale iris database exists. This 
situation prevents the development of other large-scale identification systems embedding the iris 
mode, and limits the interoperability of the technology, [91]. 
The requirements for the interoperability of the iris mode are determined in the same ISO/IEC 
standards as for the other biometric modes [43-46, 80]. 

3.2.4 Other modes 

• Palmprint 

Friction ridge skin located of the palmar surface of the hands (palms) consists of the similar 
formations (ridges and valleys) which can be used for biometric purpose. The area of the palm is 
much larger than the area of a finger and as a result, palmprints are expected to be even more 
distinctive than the fingerprints. The palmprint mode is of interest for the exploitation of palmmarks 
in the Criminal Justice System but far less competitive than the fingerprint mode for identity 
verification and identification purposes, since palmprint sensors are bulkier and more expensive 
than fingerprint sensors and automatic search is more CPU intensive [90]. 

• Hand geometry 

Hand geometry recognition systems are based on a number of measurements taken from the 
human hand, including its shape, size of palm, and lengths and widths of the fingers. The technique 
is very simple, relatively easy to use, and inexpensive. However, as for other anthropometric 
measurements, its limited distinctiveness and universality (only usable in the adult population) 
makes the hand geometry mode more suitable for commercial identity verification applications in 
a local environment. For example, it is implemented in the harbour of Rotterdam, mainly because 
the collectability is superior and independent of environmental factors such as dry or wet weather 
or individual anomalies such as dry skin [11, 90]. 

• DNA 

The desoxyribonucleic acid (DNA) is present in most of the cells of any individual and can be seen 
as the ultimate one-dimensional code allowing to distinguish between individuals with the 
exception of monozygotic twins. For 35 years, the repetitive information present in the DNA 
molecule on different chromosomes and the assumption of independence of this information 
between chromosomes has been the cornerstone for the development of forensic genetic profiling 
methods for human identification and identity verification [11]. More recently the scope of the 
methods has widened, with the study of the ethnical background, ancestry or parenthood with the 
prediction of external physical features of individuals, such as the colour of skin eyes and hair 
[100]. Actually, some advanced methods are even able to distinguish between monozygotic twins 
[101]. Three issues limit the utility of this biometric mode for other applications (1) contamination 
and sensitivity – it is easy to obtain DNA with the intent to deceive from an unsuspecting subject; 
(2) automatic real-time recognition issues – the current technology for DNA analysis is biochemical 
and not completely automated; (3) data protection privacy issues – analysing the DNA raw material 
with biochemical methods developed for the medical field could reveal susceptibilities of an 
individual to certain disease, something that is not possible with the genetic profile generated by 
forensic methods [90]. 

• Ear shape 

The use of the shape of the ear and the structure of the cartilaginous tissue of the pinna have been 
suggested as useful to distinguish between individuals. However, the features of an ear are not 
very distinctive and not many real-life applications have been developed on basis of the ear shape 
mode. Moreover, no large-scale public evaluation of ear recognition algorithms has been 
conducted Although several algorithms for ear shape recognition have been proposed in the 
literature [11, 90]. 
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• Retina 

 “The retinal vasculature is rich in structure and is supposed to be distinctive for each individual 
and each eye. It is claimed to be the most secure biometric since it is not easy to change or 
replicate the retinal vasculature. The image acquisition requires a person to peep into an eye-piece 
and focus on a specific spot in the visual field so that a predetermined part of the retinal vasculature 
could be imaged. The image acquisition involves cooperation of the subject, entails contact with 
the eyepiece, and requires a conscious effort on the part of the user. All these factors adversely 
affect the public acceptability of retinal biometric. Retinal vasculature can reveal some medical 
conditions, e.g., hypertension, which is another factor deterring the public acceptance of retinal 
scan- based biometrics” [90]. 

• Speech 

Speech is a behaviour developed by people for communication. Speech production originates in 
two main stages: the language generation and the voice production. This complex process 
depends partly on physiological traits, such as the length and shape of the vocal tract and the 
dynamic configuration of the organs involved in articulation. It also depends on environmental and 
socio-linguistic factors, for example, the level of education, the dialectal particularities and the 
linguistic context [102]. Some people cannot speak because of physiological defects in their vocal 
tract or cannot learn to speak because of deafness or mental impairment. These situations are not 
frequent but they limit the universality of speech mode. The physiological characteristics involved 
in the production of the voice are invariant for an individual, but the behavioural characteristics 
change over time due to age, medical conditions, emotional state or disguise [90, 103]. The intra 
speaker variability induced by the variation of these behavioural characteristics decreases the 
permanence and the distinctiveness of the speech and limits its scalability [102]. 
Numerous generations of signal processing methods have been designed over the last five 
decades to automate speaker recognition. The field has pioneered in the development of 
perceptive artificial intelligence, in order to refine the statistical modelling of the intra and 
interspeaker variability, and to increase the robustness of the systems regarding noise, 
transmission channel, and variations in recording conditions [102, 103]. The performance has 
improved to the point that it is mostly robust to the poor transmission conditions of mobile 
telephony. But the technology has not reached maturity yet. The performance of the latest 
technology, the x-vector approach embedding a Deep Neural Network to model the speech 
characteristics, is still not uniform for all the speakers and it remains sensitive to the effects of the 
acoustic environment. The x-vector approach also offers a compact representation of the speaker, 
fostering the speed of speaker identification [104]. Real-time speaker verification is already a reality 
for a long time. 
Speech is primarily a human behaviour and technology can only collect a part of it in form of a 
signal [102]. Recording speech requires a low degree of cooperation of the user, and the 
acceptance for being recorded is usually high. Automatic speaker recognition technology is 
vulnerable to several types of presentation attacks, at the level of the signal (direct attacks) or at 
the level of the system (indirect attacks). Direct attacks include the impersonation of another 
person or the presentation of a pre-recorded or synthesised speech signal at the microphone. 
Indirect attacks generally require access to the system, in order to interfere at the level of the 
feature extraction, modelling process, score computation or decision process. [105]. 
Large speech datasets have been recorded and sometimes labelled, but it remains often difficult 
to find a corpus relevant in all the aspects of variability of the speech, including the characteristics 
of the speakers (sex, age, language, dialect), the environment (acoustic properties, background 
noise), the collection and transmission (position regarding the microphone, type of microphone, 
properties of the analogue–digital conversion, type of signal compression and recording) [106]. 
The scalability of the speech mode is limited by its distinctiveness and by the maturity of the 
technology. The requirements for the interoperability of the speech mode are determined in the 
same ISO/IEC standards as for the other biometric modes [43-46, 80], 
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3.3 Summary 
The advantages and drawbacks of the above biometric modes are summarised generically in 
Table 5 and specifically for the aliens’ identity chain in Table 6, according to the 14 properties 
described in Table 4 [11, 23, 90]. Due to the diverse nature of biometric applications, no single 
biometric trait is likely to be optimal and satisfy the requirements of all applications. In many cases, 
a multimodal biometric system combining or fusing multiple biometric traits may be required to 
attain the desired level of performance [107]. One such example is the very large-scale Aadhaar 
Biometric Project in India (>109 individuals), that uses all 10 fingerprints and both irides of subjects 
for deduplication purpose and identification purpose. 
 

BIOMETRIC MODE Fingerprint Face Iris Palm Hand  Ear Retina Speech DNA 

PROPERTIES                   

Intrinsic                   

Universality M H H M M M H M M 

Permanence H M H H M H M M H 

Distinctiveness H M H H M M H M H 

Technology          
Maturity H M H M M L L M M 

Performance H M H H M M M M H 

Real-time verification H H H H H NA H H N 

Identification speed H M H M M NA NA M H 

User interaction          
Collectability M H M M H M L M L 

User acceptance M H L M M H L H L 

User non cooperation L H M L H H L H H 

Invulnerability M M H M M M L M L 

Integration          
Database H H L H N N N M H 

Scalability H M H H L L NA L H 

Interoperability H M H H NA NA NA M H 

Table 5. Summary of the advantages and drawbacks of the biometric modes [11, 23, 90] 
 H = high, M = medium, L = low, N = non-existent, NA = Not applicable 
 
Due to their properties, the fingerprint, face and iris modes are largely deployed in a various type 
of administrative/civil, travel, law enforcement and security applications. Because the fingerprint 
mode is already implemented within the different applications the aliens’ identity chain, only the 
face and iris mode will be considered in this review for replacement or combination with the 
fingerprint mode. The deployment of the other biometric modes is limited to one type of 
applications, due to the limitations of some of their properties. DNA and palmprint are exploited 
primarily in law enforcement for identification, speech and hand geometry have been deployed in 
commercial applications, mostly for identity verification when ear and retinal vein pattern have 
been proposed by researchers for biometric recognition in niche applications, but are yet to attain 
sufficient level of technological maturity and acceptance [11]. 
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3.4 Multimodal biometric approach including fingerprint 
Multimodal biometric systems are built around three types of architecture (1) serial, (2) parallel and 
(3) hierarchical. The serial architecture (1) can be exploited to increase the reliability and 
convenience of the system. The increase of reliability lies in the opportunity of double-checking the 
result obtained with the first biometric mode using one or several subsequent other biometric 
mode(s). The increase of convenience lies in the opportunity of ordering the biometric modes from 
the most to the least convenient. The parallel architecture (2) can merge the information of several 
biometric modes at different levels (sensor, feature, score, rank or decision) to perform the 
recognition. The hierarchical architecture (3) can combine the results of multiple biometric modes 
in a tree like structure; this architecture is well suited when a large number of biometric modes are 
used simultaneously [108-112]. 
A multimodal biometric approach addresses the issue of non-universality and noisy biometric data, 
facilitates the indexing of large-scale biometric databases and has shown being more reliable. This 
approach reduces the Failure-To-Enrol significantly in comparison to unimodal biometric systems 
due to independence of the biometric modes involved and improves the performance if the features 
selected for each mode are statistically independent [110, 113, 114]. Additionally, it diminishes the 
vulnerability to attacks as it is more difficult to set up forgeries for multiple modes. 
However, a multimodal biometric approach also faces implementation challenges in terms of (1) 
training and performance – the level of investment is high and the users’ acceptance is low (2) 
design – the number of biometric modes (multi-mode), sensors within each biometric mode (multi-
sensor) and number of instance to collect data of a biometric mode (multi-instance/multi-sample) 
as well as (3) architecture and level of fusion of the results [115-120]. 

3.4.1 Combination of fingerprint and face mode 
Multimodal biometric systems combining the fingerprint and face modes have been mainly 
developed for identity verification [121-125]. In all studies considered, the performance of the 
fingerprint and face modes in combination systematically supersedes the performance of each 
mode when used independently. The same phenomenon is observed for invulnerability: the 
resistance to the presentation attack of the combination of the fingerprint and face mode 
supersedes the performance of each mode considered for itself [123]. 
The unbalance between the universality and collectability of fingerprints (being limited at 95% of 
the individuals) and the face mode (being almost universal) advocates for a serial architecture 
rather than parallel for the combination of these two modes. Organising the identity check in 
sequence, starting with the face mode and, if necessary, adding the fingerprint mode improves the 
convenience of the process. However, as mentioned in 3.2.2 about the Aadhaar Biometric Project, 
2D face recognition technology based on mugshot pictures collected in semi-constrained 
conditions has not been deemed suitable for combination with fingerprint or iris modes for very 
large-scale deduplication and identification purposes [78]. 

3.4.2 Combination of fingerprint and iris mode 
The combination of the fingerprint and iris mode into a multimodal system was introduced in 2008, 
in an integrated prototype identification system [126, 127]. Systems combining fingerprint and iris 
have also been proposed for identity verification [128]. 
The Aadhaar Biometric Project has successfully demonstrated the scalability up to very large-scale 
(> 109 individuals) of the combination of fingerprint and iris modes. The UIDAI has reported a FPIR 
(1:N) of 0.0025%, meaning 1 false positive for every 40’000 searches in the database of 1,2*109 
individuals. This figure corresponds to a FAR (1:1) of 0.000000000002% (2.08*10-14), meaning 1 
false positive every 4.8*1013 comparisons [129]. On basis of a daily enrolment rate of one million 
people, this performance is reflected in only 25 false positives that need to be manually adjudicated 
each day, with 10 fingerprints and 2 irides. Despite of the increase of the size of the database, the 
operating point of the system is kept a FPIR of 0.0025% by trading off with the FNIR. Thus, due to 
the complexity of the matter, the FPIR (1:N) of 0.0025% has been misinterpreted as a FAR (1:1) 
of 0.0025%, leading to some controversy about the Aadhaar Biometric Project in the Indian press 
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[130]. It is worth mentioning that the performance measured at small scale on academic multimodal 
biometric systems combining fingerprint and iris [131-136] does not reach the performance 
obtained in operational conditions at large scale with the Aadhaar Biometric Project. 

3.4.3 Summary and additional remarks 
This analysis of the literature reveals some limits in each of the biometric modes selected for this 
study. For various and specific reasons, the majority of the biometric modes are not fit for an 
implementation in the aliens’ identity chain: implementation costs (palmprint), limited 
distinctiveness (hand geometry, ear shape), contamination, sensitivity, speed, data protection and 
privacy issues (DNA), user acceptance, data protection and privacy issues (retina), limited 
distinctiveness and sensitivity to environmental conditions (speech). A minority of them can be 
considered as fit for an implementation in the aliens’ identity chain. The fingerprint mode is 
distinctive, permanent, scalable, interoperable and widely implemented but not universal. The face 
mode is universal, easy to collect, accepted and interoperable, but its scalability is limited, 
preventing deduplication in large datasets. The iris mode is distinctive, permanent, scalable and 
almost universal but it is not interoperable due to the lack of available databases. The fact that 
none of them is ideal and fail-safe and that each of them encounter specific shortcomings and 
limits advocates for a multimodal approach. 
Apart from the technical and methodological challenges directly related to the development and 
implementation of multimodal biometric systems, other aspects inherent to their complexity need 
to be considered in order to translate them into operational advancements: higher competence of 
the personnel, ergonomics, productivity, scalability to large heterogeneous datasets; compliance 
with security, data protection and privacy requirements; robustness to changes such as the 
environment, the population or the sensors. [120]. 
Finally, even if a multimodal biometric system combining the face and the iris mode falls beyond 
the scope of this study, it should be noted that a system which combines these two modes would 
make sense. The biometric data of both modes could be collected in the same instance and by the 
same sensor, namely a camera. The face could then be used for identity verification and irides for 
deduplication and identification purposes, if iris databases become available [137]. Nevertheless, 
it would also mean investing in a second biometric technology and database, with as a result a 
more complex and more expensive system requiring more qualified personnel to develop, maintain 
and operate it. 
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4 DISCUSSION 

4.1 Method 
The aim of this literature study has been to (1) understand and the capabilities and limits of the 
fingerprint identity verification and identification system currently implemented in the aliens’ identity 
chain and (2) make an inventory of what is known about the possibilities to improve and/or combine 
the use of fingerprints and other biometric modes. 
In Chapter 4 the method consists in discussing the advantages and drawbacks of the three 
biometric modes (fingerprint, face and iris) selected in Chapter 3 for the biometric processes of the 
aliens’ identity chain (see Table 5). The arguments developed in this discussion and underlying 
the proposed alternative options for the biometric processes of the stakeholders are synthesised 
in Table 6. 

4.2 Results 
The results are grouped by processes (identification or identity verification) and by stakeholders. 

4.2.1 Identification processes (1:N+1) 
All the identification processes make use of the fingerprint mode. The identification processes run 
by the IND, the KMAR and the NP are operated in collaboration and are subject to similar 
constraints. The identification process run by the DJI is operated independently and has a limited 
retention period. Therefore it is subject to less constraints. 

• Fingerprint mode 

The fingerprint mode offers the following advantages: permanence of data that limits the necessity 
for a regular re-enrolment, distinctiveness and epigenetic nature of the data (independence 
regarding to genetic factors), performance of the AFIS technology along with availability of 
databases, scalability and interoperability necessary for deduplication and identification purposes 
at national (BVV, SKDB, HAVANK) and international level (EuroDAC, EU-VIS, SISII). On the other 
hand, the limited universality and collectability of fingerprints for 5% of the individuals affect the 
effectiveness of the process without foreseeable improvement. The collectability of fingerprints is 
also limited by a minority of non-cooperative individuals, and the identification check process is 
vulnerable to presentation attack particularly if it is unsupervised. The identification process run by 
the DJI is operated independently on a database of limited size, therefore it is far less subject to 
the constraint of AFIS performance and is not subject to the constraints of availability of databases, 
scalability and interoperability. 

• Face mode 

The advantages and the drawbacks of the 2D face mode are more or less opposite to those of the 
fingerprint mode. The universality and the user acceptance ensure collectability for almost 100% 
of the individuals. On the other hand, the limited permanence necessitates a regular re-enrolment. 
The databases (CATCH, EuroDAC, SISII and EES) and their interoperability are progressing but 
they are still yet to reach the level of the fingerprint mode. The performance of the deep learning 
face recognition methods has improved rapidly during the last five years but is still sensitive to non-
ideal data collection conditions. Therefore, the scalability of the face mode will remain limited, 
among others, in case of face data collected in unconstrained conditions and because of the 
intrinsic limitation of the distinctiveness of the face due to genetic factors inducing physical 
resemblances (ethnical background and family relationships). Finally, the face mode is also 
vulnerable to presentation and morphing attacks, especially if the identification check process is 
unsupervised. 
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• Iris mode 

The iris mode offers different advantages and drawbacks. The universality of the iris ensures a 
theoretical collectability for almost 100% of the individuals, even if in practice the user acceptance 
is lower than for the face. The permanence of the iris limits the necessity of regular re-enrolment 
and the uniform distinctiveness of the iris over the entire population, due to the epigenetic nature 
of the data and the performance of the iris recognition technology, allows for a very large scalability. 
The iris is also less vulnerable to attacks than the face and fingerprint. Unfortunately, iris databases 
are currently non-existent, making the deduplication and identification process impossible, despite 
the potential demonstrated by the Aadhaar Biometric Project. 

4.2.2 Verification processes (1:1) 
All the automatic verification processes make use of the fingerprint mode and are submitted to 
similar constraints, even if operated in different environments. The verification processes run by 
the IND, the KMAR and the NP are operated broadly, the verification process run by the COA is 
run within its own locations and the verification process run by the DJI is operated independently. 
The verification process run by the DT&V is of another nature and of another type. It is a human-
based process that makes use of the face mode and that is subject to bias. 

• Fingerprint mode 

The fingerprint mode offers the following advantages: the permanence of the data that limits the 
necessity of regular re-enrolment, the distinctiveness and epigenetic nature of the data 
(independence regarding to genetic factors) and a highly performing technology. On the other 
hand, the limited universality and collectability of fingerprints for 5% of the individuals affect the 
effectiveness of the process without foreseeable improvement. Finally, the collectability of the 
fingerprints is limited by a minority of non-cooperative individuals and the verification check 
process is vulnerable to presentation attack particularly if it is unsupervised. 

• Face mode 

The universality and the user acceptance of 2D face mode ensure a collectability for almost 100% 
of the individuals. On the other hand, limited permanence of the facial traits necessitates a regular 
re-enrolment. Performance of deep learning face recognition algorithms has improved rapidly 
during the last five years, becoming more robust with non-ideal collection conditions. The 
distinctiveness of the face mode remains intrinsically restricted by genetic factors inducing physical 
resemblances (ethnical background and family relationships). Finally, the face mode is also 
vulnerable to presentation and morphing attacks, especially if the verification check process is 
unsupervised. 

• Iris mode 

The universality of the iris ensures a theoretical collectability for almost 100% of the individuals 
even if, in practice, the user acceptance is lower than for the face. The features of the iris are more 
permanent than the ones of the face, limiting the necessity of regular re-enrolment, the 
distinctiveness of the iris is uniform due to the epigenetic nature of the data and the technology is 
highly performing. The iris is also less vulnerable to attacks than the face and fingerprint. But the 
implementation of the iris mode has been delayed for various reasons, including a limited 
acceptability by the users and the cost of proprietary and patented technology. Currently the iris 
recognition technology has been mainly deployed in identity verification scenarios where the user 
acceptability is lesser an issue, such as at the (airport) border control for frequent travellers and 
for personal involved in national and other high-security areas but not in large-scale governmental 
applications, apart from the Aadhaar Biometric Project. 
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Table 6. Advantages and drawbacks of the fingerprint, face and iris modes for the biometric 
processes of the Dutch aliens’ identity chain 

 

4.3 Options for the biometric processes of the stakeholders 

4.3.1 Immigration and Naturalisation Agency (IND) 

• Extended BVV identification process 

For the identification process that is not only taking place within the BVV database, but extended 
to national (BVV, SKDB, HAVANK) and international (EuroDAC, EU-VIS, SISII) databases, there 
is currently no alternative to the fingerprint mode. Face databases are still fragmentary, only 
partially interoperable and the face recognition technology is yet to reach large scalability. Even if 
the face mode continuously improves, the limit of distinctiveness of the face and of face data 
collected in non-ideal conditions will be remaining obstacles. Currently the iris mode is not an 
option either, as iris databases are non-existent. 

• Standalone BVV identification and identity verification processes 

For identification and identity verification processes only taking place within the BVV (standalone), 
a serial multimodal biometric system combining the face and fingerprint modes would offer several 
advantages to the front office: primarily the universality and user acceptance of the face mode, 
and secondarily the performance of the fingerprint mode, only used in case of failure of the face 
mode. It has to be noted that such a multimodal system would improve the integrity of the BVV 
database. Nevertheless, it would also mean investing in a second biometric technology and 
database, with as a result a more complex and more expensive system requiring more qualified 
personnel to develop, maintain and operate it. 
If implemented, such a multimodal system combining the face and fingerprint modes should firstly 
be tested and implemented for the identity verification process that is less challenging than the 
identification process. On a longer term, implementing a solution similar to the Schiphol Seamless 
Flow process, i.e. substituting identity verification by identification, would free the users of the 
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burden to carry a token containing their biometric reference or their unique number. However, the 
drawbacks in terms of data protection have to be considered if such solution is envisaged. The 
current complete absence of the iris mode from the aliens’ identity chain does not advocate for its 
implementation at short or medium term, even if technically the iris mode is a credible alternative 
(see the Aadhaar Biometric Project). 

4.3.2 Royal Netherlands Marechaussee (KMAR) 

• Standalone Schiphol identity verification process (Seamless Flow) 

Like many airports, Schiphol has implemented a pilot project of local face identity verification 
system for the airline passengers. The concept is that the traveller registers at home or on arrival 
at an airport kiosk. The face of the passenger is collected and their identity verified in the various 
steps preceding the boarding. Technically the system is designed as an open-set identification 
system. The face data collected are searched in the temporary database of the enrolled travellers, 
which is erased at the end of each day. Seamless flow is a project from Schiphol airport but the 
KMAR can make use of the seamless provision. This system is not directly linked to the aliens’ 
identity chain, but the steps are quite similar to the COA system of weekly checks for the asylum 
seekers. 

• BVV identification process 

In 2020, a new system will be introduced within the EES to register a facial image and four 
fingerprints (two flat and two rolled), for the individuals who do not need a visa and who are not 
registered in EU-VIS. The face mode will be used only for human-based identity check and 
fingerprints will be used for automatic identification check if necessary, as the extended BVV 
identification process is limited to the fingerprint mode. This development shows that the KMAR is 
tributary of the options chosen at the level of the BVV. But as stakeholder, the KMAR can influence 
the BVV towards options improving the KMAR processes. 

4.3.3 National Police (NP) 
The priority of the NP-AVIM is focused on improving the current fingerprint identification process 
of the BVID, rather than in implementing a second biometric mode. Notably, there has been 
substantial improvements within the last 10 years, even if a study of the research group on applied 
ergonomics and design of the TU Delft has shown it remains uneven. The identification 
performance and the quality of the fingerprints still largely depends on the location where it has 
been collected and processed. And contrarily to document, no reliable and automated quality 
control of the biometric data (fingerprint and face) is available on the market. 
The NP-LFSC has implemented a large-scale computer-assisted face recognition system including 
two separate databases: a database containing the face image of 2.2 million suspected and 
convicted individuals and a database containing the face image of 7 million aliens. The vision for 
the future is to merge the HAVANK-AFIS system and the CATCH system within one multimodal 
Automated Biometric Identification System (ABIS), to integrate other biometric modes such as 
handpalm (requested in SISII) and further automate the biometric recognition processes. 

4.3.4 Central Organ for Asylum seekers (COA) 
The COA operates a fingerprint identity verification process as part of the procedure of weekly 
reporting obligation to the aliens’ police (meldplicht voor vreemdelingen politie). The need to re-
enrol a significant proportion of individuals is a good example of the limit of universality of the 
fingerprint mode. Therefore, this process would benefit from the effectiveness, efficiency and 
robustness of a face-fingerprint multimodal system, such as the standalone BVV system described 
above (see 4.3.1). The implementation of the face mode as the secondary mode could be 
considered in an initial pilot phase. The study could first consider the implementation of the face 
mode as secondary (i.e. keeping the fingerprint mode as the primary mode), and based on the 
results of the initial pilot study, a decision can be made as to the effectiveness of multimodality. 
Furthermore, an extension of this study could define which order is the preferred mode. Again, 
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depending on the results and experience gained on the face mode, the possibility to switch the 
order from fingerprint-face, to face-fingerprint multimodality exists. 
The most critical issue observed by the COA about the current fingerprint identity verification 
process is the intrinsic flaw in the standard enrolment procedure at the embassies or consulates, 
which results in possible duplications (see 2.5.5). 
Alternatively, the COA also investigates the potential use of a non-biometric identity verification 
process developed within the IRMA project of the Radboud University Nijmegen based on the 
concept of self-sovereign identity and on the use of a smartphone [138]. The simplicity is the main 
advantage of this approach, but its biggest drawback is that it relies on the assumption that the 
holder of a smartphone is the person requesting the verification of its identity. 

4.3.5 Ministry of Foreign Affairs (BUZA) 
The BUZA also observes difficulties or Failure-To-Enrol the fingerprints for 5 to 10% of the 
individuals during the enrolment procedure in the embassies or consulates, but it does not monitor 
the causes. Implementing the face mode would generate extra costs. Cost-benefit analyses could 
be performed to weigh the cost of implementation versus the reduction in resources required in 
current state, particularly in the instance of duplication. Implementation of the face mode would 
help to link the visa bearer to the face picture present in the passport, but only under the 
assumptions that the passport is not a complete forgery (i.e. the picture has neither been 
substituted nor is a morph). That is still possible for non-biometric passports produced by countries 
less advanced with the implementation of the biometric passport. Cases of identity fraud exist in 
the visa delivery process, but there is no figure available about their number. Another question 
which raised during the interview relates to the robustness of the face recognition technology to 
compare face images that do not comply with the ICAO guidelines. These mainly exist in non-
biometric passports. 
Nevertheless, the BUZA is of the opinion that its enrolment procedure for the request of long-stay 
and short-stay visas run by the embassies, consulates, and more recently by also private 
subcontractors, would benefit from the implementation of the face mode in the standalone BVV 
identification and identity verification processes (see 4.3.1). Such developments would also allow 
the private subcontractors to verify that a passport holder is its owner. 
Finally, the BUZA observes that the biometric processes both for migration and criminal justice are 
moving toward combining the fingerprint and face modes. The iris mode is suggested as a credible 
alternative for biometric identity verification, even if it is yet to be validated for use and application. 
The value of the iris mode for criminal justice is yet to be known, and at this stage remains unusable 
for biometric identification in absence of databases. The speech mode is also mentioned, as 
solution to provide a remote service for visa application through the telephone. Such an approach 
would ensure the collectability of the biometric data, every phone having per definition a 
microphone, but not a camera or scanner for the collection of face or fingerprint data. 

4.3.6 Return & Departure Agency (DT&V) 
No interview has taken place at the DT&V. Therefore, it is difficult to preclude if automatic face 
recognition could be implemented in practice. From a theoretical perspective, a biometric process 
could mitigate the undetermined performance and potential bias of face identity verification process 
operated by the personnel. 

4.3.7 Custodial Institutions Agency (DJI) 
No interview has taken place at the DJI. As their biometric identification and identity verification 
processes are independent and of limited scale, the face mode could be envisaged to replace the 
fingerprint mode to improve the universality and user acceptance in their biometric recognition 
processes. 
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5 CONCLUSION 

In the Netherlands, the aliens’ identity chain is an identity management process, which is part of 
the migration chain. It relies on two types of personal data: biographic, such as date and place of 
birth, name and nationality, and biometric, such as fingerprints, face and irides. This literature study 
aimed at understanding the capabilities and limits of the fingerprint mode in the current operational 
biometric process and to make an inventory of what is known about the possibilities to improve 
and/or combine the use of fingerprints and other biometric modes. Eventually, the purpose is to 
improve the verification of identity and identification processes in the aliens’ identity chain as 
applied by the Netherlands. 
 
In order to answer to the request of the WODC and to fulfil the aim of the study, the issue has been 
operationalised in 5 research questions: 
 

1. What are the current operational biometric processes (border control, alien surveillance 
and asylum application scenarios)? 

2. What is the role of the fingerprint mode in the current operational biometric processes? 
3. What are the current reliability (effectiveness and efficiency) issues of the fingerprint mode 

in the current biometric processes? 
4. Which other biometric modes are fit for the intended purposes and what is their reliability 

when implemented in automated and human-based biometric processes? 
5. What is the potential of combining the fingerprint mode with other biometric modes? 

 
The study has been organised in two phases: (1) the questions 1, 2 and 3 have been answered 
on basis of a set of interviews conducted with the stakeholders that are identifying partners in the 
migration chain (IND, KMAR, NP, COA, BUZA, DT&V and DJI) and (2) the questions 4 and 5 have 
been answered on basis of a review of the scientific literature focusing on human identification, 
biometrics and their applications. The sources of the literature have been found online and focused 
particularly on the scientific journals, the conference proceedings and the information of relevant 
working groups, research institutes and organisations. 

• Answer to question 1: What are the current operational biometric processes (border control, 
alien surveillance and asylum application scenarios? 

The identifying partners in the migration chain operate two biometric processes: (1) identification 
process and (2) identity verification process. The identification process consists of comparing the 
biometric data of a requester with the reference data of a biometric database. It is used during the 
enrolment process of a requester to avoid the duplication of the same person in the database. In 
the aliens’ migration chain, this process is performed exclusively for the fingerprint mode using 
Automatic Fingerprint Identification Systems (AFIS). The databases checked depend on the nature 
of the request; they can contain Dutch or international civil (BVV, EU-VIS) or law enforcement 
(HAVANK, SKDB, EuroDAC) data. The identifying partners operating the identification process are 
IND, KMAR, NP and DJI. 
The identity verification process consists of comparing the biometric data of a requester with their 
own reference data present in an identity document or in a database such as BVV. This process 
is performed automatically for the fingerprint mode, and by a human being for the face mode. The 
identifying partners operating the identity verification process are IND, KMAR, NP, COA, DT&V 
and DJI. 
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• Answer to question 2: What is the role of the fingerprint mode in the current operational 
biometric processes? 

The fingerprint mode plays a central role in the current operational biometric processes of the 
aliens’ identity chain. The biometric data has primacy over the biographic data in both identification 
and identity verification processes. On the one hand, the fingerprint data are distinctive and 
permanent, the fingerprint mode is reasonably accepted by the users and very large civil and law 
enforcement fingerprint reference databases exist. The fingerprint biometric technology is mature, 
performant, fast and it can be integrated due to advanced scalability and interoperability properties. 
On the other hand, the universality and collectability of the fingerprint data is limited at about 95% 
of the individuals, its use requires cooperation and the fingerprint mode can be vulnerable to 
presentation attacks. The controversies related to data protection and privacy of fingerprint data 
limit the development of civil fingerprint databases. It also explain why, at international level, the 
civil identity chain depends on law enforcement fingerprint databases for their identification and 
deduplication processes. 
• Answer to question 3: What are the current reliability (effectiveness and efficiency) issues 

of the fingerprint mode in the current biometric processes? 

The latest NIST Evaluation of Fingerprint Matching Algorithms shows the potential of the fingerprint 
mode: the most accurate submission achieved a FNIR of 1.97% for the left index finger and 1.9% 
for the right index finger when searched against an enrolment set of 100 000 subjects (1 million 
fingerprints), for a FPIR of 10-3 [24]. In the Dutch Identity Chain, the Guideline for the Biometric 
Verification within the Partners of the Migration Chain aims at standardising the collection and at 
controlling the quality of the biometric data, as well as at monitoring the effectiveness, efficiency 
and transparency of the biometric processes of the aliens’ identity chain. 
But apart from this Guideline, there is currently no quality assurance system and accreditation 
program in place or in development. The parameters influencing the quality of the fingerprint data 
(age, occupation, location of collection) and face images (facial expression, pose, illumination, 
occlusion and image resolution) are known, but no documented procedures and quantitative 
figures are available to control the quality of the data. In the same way, the design and the 
technology of the biometric processes are constantly improved, but no documented procedures 
are available to assess quantitatively the performance of the automatic (fingerprint) and human-
based (face) identification and identity verification processes. 
The most general and critical issue concerns the identification process. If during the enrolment 
process no fingerprints are available for automatic deduplication, then the process only relies on 
the human-based comparison of available biographic data and sometimes of a frontal face image. 
Such situation potentially compromises all the subsequent tasks along the aliens’ identity chain 
preventing the demonstration of an unequivocal link between the person initially registered and the 
person interacting later with the aliens’ identity chain. 

• Answer to question 4: Which other biometric modes are fit for the intended purposes and 
what is their reliability when implemented in automated and human-based biometric 
processes? 

FACE – The collectability of a face specimen in visible light as 2D representation is straight forward. 
It simply requires a commercially available camera that can be on almost any mobile device. Deep 
learning face recognition algorithms have improved rapidly during the last five years, becoming 
more robust with non-ideal collection conditions, and are yet to reach their maturity. Face 
recognition technology moves further towards the strongest modes, even if it is yet to reach the 
level of performance of the fingerprint or iris modes yet. One critical challenge that remains for 
deep-learning methods in general and for face recognition methods in particular, is the stability 
and uniformity of performance, in unconstrained conditions, between all the individuals of a 
reference database. The face databases (CATCH, EuroDAC, SISII, EES, EU-VIS and ECRIS-
TCN) and their interoperability are progressing, but they are still yet to reach the level of the 
fingerprint mode. Therefore, the scalability of the face mode will remain limited in situations 
whereby face data is collected in unconstrained conditions and because of the intrinsic limitation 
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of the distinctiveness of the face due to genetic factors, inducing physical resemblances (ethnical 
background and family relationships). The prevalence of monozygotic twins in the human 
population in particular, has significant implications on the performance of face recognition 
systems. Finally, the face mode is also vulnerable to presentation and morphing attacks, especially 
if the identification check process is unsupervised. 
IRIS – The universality of the iris ensures a theoretical collectability for almost 100% of the 
individuals even if, in practice, the user acceptance is lower than for the face. The features of the 
iris are more permanent than the ones of the face, limiting the necessity of regular re-enrolment. 
The distinctiveness of the iris is uniform due to the epigenetic nature of the data and the technology 
is highly performing. The iris is also less vulnerable to attacks than the face and fingerprint. But 
the implementation of the iris mode has been delayed for various reasons, including a limited 
acceptability by the users and the cost of proprietary and patented technology. 
The potential of the combination of the fingerprint and iris modes has been demonstrated for 
identification in India by the Aadhaar Biometric Project. However, the development of any other 
multimodal large-scale identification system including the iris is currently prevented by the absence 
of any other large-scale iris database, preventing any deduplication process based on the iris 
mode. 

• Answer to question 5: What is the potential of combining the fingerprint mode with other 
biometric modes? 

For identification processes not only taking place within the BVV database, but that are extended 
to national (BVV, HAVANK, SKDB) and international (EuroDAC, EU-VIS, SISII) databases, there 
is currently no alternative to the fingerprint mode. As already mentioned, even if the iris mode is 
technically a credible alternative, it is currently not a practical option for identification, as iris 
databases are non-existent. Face databases are still fragmentary and only partially interoperable 
and the face recognition technology is yet to reach large scalability. Even if the face mode 
continuously improves, the limit of distinctiveness of the face and of face data collected in non-
ideal conditions will be remaining obstacles. 
For identification and identity verification processes only taking place within the BVV (standalone), 
a serial multimodal biometric system combining the face and fingerprint modes would offer several 
advantages: primarily universality and user acceptance of the face mode, and secondarily 
performance of the fingerprint mode, used in case on failure of the face mode only. It has to be 
noted that such a multimodal system would improve the integrity of the BVV database. 
Multimodal biometric systems combining the fingerprint and face modes have been mainly 
developed for identity verification, with performance systematically superseding performance of 
each mode when used independently. The same phenomenon is observed for invulnerability. 
Resistance to presentation attack of the combination of fingerprint and face modes supersedes 
performance of each mode considered for itself. Such results can be explained by the 
complementarity of the two modes. A serial multimodal biometric system, exploiting primarily the 
face mode and secondarily the fingerprint mode would offer the advantages of universality and 
user acceptance of the face mode; and only in case of failure, the distinctiveness, permanence 
and performance of the fingerprint mode would be exploited. 
Finally, it has to be noted that investing in a second biometric technology and database to develop 
a multimodal approach will result in a more complex and more expensive system, requiring more 
qualified personnel to develop, maintain and operate it. 
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