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Summary 

In a context of globalisation and further economic integration in recent decades, the relationship between 
the economy and national security has become increasingly interlinked. For the Netherlands, these 
interlinkages represent both opportunities and potential threats for the country’s national security. The 
open and interconnected nature of the Dutch economy creates vulnerabilities to potential internal and 
external threats. In recognition of this, economic security has emerged as an important strategic priority 
for the Dutch government, with the connection between economic security and broader national security 
subject to particular emphasis in the most recent National Security Strategy (2019). ‘Threats to vital 
economic processes’ has been cited in the Integrated International Security Strategy 2018-2022 (IISS) as 
one of six most urgent national security threats.   

Given these growing international interdependencies within Dutch national security, as well as recent 
concerns raised by planned foreign investments into Dutch strategic sectors, there is a recognised need for 
assessments of the potential risks to national security that may emerge as a result of such economic 
activities. Given the importance of certain sectors to the effective functioning of the Dutch society, there 
is a need for a deeper conceptual understanding of the types of economy-related threats that may impact 
Dutch society.  

Research questions and objectives 

In this context, RAND Europe was commissioned by the Research and Documentation Centre (WODC) 
to examine the relationship between the economy and national security in the Netherlands, with a focus 
on the characteristics and performance of the Dutch economy and the consequences of this for its 
national security. 

This report addresses five research questions: 

1. How can national security be defined and what does the international literature suggest about its 
main components? 

2. What can be learned from the (academic) literature about the relation between the economy of a 
country and the various aspects of national security? Which factors, mechanisms and underlying 
causal mechanisms can be identified? 

3. What is the impact of contextual, country-specific characteristics and factors on this relationship? 
4. What do the answers to research questions 2) and 3) tell us about the factors and characteristics that 

have an impact on the interlinkages between the Dutch economy and its national security? 
5. How does the Netherlands perform with regard to these economic factors, which trends or 

developments can we identify, and what do they mean for the national security of the Netherlands? 
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The analysis of this report is focused on those specific aspects of national security that relate to the 
protection of critical infrastructure, sectors and processes that are important for the sustainable 
functioning of [Dutch] society. Critical infrastructure, sectors and processes are focal areas when it comes 
to national security policy, in the Netherlands and beyond.  

In order to conceptualise the relationship between macroeconomic variables and national security (as 
outlined above), the research team developed an analytical framework. This conceptual framework forms 
a core component of this study and underpins the analysis and structure of this report. The framework 
was then applied using an illustrative example of three risk vectors with specific relevance to the 
Netherlands. 

1. How can national security be defined and what does the international literature suggest 
about its main components? 

The perspectives on security are numerous and diverse, but there is no consensus on a single definition. 
Understanding of national security has evolved over time, and it has been shaped and influenced by 
theoretical interpretations of international relations as well as historical events and trends. In broad terms, 
stability, safety, protection, and freedom from fear, threat and conflict are considered as some of the core 
themes that the policy and academic literature examines when defining national security. Also, security 
can be defined in terms of the values that people hold, with physical safety, economic welfare, autonomy 
and psychological well-being as examples.  

Prior to the end of the Cold War, the traditional notion of security revolved around realist explanations of 
state actions and the nature of international conflict. Since the end of the Cold War, scholars have 
expanded the scope of security to better account for globalisation and wider trends following the end of 
the bipolar struggle for power. Many of these aspects focus less on the state and on conflict and more on 
human-centric threats and risks – expanding to include areas such as crime, health and environmental 
concerns and economic security. Hence, national security has become associated with preventing 
disruptive effects on society, for example, its economic performance or critical processes such as 
democratic decision-making processes.  

However, despite the broadening (and deepening) academic definition of national security, human-centric 
aspects are still underrepresented in governments’ approaches to protecting national security in the 
Netherlands and other comparator countries. The critical processes identified in the national security 
strategies of the selected countries are mostly limited to the physical production and distribution of 
specific goods and services.  

2. What can be learned from the (academic) literature about the relation between the economy 
of a country and the various aspects of national security? Which factors, mechanisms and 
underlying causal mechanisms can be identified? 

This study proposes a conceptual framework representing those economy-related factors that could have a 
disruptive effect on society due to their disruptive effect on critical infrastructure, sectors and processes 
that are vital for the sustainable functioning of [Dutch] society. The framework schematically illustrates 
the manifestation of economic risks to national security as a series of concentric circles (see Figure A1).  
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This approach is consistent with the way in which the thinking about national security in many modern 
states is operationalised. However, recognising the broadening concept of security in academic circles, the 
conceptual framework may also include more human-centric processes, such as human rights or 
democratic processes.  

Figure A.1. A proposed analytical framework of risk vectors through which the economy can 
affect critical infrastructure, sectors and processes  

 
Source: RAND Europe Analysis. 

Based on the analysis of academic, policy and grey literature, we discuss a number of economically-related 
risks to critical infrastructure, sectors and processes that merit the consideration of policy-makers. In order 
not to overcomplicate matters, the conceptual framework does not identify causal linkages between 
individual factors, yet it demonstrates a variety of effects that the economy and national security have on 
each other. We have identified seven ‘risk vectors’ representing the vehicles through which economic 
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variables and events can impact critical infrastructure, sectors and processes in ways that could threaten 
national security. These vectors are:  

 Ownership (through control and influence) by public or private actors of critical infrastructure 
and sectors, or ownership of assets in physical proximity to critical infrastructure and sectors   

 Espionage and access to sensitive information enabled, for example, by physical proximity or 
ownership  

 Natural resource dependence on third countries and actors for the supply of critical raw materials 
and energy  

 Supplier dependence on specific suppliers for the provision and maintenance of critical 
infrastructure and processes, reinforced by the presence of a skills and technology gap and lack of 
competition which may result in reduced efforts to ensure resilience of critical infrastructure, 
sectors and processes as well as result in reduced innovation and R&D 

 Government intervention through expenditure, economic policy and regulation (or lack thereof) 
which can have a strong influence on the quality, availability and resilience of critical 
infrastructure, sectors and processes  

 Corruption and fraud which may undermine the resilience of critical infrastructure and 
potentially open up opportunities for malicious actors to obtain physical or digital access to 
sensitive assets and information 

 Socio-economic inequality resulting from factors such as economic policies and neoliberal 
market forces which may reduce the ability of citizens to provide for themselves, as well as risking 
social unrest and domestic instability that poses a threat to critical infrastructure, sectors and 
processes. 

In addition, the literature shows that a number of global economic and geostrategic trends could also 
present risk factors to critical infrastructure, sectors and processes and therefore should be considered 
alongside an analysis of risk vectors linked to macroeconomic events and variables. These trends include:  

 Digital transformation and the implementation of industrial IoT bringing challenges in relation to 
security of supply chain, cyber security and risks of data espionage in critical sectors and processes  

 Globalisation and interdependence between critical infrastructure, sectors and processes of one 
country with others, magnifying risks to individual country’s national critical infrastructures 
which can be affected through cascading effects from developments elsewhere  

 International economic trends playing a critical role countries due to the tight interconnectedness 
via economic, business, political and governance structures as well as an expanded influence of 
private actors over political processes  

 The political and economic paradigm of foreign states which, similar to protectionism, considers 
the risks related to different national economic models and their impact on the competitiveness 
in the area of critical sectors and processes   

 Uncertainty in relation to resource security, particularly in relation to reliance on foreign suppliers 
of energy and the uptake of alternative energy generation, distribution and storage technologies  

 Potential concerns with regard to information integrity and trustworthiness which may act as an 
avenue for malicious actors including private companies to disrupt critical processes such as 
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elections and democratic decision-making and gain influence in critical sectors (such as 
telecommunications or political institutions).  

It is beyond the scope of this study to consider the detailed mechanics between the macroeconomic 
variables and events, the risk vectors and the critical infrastructure, sectors and processes. This study, 
instead, considers the strategic picture of macroeconomic variables and events and the avenues (risk 
vectors) through which they may impact critical infrastructure, sectors and processes as a sub-set of means 
by which a state can guarantee national security to its citizens.  

3. What is the impact of contextual, country-specific characteristics and factors on this 
relationship? 

The degree to which each risk may manifest itself in any given country, as well as the importance of each 
vector for any specific critical sector, will be largely determined by contextual and country-specific factors. 
These include, among other factors, the size of different critical sectors and the level of government 
expenditure in public sectors and their regulations. For example, countries with greater emphasis on 
deregulation and free market economies may be more comfortable with the private sector provision of 
some critical services and processes, whereas economies with a higher level of state intervention will be 
characterised by a higher degree of state influence over critical sectors and processes.  

In addition, the extent to which a state may be exposed to individual risk vectors is shaped by the nature 
of the economy, the type of governance structure, the degree of economic openness (e.g. restrictions 
placed on trade, capital flows, migration), as well as other unique characteristics of the state in question. 
Countries that are closely integrated into transnational economic structures such as the EU may be more 
vulnerable to the impact of EU economic trends and developments. Where relevant, we highlight some of 
the country-specific differences and their implications in the ensuing analysis. However, a proper 
comparative analysis of risk exposure of different types of states to the risk vectors is beyond the scope of 
this study.  

4. What does this teach us about the factors and characteristics that have an impact on the 
interlinkages between the Dutch economy and its national security? 

Applying this framework to the context of the Netherlands, and assessing the economic risks to its 
national security, would go beyond the scope of this study. However, an illustrative example of three risk 
vectors were selected with specific relevance to the Netherlands: foreign ownership; skills gaps in technical 
and related professions; and international dependence on natural resources and food security. 

Foreign ownership. The Netherlands is a small country, but it is the world’s 18th economy, deeply 
integrated within the EU. The high reliance on international trade is likely to expose a country to global 
and regional trends more acutely due to the increased interconnectedness with other countries and regions 
through trade linkages. In the Netherlands, such a degree of reliance on international trade is visible also 
within critical sectors specifically. The level of restrictions on foreign direct investment (FDI) in the 
Netherlands is uniformly low, including in sectors contributing to vital processes. While this openness 
brings great opportunities for economic growth, technology transfer, information exchange and 
international collaboration, FDI can also present potential risks to national security as it may facilitate 
access and control of critical sectors and processes by foreign actors with malicious intent. Such concerns 
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have been subject to considerable attention from the Dutch government and the general public, for 
example, as witnessed in the public discussions on the KPN acquisition case or the current Huawei 5G 
debate.  

Skills gaps. In the Netherlands, and across Europe more widely, there is an identified need for increased 
digital literacy in order to combat the spread of online disinformation that can distort the outcome of 
critical processes. The Netherlands is also experiencing continued skills gaps in STEM and ICT skills, 
particularly in contrast to the EU averages in supply of these skills, which may present a national security 
risk for critical sectors in terms of their ability to recruit and retain talent to enable their successful 
functioning. While the Netherlands is a welcoming destination to a high proportion of international 
students in technical disciplines, if domestic talent is not grown and developed, the Netherlands may need 
to rely on foreign suppliers of critical processes.  

International dependence on natural resources. Finally, there are some areas where the Netherlands is 
heavily reliant on imports of raw materials, for example crude oil, metals and rare earth minerals and thus 
becomes more exposed to risks and uncertainty around resource supply. It is important to note, however, 
that there are also areas where the Netherlands is self-sufficient in resource extraction and can cover most, 
if not all, of domestic consumption from domestically extracted materials (e.g. much of biomass products 
such as potatoes, natural gas). Here, the national security risk linked to resource dependence is limited. 
However, future developments, such as the phasing out of natural gas production in Groningen, may 
subsequently increase the international dependence again.  

5. How does the Netherlands perform with regard to these economic factors, which trends or 
developments can we identify, and what do they mean for the national security of the 
Netherlands? 

The Dutch economy is characterised by a number of distinguishing features that have implications for the 
ways in which each risk vector may manifest itself in the Netherlands. The Dutch economy is 
characterised by openness and free flow of products, services, and knowledge. As a result, security risks 
arising from economic activities in Dutch critical sectors primarily relate to areas where control and 
influence could be gained over a nation’s public, strategic or ‘critical’ interests. The analytical framework 
presented in this report provides a means by which these risks may be understood.  

In protecting these critical sectors, infrastructure and processes, a number of trade-offs can be recognized. 
For example, between economic and related benefits on the one hand versus measures designed to 
minimise security risks. Further complicating the challenges around these trade-offs is the fact that the 
complex interdependent nature of the links between economic and security spheres means that it is 
virtually impossible to draw up a workable ex-ante distinction between where an economic interest ends 
and a national security interest begins.  

While the analytical framework presented in this report provides a mechanism for understanding the 
linkages between the economy and national security in the Netherlands, it is important to note that the 
macroeconomic variables may be subject to change over time and new variables may also emerge. 
Therefore, when applying the framework in the Dutch context, potential changes to the risk vectors 
should be taken into consideration, as well as the national circumstances in which they are applied.  
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Building upon the analytical framework presented here, further research to explore these in greater detail 
would support a more comprehensive and granular understanding of the complex interactions between 
different elements of the economy and national security. Nevertheless, the framework and supporting 
analysis contained within this report present a structured method for understanding the strategic-level 
relationships between the economy and national security.   
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