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Preface 

The NCTV (Nationaal Coördinator Terrorismebestrijding en Veiligheid – ‘National Coordinator for 
Security and Counterterrorism’) partners with government, science and business in order to both protect 
the Netherlands against threats that can disrupt society, and ensure that Dutch vital infrastructure is – 
and remains – safe. This document presents the final report of a RAND Europe study commissioned by 
the WODC (Wetenschappelijk Onderzoek- en Documentatiecentrum – ‘Research and Documentation 
Centre’), on behalf of the NCTV. The study examines the current state-of-the-art in the field of 
cybersecurity as part of a broader programme of work that aims to develop a broad research agenda for the 
NCTV. This programme of work also includes two other state-of-the-art studies in the fields of crisis 
management and counterterrorism, which are published separately by the WODC. 

This document reports on the methods and analysis undertaken to assess the state-of-the-art in the field of 
cybersecurity, and provides research questions for the NCTV to consider in the preparatory work for the 
research agenda. The report should be of interest to individuals and organisations involved in 
cybersecurity policymaking in the Netherlands and beyond. 

RAND Europe is a not-for-profit, independent policy-research organisation that aims – through objective 
research and analysis – to improve policy-and decision making in the public interest. RAND Europe’s 
clients include national governments, multilateral institutions and other organisations with a need for 
rigorous, independent interdisciplinary analysis. Part of the globally operating RAND Corporation, 
RAND Europe has offices in Cambridge, UK, and Brussels, Belgium.  

 

For more information about RAND Europe or this document, please contact Erik Silfversten 
(erik_silfversten@rand.org). 

RAND Europe  RAND Europe  
Rue de la Loi 82, Bte 3 Westbrook Centre, Milton Road 
1040 Brussels  Cambridge CB4 1YG 
Belgium  United Kingdom 
Tel: +32 (2) 669 2400  Tel: +44 1223 353 329 
 

 





 

iii 
 

Samenvatting 

Achtergrond en context 

De digitale transformatie heeft het hedendaagse leven ingrijpend veranderd en zal dit waarschijnlijk in de 
komende jaren blijven doen. Technologie is een belangrijke motor voor het realiseren van 
maatschappelijke en economische welvaart, maar het heeft ook een donkere kant. Overheden, bedrijven, 
maatschappelijke organisaties en burgers worden geconfronteerd met een scala aan bestaande en nieuwe 
cybersecurity dreigingen. De Nationaal Coördinator Terrorismebestrijding en Veiligheid (NCTV) stelde 
in het Cybersecuritybeeld Nederland (CSBN) vast dat de digitale weerbaarheid van Nederland achterblijft 
bij de groeiende digitale dreiging.  

De missie van de NCTV is het beschermen van Nederland tegen bedreigingen die de samenleving kunnen 
ontwrichten. In het kader van dit streven naar een digitaal veilig Nederland werkt de NCTV samen met 
de wetenschap, het bedrijfsleven en binnen de overheid. Om haar missie te volbrengen, is de NCTV 
momenteel een brede onderzoeksagenda aan het ontwikkelen. Hiermee worden drie doelstellingen 
beoogd: de samenwerking met wetenschappelijk onderzoek te intensiveren; wetenschappelijke discussies 
op gebieden die van belang zijn voor de NCTV te stimuleren; en de blinde vlekken binnen de kennis van 
de NCTV en de wetenschappelijke gemeenschap te identificeren. Drie ‘state-of-the-art’ studies op het 
gebied van terrorismebestrijding, crisisbeheersing en cybersecurity zijn onderdeel van dit programma.   

Doelstellingen  

Namens de NCTV heeft het Wetenschappelijk Onderzoek- en Documentatiecentrum (WODC) RAND 
Europe de opdracht gegeven om de state-of-the-art in cybersecurity te onderzoeken. State-of-the-art 
verwijst in deze context naar een overzicht van prominente risico's, bedreigingen en beleidskwesties op het 
gebied van cybersecurity en, daarnaast, probleemgebieden die niet genoeg aandacht krijgen van de NCTV 
of de wetenschap.  

Het cybersecurity state-of-the-art onderzoek bestaat uit twee fasen: 

1) Fase 1 is gericht op het uitvoeren van een eerste scan van prominente of onderbelichte kwesties in 
het cybersecuritydomein die meer aandacht verdienen van de NCTV. 

2) Fase 2 is gericht op het onderzoeken van de onderzoeksvragen geïdentificeerd in Fase 1 en zal in 
een afzonderlijke studie worden uitgevoerd.  
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Dit onderzoek omvat alleen Fase 1 van dit proces. Het overkoepelende doel is om de relevante thema’s 
te verkennen op het gebied van cybersecurity die in Fase 2 verder dienen te worden onderzocht. Drie 
onderzoeksvragen, zoals weergegeven in Tabel 0.1, geven invulling aan het bereiken van de doelstelling. 

Tabel 0.1 Overzicht van Fase 1 vragen 

V1. Over actuele en 
opkomende cybersecurity 

onderwerpen 
V2. Over het NCTV-domein V3. Over de te volgen aanpak in 

Fase 2 

V1.1 Wat zijn de meest 
prominente, actuele en 
opkomende cybersecurity 
onderwerpen die worden 
bestudeerd? 

V1.2 Hoe grondig zijn deze 
onderwerpen onderzocht? 

V1.3 Zijn de onderwerpen 
onderzocht met behulp van 
gegevens van hoge kwaliteit en 
geschikte methoden? 

V2.1 Welke van deze prominente 
cybersecurity onderwerpen vallen 
binnen het domein van de NCTV? 

V2.2 Welke cybersecurity 
onderwerpen zijn inbegrepen en 
welke zijn uitgesloten van het 
domein van de NCTV en waarom? 

V3.1 Hoe kunnen de hierboven 
besproken cybersecurity 
onderwerpen worden vertaald naar 
toekomstige onderzoeksactiviteiten, 
wat mogelijk het ontwikkelen van 
onderzoeksvragen en vaststellen van 
geschikte methodologieën vereist? 

V3.2 Is systematisch 
literatuuronderzoek een geschikte 
methode? Zo ja, welk soort 
systematisch literatuuronderzoek is 
het meest geschikt voor de 
geïdentificeerde onderzoeksvragen?  

V3.3 Wat zou een mogelijke 
afbakening kunnen zijn voor een 
literatuuronderzoek (bijvoorbeeld 
naar publicatieperiode, groepen 
waarvan dreiging uitgaat enz.)? 

 

De NCTV gebruikt momenteel een conceptueel "driehoeksmodel" met belangen, dreigingen, 
weerbaarheid om haar agenda te bepalen. Om bij te dragen aan de ontwikkeling van de toekomstige 
onderzoeksagenda, heeft de NCTV een alternatief raamwerk ontwikkeld dat zich vooral richt op de 
actoren binnen het veld van cybersecurity. Deze raamwerken zijn niet gebruikt bij het formuleren van de 
onderzoeksvragen binnen dit onderzoek en worden daarom afzonderlijk van het hoofdrapport besproken. 
Bijlage 1 van dit rapport bevat een verdere toelichting van de conceptuele raamwerken en worden hun 
sterke en zwakke punten besproken, bezien in het licht van de bevindingen van dit onderzoek.  

Methodologie 

In dit onderzoek is een combinatie van verschillende methoden toegepast, zoals weergegeven in Figuur 
0.1. In Bijlage A is een volledig overzicht te vinden van de in dit onderzoek toegepaste methodologie. We 
hebben gekozen voor deze benadering om een momentopname mogelijk te maken van de state-of-the-art 
in cybersecurity. Uit deze momentopname komen de prominente, actuele en opkomende cybersecurity 
onderwerpen duidelijk naar voren, evenals gesignaleerde hiaten in de kennis.  
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Binnen deze mixed-methods benadering is een breed scala aan bronnen geraadpleegd en zijn diverse experts 
en belanghebbenden geraadpleegd, waardoor een zo volledig mogelijke state-of-the-art kon worden 
opgesteld. Tot slot heeft de betrokkenheid van experts bij het prioriteren van cybersecurity onderwerpen 
voor de NCTV tot relevante resultaten geleid.  

Figuur 0.1 Overzicht van state-of-the-art ontwikkeling  

 

Voornaamste bevindingen van de state-of-the-art 

V1 Over de huidige en opkomende cybersecurity onderwerpen 

Dit state-of-the-art onderzoek heeft drie algemene bevindingen:  

1. Onderzoek op het gebied van cybersecurity wordt bemoeilijkt door de complexiteit en het 
gebrek aan definities. In het algemeen bouwen wetenschappers voort op het werk van hun 
voorgangers. Maar de grenzen van het werkveld van cybersecurity verschuiven voortdurend en in 
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hoog tempo. Het is moeilijk vast te stellen op welke gebieden onderzoek reeds is uitgevoerd, 
welke gebieden nog steeds over het hoofd worden gezien, of waar kennis nog steeds tekortschiet. 

2. Er zijn veel kennis- of onderzoekshiaten en ze zijn veelal hardnekkig. Het veld kent een
aantal hiaten in het onderzoek, die vaak niet door Nederlandse studies worden geadresseerd. Er is
bijvoorbeeld een gebrek aan onderzoek naar: nationale veiligheidsvraagstukken; aansturing vanuit
de overheid; ethische kwesties; en juridische zorgen. Risico’s die kleven aan afhankelijkheden van
buitenlandse technologie of van toeleveringsketens buiten Nederland zijn op basis van de huidige
literatuur en expertkennis nog niet goed te doorgronden. Opkomende onderwerpen zijn vaak nog
onvoldoende onderzocht (bijvoorbeeld Internet of Things, kunstmatige intelligentie,
cryptomunten, het dark web en kwantumtechnologie). Daarnaast blijft hun impact op de
Nederlandse nationale veiligheid onbekend.

3. Binnen cybersecurity onderzoek is er vaak sprake van ontoereikende of ontbrekende
gegevens en methoden, zowel op technisch als op beleidsvlak. Op veel deelterreinen lijkt er
een gebrek aan betrouwbare, verifieerbare gegevens, en grootschalige longitudinale datasets in het
bijzonder. Dit maakt het lastig om de aard van de uitdaging of het probleem te definiëren, te
verwoorden en uiteindelijk te begrijpen. Het is daarom ook moeilijk om mogelijke
oplossingsrichtingen te onderzoeken. Het gebrek aan gegevens of passende methoden kan het
voor beleidsmakers ook moeilijk maken om te begrijpen op welke basis beslissingen moeten
worden genomen, hoe beslissingen in de loop van de tijd hebben uitgepakt en wat de impact
ervan was.

Dit state-of-the-art onderzoek heeft een breed scala van cybersecurity onderwerpen geïdentificeerd die door 
deskundigen als prominente kwesties worden beschouwd of significante hiaten in de literatuur zijn. We 
hebben belangrijke thema's, prominente kwesties en vastgestelde onderzoekshiaten of blinde vlekken die 
in eerste instantie naar voren komen geconsolideerd. Dit leidde tot de identificatie van 60 prominente 
cybersecurity onderwerpen of vermeende hiaten. 

Via een gestructureerde en iteratieve aanpak hebben we vervolgens vergelijkbare onderwerpen gegroepeerd 
om een shortlist met onderwerpen op te stellen voor de workshop met deskundigen. Het consolideren 
leidde tot een shortlist van 11 onderwerpen. Figuur 0.2 geeft weer hoe we van de lange lijst van 60 
onderwerpen tot de 11 clusters zijn gekomen.  
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Figure 0.2 Trechter van long-list tot short-list 

We hebben een short-list opgesteld van onderwerpen die vervolgens tijdens een workshop met 
deskundigen is gescoord en bediscussieerd . Het doel van deze workshop was het identificeren en bepalen 
van de voor de NCTV meest relevante onderwerpen die in een toekomstige onderzoeksagenda moeten 
worden opgenomen. Dit leidde tot het identificeren van 11 brede algemene cybersecurity onderwerpen, 
zoals toegelicht in Tabel 0.2. 
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Tabel 0.2 Shortlist van prominente cybersecurity onderwerpen die in de state-of-the-art review zijn 
geïdentificeerd 

Onderwerp Titel Omschrijving 

1 Cybersecurity 
vanuit het 
perspectief 
van de 
nationale 
veiligheid 

Vanuit de invalshoek van nationale veiligheid is cybersecurity een breed begrip. 
Hedendaagse benaderingen gebruiken veelal een holistische benadering gericht 
op de samenleving als geheel. Onze analyse duidt aan dat de kennis van 
deskundigen over verschillende aspecten van cybersecurity vanuit de invalshoek 
van nationale veiligheid laag wordt geacht. Dit geldt ook voor kennis van de 
wijze waarop verschillende landen het cyber domein benaderen en daarbinnen 
opereren. 

2 Aansturing van 
cybersecurity 
op nationaal 
niveau  

De toegenomen afhankelijkheid van ICT in de samenleving vormt een uitdaging 
voor overheden om cybersecurity optimaal te reguleren op het nationale niveau. 
Het wordt steeds belangrijker dat landen een breed spectrum aan cybersecurity 
incidenten en aanvallen anticiperen, detecteren, voorkomen en beperken. Een 
gecoördineerde samenwerking tussen de publieke en private sector is hier ook 
van belang, zowel in eigen land als internationaal. 

3 Onderwijs en 
vaardigheden 

Cybersecurity kan niet worden verbeterd zonder te beschikken over voldoende 
gekwalificeerde en ervaren cybersecurity professionals. Door het vastgestelde 
tekort aan cyberprofessionals en de grote vraag naar deze professionals op de 
arbeidsmarkt spannen organisaties zich in toenemende mate in om bekwame 
professionals te werven en te behouden. In een krappe arbeidsmarkt wordt de 
publieke sector doorgaans geconfronteerd met aanzienlijke concurrentie vanuit 
de private sector. 

4 Opgaven 
voortkomend 
uit de 
implementatie 
van basale 
cybersecurity 
regelingen  

Organisaties blijven worstelen met het implementeren van basale en effectieve 
cybersecurity controles om zichzelf te beschermen tegen incidenten en aanvallen. 
In zowel de publieke als private sector blijven cyberincidenten op grote schaal 
plaatsvinden door de afwezigheid van adequate cybersecurity maatregelen, 
zoals bijvoorbeeld procedures op het gebied van risicobeheersing, technische 
controles en het organiseren van taken en verantwoordelijkheden binnen 
organisaties. 

5 Veiligheids-
kwesties in de 
productieketen  

Veiligheidskwesties in de productieketen zijn van belang voor technologie-
intensieve organisaties en sectoren. In globaliserende markten met wederzijds 
afhankelijke productieketens is het noodzakelijk om te begrijpen welke 
technologie wordt gebruikt, waar deze vandaan komt, hoe deze werkt, hoe deze 
kan worden getest en geverifieerd, en hoe kan worden gegarandeerd dat deze 
veilig en zoals beoogd functioneert. 

6 Menselijke 
aspecten van 
cybersecurity 

Er zijn talloze menselijke gedragingen in cyberspace die systemen in gevaar 
brengen en de effectiviteit van beveiligingsprotocollen bedreigen. Menselijk 
gedrag is een achilleshiel voor ieder informatiesysteem aangezien individueel 
handelen kwetsbaarheden kan blootleggen (zoals het hergebruik van 
wachtwoorden). Daarnaast zijn mensen kwetsbaar voor gerichte aanvallen die 
gebruik maken van ‘social engineering’ (bijv. phishing, imitatie en shoulder-
surfing). Individueel gedrag kan als zodanig ook andere veiligheidsinterventies in 
gevaar brengen. 
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7 Begrijpen van 
cyber-
criminelen en 
slachtoffers  

Het aanpakken van cybercrime staat al geruime tijd hoog op de agenda van de 
Nederlandse autoriteiten. Maar cybercriminaliteit ontwikkelt zich voortdurend. 
Actuele en opkomende problemen zijn bijvoorbeeld de vercommercialisering van 
de tools van cybercriminelen, het toepassen van nieuwe technologieën en de 
toegenomen mogelijkheden voor uitbuiting (bijvoorbeeld het groeiend aantal 
apparaten dat is aangesloten op het internet). 

8 Vertrouwen in 
informatie en 
gegevens 

De samenleving produceert, gebruikt en is steeds meer afhankelijk van data. 
Besluitvorming laat zich geleidelijk aan steeds meer sturen door autonome 
technologische hulpmiddelen zoals kunstmatige intelligentie. Het zal daarom 
steeds belangrijker worden om gegevens en opkomende 
besluitvormingsmethoden te controleren en te verbeteren. Op deze manier dient 
ervoor gezorgd te worden dat ze betrouwbaar en vrij van vooringenomenheid 
zijn. 

9 Vertrouwen in 
computing 

Technologische ontwikkelingen hebben de manieren waarop de samenleving 
functioneert fundamenteel veranderd. Technologie is tegenwoordig niet meer 
weg te denken uit iedere sector. Door automatisering zijn we steeds afhankelijker 
geworden van computergerelateerde hardware en software. Om die reden is het 
van groot belang ervoor te zorgen dat er geschikte mechanismen bestaan om 
systemen die in alle aspecten van de samenleving worden gebruikt te testen, 
certificeren, controleren en beveiligen. Deze systemen dienen te functioneren 
zoals bedoeld en moeten veilig gebruikt kunnen worden gedurende hun hele 
levenscyclus. 

10 Beveiliging 
vitale 
infrastructuur 

Vitale infrastructuur omvat alle fysieke faciliteiten die noodzakelijk worden geacht 
voor het goed functioneren van de economie en de samenleving (bijv. 
energiecentrales, dammen, overheidsdataservers) en wordt doorgaans gezien als 
een van de pijlers van cybersecurity van een land. Recente ontwikkelingen zoals 
het aansluiten van bepaalde delen van de vitale infrastructuur op het internet en 
het verrijken van de vitale infrastructuur met nieuwe of opkomende technologieën 
of oplossingen (bijv. automatisering, virtualisatie, clouddiensten, kunstmatige 
intelligentie, enz.), vormen nieuwe en wezenlijke uitdagingen voor cybersecurity.  

11 Het 
economische 
model van 
cybersecurity 

Gebrek aan cybersecurity kan worden veroorzaakt door ontwerpfouten, door het 
nalaten van het nemen van voorzorgsmaatregelen of door menselijke fouten. In 
werkelijkheid storingen vaak veroorzaakt door de aanwezigheid van verkeerde 
prikkels. Kwetsbaarheden in hardware, software en services kunnen 
verscheidene oorzaken hebben. Het economische model van cybersecurity is 
onderhevig aan een reeks negatieve economische factoren (bijv. de tragedie van 
de meent, netwerkeffecten, externaliteiten, asymmetrische informatie en adverse 
selectie, ‘liability dumping’, moreel risico enz.). 

V2 Over het NCTV domein 

De 11 themagebieden zijn in een workshop door Nederlandse cybersecurity deskundigen beoordeeld, 
besproken en geprioriteerd. Op basis hiervan zijn de meest prominente kwesties in kaart gebracht waarop 
de NCTV verdere actie zou moeten ondernemen. In de workshop werden blinde vlekken in ieder 
onderwerp uitgelicht. Daarnaast werd er gesproken over de manier waarop cybersecurity momenteel in 
organisaties – van universiteiten tot bedrijven en de overheid – in heel Nederland wordt uitgevoerd en 
toegepast. De 11 onderwerpen werden beoordeeld op hun: 
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 Belang in het veld (d.w.z. of een onderwerp gezien wordt door deskundigen als een
ondergeschikt, opkomend, of significant risico of bedreiging).

 Begrip over het onderwerp vanuit het perspectief van deskundigen en uitvoerders (d.w.z. gering,
groeiend of goed begrip).

 Relevantie voor de NCTV (laag/gemiddeld/hoog)

 Urgentie om actie te ondernemen (laag/gemiddeld/hoog).

Vier onderwerpen kwamen naar voren als het meest prominent, urgent en relevant voor de NCTV. Deze 
zouden door de NCTV overwogen moeten worden om verder te verkennen in Fase 2 van het state-of-the-
art project. Begrip over deze onderwerpen wordt als beperkt gezien, ondanks de zichtbare aandacht die 
ervoor bestaat en het eerdere werk dat is uitgevoerd.  

1. De aansturing van cybersecurity vanuit het perspectief van de nationale veiligheid is gericht
op het toenemende gebruik, de afhankelijkheid van ICT en de ontwrichtingen die ermee gepaard
gaan. Dit stelt overheden voor de vraag hoe de aansturing van gebieden die met nationale
veiligheid te maken hebben, moet plaatsvinden. Deelnemers aan de workshop suggereerden dat
een nieuwe aansturingsstructuur Nederland weerbaarder kan maken tegen cybersecurity
problemen. Onduidelijke verdeling van rollen en verantwoordelijkheden, inconsistenties in het
taalgebruik, ineffectieve organisatiestructuren en tekortschietende wettelijke mandaten kunnen
volgens de deskundigen in potentie de nationale veiligheid in gevaar brengen.

2. Vertrouwen in informatie en gegevens is gericht op het almaar toenemende volume aan
gegevens die bedrijven, de overheid, de samenleving en individuen produceren en consumeren.
Het vertrouwen in informatie en gegevens wordt uitgehold door de toenemende maatschappelijke
afhankelijkheid van gedigitaliseerde informatie en nieuwsbronnen. Publieke en private
organisaties gebruiken nieuwe methoden om steeds grotere datasets te analyseren. Deze methoden
maken steeds meer gebruik van toenemende autonome analyse en besluitvormingsmiddelen, zoals
kunstmatige intelligentie en machine learning. Het wordt steeds belangrijker om gegevens en
opkomende besluitvormingsmethoden te controleren en te valideren op hun betrouwbaarheid en
om te zien of ze vrij van vooringenomenheid zijn.

3. De beveiliging van de vitale infrastructuur wordt in westerse landen doorgaans gezien als een
van de pijlers van cybersecurity van een land. De vitale infrastructuur omvat die diensten die
noodzakelijk worden geacht voor het goed functioneren van de samenleving (bijv.
elektriciteitscentrales, watervoorzieningssystemen en vervoersinfrastructuur). Recente
ontwikkelingen zoals het aansluiten van bepaalde componenten van de vitale infrastructuur op
het internet en het verrijken van de vitale infrastructuur met nieuwe of opkomende technologieën
of oplossingen (bijv. automatisering, virtualisatie, clouddiensten en kunstmatige intelligentie),
vormen nieuwe en essentiële cybersecurity uitdagingen. Hoewel er sprake is van nieuwe trends,
zijn er ook aanhoudende tekortkomingen in het aanpakken van bestaande problemen, in het
beschermen tegen bekende kwetsbaarheden en in het moderniseren van cyber-fysiek systemen.

4. Veiligheid van de toeleveringsketen is van belang voor de publieke én private sector. Door
toenemende onderlinge verbanden en afhankelijkheden zijn beide sectoren in vergelijkbare mate
aan risico's in hun toeleveringsketen blootgesteld. Door het alomtegenwoordige gebruik van ICT
moeten organisaties de risico’s bij aanleverende partijen identificeren en maatregelen hiervoor
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treffen (bijv. gebruikersbeheer, lees- en schrijfrechten en overeenkomsten sluiten voor het delen 
van gegevens) om mogelijk beveiligingsinbreuken of cyberincidenten te beperken. Toenemende 
complexiteit (bijv. in de vorm van meer geïntegreerde systemen/CPU's) en opkomende 
technologieën (bijv. het gebruik van door derden ontwikkelde algoritmen) maken het lastiger om 
de veiligheid van alle componenten en systemen die in de gehele toeleveringsketen worden 
gebruikt te testen, controleren en beveiligen.  

V3 Over de toe te passen benadering in Fase 2 

Beleidsmakers, onderzoekers en uitvoerders zullen zich allemaal moeten aanpassen aan het dynamische 
cyberecosysteem. De volgende onderzoeksvragen en voorgestelde richtingen voor toekomstig onderzoek 
kunnen bijdragen aan meer doelmatig en doeltreffend cybersecuritybeleid en interventies. 

Voor ieder thematisch gebied hebben we drie of vier onderzoeksvragen voor Fase 2 van het project 
geformuleerd. Deze worden weergegeven in Tabel 0.3. Deze indicatieve onderzoeksvragen zijn het 
resultaat van het samenbrengen van al het binnen deze studie verzamelde materiaal. Het zijn echter niet de 
enige onderzoeksvragen die binnen dit gebied mogelijk en uitvoerbaar zijn.  

Tabel 0.3 Overzicht van prominente cybersecurity onderwerpen en onderzoeksvragen 

Thematisch gebied Onderzoeksvragen 

1. Aansturing van cybersecurity
vanuit een nationale
veiligheidsperspectief

1.1 Hoe kan de doelmatigheid en doeltreffendheid van nationale 
aansturingsbestuurssystemen voor cybersecuritybeleid worden gemeten? 

1.2 Welke capaciteiten, vaardigheden en functies (zoals inlichtingen, 
bedrijfsactiviteiten, coördinatie, bevelvoering en controle, training, enz.) 
moeten belanghebbenden hebben om cybersecurity bedrijfsactiviteiten te 
waarborgen? 

1.3 Welke lessen kunnen worden getrokken uit internationale vergelijkingen 
van nationale aansturingssystemen in cybersecurity?  

1.4 Hoe kunnen het huidige aansturingsmodel en cybersecurity initiatieven 
(zoals strategieën, onderzoeksagenda's, roadmaps enz.) op elkaar worden 
afgestemd en verbeterd? 

2. Vertrouwen in informatie en
gegevens

2.1 Hoe kunnen opkomende besluitvormingsmethoden (zoals algoritmen, 
machine learning en toepassingen van kunstmatige intelligentie) worden 
gecontroleerd en beveiligd om ervoor te zorgen dat ze accuraat zijn en 
zonder vooringenomenheid?  

2.2 Hoe kan maatschappelijk vertrouwen in informatie en gegevens worden 
begrepen en versterkt? 

2.3 Hoe kan het vertrouwen in informatie en gegevens in de 
informatievoorzieningsketen worden behouden? 
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3. Beveiliging vitale infrastructuur 3.1 Wat is de wisselwerking tussen verouderde en nieuwe technologieën
(bijvoorbeeld IoT-apparaten en 5G-connectiviteit) die meer stelselmatige 
complexiteit en dynamische bedreigingen voor vitale infrastructuur creëren? 

3.2 Hoe kan het huidige stadium van cybersecurity binnen de vitale 
infrastructuur worden gemeten en begrepen? 

3.3 Wat kan worden gedaan om de veiligheid te verbeteren van de 
technologie die wordt toegepast in vitale sectoren? 

4. Veiligheid van de
toeleveringsketen; waaronder
zowel de technische als
informatie toeleveringsketens

4.1 Wat zijn de belangrijkste problemen, risico's en uitdagingen met 
betrekking tot de toeleveringsketen in Nederland? 

4.2 Wat is de omvang en aard van de huidige staat van afhankelijkheden 
van buitenlandse ICT-voorziening in Nederland? 

4.3 Hoe kan cyber-weerbaarheid in de toeleveringsketen worden 
ingebouwd? 

Voor elk van de vragen zijn mogelijke methoden en onderzoekbenaderingen aangegeven. De 
onderzoeksvragen zijn tijdgebonden en zijn mogelijk niet toepasbaar op middellange tot lange termijn 
(bijv. 24 maanden en nog later), gezien het dynamische cyberecosysteem. De bruikbaarheid van de 
onderzoeksvragen is contextgebonden met een korte termijn tijdlijn (van circa 0-24 maanden), doordat in 
deze studie met name urgente onderwerpen zijn geïdentificeerd. 

Op basis van de bevindingen in dit rapport worden een aantal onderzoeksvragen voorgesteld die kunnen 
worden opgenomen in een toekomstige onderzoeksagenda voor de NCTV. Bij elke vraag wordt ook 
relevante methode en voorlopige onderzoeksopzet aangedragen. Daarnaast bieden we de NCTV een 
drietal reflecties: 

1. Ten eerste zou de NCTV kunnen overwegen een ‘bottom-up’-mechanisme te gebruiken voor de
formulering van een toekomstige onderzoeksagenda. Wanneer individuen en organisaties hun
onderzoeksideeën kunnen presenteren, kan de NCTV mogelijk flexibeler reageren op nieuwe
cybersecurity uitdagingen en kan het zich beter toerusten om hun kennis van het veld te
behouden.

2. Ten tweede zou de NCTV ernaar kunnen streven om snel en flexibel te kunnen reageren op
uitdagingen en de verantwoordelijkheid op zich te nemen om overheidsoptreden te coördineren
voor cybersecurity kwesties waar zich mogelijk risico’s voor de nationale veiligheid zouden
kunnen ontwikkelen, maar waarbij het niet direct duidelijk is wie er voor de aanpak
verantwoordelijk is. Dit is met name van belang voor onderwerpen die mogelijk genegeerd
zouden worden als de NCTV geen actie zou ondernemen.

Ten derde zou de NCTV zich ook bewust moeten zijn van cybersecurity kwesties waar aanvullend 
onderzoek mogelijk niet het antwoord is. Het kan bijvoorbeeld zo zijn dat er goed begrepen wordt wat er 
dient te gebeuren, maar dat er een gebrek is aan politieke wil, budget of operationeel vermogen om deze 
maatregelen adequaat te implementeren. Mogelijk zouden dit soort kwesties, die de aandacht van de 
NCTV verdienen, aangepakt moeten worden buiten de context van een onderzoeksagenda. 
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Summary 

Background and context 

Digital transformation has reshaped our world and will continue to disrupt the status quo. While 
technology is a key driver for realising societal and economic benefits, it also brings about new security 
challenges.  The government of the Netherlands, Dutch businesses, civil society and individuals currently 
face a range of prominent, emerging and resurgent cybersecurity risks and threats. As concluded in the 
Cyber Security Assessment Netherlands (CSAN) from the Nationaal Coördinator Terrorismebestrijding en 
Veiligheid (NCTV) the country’s digital resilience continues to lag behind the growing cyber threat.  

The mission of the NCTV is to protect the Netherlands against threats that can disrupt society, and to 
ensure that Dutch vital infrastructure is – and remains – safe. To fulfil its mission, the NCTV is preparing 
a broad research agenda in order to intensify cooperation with the scientific community, stimulate 
scientific discussion in fields of importance to the NCTV and help identify blind spots in the NCTV’s or 
scientific community’s knowledge. Part of this programme work comprises three ‘state-of-the-art’ studies 
in the fields of counterterrorism, crisis management and cybersecurity. 

Objectives of the study 

On behalf of the NCTV, the Wetenschappelijk Onderzoek- en Documentatiecentrum (WODC) 
commissioned RAND Europe to examine the current state-of-the-art in cybersecurity. In this context, 
state-of-the-art refers to a snapshot overview of prominent risks, threats or policy issues in the field of 
cybersecurity, as well as issue areas that are perceived to be overlooked by the NCTV or the scientific 
community.  

The cybersecurity state-of-the-art review is divided into two phases: 

1) Phase 1 aims to perform an initial scan of the cybersecurity field in order to highlight prominent
or underexposed issues that are perceived to warrant further attention from the NCTV;

2) Phase 2 aims to investigate the research questions identified in Phase 1, and will be carried out
through a separate study.

The study only covers Phase 1 of this process. The overarching aim of this study is therefore to explore 
which current cybersecurity topics are relevant to be explored further through additional research in Phase 
2. This core objective of Phase 1 was further supported by three sets of questions, as shown in Table 0.4
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Table 0.4 Overview of Phase 1 questions 

Q1. About current and 
emerging cybersecurity topics Q2. About the NCTV domain 

Q3. About the approach to be 
taken in Phase 2 

Q1.1 What are the most 
prominent current and emerging 
cybersecurity topics that are being 
investigated? 

Q1.2 How thoroughly have these 
topics been investigated? 

Q1.3 Have the topics been 
investigated using high-quality 
data and appropriate 
methodologies? 

Q2.1 Which of these prominent 
cybersecurity topics fall within the 
NCTV’s domain? 

Q2.2 Which cybersecurity topics 
are included and excluded from the 
NCTV’s domain, and why? 

Q3.1 How can the cybersecurity 
topics examined above be 
formulated into future research 
activity, which may include the 
development of research questions 
and the identification of appropriate 
methodologies?  

Q3.2 Is a systematic review of the 
literature review a suitable method? 
If so, which kind of systematic 
review is most appropriate for the 
research questions identified? 

Q3.3 How could the scope of a 
literature review potentially be 
defined (e.g. by publication period, 
groups by which the greatest threat 
emanate from etc.)? 

The NCTV currently uses a conceptual ‘triangle model’ of interests, threats and resilience to guide its 
work. In order to assist with the development of the future research agenda, the NCTV has developed an 
alternative framework that takes a predominantly actor-centric approach to cybersecurity issues. As part of 
the broader work around the state-of-the-art studies, the NCTV is seeking to bridge the two conceptual 
frameworks to incorporate the NCTV’s emerging focus on actor behaviour. These conceptual frameworks 
were not part of the study’s research questions, and are therefore discussed separately to the main report. 
As such, Appendix 1 of this report comprises a more detailed explanation of the conceptual frameworks, 
and a discussion of their strengths and weaknesses in light of the study findings. 

Methodology 

We used a structured mixed-methods research approach, as illustrated in Figure 0.3. A full overview of the 
methodology used in delivering this study can be found in Annex A. This approach was adopted in order 
to allow for the development of a ‘snapshot’ overview of the state-of-the-art in cybersecurity that clearly 
illustrates the current and emerging prominent issues and perceived knowledge gaps.  

To ensure that the state-of-the-art review was as comprehensive as possible, a mixed-methods approach 
was adopted, in which a variety of sources were consulted and a range of expert and stakeholder views 
captured. Lastly, the expert engagement process during the prioritisation of cybersecurity topics for the 
NCTV helped to ensure relevant study outputs. 
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Figure 0.3 Overview of state-of-the-art development 

Key findings of the state-of-the-art review 

Q1: About current and emerging cybersecurity topics 

The state-of-the-art review has three overall findings: 

1. One of the overarching challenges in the field of cybersecurity is its complexity and poor
definition. In most other fields, the research community explores the boundaries of the research
field while building on a core body of knowledge assembled over time. In contrast, the
boundaries of the field of cybersecurity are constantly and rapidly evolving and it can be
challenging to identify which areas have been researched and which ones remain overlooked or
poorly understood.

2. Knowledge or research gaps are frequent and often persistent. The field has a number of
research gaps, which are often not answered by Dutch studies. For instance, there is a lack of
research into national security issues, governance, ethics and legal concerns. There is a persistent
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unknown risk posed by dependencies of foreign technology or supply chains outside the 
Netherlands, which experts and available literature was unable to answer. Emerging topics are 
often under-researched (e.g. Internet of Things (IoT), AI, cryptocurrencies, the dark web, 
quantum-related technologies) and their impact on Dutch national security remains unknown. 

a. Research in the field of cybersecurity often suffers from inadequate or missing data
and methods – both in the technical and the policy domains. The field seems to
suffer from a scarcity of reliable, verifiable data, and particularly large scale, longitudinal
datasets, across many of the clusters. This makes it challenging to define, articulate and
ultimately understand the nature of the challenge or problem, as well as what could
potentially be done to mitigate it. The lack of data or appropriate methods may also
make it challenging for policymakers to understand on what basis decisions should be
taken, and understand how well decisions have performed over time to assess their
impact.

The state-of-the-art review identified a wide range of cybersecurity topics that were presented as 
prominent issues or as significant research gaps in the literature or brought up by experts. In order to 
consolidate the findings, the study team clustered key themes and prominent issues, and identified 
research gaps or blind spots from each group of evidence (e.g. the different sets of literature and 
interviews). Ultimately, 60 prominent cybersecurity issues or perceived research gaps were identified.  

We then grouped similar topics together using a structured and iterative approach in order to reduce the 
number of overall topics, with the ultimate aim to produce a shortlist of topics for the expert workshop. 
Following from the synthesis and consolidation activities, we produced a shortlist of 11 topics, which 
formed the basis for the expert workshop. An overview of how the long-list of 60 topics was used to 
develop the 11 topics is provided in Figure 0.4. 
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Figure 0.4 Long-list funnel to short-listed topics 

The study team produced a shortlist of issues to score and discuss in an expert workshop. The aim of the 
workshop was to identify the most pertinent issues for the NCTV and analyse which topics should be 
included in a future research agenda. Ultimately, 11 broad cybersecurity topic areas were identified, as 
described in Table 0.5 below.  
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Table 0.5 Shortlisted prominent cybersecurity topics identified in the state-of-the-art review 

Topic Title Description 

1 Understanding 
cybersecurity from a 
national security 
perspective 

In relation to national security, the field of cybersecurity is broad, and 
contemporary conceptualisations lean towards a ‘whole-of-society’ manifestation 
of the field. Among experts in the field, there are low levels of understanding of 
how different aspects of cybersecurity manifest themselves in a national-security 
perspective, and how different nation states approach and operate within the 
cyber domain.  

2 National 
cybersecurity 
governance 

The increased dependency on ICTs across society poses a challenge for 
governments in terms of how to best organise the governance of cybersecurity at 
a national level. It is increasingly important that countries anticipate, detect, 
mitigate and prevent a wide range of cybersecurity incidents and attacks, as well 
as coordinate these efforts between the public and private sector, both 
domestically and across international borders. 

3 Cybersecurity 
education and skills 

Cybersecurity cannot be achieved without having access to appropriate levels of 
suitably qualified and experienced cybersecurity professionals. Due to the 
perceived shortage of cyber professionals and the highly competitive 
cybersecurity labour market, organisations are increasingly engaging in 
dedicated efforts to recruit and retain skilled professionals. Public sector 
organisations tend to face considerable competition from the private sector in a 
competitive labour market.  

4 Challenges 
associated with 
implementing basic 
cybersecurity 
arrangements 

Organisations continue to struggle when implementing basic and effective 
cybersecurity controls to defend themselves from incidents and attacks. In both 
the public and private sectors, large-scale cyber incidents continue to occur due 
to failures in the implementation of appropriate cybersecurity arrangements in 
areas such as governance (i.e. roles and responsibilities within the organisation), 
risk management procedures and technical controls. 

5 Supply chain 
security concerns 

Supply chain security issues are relevant to all technology-enabled organisations 
and sectors. In a world of increasingly connected and interdependent supply 
chains, there is a need to understand what technology is used, where it comes 
from, how it operates and how it can be tested, verified and assured to work as 
expected and in a secure manner. 

6 Human aspects of 
cybersecurity 

There is a range of human behaviours in cyberspace that compromise systems 
and render security protocols ineffective. Humans are continually a source of 
weakness for secure information systems, given that individual behaviours can 
lead to insecure activities (e.g. password re-use) and are vulnerable to social 
engineering attacks (e.g. phishing, impersonation, shoulder-surfing, etc.). 
Individual behaviour may also jeopardise other security interventions. 

7 Understanding 
cybercrime 
adversaries and 
victims 

Combatting cybercrime has been a priority for the Dutch authorities for some 
time. However, the field of cybercrime is evolving continuously and the 
commodification of cybercrime tools, new technologies and increased avenues 
for exploitation (e.g. increased number of Internet-connected devices) pose 
current and emerging challenges. 
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8 Trust in information 
and data 

Society simultaneously produces and consumes increasing volumes of data. As 
society increasingly relies on data and progressively autonomous analysis or 
decision-making aids – through technologies such as machine learning and 
artificial intelligence – it will become increasingly crucial to verify and assure 
data and emerging decision-making techniques to ensure that they are accurate 
and without bias and prejudice. 

9 Trust in computing Technological developments have fundamentally changed the ways in which 
society functions. With technology becoming more ubiquitous, being used in 
every sector, and replacing all kinds of manual tasks, we are becoming more 
dependent on computer-related hardware and software than ever before. There is 
therefore a significant need to ensure that there are appropriate mechanisms to 
test, certify, verify and assure that systems used across all aspects of society are 
secure and perform as expected – and continue to do so throughout their 
lifecycle. 

10 Critical infrastructure 
security 

Critical infrastructure (CI) encompasses the physical assets (facilities, sites, 
hardware, etc.) that are indispensable for the seamless functioning of the 
economy and society (e.g. energy power plants, dams, government data servers, 
etc.) and is typically perceived as one of the pillars of national cybersecurity. 
Recent trends to Internet-enable certain parts of critical infrastructure and the 
adoption of new or emerging technologies or solutions (e.g. automation, 
virtualisation, cloud services, AI, etc.) are presenting new and significant security 
challenges. 

11 The economics of 
cybersecurity and 
their impact 

Cybersecurity failures can be caused by bad design, failure to implement 
appropriate cybersecurity arrangements, and human error. However, in many 
situations the underlying causes for security failure are actually bad incentives. 
There are several underlying factors that contribute to the persistent nature of 
vulnerabilities in hardware, software and services. The market economics of 
cybersecurity suffers from a range of negative economic factors (e.g. tragedy of 
the commons, network effects, externalities, asymmetric information and adverse 
selection, liability dumping, moral hazard etc.). 

Q2 About the NCTV domain 

The 11 topic areas were assessed, discussed and prioritised through an expert workshop attended by 
Dutch cybersecurity experts in order to identify the most prominent issues where the NCTV should take 
further action. The workshop highlighted blind spots in each topic, as well as the way that cybersecurity is 
currently conducted and practised in organisations across the Netherlands, from universities to businesses 
and government. The 11 topic areas were assessed on the following criteria: 

 Their prominence in the field (i.e. if a topic is perceived by experts to be a minor, emerging, or
significant issue, risk or threat).

 The perceived level of understanding of the topic from the perspective of experts and
practitioners (i.e. low, emerging or established understanding).

 Their relevance to the NCTV (low/medium/high).

 The urgency for action (low/medium/high).
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Four topics emerged as the most prominent, most urgent and most relevant questions for the NCTV to 
consider exploring further in Phase 2 of the state-of-the-art project. The study team notes there is a 
reportedly low understanding of these topics, despite their prominence and the previous work that has 
been conducted in these areas. 

1. Cybersecurity governance from a national security perspective is concerned with the rising
use, adoption and disruption caused by ICTs, which has led governments to question how best to
govern cybersecurity issues that relate to national security. In the Dutch context, a prominent
view suggested by workshop participants was that a different governance structure might make
the Netherlands more resilient to cybersecurity concerns. They reported that challenges of unclear
roles and responsibilities, inconsistencies in language, ineffective organisational structures, and
insufficient legal mandates have the potential to jeopardise national security.

2. Trust in information and data is focused on the increasingly large volume of data that
businesses, government, society and individuals are producing and consuming. Trust in
information and data has been eroded by the increasing societal reliance on digitised information
and news sources. To cope with the huge volumes of data generated by online activity, public and
private organisations are using novel approaches to analyse big datasets, including progressively
autonomous analysis or decision-making aids from technologies such as machine learning and
artificial intelligence. It is becoming increasingly important to verify and assure data and
emerging decision-making techniques to ensure that they are accurate and without bias and
prejudice.

3. Critical infrastructure security encompasses those services deemed necessary for the well-
functioning of society (e.g. power plants, water supply systems, transport infrastructure, etc.).
Among Western nations, this is typically perceived as one of the pillars of national cybersecurity.
Recent trends to Internet-enable certain components of critical infrastructure and adopt new or
emerging technologies or solutions (e.g. automation, virtualisation, cloud services, AI, etc.) are
presenting new and significant security challenges. While these are new trends, there are also
persistent gaps in the sector’s ability to address legacy issues, defend against known vulnerabilities
and modernise cyber-physical systems.

4. Supply chain security is a concern to the public and private sectors, which are equally exposed
to risks in their supply chains, given their increasing connections and interdependencies. The
ubiquitous use of ICTs means that organisations should identify the security risk posed by third-
parties and establish security controls (e.g. user management, read/write permissions and data-
sharing agreements) to mitigate against possible security breaches or cyber incidents. Increasing
complexity (e.g. more embedded systems/CPUs) and emerging technologies (e.g. use of third-
party algorithms) make it difficult to assess, verify and assure the security of all components and
systems used throughout the supply chain.

Q3 About the approach to be taken in Phase 2 

Policymakers, researchers and practitioners will all need to adapt to the dynamic cyber ecosystem. The 
following research questions and suggested avenues for future research will help to develop more effective 
cybersecurity policy, strategy and interventions. 
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For each topic area, the study team undertook internal synthesis and consolidation activities to produce a 
number (i.e. between three and four) of research questions to be considered for Phase 2 of the project, 
which are shown in Table 0.6 below. The indicative research questions are based on the sum of 
synthesised evidence gathered throughout the state-of-the-art study. However, they are not the only 
research questions that could feasibly be pursued within the topic, and it is not an exhaustive list.  

Table 0.6 Overview of prominent cybersecurity topics and research questions 

Topic area Research questions 

1. Cybersecurity governance
from a national security
perspective

1.1 How is efficiency and effectiveness of national governance systems 
measured for cybersecurity policymaking? 

1.2 What capabilities and skills are required across stakeholders and across 
functions (e.g. intelligence, operations, coordination, command and control, 
training, etc.) to ensure cybersecurity? 

1.3 What lessons can be identified through international comparisons of 
cybersecurity national governance models? 

1.4 How can the current model of governance and current cybersecurity 
initiatives (e.g. strategies, research agendas, roadmaps etc.) be aligned and 
improved? 

2. Trust in information and data 2.1 How can emerging decision-making techniques (e.g. algorithms, 
machine learning and AI applications) be verified and assured to ensure they 
are accurate and without bias and prejudice? 

2.2 How can societal trust in information and data be understood and 
strengthened? 

2.3 How can trust in information and data be maintained across the 
information supply chain? 

3. Critical infrastructure security 3.1 What is the interplay between legacy technologies and new technologies 
(e.g. IoT devices and 5G connectivity) that creates more systemic 
complexities and dynamic threats to CI? 

3.2 How can current levels of cybersecurity maturity within critical 
infrastructure sector be measured and understood? 

3.3 What can be done to improve security of operational technology 
deployed in critical sectors? 

4. Supply chain security;
including both technical and
information supply chains

4.1 What are the most prominent supply chain issues, risks and challenges in 
the Netherlands?  

4.2 What is the scope and nature of current levels of dependencies on 
foreign supply of ICT in the Netherlands? 

4.3 How can cyber resilience be built into the supply chain? 

The study team listed indicative methods and research approaches for each of the questions. The research 
questions are time-bound and they might not be applicable in the medium- to long-term (e.g. 24 months 
and beyond), given the aforementioned dynamic cyber ecosystem. The research question’s future 
applicability is highly contextual to a short-term timeline (e.g. 0–24 months), given that the study has 
identified predominantly urgent topics. 
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The findings presented in this report suggest a series of research questions that could be included in a 
future research agenda for the NCTV, including relevant methods and indicative research approaches. In 
addition, we offer three reflections for the NCTV:  

1. First, the NCTV could consider the inclusion of a ‘bottom-up’ mechanism in the upcoming
research agenda. By enabling individuals and organisations to present their research ideas, the
NCTV may be able to be more agile in responding to emerging cybersecurity challenges and
better equipped to maintain situational awareness of the field.

2. Second, the NCTV should seek to remain agile and willing to take on the responsibility to
coordinate government action – even for cybersecurity issues that lack clear ownership, if such
issues risk materialising into a national security concern. This is particularly important in relation
to topics that may be ignored unless the NCTV takes action.

3. Third, NCTV should also be conscious of cybersecurity issues where additional research may not
be the answer. It may be the case that there is an understanding of what needs to be done, but a
lack of political will, funding or operational ability to adequately implement these measures.
These issues are therefore perhaps better addressed outside a research agenda, but nevertheless
warrant the attention of the NCTV.



xxiii 

Table of contents 

Preface ...................................................................................................................................................... i 

Samenvatting .......................................................................................................................................... iii 

Summary .............................................................................................................................................. xiii 

Figures .................................................................................................................................................. xxv 

Tables .................................................................................................................................................. xxvi 

Abbreviations ...................................................................................................................................... xxvii 

Acknowledgements ............................................................................................................................ xxviii 

1. Introduction ................................................................................................................................. 1 

1.1. Background................................................................................................................................ 1 

1.2. Purpose and scope ...................................................................................................................... 3 

1.3. Conceptualising the state-of-the-art ........................................................................................... 4 

1.4. Limitations ................................................................................................................................ 6 

1.5. Report structure ......................................................................................................................... 6 

2. Methodology ................................................................................................................................. 9 

2.1. Assumptions and definitions ...................................................................................................... 9 

2.2. Structuring of data and evidence .............................................................................................. 11 

2.3. Overview of methodology ........................................................................................................ 14 

3. Key findings from the state-of-the-art review .............................................................................. 21 

3.1. Key findings from the state-of-the-art review ............................................................................ 21 

3.2. Consolidation and prioritisation of cybersecurity topics ........................................................... 31 

3.3. Expert workshop findings ........................................................................................................ 34 

3.4. Prioritised state-of-the-art cybersecurity topics ......................................................................... 37 

4. Cybersecurity topics and research questions for the NCTV’s consideration ................................ 39 

4.1. Cybersecurity issues identified for Phase 2 ................................................................................ 39 

4.2. Cybersecurity governance from a national security perspective ................................................. 41 

4.3. Trust in information and data .................................................................................................. 43 

4.4. Critical infrastructure security .................................................................................................. 44 

4.5. Supply chain security ............................................................................................................... 46 



xxiv 

5. Concluding reflections ................................................................................................................ 49 

5.1. Concluding reflections on the state-of-the-art .......................................................................... 49 

5.2. Concluding reflections on the research questions ..................................................................... 49 

References .............................................................................................................................................. 51 

Annex A. Detailed methodology ..................................................................................................... 55 

A.1. Desk research and literature review .......................................................................................... 55 

A.2. Interviews ................................................................................................................................ 62 

A.3. Expert workshop ..................................................................................................................... 64 

Annex B. Topic briefs...................................................................................................................... 79 

Appendix 1: Reflections on the NCTV conceptual model ................................................................. a 

A1.1 The NCTV conceptual model in the context of the state-of-the-art review ............................... a 

A1.2 Linking the results of the cybersecurity state-of-the-art review and the focus on behaviour ....... b 



xxv 

Figures 

Figuur 0.1 Overzicht van state-of-the-art ontwikkeling .............................................................................. v 

Figure 0.2 Trechter van long-list tot short-list .......................................................................................... vii 

Figure 0.3 Overview of state-of-the-art development .............................................................................. xv 

Figure 0.4 Long-list funnel to short-listed topics .................................................................................. xvii 

Figure 2.1 Overview of approach ............................................................................................................ 15 

Figure 3.1 Distribution of reviewed articles identified through keyword search ...................................... 22 

Figure 3.2 Distribution of reviewed articles identified through desk research .......................................... 23 

Figure 3.3 Overview of European funded cybersecurity research and innovation projects ....................... 24 

Figure 3.4 Cybersecurity sub-clusters with limited research competence in the EU ................................. 26 

Figure 3.5 Mapping of top issues in the reviewed industry publications .................................................. 27 

Figure 3.6 Distribution of reviewed industry reports against taxonomy categories and clusters ............... 28 

Figure 3.7 Distribution of interview input against taxonomy categories and clusters ............................... 29 

Figure 3.8 Overview of consolidated topics from the long-list to short-list .............................................. 34 

Figure 3.9 Plot of average scores on prominence and understanding across all topics .............................. 37 

Figure 3.10 Plot of average scores on urgency and relevance across all topics .......................................... 38 

Figure A.1 Visualisation of prominence criterion .................................................................................... 66 

Figure A.2 Visualisation of understanding criterion ................................................................................ 67 

Figure A.3 Visualisation of urgency criterion .......................................................................................... 68 

Figure A.4 Visualisation of relevance to NCTV criterion ........................................................................ 69 

Figure A1.1 Triangle of interests, threats and resilience ............................................................................ a 



xxvi 

Tables 

Tabel 0.1 Overzicht van Fase 1 vragen .................................................................................................... iv 

Tabel 0.2 Shortlist van prominente cybersecurity onderwerpen die in de state-of-the-art review zijn 
geïdentificeerd ....................................................................................................................................... viii 

Tabel 0.3 Overzicht van prominente cybersecurity onderwerpen en onderzoeksvragen ............................ xi 

Table 0.4 Overview of Phase 1 questions ............................................................................................... xiv 

Table 0.5 Shortlisted prominent cybersecurity topics identified in the state-of-the-art review .............. xviii 

Table 0.6 Overview of prominent cybersecurity topics and research questions ....................................... xxi 

Table 1.1 Overview of Phase 1 questions .................................................................................................. 3 

Table 1.2 Overview of research questions and state-of-the-art indicators .................................................. 5 

Table 2.1 The five national security interests of the Netherlands ............................................................ 10 

Table 2.2 Level 1 taxonomy categories ................................................................................................... 12 

Table 2.3 Level 1 and 2 taxonomy categories .......................................................................................... 13 

Table 3.1 Long-list of prominent cybersecurity issues mapped against the taxonomy.............................. 32 

Table 3.2 Short-list of prominent cybersecurity topics identified in the state-of-the-art review ............... 33 

Table 4.1. Overview of prominent cybersecurity topics and research questions ....................................... 40 

Table A.1 Overview of research questions and state-of-the-art indicators for the literature keyword search 
and targeted review................................................................................................................................. 55 

Table A.2 List of reviewed cybersecurity articles ..................................................................................... 57 

Table A.3 Additional identified and reviewed sources through desk research .......................................... 59 

Table A.4 List of reviewed industry publications .................................................................................... 61 

Table A.5 Interviews conducted by study team ....................................................................................... 63 

Table A.6 Workshop attendees ............................................................................................................... 65 

Table A1.1 Linking the actor-centric approach to the proposed Phase 2 research questions ...................... c 



xxvii 

Abbreviations 

AI Artificial intelligence 

CI Critical infrastructure

CPU 

DMARC 

Central processing unit 

Domain Message Authentication Reporting and Conformance 

EC European Commission

ENISA European Agency of Information and Network Security 

GDPR General Data Protection Regulation 

ICT Information Communications Technology

IoT 

IT 

Internet of Things 

Information Technology 

JRC Joint Research Centre 

MOD Ministry of Defence 

NCSA National Cyber Security Agenda 

NCSC National Cyber Security Centre 

NCSRA National Cyber Security Research Agenda 

NCTV Nationaal Coördinator Terrorismebestrijding en Veiligheid 

NWO Nederlandse Organisatie  voor Wetenschappelijk Onderzoek 

OT Operational technology 

TNO Nederlandse Organisatie voor Toegepast Natuurwetenschappelijk Onderzoek 

UK United Kingdom 

WODC Wetenschappelijk Onderzoek- en Documentatiecentrum 



xxviii 

Acknowledgements 

This report has been made possible through the valuable contributions of various individuals. First of all, 
we wish to express our gratitude to the Chair and the members of the Steering Committee, consisting of 
Prof. Dr W. Ph. Stol (NHL Stenden Hogeschool Leeuwarden, Police Academy & Open University), Dr W. 
van der Wagen (Erasmus Universiteit Rotterdam), Dr S. Zebel (Universiteit Twente), Dr M.T. Croes 
(Ministerie van Justitie en Veiligheid) and Dr G. Haverkamp (WODC) for their valuable time, feedback 
and insights, which ultimately improved the quality of the study.  

We would also like to express our gratitude to all interviewees and workshop participants, listed in Annex 
A, for their willingness to participate in this research, and the insights that they have been willing to share. 
Lastly, we also express a special thank you to the Quality Assurance reviewers of this report, Dr Giacomo 
Persi Paoli and Stijn Hoorens, who offered helpful and constructive feedback and advice. 



1 

1. Introduction

This document presents the final report of a study commissioned by the WODC that examines the 
current state-of-the-art in the field of cybersecurity. In this context, state-of-the-art refers to developing an 
overview of prominent risks, threats or policy issues in the field of cybersecurity, as well as issue areas that 
are perceived to be overlooked by experts in the field. The definition of the state-of-the-art is further 
discussed in Section 1.3. This chapter presents the background of the study, its purpose and scope, as well 
as the methodology, assumptions and limitations of the study. It concludes with an overview of the 
structure of the remainder of the report. 

1.1. Background 

Digital transformation has reshaped our world and will continue to disrupt the status quo. Technology is 
a key driver for realising societal and economic benefits, but also brings about new security challenges. 
The government of the Netherlands, Dutch businesses, civil society and individuals currently face a range 
of prominent, emerging and resurgent cybersecurity risks and threats. As concluded in the Cyber Security 
Assessment Netherlands (CSAN) from the Nationaal Coördinator Terrorismebestrijding en Veiligheid 
(NCTV) the country’s digital resilience continues to lag behind the growing cyber threat.  

In response to the challenge of maintaining cybersecurity in the Netherlands, the National Cyber Security 
Agenda (NCSA) has the overarching objective of ensuring that the Netherlands is capable of capitalising 
on the economic and social opportunities of the digital transformation in a secure way, and of protecting 
national security in the digital domain. This overarching objective is supported by a further seven 
ambitions: 

1. The Netherlands has adequate digital capabilities to detect, mitigate and respond decisively to
cyber threats;

2. The Netherlands contributes to international peace and security in the digital domain;
3. The Netherlands is at the forefront of digitally secure hardware and software;
4. The Netherlands has resilient digital processes and a robust infrastructure;
5. The Netherlands has successful barriers against cybercrime;
6. The Netherlands leads the way in the field of cybersecurity knowledge development; and
7. The Netherlands has an integrated and strong public-private approach to cybersecurity.1

1 Ministry of Justice and Security (2018). 
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The Netherlands Organisation for Scientific Research (NWO) also contributes in promoting 
cybersecurity education and research in the Netherlands. In 2016, the Ministry of Justice and Security, 
the Ministry of Education, Culture and Science and the NWO established ‘dcypher’, an organisation that 
unites researchers, teachers, manufacturers, users and policymakers to increase knowledge and expertise in 
the Netherlands in the area of cybersecurity.2 Most prominently, dcypher develops and maintains the 
National Cybersecurity Research Agenda (NCSRA), which is currently in its third revision. In addition to 
its remit related to cybersecurity research, dcypher was also tasked with addressing cybersecurity in higher 
education. Lastly, the NCTV plays a coordinating role in the Dutch government’s response to 
cybersecurity challenges. 

The mission of the NCTV is to protect the Netherlands against threats that can disrupt society and to 
ensure that Dutch vital infrastructure is and remains safe.3 To fulfil its mission, the NCTV is currently 
preparing for the development of a broad research agenda in order to intensify cooperation with scientific 
research, stimulate scientific discussion in fields of importance to the NCTV and help identify blind and 
white spots in the NCTV’s or scientific community’s knowledge. Part of this programme work comprises 
three ‘state-of-the-art’ studies in the fields of counterterrorism, crisis management and cybersecurity.4 

Cybersecurity may have traditionally been perceived as a technical field but it is clear that contemporary 
conceptualisations lean towards a ‘whole-of-society’ manifestation of the field.5 The sheer breadth of 
cybersecurity makes identifying priority issues—and particularly current research gaps—challenging. 
There is a considerable distribution of activity within each of the sub-domains of cybersecurity, which is 
further spread across almost all actors within society (e.g. academia, governments, sectors of the economy, 
civil sector, etc.). Cybersecurity is also a truly global field where issues cut across national borders and 
challenge traditional notions associated with national sovereignty.  

Within this context, this study aims to develop an overview of the latest state of knowledge in the area of 
cybersecurity.  

2 More information at https://www.dcypher.nl/ 
3 The NCTV comprises four core units: Operational management, Strategy, Analysis, Coordination and Crisis 
Management/Communications, as well as seven programmes of work: Counterterrorism Programme, Civil Aviation 
Security and Travel Movement Alert Programme, Cybersecurity Programme, State Threats Programme, Local 
Cooperation Programme, Surveillance and Protection Programme, and Programme to Enhance National and 
International Cooperation on Counterterrorism.  
4 National Coordinator for Security and Counterterrorism (2018a). 
5 Gehem et al. (2015). 
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1.2. Purpose and scope 

This state-of-the-art work in support of the upcoming NCTV research agenda is pursued in two phases: 

1) Phase 1 aims to perform an initial scan of the cybersecurity research field and subtopics discussed
in this field, as well as to highlight potential underexposed subjects that deserve more attention.

2) Phase 2 aims to investigate the research questions identified in Phase 1, and will be carried out
through a separate study.

This study only covers Phase 1 of this process. The overarching aim of this study is to identify current 
and prospective cybersecurity issues, which will be explored further through additional research in Phase 
2. The core objective of Phase 1 is further supported by three sets of questions, as shown in Table 1.1.

Table 1.1 Overview of Phase 1 questions 

1. About current and emerging
cybersecurity issues 

2. About the NCTV domain 3. About the approach to be
taken in Phase 2 

1.1 What are the most prominent 
current and emerging 
cybersecurity issues that are being 
investigated? 

1.2 How thoroughly have these 
issues been investigated? 

1.3 Have the issues been 
investigated using high-quality 
data and appropriate 
methodologies? 

2.1 Which of these prominent 
cybersecurity issues fall within the 
NCTV’s domain? 

2.2 Which cybersecurity issues are 
included and excluded from the 
NCTV’s domain and why? 

3.1 How can the cybersecurity 
issues examined above be 
formulated into future research 
activity, which may include the 
development of research questions 
and the identification of appropriate 
methodologies?  

3.2 Is a systematic review of the 
literature review a suitable method? 
If so, which kind of systematic 
review is most appropriate for the 
research questions identified? 

3.3 How could the scope of a 
literature review potentially be 
defined (e.g. by publication period, 
groups by which the greatest threat 
emanate from, etc.)? 
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1.3. Conceptualising the state-of-the-art 

The starting point of this study was to reflect on the concept of the ‘state-of-the-art’. Initially, and in line 
with the Phase 1 questions outlined above, the study team conceptualised the state-of-the-art through a 
set of inter-related questions: 

 What areas are currently well-covered by academic research?

 What issues across the whole cybersecurity field are highlighted by prominent cybersecurity
experts (e.g. research institutes, think tanks, governments, industry actors)?

 What issues are emphasised either in the literature or by experts to be subject to significant or
pressing research gaps?

This broad conceptualisation of the state-of-the-art was made to allow for the development of an overview 
of the field that captures the breadth of issues investigated in the field by academic and non-academic 
actors. This breadth encompassed both technical and non-technical risks, threats and policy issues in the 
field of cybersecurity. Nonetheless, given the NCTV’s mandate, the study team placed particular 
emphasis on current and emerging cybersecurity issues that could have national cybersecurity 
implications.  

However, through the course of the research, the study team increasingly questioned whether the state-of-
the-art was best understood through this predominantly academic prism. Questions arose concerning 
what constitutes a significant topic in cybersecurity, for example: 

 Is absence from the research agenda an indication that a subject merits more academic
consideration, or does it indicate that research is not the most suitable approach to achieving
more clarity on this issue?

 Perhaps absence from the research agenda is a reflection that the issue is not important enough to
be included?

 How can different types of knowledge, held by different stakeholders, on different elements of
these cybersecurity topics, be merged?

 What ought to be the role of the NCTV in the oversight of cybersecurity in the Netherlands?

These questions, among others, helped to redirect Phase 1, in order to better understand current and 
emerging cybersecurity issues. Increasingly, it became more clear that the state-of-the-art should seek to 
capture an overview of the field that encompasses both the breadth of issues investigated in the field by 
academic and non-academic actors, as well as blind spots in the field as perceived by stakeholders. 

In order to further define and operationalise the original Phase 1 questions, the study team structured the 
relevant indicators for the state-of-the-art across the three overarching questions shown in Table 1.2. 
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Table 1.2 Overview of research questions and state-of-the-art indicators 

Research question Indicators for the state-of-the-art Research method 

What are the most 
prominent current and 
emerging cybersecurity 
issues? 

Coverage of issues in academic 
articles6 

Literature review of academic literature 

Coverage of issues in non-academic 
publications 

Desk research and literature review of non-
academic literature  

Stakeholder perception Interviews and expert workshop 

How thoroughly have 
these issues been 
investigated? 

Coverage of issues in the reviewed 
literature 

Desk research and literature review of 
academic and non-academic literature 

Stakeholder perception Interviews and expert workshop 

Inclusion in research agenda or 
research strategies7 

Desk research and literature review of non-
academic literature 

Have the issues been 
investigated using high-
quality data and 
appropriate 
methodologies? 

Coverage of academic research in 
the field8 

Literature review of academic literature 

Inclusion in research agenda or 
research strategies 

Desk research and literature review of 
academic and non-academic literature 

Stakeholder perception Interviews and expert workshop 

The NCTV currently uses a conceptual ‘triangle model’ of interests, threats and resilience to guide its 
work. In order to assist with the development of the future research agenda, the NCTV has developed an 
alternative framework that takes a predominantly actor-centric approach to cybersecurity issues. As part of 
the broader work around the state-of-the-art studies, the NCTV is seeking to bridge the two conceptual 
frameworks to incorporate the NCTV’s emerging focus on actor behaviour. These conceptual frameworks 
were not part of the study’s research questions, and are therefore discussed separately to the main report. 
As such, Appendix 1 of this report comprises a more detailed explanation of the conceptual frameworks 
and a discussion of actor-centric approach in light of the study findings. 

6 Or lack thereof in relation to issues highlighted by non-academic sources or experts consulted as part of the study. 
7 In this context, issues included in research agendas or strategies are deemed to have not been thoroughly 
investigated or only explored using low-quality data or methodologies. 
8 In this context, published peer-review research in reputable academic journals is used as a proxy measure for high-
quality data and use of appropriate methodologies. 
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1.4. Limitations 

It should be noted that the findings within this report are subject to a number of limitations, including: 

 The scope of this study dictates that this is not a full or comprehensive state-of-the-art review,
and does not fully examine all aspects of cybersecurity equally or in substantial detail. Rather, the
study provides a ‘snapshot’ overview of current and emerging cybersecurity issues and perceived
knowledge gaps, in the context of Dutch national security and the mandate of the NCTV. The
study was conducted between October 2018 and March 2019 and the findings and
recommendations are a reflection of this period.

 This study cannot claim to capture the full perspectives of all stakeholders in the field of
cybersecurity and the Dutch cybersecurity landscape. However, the study has reviewed
documents and conducted interviews with both Dutch and international stakeholders and experts
in order to produce a state-of-the-art review that is as comprehensive and representative as
possible within the timeframe and resources available to the study team.

 In attempting to transpose a topic’s coverage in the academic literature into tangible impact for
practitioners, it is important to keep in mind two features of academic research:

o The time lag of academic publication – typically there is a long period between
conducting the research and its publication.9

o The delayed impact of academic research – the practical applications and subsequent
societal or policy impacts of fundamental academic research are slow to take effect.10

1.5. Report structure 

This report outlines the findings of the study and provides a set of research questions for NCTV to 
consider for Phase 2 of the state-of-the-art programme of work. In addition to this introduction, the 
report contains five additional chapters: 

 Chapter 2: Methodology sets out the mixed-methods approach the study team undertook to
investigate the state-of-the-art. It also covers the main underlying concepts and definitions used
in delivering the study, and presents the cybersecurity taxonomy that was used to structure study
findings and analysis.

 Chapter 3: Key findings from the state-of-the-art review contains a summary of the key
findings from the state-of-the-art review, including analysis derived from desk research, literature
review, key informant interviews and expert workshop.

 Chapter 4: Cybersecurity topics and research questions for the NCTV’s consideration
presents a research question for each of the four identified cybersecurity topics and identifies
possible research approaches for their potential future exploration.

9 See for example Morris et al. (2011). 
10 See for example Medical Research Council (2019). 
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 Chapter 5: Concluding reflections are given in the final chapter on the overall study, the four
cybersecurity topics and their associated research questions.

 Appendix 1: Reflections on the NCTV conceptual model are presented separately, following
the main report. It explains the NCTV’s two conceptual approaches and briefly discusses their
strengths and weaknesses in light of the study findings.
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2. Methodology

This chapter comprises an overview of the assumptions, definitions and taxonomy used in the state-of-
the-art review, as well as an overview of the methodology used to deliver the study. A more detailed 
overview of the methodology can be found in Annex A. 

2.1. Assumptions and definitions 

This section features an overview of the assumptions and key terms used within this research study, 
particularly the concepts of ‘cybersecurity’, ‘national security’ and the relationship between them. 

2.1.1. Cybersecurity 

The term cyber and its associated derivations (cyberspace, cybersecurity, cybercrime, cyber safety, etc.), 
while relatively young, have seen incredible growth in use and importance across all of society. 
Cybersecurity remains a contested concept without a commonly agreed definition, despite its widespread 
use by security professionals, policymakers, and others.11 Within this study, cybersecurity can be 
understood as the entirety of measures employed to prevent damage due to disruption, failure or misuse 
of ICT, and to recover capability should damage occur.12 

This all-hazards paradigm for cybersecurity recognizes the potential for cyber threats or hazards to cause 
losses in the form of injury, damage, economic disruption, or environmental impact. The threshold for 
what is considered a cyber threat is one which warrants a coordinated response from the NCTV. Thus, 
cybersecurity is inextricably linked to national security; as a result of digitalisation, national security 
interests are vulnerable to digital attacks.13 However, the definition and delimitation of the concept of 
cybersecurity is not always straightforward, particularly when considering the wider literature on the 
topic. Section 2.2 features a further discussion on how a cybersecurity research taxonomy was used by the 
study team to structure data and analysis throughout the study. 

11 ENISA (2019). 
12 NCTV (2017). 
13 Ministry of Justice and Security (2018). 
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2.1.2. National security 

The concept of national security shares some of the ambiguities that complicate the formulation of a 
unitary and comprehensive definition of cybersecurity. While more traditional definitions of national 
security emphasise conventional military threats and power projection, cyber threats do not fit neatly 
within this framework. Emerging technologies and the changing – and increasingly complex – character 
of war necessitate an understanding of national security that conceives threats and solutions on a broader 
spectrum. Because national borders play a negligible role in the digital world, an approach to 
cybersecurity will also need to be internationally oriented.14 A narrow, traditional definition of security 
must be widened to include cyber threats, particularly in relation to the waning of traditional military 
security priorities, which has coincided with a simultaneous emergence of a plethora of new security 
threats, including terrorism, intrastate conflict, environmental degradation, infectious diseases and 
cybercrime. Indeed, threats are shifting and evolving but no less real. This is reflected in the Dutch 
National Security Strategy, originally developed in 2007, which outlines the five dimensions of national 
security interests shown in Table 2.1, and is the conceptualisation of national security used in this study.15 

Table 2.1 The five national security interests of the Netherlands 

National security interests Description 

Territorial security The unimpeded functioning of the Netherlands as an independent state in the 
widest sense, or the territorial integrity in a narrow sense. 

This concerns both the physical territory and corresponding infrastructure and the 
image and reputation of the Netherlands. 

Physical safety The unimpeded functioning of people in the Netherlands and its surroundings. 

This concerns people’s health and well-being. The criteria are numbers of 
fatalities and seriously injured people, and a lack of basic needs such as food, 
power, drinking water and adequate accommodation.   

Economic security The unimpeded functioning of the Netherlands as an effective and efficient 
economy. 

This concerns both economic damage (costs) and the vitality of the Dutch 
economy (for example a serious increase in unemployment). 

Ecological security The unimpeded continued existence of the natural living environment in and 
around the Netherlands. 

This concerns violations of nature, the environment and ecosystems. 

Social and political stability The unimpeded existence of a social climate in which individuals can function 
without being disturbed, and groups of people enjoy living together within the 
benefits of the Dutch democratic system and values shared therein. 

This concerns violations of freedom to act, the democratic system, the core values 
of Dutch society, and the occurrence or otherwise of large-scale social unrest and 
accompanying emotions (fear, anger, grief). 

Source: Ministry of Justice and Security (2018). 

14 National Coordinator for Security and Counterterrorism (2018b). 
15 Ministry of Justice and Security (2018). 
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Digital insecurity has the ability to transcend the porous boundaries between these interconnected 
dimensions of security. This aspect of interconnectivity also reflects a final consideration of national 
security: the international and global connectivity of the Netherlands needs to be taken into account 
when conceptualising national security and – in extension – cybersecurity and national security. In 
conclusion, a broader conception of national security provides a more comprehensive and accurate 
framework for understanding cybersecurity. Lastly, it is necessary to be mindful of cybersecurity issues 
that are not currently of national security importance, but may come be to be seen as national security 
issues in the future. 

Within this context, and in consideration of the NCTV’s mandate in relation to cybersecurity, when 
conducting the state-of-the-art review the study team focused on cybersecurity risks, threats or policy 
issues and perceived knowledge gaps spanning the breadth of the cybersecurity field, but primarily 
through a national security perspective. 

2.2. Structuring of data and evidence 

As part of the literature review the study team sought to identify a framework for categorising different 
types of cybersecurity research, in order to structure the findings from the state-of-the-art review. In order 
to allow for a single uniform understanding of the different sub areas of cybersecurity, this report uses a 
taxonomy developed by Cyberwatching.eu, which is a European observatory of research and innovation in 
the field of cybersecurity and privacy. Cyberwatching.eu is funded under the European Commission's 
H2020 programme.16 This taxonomy aimed to facilitate the assessment of the landscape of European 
Commission and nationally funded research projects in cybersecurity. The Cyberwatching.eu taxonomy 
has been used to map research and innovation efforts in cybersecurity17 and inform the European 
Commission’s mapping of cybersecurity sub-domains, making it suitable for use in the state-of-the-art 
study.18  

The taxonomy is a two-layer design, comprising a top-level set of three domains and a second layer of six 
clusters that capture both technical and policy domains of cybersecurity, as shown in Table 2.2 and Table 
2.3.  

16 The cyberwatching.eu project consortium comprises Trust-IT, the University of Oxford’s Oxford eResearch 
Centre, ICT Legal, the Digital SME Alliance, CONCEPTIVITY, AEI Ciberseguridad (together with their partner 
CITIC) and AON. 
17 Wallom & Drescher (2018). 
18 Nai-Fovino et al. (2018). 



RAND Europe 

12 

Table 2.2 Level 1 taxonomy categories 

Level 1: Category Description

Foundational technical methods & risk management for 
trustworthy systems in cybersecurity & privacy 

The development of technologies that are directly 
associated with cybersecurity capabilities or 
features, and methods by which the confidence in 
the technical capabilities of a system may be 
validated. 

Applications and user-oriented services to support 
cybersecurity and privacy 

Specific capabilities or services that directly interact 
with system users, and are developed to improve 
the inherent capabilities and user experiences of 
cybersecurity and privacy in consumed services. 

Policy, governance, ethics, trust, and usability, human 
aspects of cybersecurity & privacy19 

Aspects of cybersecurity that are overwhelmingly 
driven by the human interaction, understanding and 
dependency on how secure systems are or have 
been designed to be. 

Source: Wallom & Drescher (2018). 

The taxonomy was used throughout the current study to ensure consistency between the different tasks 
and steps within each task, and to ensure that data and analysis from the various inputs could be mapped 
and compared in a structured manner. The study team also used the taxonomy to guide participants 
through the workshop materials that were discussed in the study’s expert workshop.  

19 While cybercrime is not explicitly mentioned in the taxonomy description, the study team assumed coverage of 
cybercrime issues within the ‘Human aspects of cybersecurity’cluster, unless the topic was relevant in another cluster. 
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Table 2.3 Level 1 and 2 taxonomy categories 

Level 1: Category Level 2: Cluster Description 

Foundational technical methods & 
risk management for trustworthy 
systems in cybersecurity & privacy 

Operational Risk and Analytics How security can be built into technology from the design stage including cloud computing security, 
cryptography, trusted platforms, wireless security, mobile security and secure coding paradigms. 

Verification and Assurance Two disciplines that help establish how much confidence can be placed in a system, both in terms of 
security and the privacy of all stakeholder groups who act with or in a system. Formal verification 
seeks to build a mathematical model of a digital system and then try to prove whether it is ‘correct’, 
often helping to find subtle flaws, whereas assurance focuses on managing risks related to the use, 
processing, storage and transmission of information. 

Applications and user-oriented 
services to support cybersecurity 
and privacy 

Secure Systems and Technology Understanding the risk and harm resulting from cyberattacks, and how it propagates across and 
between organisations. Work includes creating situational awareness by aiming for a complete 
understanding of scenario- and risk-management; metrics and models for security postures; and 
analytics for predicting risk, prioritising responses and supporting security operations. 

Identity, Behaviour, Ethics and 
Privacy 

Bringing diverse perspectives and interpretations to questions such as: Who are you online, how do 
you communicate, and what can (or should) you do? This also connects to the ongoing activities on 
Privacy launched through directives and regulations over the past year. 

Policy, governance, ethics, trust, 
and usability, human aspects of 
cybersecurity & privacy 

National and international security 
and governance  

Looking at politics, international relations, defence, policy and governance issues: how do countries 
and communities interact with (and through) technology, and how might this change in different 
contexts? 

Human Aspects of Cybersecurity 

 

Understanding the ways humans interact with (and through) digital systems – whether to understand 
and design for target users, or to understand how adversaries operate and exploit the systems. This 
includes aspects like usability, trust, collaborative practices, social embeddedness, nationhood, 
cultural diversity, impact on the economy and the relationship between microsocial interactions and 
global structures. 

Source: Wallom & Drescher (2018). 
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2.3. Overview of methodology 

The study team used a mixed-methods approach to address the Phase 1 research questions, as illustrated 
in Figure 2.1. The Phase 1 research questions were addressed using this structured approach. Overall, the 
study team undertook six research activities to investigate the state-of-the-art: 

 Keyword literature review investigated issues and topics in the academic literature; 

 Targeted desk research investigated topics in non-academic literature; 

 Key informant interviews enabled a review of topics from experts’ perspectives; 

 Internal synthesis by the study team allowed for the prioritisation of cybersecurity topics ; 

 Expert workshop prioritised topics for consideration in Phase 2; 

 Internal synthesis and reporting activities produced indicative research questions for Phase 2. 

The mixed-methods approach ensured that a variety of sources were consulted and a range of expert and 
stakeholder views captured to ensure that the state-of-the-art review was as comprehensive as possible. 
This approach was adopted in order to allow for the development of a ‘snapshot’ overview of the state-of-
the-art in cybersecurity that clearly illustrates the current and emerging prominent issues and perceived 
knowledge gaps. A full overview of the methodology used in delivering this study can be found in Annex 
A. 
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Figure 2.1 Overview of approach 

 

2.3.1. Literature review activities 

The literature review aimed to explore the most prominent current and emerging cybersecurity issues, 
examine how thoroughly these issues have been investigated and identify the quality of the data and 
methods used in approaching them.20 

Review of academic literature 
A literature keyword search was conducted to identify academic research within the cybersecurity field. 
Particularly, the focus was to identify: 

 Systemic or meta-reviews of a particular part of the cybersecurity field. 

                                                      
20 In this context, published peer-review research in reputable academic journals is used as a proxy measure for high-
quality data and use of appropriate methodologies. 
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 Articles specifically dealing with research gaps or state-of-the-art in a particular part of the 
cybersecurity field. 

The output of the literature search was a total number of 615 references for further review. The study 
team reviewed all 615 abstracts to identify the most relevant articles to be reviewed in full. Emphasis was 
placed on selecting articles from a breadth of cybersecurity fields across both technical and policy 
domains. In total, 32 of the most relevant articles were subject to full-text review. 

Review of non-academic literature 
In order to identify additional prominent cybersecurity issues from a national security perspective, the 
study team undertook targeted desk research to identify relevant government and policy documents, as 
well as other non-academic research documents detailing the state-of-the-art in cybersecurity. 

In contrast to the academic literature, these types of sources were either much more strategically focused 
(e.g. national research agendas or government policy documents) or future looking (e.g. technology or 
policy trends, examining future cybersecurity priorities, etc.). As with the academic literature, the study 
team reviewed the identified sources, extracted key themes, issues and perceived research gaps and 
classified the sources against the taxonomy categories and clusters.  

The activity also encompassed examining articles referred to by external experts and interviews, as well as 
publications on European cybersecurity research and cybersecurity industry threat reports. 

Review of emerging research priorities 
An essential part of the state-of-the-art review involved identifying current and emerging research 
priorities in the field of cybersecurity in Europe, focusing on research predominantly conducted outside 
the Netherlands. However, this part of the study still provides valuable information to the NCTV by 
illustrating the current state-of-the-art of cybersecurity research, and giving a snapshot of cybersecurity 
research capabilities in Europe. It may inform the NCTV’s understanding of wider trends in cybersecurity 
research and perceived gaps in European cybersecurity capabilities, and avoid potential duplication of 
resources and identify areas of potential collaboration. Lastly, it is important to remember that while the 
results of this strand of research may be of value to the Netherlands, it is unlikely that it is pursued from a 
Dutch perspective or with Dutch national security interest in mind. 

In order to assist in the improvement and streamlining of European research and innovation funding in 
the field of cybersecurity, the Cyberwatching.eu project has mapped 25 calls across the EU’s major recent 
research and innovation programmes (including FP7 and H2020) that address cybersecurity.21 The 
mapping exercise identified 134 research and innovation projects across the six taxonomy clusters. The 
findings of the research activity are explained in Section 3.1.3. 

Review of industry threat reports 
The study team undertook a review of threat and trend reports published by cybersecurity industry 
players in order to capture a private-sector perspective of the current state-of-the-art in cybersecurity, 

                                                      
21 Wallom & Drescher (2018). 



 
Cybersecurity – A State-of-the-art Review 

17 

mostly comprising yearly threat reports or annual reports from cybersecurity companies. The full list of 
reviewed reports can be found in Annex A. These types of publications offer insights into the current and 
emerging perceived threat environment and shine a light on prominent issues or technologies as perceived 
by industry. However, these sources are also part-promotional or marketing materials that fulfil a business 
purpose by highlighting products or services that the company in question offers. These sources are 
therefore not fully comparable with academic, peer-reviewed research or government documents, but 
nevertheless offer a valuable perspective to the state-of-the-art review. 

2.3.2. Key informant interview activities 

In addition to the literature review and desk research, the study team also conducted a total of 25 expert 
interviews with European and Dutch cybersecurity subject-matter experts. The objective for the 
interviews was to add richness to the data by capturing views from different stakeholders, and to enable 
the study team to test assumptions and corroborate evidence and emerging findings from the desk 
research and literature review. The interviews were semi-structured, conducted by telephone and of 
approximately 30 minutes duration. The interviews were designed to elicit responses about the current 
trends in cybersecurity research, the threats and threat actors on the cybersecurity landscape, and current 
gaps of knowledge in the field. An overview of the interview approach, interview protocol and the list of 
interviewees can be found in Annex A.2. 

2.3.3. Internal synthesis and consolidation activities 

The study team undertook an internal synthesis of all the available data to consolidate the findings of the 
state-of-the-art review. Overall, the study team identified approximately 60 cybersecurity topics through 
the review. Many of these topics had conceptual overlap with one another. The study team grouped 
similar topics together in order to reduce the number of overall topics, with the ultimate aim of producing 
a shortlist of topics for the expert workshop. The internal synthesis activities relied on the expert 
judgement and experience of the study team and their familiarity with the cybersecurity topics. These 
activities occurred at different stages of the research approach, which is shown in Figure 2.1 above.  

The study team undertook a structured and iterative approach when considering all the identified topics 
and the synergies between them. The team used the following criteria to prioritise and cluster the 
shortlisted topics: 

 Prominence in the field of cybersecurity, as supported by the synthesised evidence from the 
state-of-the-art review, in order to shortlist the most prominent topic as indicated by the 
evidence. 

 Relevance to the NCTV, in terms of the feasibility for inclusion into a future strategic research 
agenda, as well as relevance to Dutch national security issues, in order to exclude low-relevance 
topics from the workshop and future NCTV research agenda. 

Following from the synthesis and consolidation activities, the study team produced a shortlist of 11 topics 
that formed the basis for the expert workshop. The shortlist was designed to prioritise these topics in 
consideration of the Dutch cybersecurity context and the mandate of the NCTV. In advance of the 
workshop, a document was circulated to participants with narrative summaries of each topic. These 
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narrative summaries were designed to illustrate and highlight the core issues within each topic. However, 
the summaries were not intended to be comprehensive explorations of the topic area; rather, participants 
were invited to problematise, contradict and augment the topics as they were presented in the workshop 
guide. In doing so, the summaries grounded the discussion, but did not dictate the direction of the 
discussion. Each topic summary was also accompanied by a taxonomy table that indicates which part of 
the cybersecurity field the topic is most related to, and has secondary connections to. The narrative 
descriptions of the 11 cybersecurity topics can be found in Annex B to this report. 

2.3.4. Expert workshop  

In order to prioritise cybersecurity issues for consideration in the future NCTV research agenda, the study 
team organised an expert workshop. The objective of the workshop was to score the 11 shortlisted topics, 
as well as capture potentially underexposed topics that are deserving of more attention. The workshop was 
held in The Hague with the participation of 12 experts representing a wide range of backgrounds, 
including government, academia and industry. However, not all areas of cybersecurity could be expected 
to be covered by the workshop participants – for example, there were no cybercrime or criminologists 
present. The background of the participants was expected to inform their opinions and workshop input. 
Participants were identified by the study team and in cooperation with the NCTV, and many had already 
engaged with the study through the interviews that were held within Task 1.  

All participants were invited to read through the workshop preparatory materials (given in Annex B). The 
study team instructed all participants to score the topics on the grounds of their general prominence in 
the field and the perceived level of understanding of the topic by the general population, researchers 
and practitioners. The metric for prominence questioned whether a given topic was a minor, emerging or 
significant issue, risk or threat. The definition of prominence was used consistently throughout the 
duration of the study and was initially defined in the research proposal; whereas the perceived level of 
general understanding was assessed in terms of low understanding, emerging understanding or established 
understanding. 

In a separate exercise, participants were invited to consider the topics in relation to the NCTV and their 
potential future research agenda. Participants discussed and scored the topics on the grounds of their 
relevance to the NCTV and urgency for action, using a common scale of low, medium, high. In 
assessing the extent to which a given topic falls within the remit of the NCTV, participants were asked to 
discuss which issues fall within the NCTV’s domain, which cybersecurity issues are excluded from the 
NCTV’s domain, and why.  

Workshop participants were encouraged to provide qualitative comments on the logic that underpinned 
their scores, as well as comments pertaining to which issues might be better assessed together. Workshop 
attendees were invited to challenge and problematize the framing of these topics and the list of topics as 
they were presented by the study team. The exercises proved to be helpful in identifying the high degree 
of interconnectivity between the topics, as well as issues in cybersecurity that do not fit into discrete 
categories but are nonetheless important for the NCTV’s future research agenda. A full overview of the 
workshop method can be found in Annex A.3. 
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2.3.5. Internal synthesis and reporting activities 

At the conclusion of the expert workshop, the study team prioritised the topics by synthesising all the data 
collected throughout the literature review, interviews and expert workshop. The shortlisting exercise 
placed greater weight on the analysis of expert scoring, over and above the literature review, desk research 
and expert interviews. The views of workshop participants were highly valued given their familiarity with 
the Dutch context, their experience in the field and knowledge of the academic literature, as well as their 
ability to challenge one another’s views and change their minds. For these reasons, the study team 
primarily cited the quantitative workshop scores and associated qualitative discussions in the shortlisting 
exercise. Four topics were identified through the internal synthesis and consolidation activities. For each 
issue area, the study team produced between three and four research questions to be considered for Phase 
2 of the project, which can be found in Chapter 4. 
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3. Key findings from the state-of-the-art review 

This chapter contains a summary of the findings from the state-of-the-art review, including analysis 
derived from the desk research, literature review and key informant interviews and expert workshop.  

3.1. Key findings from the state-of-the-art review  

The review of the state-of-the-art of cybersecurity has revealed a complex and varied field, which is subject 
to significant activity. The field of cybersecurity represents a substantial body of work that spans technical, 
social, political and economic domains and reaches many different fields of academic research. The sheer 
breadth of the field makes identifying priority issues, and particularly current research gaps, challenging. 
There is a spread of activity within each of the sub-domains of cybersecurity, which is further spread 
across almost all actors within society (e.g. academia, governments, industry, civil sector, etc.).  

The evidence base generated in this study clearly shows that cybersecurity has grown in importance across 
academic, business and government actors in recent years. It also shows a field of emerging maturity 
where research gaps are prevalent and plentiful. Across all categories of the cybersecurity taxonomy, and in 
most clusters, research gaps or prominent suggested areas for future research are cited in the reviewed 
evidence (e.g. critical infrastructure security contains prominent studies, while there are clear research 
gaps). Even in the more traditional, technical clusters with more saturated research landscapes there are 
numerous unresolved issues and areas of concern that could be better addressed in the future.  

The key findings from the state-of-the-art review are presented below in the same structured order they 
were untaken in, as illustrated in the research approach in Figure 2.1. 

3.1.1. Findings from the academic literature 

The study team reviewed each of the identified and shortlisted articles, extracting key themes and 
articulated research gaps, and mapping the subject matter to the taxonomy (presented in Section 2.2), as 
seen in Figure 3.1. The mapping of articles’ subject matter against the taxonomy illustrates the relatively 
high-level coverage of the different taxonomy clusters in the data-set, and therefore serves a proxy 
indicator of cybersecurity areas that are already well-covered by research. If an article’s subject matter dealt 
with issues that covered more than one cluster, the article was counted in each cluster, which explains how 
the total number within Figure 3.1 is higher than the number of articles reviewed. 
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The Verification and Assurance and National and International Security, Privacy and Governance clusters 
both appear to be lacking in funded projects and are likely to exhibit research gaps. The Verification and 
Assurance cluster is significantly smaller than the other clusters and only has a few ongoing projects that 
are early on in their lifecycle. Given the importance of verification and assurance in ensuring security, as 
well as the emphasis placed on supply chain security in other parts of the literature review, this is perhaps 
somewhat surprising and may warrant further investigation. The National and international Security, 
Privacy and Governance cluster has received limited attention historically but also has nine recently 
launched projects, signalling a significant shift in interest and attention. Whilst the number of recently 
launched projects is high, it is likely that the cluster is subject to research gaps as it has received limited 
attention so far and current projects will take time to have an impact. 

In terms of the state-of-the-art of European cybersecurity research, innovation and wider cybersecurity 
capabilities, the study team also identified a key report detailing the capabilities of European cybersecurity 
competence centres.23 In preparation of the European Commission’s ambition to create a network of 
cybersecurity competence centres to stimulate the development and deployment of technology in 
cybersecurity, the European Commission’s Joint Research Centre (JRC) conducted a survey in order to 
identify the cybersecurity competence centres (e.g. research organisations, laboratories, associations, 
academic groups, institutions and operational centres) in Europe.24  

There are a number of areas in which many European cybersecurity institutions are active, including data 
security and privacy, network and distributed systems, software and hardware security engineering, 
security management and governance, and identity and access management. This is again unsurprising, as 
these areas mostly fall into the ‘Secure Systems and Technology’ category and are areas traditionally 
perceived as core technical cybersecurity research domains. Also unsurprising is the number of institutions 
engaged in education and training, as the majority of the respondent institutions are higher education 
organisations. The prominence of data security and privacy is most likely due to the European Union’s 
emphasis on privacy, as well as the recently launched General Data Protection Regulation (GDPR).25 

However, while the high-level mapping of institutions and research areas reveals a large number of 
institutions active in each area, a more detailed examination within each research area reveals a more 
nuanced picture of European capabilities. For example, a prominent category such as cryptography 
appears to be well covered, but a closer look reveals significant gaps in expertise in relation to certain sub-
domains in cryptography, such as quantum and post-quantum cryptography. The more detailed survey 
results at the sub-domain level therefore reveal a large number of sub-domains that are poorly supported 
by the European cybersecurity institutions, some of which may be of national security concern.  
                                                      
23 Nai-Fovino, Neisse et al. (2018). 
24 This survey was conducted in 2018 and gathered responses from 665 European cybersecurity institutions, all EU 
Member States and additional countries that have access to the H2020 research programme, including 36 
cybersecurity institutions from the Netherlands. This mapping therefore provides a unique overview of European 
cybersecurity institutions’ self-assessed knowledge and capability areas. The cybersecurity institutions were asked to 
provide general information about their organisation and detail their cybersecurity expertise across a number of 
domains and subdomains, which sectors, applications and technologies they work within, and whether they 
participate in international collaborations and joint programmes. 
25 Nai-Fovino, Neisse et al. (2018). 
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 Lack of understanding of the complexity and interdependencies brought on by increasing 
interconnectivity and technology advances, particularly the risks associated with cascading 
effects of cybersecurity incidents, lack of clarity in response mechanisms and mitigation 
strategies.31 

 Lack of understanding of cybersecurity economics and its consequences for national 
security (both in relation to the cybersecurity market and the role of the government in 
cybersecurity economics), which included considerations related to how to evaluate security, 
liability, certification, incentives, etc.32 

 The impact of emerging technologies on cybersecurity across society, including in relation to 
the Internet of Things (IoT), cryptocurrencies, the dark web, quantum-related technologies and 
automation and autonomy technologies, such as AI. These remarks also related to the potential 
consequences of deploying technologies in new contexts and how technologies can influence 
national power or security in the Netherlands.33 

3.1.6. Reflections on the state-of-the-art review 

The study team analysed all the data collected from the literature review, desk research and interviews in 
the state-of-the-art review and produced three key reflections. The reflections are based on the extracted 
key themes, prominent issues and identified research gaps or blind spots in the data, as well as the expert 
judgement of the study team and knowledge of the field. 

1. One of the overarching challenges in the field of cybersecurity is its complexity and poor 
definition. In most other fields, the research community explores the boundaries of the research 
field while building on a core body of knowledge assembled over time. In contrast, the 
boundaries of the field of cybersecurity are constantly and rapidly evolving and it can be 
challenging to identify which areas research has already addressed, and which ones remain 
overlooked or poorly understood. 

2. Knowledge or research gaps are frequent and often persistent. The field has a number of 
research gaps, which are often not answered by Dutch studies. For instance, there is a lack of 
research into national security issues, governance, ethics and legal concerns. There is a persistent 
unknown risk posed by dependencies of foreign technology or supply chains outside the 
Netherlands, which experts and available literature was unable to answer. Emerging topics are 
often under-researched (e.g. IoT, AI, cryptocurrencies, the dark web and quantum-related 
technologies), and their impact on Dutch national security remains unknown. 

3. Research in the field of cybersecurity often suffers from inadequate or missing data and 
methods – both in the technical and the policy domains. The field seems to suffer from a 
scarcity of reliable, verifiable data – and particularly large scale, longitudinal datasets – across 
many of the clusters, which makes it challenging to define, articulate and ultimately understand 

                                                      
31 Interviews 12, 15, 17. 
32 Interviews 2, 5, 19, 23. 
33 Interviews 1, 18, 19, 23. 



 
Cybersecurity – A State-of-the-art Review 

31 

the nature of the challenge or problem, as well as what could potentially be done to mitigate it. 
The lack of data or appropriate methods may also make it challenging for policymakers to 
understand on what basis decisions should be taken, understand how well decisions have 
performed over time and to assess their impact.  

3.2. Consolidation and prioritisation of cybersecurity topics 

In order to consolidate the evidence gathered from the desk research, literature review and interview 
activities, the study team extracted key themes and prominent issues, and identified research gaps or blind 
spots from each activity, and mapped these against the taxonomy categories and clusters. See Table 3.1 for 
a long-list of topics mapped against the taxonomy. 
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The study team grouped similar topics together in order to reduce the number of overall topics, with the 
ultimate aim to produce a shortlist of topics for the subsequent expert workshop. Ultimately, 11 broad 
cybersecurity topic areas were formulated (see Table 3.2). An overview of how the long-list of topics in 
Table 3.1 was used to develop the 11 topics is provided in Figure 3.8. 

Table 3.2 Short-list of prominent cybersecurity topics identified in the state-of-the-art review 

Topic Title 

1  Understanding cybersecurity from a national security perspective 

2  National cybersecurity governance 

3  Cybersecurity education and skills 

4  Challenges associated with implementing basic cybersecurity arrangement 

5  Supply chain security concerns 

6  Human aspects of cybersecurity 

7  Understanding cybercrime adversaries and victims 

8  Trust in information and data 

9  Trust in computing 

10  Critical infrastructure security 

11  The economics of cybersecurity and their impact 
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Figure 3.8 Overview of consolidated topics from the long-list to short-list 

 

3.3. Expert workshop findings 

This section covers the findings from an expert workshop that assessed the prominence, understanding, 
urgency and relevance of the 11 cybersecurity topics to the NCTV. The workshop highlighted blind spots 
in each topic, as well as the way that cybersecurity is currently conducted and practised in organisations 
across the Netherlands, from universities to businesses and government. The study team synthesised the 
evidence collected at the workshop and through the other study tasks, in order to produce a short-list of 
cybersecurity topics most relevant to the NCTV, which are given in Chapter 4. This section features a 
discussion on cross-cutting themes and prominent ideas that emerged in the course of the discussions. 
Refer to Annex A.3 for a full and detailed description of each of the 11 topics, as well as the results from 
the scoring exercises. 
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Given the inherent challenges in this qualitative and quantitative scoring exercise, the merits of the 
workshop extend beyond the scoring of discrete topics within cybersecurity. There were cross-cutting 
themes and prominent ideas that emerged as part of the workshop discussion. These contributed to a 
more holistic understanding of the state-of-the-art in cybersecurity and the perceived role of the NCTV 
within cybersecurity governance in the Netherlands. The cross-cutting and emerging themes include: 

 Interconnections amongst all topics; 

 The underdevelopment of resilience; 

 Governance gaps to be filled by the NCTV; 

 The need to link disparate cybersecurity efforts in the Netherlands; 

 How research is currently categorised could present a significant impediment to the way that 
research is being conducted and funded; 

 The importance of R&D funding for academic research that is not incentivised by the market; 

 Digital transformation underlying future research; 

 Low perception of understanding of these topics among the general public; 

 Consolidation of knowledge with either academics or practitioners. 

Most workshop participants concluded that it is difficult to approach these topics in isolation, considering 
the interconnectivity between the topics. The topics were described in a broad manner to include many 
underlying topics. The conceptual overlap between topics (e.g. trust in computing and trust in 
information and data) was also reported by participants. 

A common thread that runs through all the topic areas – and which constituted an absent element in the 
eyes of some participants – is resiliency. Although cyber resilience has become something of an industry 
buzzword, it is also a valuable complement to cybersecurity measures. Resilience is a measure of how 

readily a system can persist in a changing environment and cope with malicious and accidental 
incidents.34 In the face of imminent vulnerabilities, cyber resilience ought to be integrated into 
governmental and industry-led regulations in an effort to raise awareness of cyber threats among the 
general public and decision-makers.35 In the opinion of some workshop participants, defence too often 
lags behind offence; however, resilience demands more than just classical defensive measures – it stresses 
the importance of building robust systems that are well-equipped to bounce back after an attack. 

The diffuse nature of cybersecurity governance and its connections to national security were widely 
discussed within the workshop. Most participants felt that in instances wherein responsibility for a given 
role or responsibility is unclear, the NCTV should be accountable for practically coordinating the relevant 
parties. Where this has failed, participants felt that the NCTV ought to fill governance gaps. For 
example, as discussed, supply chain security was scored as high prominence and high urgency by many 
workshop participants, but was scored low on the basis of its relevance to the NCTV. This prompted 
participants to say that if it is important and not perceived to be anyone’s responsibility, then it is the 
NCTV’s concern.  

                                                      
34 NCSC (2018). 
35 Tiirmaa-Klaar (2016). 
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The governance structure around cybersecurity would benefit from linking the disparate cybersecurity 

efforts across the Netherlands. This would necessarily include efforts from dcypher, the Dutch Ministry 
of Defence and other government departments with ongoing cybersecurity efforts. In the same way that 
the whole systems of systems ought to be regarded as distinct from the sum of its constituent parts in 
assuring cybersecurity, so too should the Dutch governance system distinguish the whole from the sum of 
its parts. In the words of one workshop participant, the composite behaves differently to the individual 
parts – this is true for both technical and governance facets of cybersecurity. 

One participant felt that one measure that would augment the NCTV’s current approach to 
cybersecurity, and the innovation seed-funding that is available therein, would be a catch-all 
‘uncategorised’ category. In their opinion, categorising research topics in discrete categories presents a 

significant impediment to the way that research is being conducted and funded. In the current 
funding model, cross-cutting issues tend to be forgotten or under-financed. Rather, what would better 
stimulate innovation is a more agile and flexible system that does not merely reflect and reify the status 
quo. In doing so, Dutch legal and regulatory mechanisms risk being outstripped by the fast pace of 
technological change.  

A related point that was raised by one participant pertained to making available more R&D funding for 

academic research that is not incentivised by the market or does not promise to be a lucrative venture. 
Participants determined that market solutions are suitable for some cyber concerns, but these are not 
available in all cases. Whereas there are accessible funds for commercialising cybersecurity innovation, 
many participants felt that this is not the case for valuable research projects that do not have a strong 
business case. Examples include turning fundamental research into practical applications or research into 
security in areas overlooked by the market, such as firmware security – particularly for legacy products.  

In order to keep digital transformation as an underlying feature of any future research agenda, the 
NCTV needs to fully leverage the opportunities and risks of emerging technologies, then form 
interventions, where necessary, to manage their societal impact. This point aligns with the comments 
about the NCTV coordinating on new, emerging and underdeveloped areas (e.g. those in the 
‘uncategorised category’) that are not directly delegated to other government organisations in the 
Netherlands.   

Across the board, most participants agreed that the understanding of these topics among the general 

public is relatively low. Even with issues that have been on the agenda for a long time, many participants 
expressed the sentiment that experts might understand a given issue, but on the broader societal level, 
understanding is low.  

Furthermore, different aspects of a given topic may be consolidated with academics or practitioners. 
For example, academics might be knowledgeable about the theoretical importance of securing vital 
infrastructures, but only the practitioners understand the operational technology requirements and the 
vulnerabilities this might cause. Depending on who the knowledge-holder is, this will determine what the 
security concerns are and how they are operationalised. Thus, asking who is a knowledge holder or who 
understands this topic is crucial to better and more effectively address cybersecurity concerns. 

Thus, in addition to scoring the topics as they were presented, workshop participants helped the study 
team to identify blind spots that were not addressed by conventional understandings of the topics.  
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3.4. Prioritised state-of-the-art cybersecurity topics 

The study team prioritised all the topics by synthesising the data collected from the literature review, 
interviews and expert workshop. The views of workshop participants were highly valued given their 
familiarity with the Dutch context, their experience in the field and knowledge of the academic literature, 
as well as their ability to challenge one another’s views and change their minds. For these reasons, the 
study team primarily cited the quantitative workshops scores and associated qualitative discussions in the 
shortlisting exercise. 

The cross-analyses of average scores for prominence and understanding are shown in Figure 3.9, while 
urgency and relevance are shown in Figure 3.10 below. There is a weak correlation between topics 
considered ‘significantly’ prominent with a ‘low’ understanding, as shown in Figure 3.9. These topics are 
clustered at the top-middle of the figure. The study team prioritised these topics, given they are likely in 
most need of further research (e.g. Trust in information and security and Critical infrastructure security).  

Figure 3.9 Plot of average scores on prominence and understanding across all topics 

 
There is a strong relationship between urgent topics and those that were considered most relevant to the 
NCTV, as shown in Figure 3.10. The clustered topics located in the top-right position of the graph were 
more likely to be shortlisted (e.g. Trust in information and security, Critical infrastructure security, 
Supply chain security and National cybersecurity governance). 
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Figure 3.10 Plot of average scores on urgency and relevance across all topics 

 
Given the weight of evidence collected, the study team derived the shortlist from both the quantitative 
scoring process and the qualitative discussion that the exercise prompted. The broad topic areas that were 
deemed most important by workshop participants are: 

1. Cybersecurity governance from a national security perspective; 
2. Trust in information and data; 
3. Critical infrastructure security; 
4. Supply chain security. 

These topics do not strictly reflect the initial descriptions that were presented to workshop participants, 
but reflect a combination of elements from different topics that were highlighted by participants as 
particularly significant. In sum, these topics are in some cases slightly broader than those presented to 
workshop participants. 

The four topics’ state-of-the-art is given in Chapter 5, along with indicative research questions, methods 
and study approaches for the NCTV’s consideration. 
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4. Cybersecurity topics and research questions for the NCTV’s 
consideration 

This chapter outlines the proposed research questions for the four shortlisted cybersecurity topics 
discussed in Chapter 4 that will inform Phase 2 of the project. Each question is accompanied by an 
indicative research approach, which identifies relevant methods for study and future exploration. The 
study team reflects on the recommendations for Phase 2 of the project. 

4.1. Cybersecurity issues identified for Phase 2 

This state-of-the-art study has highlighted four broad cybersecurity areas that warrant further attention 
from the NCTV, and that have been selected for consideration in Phase 2: 

1. Cybersecurity governance from a national security perspective; 
2. Trust in information and data; 
3. Critical infrastructure security; 
4. Supply chain security, including technical and information supply chains. 

For each issue area, the study team has produced a number (i.e. between three and four) of research 
questions to be considered for Phase 2 of the project, which are featured in Table 4.1 below. Indicative 
methods and research approaches for each area are featured in the following sections. The study team has 
formed indicative questions and listed experimental methods in the recommended approaches (e.g. 
scoping studies to test the feasibility of policy interventions). 

A caveat on the future applicability of the research questions is that they are time-bound. The research 
question’s future applicability is highly contextual to a short-term timeline (e.g. 0–24 months), given that 
the study has identified predominantly urgent topics. 

The synthesised evidence on all four shortlisted topics shows that they have been characterised as being 
prominent in the field of cybersecurity studies, low in understanding, urgent and relevant to the NCTVs 
domain. Since the current levels of understanding are relatively low – both in terms of public awareness 
and expert knowledge on the topics – it may be necessary to conduct more granular analysis of the ‘state-
of-the-art’ within Phase 2. This analysis would assist in developing a foundational understanding of the 
topic, its breadth and scope, any gaps or ‘blind spots’, and what implications the topic has for the 
Netherlands. Research studies can then be undertaken to inform government policy on the short-list of 
prominent, urgent and relevant topics. 
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Table 4.1. Overview of prominent cybersecurity topics and research questions 

Issue area Research questions 

1. Cybersecurity governance 
from a national security 
perspective 

1.1 How are efficiency and effectiveness of national governance systems 
measured for cybersecurity policymaking? 

1.2 What capabilities and skills are required across stakeholders and across 
functions (e.g. intelligence, operations, coordination, command and control, 
training, etc.) to ensure cybersecurity? 

1.3 What lessons can be identified through international comparisons of 
cybersecurity national governance models? 

1.4 How can the current model of governance and current cybersecurity 
initiatives (e.g. strategies, research agendas, roadmaps etc.) be aligned and 
improved? 

2. Trust in information and data 2.1 How can emerging decision-making techniques (e.g. algorithms, 
machine learning and AI applications) be verified and assured to be 
accurate and without bias and prejudice? 

2.2 How can societal trust in information and data be understood and 
strengthened? 

2.3 How can trust in information and data be maintained across the 
information supply chain? 

3. Critical infrastructure security 3.1 What is the interplay between legacy technologies and new technologies 
(e.g. IoT devices and 5G connectivity) that creates more systemic 
complexities and dynamic threats to CI? 

3.2 How can current levels of cybersecurity maturity within the critical 
infrastructure sector be measured and understood? 

3.3 What can be done to improve security of operational technology 
deployed in critical sectors? 

4. Supply chain security; 
including both technical and 
information supply chains 

4.1 What are the most prominent supply chain issues, risks and challenges in 
the Netherlands?  

4.2 What is the scope and nature of current levels of dependencies on 
foreign supply of ICT in the Netherlands? 

4.3 How can cyber resilience be built into the supply chain? 
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4.2. Cybersecurity governance from a national security perspective 

The rising use and adoption of ICTs and the transformation they bring about has led governments to 
question how best to govern cybersecurity issues that relate to national security. Cybersecurity is a wide 
field that touches upon most aspects of society, which means that most government entities, agencies and 
departments have some level of cybersecurity responsibilities. Some scholars use the term ‘decentralised 
cyber governance’ to describe the large number of security rules implemented by a range of public and 
private actors.36  

As cybersecurity concerns continue to be integrated into a whole-of-society approach, more and more 
actors need to be able to come together in a governance regime that is easily understood and supervised. 
As illustrated by Stroup’s dissertation, unclear roles and responsibilities, lack of a common language, 
missing organisational structures and insufficient legal mandates may lead to a weak response to a 
significant cybersecurity incident, which could jeopardise national security.37 These concerns are echoed at 
an organisational level, where security researchers stress the importance of a holistic approach to 
information-system security guidance.38 

The study team has formulated four research questions for the NCTV’s consideration on the topic of 
cybersecurity governance.  

1.1 How are efficiency and effectiveness of national governance systems measured for 
cybersecurity policymaking? 

Associated methods 
Case-studies; Evaluation; Key informant interviews; Stakeholder workshops; Literature review; Desktop research 

Indicative approach 
A study of the national governance system could be undertaken to understand how to most effectively 
create cybersecurity policy. Currently, there are few studies that consider the efficiency and effectiveness of 
differing cybersecurity governance models. Case studies could be produced, while citing existing national 
evaluations of policymaking mechanisms. Primary data could be collected through interviews, both 
domestic and international, and synthesised with the available literature on the topic. 

1.2 What capabilities and skills are required across stakeholders and across functions (e.g. 
intelligence, operations, coordination, command and control, training, etc.) to ensure 
cybersecurity? 

Associated methods 
Capability development frameworks; Training needs analysis; Key informant interviews; Stakeholder 
workshops; Desk research 

                                                      
36 Raymond (2016). 
37 Stroup (2014). 
38 Zaydi & Nasserddine (2017). 
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Indicative approach 
A study into the capability requirements for government cybersecurity stakeholders (e.g. Ministry of 
Justice and Security, Ministry of Defence, Ministry of the Interior and Kingdom Relations, NCTV) could 
analyse the skills requirements, resource allocation and staffing levels for addressing cybersecurity 
challenges. The study could make reference to existing capability-development frameworks, training needs 
analyses and ministry strategy documents, as well as grey literature. Interview data could be combined 
with desktop research to produce insights on the capability requirements of cybersecurity stakeholders. 

1.3 What lessons can be identified through international comparisons of cybersecurity national 
governance models? 

Associated methods 
Comparative literature review; International case studies; International desktop research; Key informant 
interviews 

Indicative approach 
An international comparative study of national cybersecurity governance models could be undertaken. 
International case studies could be undertaken on mature policymaking structures and governance models 
(e.g. Australia, Canada, Denmark, Estonia, France, Germany, Israel, Japan, New Zealand, Norway, 
Sweden, United States, UK). The analysis could consider academic literature along with international 
desktop research on government strategy documents and governance models. The future study could 
involve key informant interviews with experts, as well as national government leads in foreign countries. 
Lessons for the Netherlands could be identified throughout the study, along with study findings and key 
recommendations for the government to implement. 

1.4 How can the current model of governance and current cybersecurity initiatives (e.g. 
strategies, research agendas, roadmaps etc.) be aligned and improved? 

Associated methods 
Strategy development; Road-mapping; Implementation planning; Key informant interviews; Stakeholder 
workshops; Desktop research 

Indicative approach 
A study could be undertaken to investigate how the current governance model of the Netherlands and 
cybersecurity initiatives can be aligned and improved. The study could identify key Dutch stakeholders 
and current cybersecurity initiatives through desktop research and key informant interviews, and produce 
situational awareness of the current activities in the Netherlands. In order to ensure buy-in, key 
stakeholders from the Government could be included at the inception of the study to ensure any 
subsequent research outputs (e.g. roadmaps and implementation plans) are actioned as a result of the 
study. Validation workshops could be undertaken with key stakeholders to ensure any recommendations 
on alignments and improvements are sound. 
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4.3. Trust in information and data 

Society is simultaneously producing and consuming increasingly large amounts of data. According to 
Eurostat, the number of European households39 with Internet access rose to 87 per cent in 2017.40 As of 
the beginning of 2017, approximately 84 per cent of all individuals in the EU-28, aged between 16 and 
74 years, used the Internet at least once within the three months prior to the survey date.41 To function, 
most aspects of contemporary society, including government services and democratic institutions, require 
access to – and the ability to – process this data. Society is thus underpinned by the need for reliable and 
authentic sources of trusted information in order to make decisions. 

Trust in information and data has been eroded by the increasing societal reliance on digitised information 
and news sources. The 2018 Digital News Report by the University of Oxford and Reuters Institute 
shows the average level of trust in news is stable (44 per cent), while there is less trust in news found via 
online searches (34 per cent) and even less for news found on social media (23 per cent).42 To cope with 
the huge volumes of data generated by online activity, public and private organisations are using novel 
approaches to analyse big datasets, using progressively autonomous analysis or decision-making aids 
through technologies such as machine learning and artificial intelligence.43 These applications are dual-use 
and can improve security practices and procedures (e.g. AI applications that detect network intrusion)44, 
while also being vulnerable to malign threat actors (e.g. disinformation campaigns and ‘deep-fakes’).45 

The study team has formulated three research questions for the NCTV’s consideration, each of which is 
listed below along with methods of analysis and a study approach. 

2.1 How can emerging decision-making techniques (e.g. algorithms, machine learning and AI 
applications) be verified and assured to be accurate and without bias and prejudice? 

Associated methods 
Quality assurance of algorithms; Software unit testing; Information assurance; Framework development; Key 
informant interviews; Expert workshops; Desktop research; Literature review 

Indicative approach 
An interdisciplinary study between computer science and social scientists could be undertaken to combine 
methods from software-unit testing and quality assurance, with the goal of alleviating social bias and 
prejudices in emerging decision-making techniques (e.g. algorithms, machine learning and AI 
applications). The study could draw on existing literature on the topic, as well as experts, to understand 

                                                      
39 European households are defined as those households in the European Union (EU). 
40 Eurostat (2017). 
41 Eurostat (2017). 
42 Newman et al. (2018). 
43 Hallaq et al. (2017). 
44 Chattopadhyay (2015). Dhingra et al. (2016). Grusho et al. (2017). 
45 Burgess (2016). 
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the size, scope and scale of algorithm bias. The study could produce a framework that aims to ensure 
emerging techniques are impartial.  

2.2 How can societal trust in information and data be understood and strengthened? 

Associated methods 
Scenario analysis; Stated preference survey; Literature review; Desk research; Key informant interviews; 
Stakeholder workshops 

Indicative approach 
A study could be undertaken to identify how trust in information and data for the whole of society can be 
understood and strengthened. Societal integrity in information systems are under increasing pressure, 
given the spread of misinformation on social media and repeated attacks on historically trusted sources of 
information (e.g. institutions and independent news media). It raises the question of how can trust 
reinforced and restored after a severe cybersecurity breach or incident? Literature review and desk research 
can identify the sources of ‘truth decay’, its measureable impacts on society, and recommendations to 
strengthen trusted sources of information through normative, moral and behavioural guidance. 

2.3 How can trust in information and data be maintained across the information supply chain? 

Associated methods 
Risk analysis; Literature review; Desk research; Key informant interviews; Stakeholder workshops 

Indicative approach 
A national-level study into the supply-chain risks could be undertaken to identify how trust in 
information and data can be maintained across the information supply-chain. Currently there are trust 
issues where information flows through many organisations – suppliers to third-parties and customers – 
which are outside of the control or oversight of data subjects or initial information creators. Emerging 
possible solutions include blockchain applications of distributed ledger technology to ensure trusted data 
records are produced, which could assist with maintaining trust across information supply chains. Further 
research can be undertaken to produce findings and recommendations to foster improvements to the 
information supply chain. 

4.4. Critical infrastructure security 

Critical infrastructure encompasses those services deemed necessary for the functioning of society (e.g. 
power plants, water supply systems, transport infrastructure, etc.). Among Western nations, it is typically 
perceived as one of the pillars of national cybersecurity.46 Recent trends to Internet-enable certain parts of 
critical infrastructure and the adoption of new or emerging technologies or solutions (e.g. automation, 
virtualisation, cloud services, AI, etc.) are presenting new and significant security challenges.47 While there 

                                                      
46 Hemme (2015). Shackelford & Bohm (2016). 
47 Bobowska et al. (2018). Taylor & Sharif (2017). 
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are new trends, there are also persistent gaps in the sector’s ability to address legacy issues, defend against 
known vulnerabilities and modernise cyber-physical systems.48 There is a complimentary literature around 
resilience for the sector, which intersects with ICT and network resilience.49 Critical infrastructure is also 
of particular concern due to its geopolitical importance. Recent research has shown significant activity 
both in the Netherlands50 and in Europe of foreign nation-state activities and operations within critical 
sectors.51 

The study team has formulated three research questions for the NCTV’s consideration and identified 
methods of analysis associated with an indicative study approach. 

3.1  What is the interplay between legacy technologies and new technologies (e.g. IoT devices 
and 5G connectivity) that create more systemic complexities and dynamic threats to CI? 

Associated methods 
Horizon scanning; Defence-in-depth; Risk analyses; Desk research; Key informant interviews; Stakeholder 
workshops 

Indicative approach 
A horizon scanning study could be untaken to identify new and emerging technologies impacting the 
cybersecurity of CI. For instance, study participants noted the emergence of IoT devices and high-
bandwidth 5G connections as drivers that will increase machine-to-machine (M2M) communications. 
The increased ‘attack surface’ will simultaneously increase the potential vulnerability of systems. A study 
can focus on collecting primary data into the threats posed by the interplay between legacy technologies 
and new technologies. Expert consultation and technology scoring will allow for a greater understanding 
of the threats to the sector, and allow decision-makers and risk owners to reduce possible future 
vulnerabilities. 

3.2  How can current levels of cybersecurity maturity within critical infrastructure sector be 
measured and understood? 

Associated methods 
Cybersecurity maturity assessments; Capacity building; Literature review; Desk research; Key informant 
interviews; Stakeholder workshops 

Indicative approach 
An investigation into the CI sector could be conducted to determine its current level of cybersecurity 
maturity. The study could utilise existing cybersecurity maturity assessments and capacity building 
models. The study would encompass what technologies are currently used, the state of current 
vulnerabilities, any potential future vulnerabilities, and key trends or developments in the sector. Desk 

                                                      
48 Olorunfemi & Twala (2017). 
49 Linkov & Palma-Oliveira (2017). 
50 Greenberg (2018). 
51 US CISA (2016). 
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research could be performed to identify existing documentation on maturity models and risk analyses of 
the sector. Key findings and recommendations could be made to the sector to improve its cybersecurity 
capacity. 

3.3  What can be done to improve security of operational technology deployed in critical 
sectors? 

Associated methods 
Literature review; Desk research; Key informant interviews; Stakeholder workshops 

Indicative approach 
A research study could be undertaken to improve the current state of the CI sector, understand its level of 
risk exposure, and provide options for improving the cybersecurity posture of organisations in the CI 
sector. The study could map existing good CI practices, both at the operational and technical levels. The 
analysis framework could extend to intra-sector considerations and consider dependencies. A range of 
methods could be employed to map these practices, including key informant interviews and workshops 
with relevant stakeholders.  

4.5. Supply chain security 

The public and private sectors are equally exposed to risks in their supply chains, given their increasing 
connections and interdependencies. Given the ubiquity of ICTs, organisations should identify the security 
risk posed by third parties and establish security controls (e.g. user management, read/write permissions 
and data-sharing agreements) to mitigate against possible security breaches or cyber incidents. Increasing 
complexity (e.g. more embedded systems/CPUs) and emerging technologies (e.g. use of third-party 
algorithms) make it difficult to assess, verify and assure the security of all components and systems used 
throughout the supply chain. 

In a world of increasingly connected and interdependent supply chains, there is a need to identify and 
mitigate the risks of relying on foreign technology companies, to exercise cybersecurity export controls, 
and to take claims of cyber-colonialism seriously. Supply chain concerns particularly apply to critical 
infrastructure sectors and other key infrastructure developments (e.g. 5G deployment).  

The study team has formulated three research questions for the NCTV’s consideration. We have 
identified methods of analysis associated with an indicative study approach. 
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4.1 What are the most prominent supply chain issues, risks and challenges in the Netherlands? 

Associated methods 
State-of-the-art; Literature review; Desk research; Key informant interviews; Stakeholder workshops 

Indicative approach 
A scoping study could be undertaken to highlight the prominent issues and risks in supply chain security, 
with specific reference to cybersecurity issues and topics. The scoping study could assess the state-of-the-
art in supply chain risks, by identifying emerging topics, any gaps, or under-researched areas. This would 
allow for the identification of key risks to organisations, institutions and government actors. The study 
findings could be tailored to specific actors along the supply chain with reference to the most prominent 
risks they face. 

4.2  What is the scope and nature of current levels of dependencies on foreign supply of ICT in 
the Netherlands? 

Associated methods 
Comparative literature review; Desk research; Key informant interviews; Stakeholder workshops 

Indicative approach 
A national-level vulnerability assessment could consider existing research on the reliance of foreign ICTs. 
Participants noted the challenges of digital colonisation and the lack of indigenous technology 
development by Dutch organisations. The study could make use of desk research from existing 
assessments made by foreign governments about large technology suppliers. The data could be 
corroborated with industry experts, government stakeholders and academics through stakeholder 
workshops and key informant interviews. The findings and implications could help government 
stakeholders to reduce the potential risks faced by dependence on foreign ICTs. 

4.3  How can cyber resilience be built into the supply chain? 

Associated methods 
Literature review; Desk research; Key informant interviews; Stakeholder workshops 

Indicative approach 
A research study could be undertaken to identify how cyber resilience can be built into the supply-chain 
of ICTs. Public and private sector organisations are increasingly reliant on hardware and software that 
potentially contain vulnerabilities, despite employing risk-management techniques. Resilient cybersecurity 
practices could allow for systems to be recovered and restored in the event of a security incident, both at 
an operational and technical level. Further research on the topic of resilient supply chain practices could 
be undertaken by reviewing relevant literature, and interviewing key informants and experts on ICT 
supply chains. The output of the study would be recommendations for reducing the likelihood of spill-
over effects from insecure third parties, improving the governance of supply-chain risks and implementing 
best practices and international standards within organisations. 
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5. Concluding reflections 

This chapter discusses concluding reflections on the overall study, the four cybersecurity topics and their 
associated research questions. 

5.1. Concluding reflections on the state-of-the-art 

Overall, this state-of-the-art study has repeatedly pointed out one of the foremost overarching issues 
within the field of cybersecurity: its complexity and poor definition. The field seems to also suffer from 
inadequate or missing data and methods to perform research – both in the technical and the policy 
domains of cybersecurity. A scarcity of reliable and verifiable data, and particularly large-scale, 
longitudinal datasets, across many areas of cybersecurity makes it challenging to define, articulate and 
ultimately understand the nature of the challenges or problems, as well as what could potentially be done 
to mitigate them. The lack of reliable, verifiable data also makes it challenging for policymakers to 
understand on what basis decisions should be taken, and how to best assess and evaluate the impact of 
their decisions over time.  

From a policy perspective, and particularly a national-security policy perspective, these weaknesses in the 
field of cybersecurity present potential risks to society. If policymakers pursue decisions or interventions in 
the absence of comprehensive and high-quality evidence, there may be an increased risk of pursuing less 
efficient or more costly policy interventions that do not solve the cybersecurity challenge to the fullest 
extent possible. Further research into particularly concerning cybersecurity challenges, or areas of 
cybersecurity that are subject to knowledge gaps, may therefore assist the NCTV in developing better 
evidence for cybersecurity policymaking.  

5.2. Concluding reflections on the research questions 

As discussed in Chapter 4, this study has highlighted four broad cybersecurity topics that warrant further 
attention from the NCTV in Phase 2 of the state-of-the-art project: 

1. Cybersecurity governance from a national security perspective; 
2. Trust in information and data; 
3. Critical infrastructure security; 
4. Supply chain security, including technical and information supply chains. 

In addition to the topics and their associated research questions, three wider reflections have become clear 
through the course of the study. 
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First, while this study has presented four prominent cybersecurity topics for consideration as part of Phase 
2, the NCTV could also consider the inclusion of a ‘bottom-up’ mechanism in the upcoming research 
agenda. This study has demonstrated that the field of cybersecurity is broad, complex and dynamic and 
sometimes, emerging challenges or issues are perhaps best captured by researchers and practitioners 
themselves. By enabling individuals and organisations to present their ideas for further research – to 
potentially be funded by the NCTV or other relevant Dutch government actors – the NCTV may be able 
to be more agile in responding to emerging cybersecurity challenges, and better equipped to maintain 
situational awareness of the field beyond the pursuit of studies such as this.  

Second, cybersecurity topics that are relatively ill-understood typically also span the domains of multiple 
government actors beyond the NCTV itself. This introduces important considerations of portfolio 
ownership and associated roles and responsibilities, as previously noted in the discussion on cybersecurity 
governance, which may have consequences for how the level of understanding of the topic at hand can be 
improved. The NCTV’s mandate includes issues that could threaten national security in the future, and it 
is therefore important that that the NCTV remains agile and willing to take on the responsibility of 
coordinating government action, even for issues that lack clear ownership if a risk is posed to national 
security. This is especially the case if such issues risk being ignored altogether if the NCTV takes no 
action. 

Third, this study has illustrated the breadth and complexity of some of the challenges present in the field 
of cybersecurity. While some of these challenges may be addressed by additional research, the NCTV 
should seek to be conscious of issues where additional research may not be the answer. It may be the case 
that there is an understanding of what needs to be done, but perhaps not the political will, funding or 
operational ability to adequately implement these measures. These issues are therefore perhaps better 
addressed outside a research agenda, but nevertheless warrant the attention of the NCTV. 
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Annex A. Detailed methodology 

In this annex, we provide an overview of the methods employed for data collection and analysis. 

A.1. Desk research and literature review 

The desk research and literature review encompassed three parts, each explained in detail below: 

1. A keyword literature search; 
2. A targeted desk research activity; 
3. A review of industry threat reports. 

As illustrated in Table A.1, this exercise aimed to gather evidence on three indicators of the state-of-the-
art across the three research questions.  

Table A.1 Overview of research questions and state-of-the-art indicators for the literature keyword 
search and targeted review 

Research question Indicators for the state-of-the-art 

What are the most prominent 
current and emerging cybersecurity 
issues? 

Coverage of issues in academic and non-academic publications 

How thoroughly have these issues 
been investigated? 

Coverage of issues in the reviewed academic and non-academic 
literature 

Inclusion in research agenda or research strategies 

Have the issues been investigated 
using high-quality data and 
appropriate methodologies? 

Coverage of academic research in the field52 

Inclusion in research agenda or research strategies53 

 

                                                      
52 In this context, peer-reviewed research published in reputable academic journals is used a proxy measure for high-
quality data and use of appropriate methodologies. 
53 In this context, issues included in research agendas or strategies are deemed to have not been thoroughly 
investigated or only explored using low-quality data or methodologies. 
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A.1.1. Keyword literature search 

A keyword search was conducted to identify research papers that provide an overview of the cybersecurity 
research domain and, in particular, publications that identify research gaps and new and emerging areas of 
research.  

In order to perform the literature review, a targeted search protocol was developed in order to identify 
meta- or systematic reviews of current cybersecurity topics, as seen in Box 1. 

Box 1 Literature review search protocol 

(‘cybersecurity’ OR ‘cyber security’ OR ‘information security’ OR ‘cyber defence’ OR ‘cyber defense’) 

AND 

(‘literature review’ OR ‘systematic review’ OR ‘meta-analysis’ OR ‘meta-review’ OR review OR overview OR 
summary OR ‘review of the literature’) 

AND 

(‘gaps’ OR ‘emerging’ OR ‘trend’ OR ‘landscape’ OR ‘domain’) 

The following databases were queried: 

 Academic Search Complete  

 Applied Science & Technology  

 Business Source Complete  

 Columbia International Affairs Online 
(CIAO)  

 Google Scholar  

 IEEE Xplore  

 JSTOR  

 Library & Information Sciences Abstracts  

 Military & Government Collection  

 PsycArticles  

 PsycINFO  

 ScienceDirect 

 Scopus  

 Taylor & Francis 

 Web of Science  

 

The output of the literature search was an EndNote library comprising 850 results from the above 
databases. The full search results were then reviewed for duplicates and non-relevant sources, which 
resulted in: 

 102 duplicates removed by system; 

 93 duplicates removed by hand; 

 3 non-English language references removed; 

 38 non-applicable references removed. 

The output of the literature search was therefore a total number of 615 references for further review. The 
study team reviewed all 615 abstracts to identify the most relevant articles to be reviewed in full; emphasis 
was placed on articles from a breadth of cybersecurity fields across both technical and policy domains. In 
total, 37 of the most relevant articles were selected for further review and out of the 37 articles, 32 
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reviewed were ultimately reviewed, as five articles were unavailable to the study team.54 Articles were 
selected if they fulfilled either of the following criteria: 

 A systemic or meta-review of a particular cybersecurity field; 

 An article specifically dealing with research gaps or state-of-the-art in a particular cybersecurity 
field. 

The full list of articles that were reviewed in full can be found below in Table A.2. The study team 
reviewed each of the articles, extracting key themes and articulated research gaps, and mapping the subject 
matter to the taxonomy. The mapping of articles’ subject matter against the taxonomy illustrates the 
relatively high-level coverage of the different taxonomy clusters in the data-set, and therefore serves as a 
proxy indicator of cybersecurity areas that are already well-covered by research. If an article’s subject 
matter dealt with issues that covered more than one cluster, the article was counted in each cluster. This 
method applies to both the keyword search and the targeted desk research component of the literature 
review. 

Table A.2 List of reviewed cybersecurity articles 

Article 

Adaros Boye, C., P. Kearney & M. Josephs. 2018. ‘Cyber-Risks in the Industrial Internet of Things (IIoT): 
Towards a Method for Continuous Assessment.’ 21st Information Security Conference, ISC 2018. Springer 
Verlag.  

Ahmad, I., M.K. Zarrar, T. Saeed & S. Rehman. 2018. ‘Security Aspects of Cyber Physical Systems.’ 1st 
International Conference on Computer Applications and Information Security, ICCAIS 2018. Institute of 
Electrical and Electronics Engineers Inc.  

Ahmed, G., G. Ragsdell & W. Olphert. 2014. 'Knowledge Sharing and Information Security: A Paradox?' 
Proceedings of the European Conference on Knowledge Management 3: 1083–90.  

Al Mamun, A., M. Abdullah Al Mamun & A. Shikfa. 2018. ‘Challenges and Mitigation of Cyber Threat in 
Automated Vehicle: An Integrated Approach.’ 2018 International Conference of Electrical and Electronic 
Technologies for Automotive, AUTOMOTIVE 2018. Institute of Electrical and Electronics Engineers Inc.  

Alaskar, M., S. Vodanovich & K.N. Shen. 2015. 'Evolvement of Information Security Research on Employees 
Behavior: A Systematic Review and Future Direction.' 2015 48th Hawaii International Conference on System 
Sciences, Edited by T.X. Bui & R.H. Sprague, 4241–50. Los Alamitos: IEEE Computer Soc.  

Alexander, K.B., J.N. Jaffer & J.S. Brunet. 2017. 'Clear Thinking About Protecting the Nation in the Cyber 
Domain.' The Cyber Defense Review 2(1): 29–38.  

Al-rimy, B.A.S., M.A. Maarof & S.Z.M. Shaid. 2018. 'Ransomware threat success factors, taxonomy, and 
countermeasures: A survey and research directions.' Computers & Security 74: 144–66.  

Aminnezhad, A., R. Mahmod & M.T. Abdullah. 2016. 'Survey on Economics of Information Security.' 
International Journal of Computer Science and Network Security 16(7): 99–116.  

An, J. & H. Kim. 2018. 'A Data Analytics Approach to the Cybercrime Underground Economy.' IEEE Access 6: 
26636–52.  

Andress, J. & S. Winterfeld. 2014. 'Chapter 15 – Cyberspace Challenges.' Cyber Warfare (Second Edition), 
Edited by J. Andress & S. Winterfeld, 257–75. Boston: Syngress. 

                                                      
54 Due to publisher paywalls. 
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Arbanas, K. & M. Cubrilo. 2015. 'Ontology in Information Security.' Journal of Information and Organizational 
Sciences 39(2): 107–36.  

Barakovic, S., E. Kurtovic, O. Bozanovic, A. Mirojevic, S. Ljevakovic & J.B. Husic. 2016. ‘Security Issues in 
Wireless Networks: An Overview.’ 2016 XI International Symposium on Telecommunications. Edited by E. 
Turajlic, T. Uzunovic, N. Slamnik & S. Mrdovic. New York: IEEE.  

Benson, V., J. McAlaney & L.A. Frumkin. 2018. 'Emerging threats for the human element and countermeasures 
in current cybersecurity landscape.' In Psychological and Behavioral Examinations in Cyber Security, 266–71. 
IGI Global. 

Bordoff, S., Q. Chen & Z. Yan. 2017. 'Cyber attacks, contributing factors, and tackling strategies: The current 
status of the science of cybersecurity.' International Journal of Cyber Behavior, Psychology and Learning 7(4): 
68–82.  

Broadhead, S. 2018. 'The contemporary cybercrime ecosystem: A multi-disciplinary overview of the state of 
affairs and developments.' Computer Law & Security Review 34(6): 1180–96.  

Chang, C., Y. Zheng & L. Zhang. 2017. 'A Retrospective and a Look Forward: Fifteen Years of Physical 
Unclonable Function Advancement.' IEEE Circuits and Systems Magazine 17(3): 32–62.  

Cherdantseva, Y., P. Burnap, A. Blyth, P. Eden, K. Jones, H. Soulsby & K. Stoddart. 2016. 'A review of 
cybersecurity risk assessment methods for SCADA systems.' Computers & Security 56: 1–27.  

Coventry, L. & D. Branley. 2018. 'Cybersecurity in healthcare: A narrative review of trends, threats and ways 
forward.' Maturitas 113: 48–52.  

Hamid, H.A. & M.M. Yusof. 2016. 'Conceptualizing global cloud landscape: A review of adoption issues and 
challenges.' Research Journal of Applied Sciences 11(6): 333–9.  

Heartfield, R., G. Loukas, S. Budimir, A. Bezemskij, J.R.J. Fontaine, A. Filippoupolitis & E. Roesch. 2018. 'A 
taxonomy of cyber-physical threats and impact in the smart home.' Computers & Security 78: 398–428.  

Ijaz, S., M.A. Shah, A. Khan & M. Ahmed. 2016. 'Smart Cities: A Survey on Security Concerns.' International 
Journal of Advanced Computer Science and Applications 7(2): 612–25.  

Jevremovic, A., M. Veinovic & G. Shimic. 2017. ‘An overview of current security and privacy issues in modern 
telecommunications.’ 13th International Conference on Advanced Technologies, Systems and Services in 
Telecommunications, TELSIKS 2017. Institute of Electrical and Electronics Engineers Inc.  

Johnson, R. 2018. 'Hybrid War and Its Countermeasures: A Critique of the Literature.' Small Wars & 
Insurgencies 29(1): 141–63. 

Krishna, C.G.L. & R.R. Murphy. 2017. ‘A review on cybersecurity vulnerabilities for unmanned aerial vehicles.’ 
15th IEEE International Symposium on Safety, Security and Rescue Robotics, SSRR 2017. Institute of Electrical 
and Electronics Engineers Inc.  

Parkinson, S., P. Ward, K. Wilson & J. Miller. 2017. 'Cyber Threats Facing Autonomous and Connected 
Vehicles: Future Challenges.' IEEE Transactions on Intelligent Transportation Systems 18(11): 2898–915.  

Popoola, S.I., U.B. Iyekekpolo, S.O. Ojewande, F.O. Sweetwilliams, S.N. John, A.A. Atayero & E.N.G. Ia. 
2017. 'Ransomware: Current Trend, Challenges, and Research Directions.' In World Congress on Engineering 
and Computer Science, Wcecs 2017, Vol I, 169–74. Hong Kong: Int Assoc Engineers-Iaeng.  

Ramirez, R. & N. Choucri. 2016. 'Improving Interdisciplinary Communication With Standardized Cyber 
Security Terminology: A Literature Review.' IEEE Access 4: 2216–43. doi:10.1109/ACCESS.2016.2544381  

Ren, A., D. Wu, W. Zhang, J. Terpenny & P. Liu. 2017. ‘Cyber security in smart manufacturing: Survey and 
challenges.’ 67th Annual Conference and Expo of the Institute of Industrial Engineers 2017. Institute of Industrial 
Engineers.  

Rosa, F.D. & M. Jino. 2017. 'A Survey of Security Assessment Ontologies.' In Recent Advances in Information 
Systems and Technologies, Vol 1, Edited by A. Rocha, A.M. Correia, H. Adeli, L.P. Reis & S. Costanzo, 166–
73. Berlin: Springer-Verlag Berlin.  

Saad, A., A.R. Amran, I.I. Afif, A.H. Zolkeple, A.I.A. Said, M.F. Hamzah & W.N.S.W. Salim. 2017. ‘Privacy 
and security gaps in mitigating Cyber crime: The review.’ 2nd International Symposium on Agent, Multi-Agent 
Systems and Robotics, ISAMSR 2016. Institute of Electrical and Electronics Engineers Inc.  
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Schatz, D. & R. Bashroush. 2017. 'Economic valuation for information security investment: a systematic literature 
review.' Information Systems Frontiers 19(5): 1205–28.  

Sun, C.-C., A. Hahn & C.-C. Liu. 2018. 'Cyber security of a power grid: State-of-the-art.' International Journal of 
Electrical Power & Energy Systems 99: 45–56.  

Wang, Wenye, & Zhuo Lu. 2013. 'Cyber security in the Smart Grid: Survey and challenges.' Computer 
Networks 57(5): 1344–71. 

Yu, S., G. Wang, X. Liu & J. Niu. 2018. 'Security and Privacy in the Age of the Smart Internet of Things: An 
Overview from a Networking Perspective.' IEEE Communications Magazine 56(9): 14–8.  

A.1.2. Targeted desk research activity 

In order to identify additional prominent cybersecurity issues from a national security perspective, the 
study team also undertook targeted desk research to identify relevant government, policy and other 
research documents detailing the state-of-the-art in cybersecurity. This entailed targeted keyword searches 
through Google and Google Scholar using tailored search terms. The search terms were selected by the 
study team to ensure the widest possible literature search, whilst being tailored to the research questions 
underpinning Phase 1. The following search terms were used: 

 Cybersecurity state-of-the-art; 

 Cybersecurity research agendas; 

 Cybersecurity research policy documents or strategies. 

This activity also encompassed examining articles referred to by external experts and interviews. The full 
list of sources reviewed as part of this activity is listed in Table A.3. 

Table A.3 Additional identified and reviewed sources through desk research 

Source 

Bisson, P., F. Martinelli & R.R. Granadino. 2015. ‘Cybersecurity Strategic Research Agenda – SRA.’ Produced by 
the European Network and Information Security (NIS) Platform. 

Brown, M. & P. Singh. 2018. ‘China’s Technology Transfer Strategy: How Chinese Investments in Emerging 
Technology Enable A Strategic Competitor to Access the Crown Jewels of U.S. Innovation.’ As of 10 January 
2019: https://admin.govexec.com/media/diux_chinatechnologytransferstudy_jan_2018_(1).pdf 

Dean, B. & R. McDermott. 2017. 'A Research Agenda to Improve Decision Making in Cyber Security Policy.' 
Penn State Journal of Law & International Affairs. 5(1).  

Dutch Cybersecurity Platform for Higher Education and Research (dcypher). 2018. ‘National Cyber Security 
Research Agenda III.’ As of 15 January 2018: 
https://www.dcypher.nl/sites/default/files/uploads/documents/NCSRA-III_0.pdf 

Energy Expert Cyber Security Platform. 2017. ‘Cyber Security in the Energy Sector: Recommendations for the 
European Commission on a European Strategic Framework and Potential Future Legislative Acts for the Energy 
Sector.’ As of 15 January 2019: 
https://ec.europa.eu/energy/sites/ener/files/documents/eecsp_report_final.pdf 

ENISA. 2017a. ‘Hardware Threat Landscape and Good Practice Guide.’ As of 10 January 2019: 
https://www.enisa.europa.eu/publications/hardware-threat-landscape  

ENISA. 2017b. ‘Recommendations on aligning research programme with policy.’ As of 10 January 2019: 
https://www.enisa.europa.eu/publications/recommendations-on-aligning-research-programme-with-policy  

ENISA. 2017c. ‘Priorities for EU research: Analysis of the ECSO Strategic Research and Innovation Agenda 
(SRIA).’ As of 7 May 2019: https://www.enisa.europa.eu/publications/priorities-for-eu-research 
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ENISA. 2018a. ‘Looking into the crystal ball: A report on emerging technologies and security challenges.’ As of 
10 January 2019: https://www.enisa.europa.eu/publications/looking-into-the-crystal-ball  

ENISA. 2018b. ‘Analysis of the European R&D priorities in cybersecurity: Strategic priorities in cybersecurity for a 
safer Europe.’ As of 7 May 2019:  
https://www.enisa.europa.eu/publications/analysis-of-the-european-r-d-priorities-in-cybersecurity 

European Commission. 2016. ‘CAMINO roadmap (research agenda) for fight against cybercrime and cyber 
terrorism.’ As of 15 January 2019: http://www.fp7-camino.eu/assets/files/Brochure-
CAMINO_roadmap_250316.pdf 

European Cyber Security Organisation. 2017a. ‘Strategic Research and Innovation Agenda: WG6.’ As of 10 
January 2019: https://www.ecs-org.eu/documents/publications/59e615c9dd8f1.pdf 

European Cyber Security Organisation. 2017b. ‘State-of-the-art Syllasbus: Overview of existing Cybersecurity 
standards and certification schemes v2.’ As of 10 January 2019:  
http://www.ecs-org.eu/documents/uploads/updated-sota.pdf 

Grindal, K. & J. Healey (eds). 2016. ‘Cyber Conflict State of the Field Workshop Report.’ As of 7 January 2019: 
http://static1.1.sqspcdn.com/static/f/956646/27604316/1498262610577/SOTF_Review_Copy.pdf?token=
Ui9ZHaB9jJDAt6UdzVd%2FKNVfyCo%3D 

Holz, T., N. Pohlmann, E. Bodden, M. Smith & J. Hoffmann. 2016. 'Human-Centered Systems Security: IT Security 
by People for People.' As of 10 January 2019:  
http://www.it-sicherheit-nrw.de/forschungsagenda.html 

KPN. 2018. ‘European Cyber Security Perspectives 2018.’ As of 10 January 2019: 
https://overons.kpn/en/news/2018/kpn-publishes-fifth-european-cyber-security-perspectives 

Nai-Fovino, I., R. Neisse, A. Lazari & G. Ruzzante. ‘European Cybersecurity Centre of Expertise - Cybersecurity 
Competence Survey.’ EUR 29330 EN, Publications Office of the European Union, Luxembourg, 2018, ISBN 978-
92-79-92954-0, doi:10.2760/42369, JRC111211. 

National Research Foundation Singapore. 2018. ‘National Cybersecurity R&D Programme.’ 7 November. As of 
15 January 2019: https://www.nrf.gov.sg/programmes/national-cybersecurity-r-d-programme 

SecUnity. 2019. 'Key Challenges in IT Security Research: Discussion Paper for the Dialogue on IT Security.' 
German Federal Ministry of Education and Research. As of 10 January:  
https://it-security-map.eu/fileadmin/user_upload/documents/discussion-paper 

UK Cabinet Office. 2019. ‘Interim Cyber Security Science & Technology Strategy: Future-Proofing Cyber 
Security.’ As of 15 January: 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/663181/E
mbargoed_National_Cyber_Science_and_Technology_Strategy_FINALpdf.pdf 

United States National Science and Technology Council. 2016. ‘Federal Cybersecurity Research and 
Development Strategic Plan.’ As of 15 January 2019:  
https://www.nitrd.gov/pubs/2016-Federal-Cybersecurity-Research-and-Development-Strategic-Plan.pdf  

US Department of Homeland Secruity. 2018. ‘Cyber Risk Economics Capability Gaps Research Strategy.’ As of 
10 January 2019: https://www.dhs.gov/sites/default/files/publications/3950_CYRIE_Report_FINAL508.pdf 

Wallom, D. & M. Drescher. 2019. ‘D2.1 Cybersecurity and Privacy ecosystem model report – A Taxonomy of 
Cybersecurity and Privacy to assess the coverage of developed landscape by EC and nationally funded projects’. 
Cyberwatching.eu project. As of 3 January 2019: 
https://www.cyberwatching.eu/sites/default/files/D2.1_Cybersecurity-%26-privacy-ecosystem-model-
report_vFinal.pdf 

A.1.3. Review of industry threat reports 

The study team furthermore undertook a review of threat and trend reports published by cybersecurity 
industry players in order to capture a private-sector perspective of the current state-of-the-art in 
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cybersecurity. This review mostly comprised yearly threat reports or annual reports from cybersecurity 
companies, as shown in Table A.4, identified through the following keyword searches through Google: 

 Cybersecurity threat report; 

 Cybersecurity annual threat report; 

 Cybersecurity landscape report. 

This activity also encompassed examining articles referred to by external experts and interviews.  

Table A.4 List of reviewed industry publications 

Cybersecurity industry publication 

Akamai. 2018. ‘State of the Internet/Security: A Year in Review.’ 4(5). As of 22 March 2019: 
https://www.akamai.com/uk/en/multimedia/documents/state-of-the-internet/2018-state-of-the-internet-security-a-
year-in-review.pdf 

Centre for Risk Studies. 2018. ‘Cyber Risk Outlook 2018.’ University of Cambridge Judge Business School. As of 
22 March 2019:  
https://www.jbs.cam.ac.uk/fileadmin/user_upload/research/centres/risk/downloads/crs-cyber-risk-outlook-
2018.pdf 

Check Point Research. 2018. ‘2018 Security Report: Welcome to the Future of Cyber Security.’ As of 22 March 
2019: https://www.checkpoint.com/downloads/product-related/report/2018-security-report.pdf 

Cisco. 2018. ‘Annual Cybersecurity Report.’ San Jose, CA. As of 22 March 2019: 
https://www.cisco.com/c/dam/m/hu_hu/campaigns/security-hub/pdf/acr-2018.pdf 

Europol. 2018. ‘Internet Organised Crime Threat Assessment (IOCTA) 2018.’ European Cybercrime Centre. As of 
22 March 2019:  
https://www.europol.europa.eu/activities-services/main-reports/internet-organised-crime-threat-assessment-iocta-
2018 

FireEye. 2018. ‘Facing Forward: Cyber Security in 2019 and Beyond.’ Milpitas, CA. As of 22 March 2019: 
https://content.fireeye.com/predictions/rpt-security-predictions-2019 

IBM. 2018. ‘IBM X-Force Threat Intelligence Index 2018: Notable security events of 2017, and a look ahead.’ As 
of 22 March 2019: https://www.ibm.com/downloads/cas/MKJOL3DG 

McAfee. 2018. ‘McAfee Labs Threats Report’. As of 22 March 2019: https://www.mcafee.com/enterprise/en-
us/assets/reports/rp-quarterly-threats-dec-2018.pdf 

NTT Security. 2018. ‘Global Threat Intelligence Report.’ As of 22 March 2019: 
https://www.nttsecurity.com/docs/librariesprovider3/resources/gbl-ntt-security-2018-global-threat-intelligence-
report-v2-uea.pdf?sfvrsn=c761dd4d_10 

Ray, J.A., H. Marshall, R. Coderre, E. Cody & J. Jean. 2018. ‘Cyber Threatscape Report 2018.’ Accenture. As of 
22 March 2019:  
https://www.accenture.com/t00010101T000000Z__w__/gb-en/_acnmedia/PDF-83/Accenture-Cyber-
Threatscape-Report-2018.pdf#zoom=50 

Schwab, W. & M. Poujol. 2018. ‘The State of Industrial Cybersecurity 2018.’ Kapersky Lab. As of 22 March 
2019: https://ics.kaspersky.com/media/2018-Kaspersky-ICS-Whitepaper.pdf 

Sfakianakis, A., C. Douligeris, L. Marinos, M. Louernço & O.Rghimi. 2019. ‘ENISA Threat Landscape Report 2018 
15 Top Cyberthreats and Trends.’ ENISA (European Union Agency for Network and Information Security). As of 22 
March 2019:  
https://www.enisa.europa.eu/publications/enisa-threat-landscape-report-2018 

SonicWall. 2018. ‘2018 SonicWall Cyber Threat Report: Threat Intelligence, Industry Analysis and Cybersecurity 
Guidance for the Global Cyber Arms Race.’ As of 22 March 2019: 
https://cdn.sonicwall.com/sonicwall.com/media/pdfs/resources/2018-snwl-cyber-threat-report.pdf 
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The original work plan proposed by RAND Europe included an effort to conduct two or three interviews 
across each stakeholder group (i.e. Dutch and international stakeholders). However, given the breadth of 
prominent issues and research gaps identified through the desk research and literature review components, 
the study team increased the number of interviewees to better capture expert opinions. In total, 24 
interviews were conducted by the RAND study team. 

Table A.5 lists the 24 interviews that were conducted by the study team. The study team has respected the 
request of certain interviewees to be attributed by just their role and organisation and, in some cases, to be 
anonymised. 

Table A.5 Interviews conducted by study team 

 Name Role Organisation 

1 Max Smeets Research Fellow Stanford University 

2 Stefanie Frey Managing Director Deutor Cybersecurity 

3 Nina Kollars Associate Professor US Naval War College 

4 Ilia Kolochenko CEO High-Tech Bridge 

5 Dr Mark van Staalduinen Innovation Manager TNO Singapore 

6 Kenneth Geers Senior Fellow Atlantic Council 

7 Neil Walsh Chief of Cybercrime and Anti-
Money Laundering Section 

UN Office on Drugs and Crime 

8 Herbert Bos Professor Vrije Universiteit Amsterdam 

9 Martijn Van Hoogenhuyze Senior Account Manager Safety 
& Security 

InnovationQuarter 

10 Joris den Bruinen Adjunct Director The Hague Security Delta 

11 Aiko Pras Professor of Internet Security University of Twente 

12 Erik de Jong Chief Research Officer Fox-IT 

13 Xander van der Voort Managing Director vanderVoort Cyber Security 

14 Jaya Baloo CISO KPN 

15 Andre Smulders Strategic Advisor Cyber Security
  

TNO 

16 Paul Timmers Visiting Research Fellow University of Oxford 

17 Pieter Bindt Strategic Advisor  The Hague Centre for Strategic 
Studies 

18 Ronald Prins Private consultant Ronald Prins 

19 Remco Poortinga Team lead Security SURFnet 

20 Leon van der Eijk Cyber Security Specialist Ministry of Justice and Security 

21 (interviewee elected not to Commander NLD Defense Cyber Security Centre 
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disclose) 

22 (interviewee elected not to 
disclose) 

Chief Information Security Officer Rabobank 

23 (interviewee elected not to 
disclose) 

(interviewee elected not to 
disclose) 

(interviewee elected not to disclose) 

24 (interviewee elected not to 
disclose) 

(interviewee elected not to 
disclose) 

(interviewee elected not to disclose) 

A.3. Expert workshop 

An expert workshop was conducted to understand the current priorities in the operational, governmental, 
policy and academic realms. The participants represented RAND Europe, the NCTV and a diverse group 
of external experts, some of whom were also interviewed in the study. The workshop helped to challenge 
and validate the findings from the literature review, interviews and outputs of data synthesis.  

The RAND study team presented the emerging study findings and engaged participants through a scoring 
exercise and subsequent discussions. The intended output of the workshop was an assessed and prioritised 
list of cybersecurity research areas from the broader field of inquiry that is tailored to the NCTV’s remit. 
In so doing, the expert workshop was instrumental in enabling the development of the research questions 
featured in Chapter 4 of this report. 

A.3.1. Workshop scoring design 

In the workshop, participants were asked to score and discuss each of the topics using the criteria below. 
The topic briefs as well as an overview of the scoring exercise were circulated to participants in advance of 
the workshop and helped to frame and anchor the discussion. The full topic briefs are included in Annex 
B of this report. 

There were two break-out groups of six workshop participants and two RAND Europe facilitators in 
order to better enable comparison between scores and encourage discussion. Both sessions began with an 
individual scoring exercise, followed by a comparison with a neighbour, and finally, a discussion within 
the wider break-out group. Initial scores were marked in black pen, and if participants changed their mind 
at any point during their conversation in pairs or within the group, they were invited to mark any 
modifications in red pen. This iterative method allowed participants to revise their initial answer in light 
of the replies of other participants. However, the ultimate goal of the workshop was not consensus, 
considering that the divergences that were captured in the scoring and discussion provided an interesting 
tool for qualitative analysis. Finally, discussions from each respective group were compared in a plenary 
with all workshop participants. 

In Session 1 of the workshop, participants were asked to assess the topics on: 

 Their general prominence in the field, assessed in terms of being a: 
o Minor issue, risk or threat 
o Emerging issue, risk or threat 
o Significant issue, risk or threat 
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 The perceived level of understanding of the topic, assessed in terms of: 
o Low understanding 
o Emerging understanding 
o Established understanding 

In Session 2 of the workshop, participants were asked to consider the relevance of the topics in relation to 
the NCTV and the potential future research agenda. This entailed discussing and scoring the topics on 
their: 

 Relevance to the NCTV (low/medium/high) 

 Urgency for action (low/medium/high) 

When assessing the extent to which a topic is relevant to the NCTV, the questions that were answered by 
participants were: 

 Which of these prominent cybersecurity issues fall within the NCTV’s domain? 

 Which cybersecurity issues are included and excluded from the NCTV’s domain and why? 

Table A.6 features a list of all workshop attendees. 

Table A.6 Workshop attendees 

 Name Role Organisation 

1 Andre Smulders Strategic Advisor Cyber Security  TNO 

2 Erik Frinking Senior Research Fellow RAND Europe 

3 Erik Silfversten Senior Analyst RAND Europe 

4 John Stienen Senior Inspector Ministry of Justice and Security 

5 Marina Favaro Research assistant RAND Europe 

6 Matthijs R. Koot Senior Security Specialist Secura 

7 Michiel Leenaars Director Strategy NLnet 

8 Nathan Ryan Analyst RAND Europe 

9 Nicolas Castellon Project Manager dCypher 

10 Peter Zinn Innovation Liaison The Hague Security Delta 

11 Pieter Bindt Strategic Advisor  The Hague Centre for Strategic Studies 

12 Remco Poortinga Team lead Security SURFnet 

13 Ronald Prins Private consultant Ronald Prins 

14 Sergei Boeke Researcher University of Leiden 

15 N/a N/a NCTV 

16 Xander van der Voort Managing Director vanderVoort Cyber Security 
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A.3.2. Workshop scoring results 

In the workshop, participants were asked to score all 11 cybersecurity issues on their perceived 
prominence, urgency, understanding, and relevance to the NCTV. The figures featured in this section 
reveal the scoring outcomes for each criterion. However, this quantitative analysis is subject to some 
limitations. For instance, the sample size is limited to the 12 experts who participated in the workshop. 
Although the experts were representative of a range of backgrounds and experiences, the analysis cannot 
be regarded as a comprehensive overview of the perception of all stakeholders in the Dutch cybersecurity 
ecosystem.55 The qualitative summary of the workshop discussions featured in this section provides an 
important complement to the scores presented in this section and provides further context as to why 
certain issues scored the way they did.  

Prominence was scored first and the distribution of scores is shown in the spider diagram in Figure A.1. 
Prominence ultimately proved to be an essential criterion for determining the topics that were short-listed 
for consideration for Phase 2 of the project. Participants were given a degree of autonomy in defining the 
prominence of ‘minor’, ‘emerging’, and ‘significant’ topics, risks or threats, based on their own expertise 
and experience in the field. The topics that were perceived to be the most prominent – trust in 
information and data, critical infrastructure security, national cybersecurity governance, and supply chain 
security concerns – dominated much of the workshop discussion, as well as the shaded area in Figure A.1. 

Figure A.1 Visualisation of prominence criterion 

 

                                                      
55 One participant abstained from voting on cybercrime, resulting in a slightly smaller sample pool for this topic.  
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The scoring for the understanding criterion shows that, in the context of the workshop, general 
understanding is perceived to be quite low for all the cybersecurity issues. Even with issues that have been 
on the agenda for a long time, several participants expressed the sentiment that experts might understand 
a given issue, but on the broader societal level, understanding is low.  

Figure A.2 illustrates that general understanding of cybercrime adversaries and victims is relatively 
‘established’, which draws an interesting parallel to its scoring as an issue of relatively ‘minor’ prominence. 
In comparison, trust in information and data and supply chain security concerns are assessed to have a 
relatively ‘low’ understanding, which is concerning in light of their assessment as issues of ‘significant’ 
prominence. There is a weak correlation between prominent topics and those that are poorly understood. 
However, the relationship is not present for all topics (e.g. critical infrastructure security was considered 
prominent but associated with high levels of understanding). 

For both national cybersecurity governance and critical infrastructure security, it has already been noted 
that the majority of workshop participants have assessed understanding and awareness of these issues 
relatively highly, but in spite of that, they are still not being sufficiently addressed in the current Dutch 
system.  

Figure A.2 Visualisation of understanding criterion 

 
Overall, the urgency criterion shows most topics were considered ‘high’ and required action in the near 
future (e.g. 0–24 months). The topics considered most urgent were also significantly prominent topics. 
Trust in information and data, critical infrastructure security, and supply chain security concerns where 
considered urgent by workshop participants. Ranked low for urgency – and ‘minor’ in terms of 
prominence – are understanding cybercrime adversaries and victims and cybersecurity education and 
skills, which shows the strong relationships between prominence and urgency. 
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Figure A.3 Visualisation of urgency criterion 

 
Assessing the relevance of these topics to the NCTV was not always straightforward for workshop 
participants, some of whom were unfamiliar with the breadth of the agency’s mandate. Once the NCTV’s 
domain was clarified through engagement with the project team, workshop participants highlighted the 
importance of critical infrastructure security and national cybersecurity governance to the NCTV. 
Similarly, trust in information and data was considered highly relevant to the NCTV, along with supply 
chain security, as shown in Figure A.4. 
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Figure A.4 Visualisation of relevance to NCTV criterion 

 
Examining the criterion of ‘relevance to the NCTV’ in isolation reveals some interesting findings. 
Understanding cybercrime adversaries and victims and cybersecurity education and skills were not 
assessed to be highly relevant to the NCTV by the majority of workshop participants. Additionally, the 
economics of cybersecurity and their impact and trust in computing were ranked relatively low on this 
criterion as well. In many instances, the ownership for each of these issues is clear. For example, 
cybercrime is under the jurisdiction of the Ministry of Justice and Security, cybersecurity education and 
skills is the responsibility of the Ministry of Education and Ministry of Economic Affairs and economic 
considerations are the remit of the Ministry of Economic Affairs.56 However, the general sentiment of 
participants was that even if a given topic is not directly owned by the NCTV, it should still coordinate 
with other agencies to ensure that the topic is being addressed, or take action to stimulate more 
comprehensive coverage of the issue, as per the NCTV’s mandate. In the opinion of most workshop 
participants, the NCTV should maintain situational awareness over all topics, with increased attention on 
areas for which responsibility has not yet been delegated. 

                                                      
56 Notably, the cybersecurity issues as they were presented in their narrative summaries (included in Annex B) to 
workshop participants span several Dutch ministries. To use the economics of cybersecurity as an example, while the 
Ministry of Economic Affairs would be responsible for market rules, establishing a level playing field, product 
liability and verification and assurance, there are elements of cybersecurity with an economic dimension that would 
not necessarily be the sole responsibility of the Ministry of Economic Affairs. This further emphasises the necessity 
for the NCTV to act as a coordinator of cybersecurity in the Netherlands. 



RAND Europe 

70 
 

A.3.3. Key findings from workshop, by topic 

Following an individual scoring exercise, workshop participants shared their scores on a given topic’s 
prominence, understanding, urgency and relevance, first in pairs and then within the wider break-out 
group. Findings from both these discussions are captured below. For some topics, the discussion was more 
or less robust, usually in accordance with the perceived significance of the topic by workshop attendees. 

A.3.4. Trust in information and data 

Workshop discussions relating to this topic focused on the increasing societal reliance upon data and 
progressively autonomous analysis or decision-making aids, including technologies such as artificial 
intelligence, algorithms and machine learning. Many participants emphasised that it will be increasingly 
crucial to verify and assure data and emerging decision-making techniques to ensure that they are 
accurate and free from bias and prejudice. Information and communications systems are near-ubiquitous 
in all parts of society, and with the advent of readily available, low-cost and Internet-enabled Internet of 
Things (IoT) systems and devices, it is likely that the amount of data produced will significantly increase 
in the future. Simultaneously, in order to function, most aspects of contemporary society, including 
government services and democratic institutions, require access to – and the ability to – process this data. 

In addition to the concerns surrounding strengthening societal trust in the integrity of systems, the 
importance of trust in information and data emerged when participants discussed issues such as 
misinformation on social media, and sustained attacks upon trusted sources of information (e.g. 
traditional news outlets). This culminates in ‘truth decay’, which is characterised by an increasing 
disagreement about data and its interpretation; an increasingly blurred line between opinion and fact; an 
increase in the influence of opinion over fact and lower trust in formerly respected sources of factual 
information.57 

This topic received widespread support from workshop participants as high prominence, high urgency 
and low general understanding. While there is some degree of public familiarity with so-called ‘fake news’ 
or disinformation – given recent instances of alleged election interference and the calling into question of  
the applications of social media analytics across various platforms – it is unclear whether general 
understanding is sufficiently sophisticated to appreciate the complexity and scope of current and emerging 
data dependencies. Most workshop participants emphasised that the validity and trustworthiness of data 
generated and disseminated across modern society is also critical to good governance. This is particularly 
relevant considering the information supply chain complexities within the cyber domain, which are 
further explored in Section A.3.7. 

Addressing trust in data was a shared concern among all workshop participants, but was perceived as 
challenging due to the difficulties of preserving trust in a dynamic cyber ecosystem. Many participants 
emphasised that while the security of one component can be assured in isolation, adding more 
components will complicate the structure and raise questions pertaining to the integrity and trust of the 
system as a whole. Assurance was highlighted as absolutely necessary in this regard, but some participants 
were unclear whether certification can be sufficient to guarantee and maintain an adequate degree of trust.  
                                                      
57 Kavanagh & Rich (2018). 
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A.3.5. Critical infrastructure security 

Critical infrastructure encompasses those services without which society cannot function, and the loss 
of which might entail major societal disruptions and potential national crises.  For this reason, it is 
generally perceived as one of the pillars of national cybersecurity. Recent trends to Internet-enable certain 
parts of critical infrastructure and the adoption of new or emerging technologies or solutions (e.g. 
automation, virtualisation, cloud services, AI, etc.) are presenting significant security challenges. The 
complex technology interdependencies and the high degree of compliance and operational requirements 
in these critical sectors make it challenging to understand, evaluate and mitigate current and emerging 
security risks. As these critical sectors facilitate important economic and societal functions, they 
automatically form an interconnected foundation for crucial systems worldwide.58 For these reasons, 
critical infrastructure protection has been a long-standing item on the cybersecurity agenda both in the 
Netherlands and beyond. However, its prominence, urgency and relevance to the NCTV were still scored 
highly by many workshop participants. In particular, critical infrastructure security received the 
highest scoring of all 11 topics on the grounds of its relevance to the NCTV.  

In the discussion, it emerged that the perceived low-to-emerging understanding and high relevance to the 
NCTV is indicative of the disparity between different types of knowledge held by different players in the 
process. For example, some workshop participants emphasised that operational technology (OT) – which 
is widely used to secure refineries, power plants, and nuclear plants, to list a few examples – is often left 
out of the academic discourse surrounding critical infrastructure, whereas it is a primary concern for 
practitioners. Some of the weaker links in the cybersecurity chain include programmable logic controllers 
(PLCs) and remote terminal units (RTUs), which interface with physical objects to control or supervise 
systems. These weaker links have long lifespans and are thus likely to be legacy technology.59 Furthermore, 
when designing such devices the manufacturers were not necessarily prioritising cybersecurity or 
anticipating the future cyber threat environment. Granular OT issues are one example of a crucial 
infrastructure security issue that is well-understood by one stakeholder group, but not fully acknowledged 
by another stakeholder group. This knowledge discrepancy has the potential to translate into an unclear 
or incomplete allocation of roles and responsibilities. Moreover, this more granular view of critical 
infrastructure emphasises that there are different levels of maturity within critical infrastructure systems. 
Some workshop participants highlighted the importance of measuring and understanding these systemic 
discrepancies through, for example, the development of capacity-building models. 

A.3.6. National cybersecurity governance 

The total dependency on ICTs across society poses a challenge for governments in terms of how to 
organise the governance of cybersecurity most effectively and most efficiently at a national level. 
Cybersecurity is a wide field that touches most aspects of society, meaning that governments must be able 
to anticipate, detect, mitigate and prevent a wide range of cybersecurity incidents and attacks, as well as 
                                                      
58 Tiirmaa-Klaar (2016). 
59 ‘Legacy technology’ refers here to old methods, technologies, systems or application programs that are outdated 
yet still in use. Applied to the computing context, legacy systems may refer to systems, programming languages or 
application software that are used instead of available upgraded versions. 
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coordinate these efforts between the public and private sectors. The governance of cybersecurity is 
particularly important from a civil protection and national security perspective in the event of a significant 
incident or crisis. Although crisis management extends beyond the cyber domain, and many parts of 
society have tried-and-tested practices for crisis management, they may not fully appreciate the complexity 
in responding to a cybersecurity-related crisis.  

Some participants emphasised that cybersecurity is increasingly being understood as a political or 
governance problem. The Netherlands has traditionally had a consensus-based decision-making model, 
which ascribes to the polder model (Dutch: poldermodel). In the workshop, the polder model was 
described as a recognition and acceptance of pluriformity and a willingness to cooperate despite 
differences. In the cyber domain, this has translated into a lack of a clear command structure, central 
mandate and clarity of role-assignment. Rather than being a formal model, it is a philosophy that guides 
the Dutch system. In the opinion of workshop participants, shared responsibility has resulted in 
fragmentation, which is further exacerbated by competing agendas from different governmental agencies. 
Under this system, the NCTV monitors in accordance with the Dutch concept of system responsibility.60 
Many participants suggested that a different governance structure might make the Netherlands more 
resilient to cybersecurity concerns considering that unclear roles and responsibilities, inconsistencies in 
language, ineffective organisational structures and insufficient legal mandates have the potential to 
jeopardise national security. 

Similarly to critical infrastructure protection, governance is a key feature of the NCTV agenda. The fact 
that prominence, urgency and relevance of this topic were all assessed highly by workshop participants 
indicates that it is crucial to reiterate what system responsibility means to the NCTV, and where the 
organisation fits into the broader governance arena. Although most workshop participants felt that the 
cybersecurity governance structure needs tightening in the Netherlands, one participant presented a 
counter-argument, pointing out that this issue has received sustained focus for decades. In their opinion, 
if solutions have not already been found, the pursuit of further research in this area would be 
questionable. The participant wondered whether a seamless governance structure is achievable, and 
instead expectation management and improved coordination on the ground might be more realistic. 
However, most participants agreed that the changing ICT landscape raised a need to reiterate governance. 

What arose from the workshop discussion is that cybersecurity governance from a national security 
perspective is prioritised by states and actors. However, this prioritisation does not necessarily translate 
into an effective governance model. Participants emphasise that the way the system is currently governed 
does not fully account for the components in the system, thus creating a disparity between the structure 
and constituent parts therein. In the workshop, some of the initial proposals to augment the Dutch 

                                                      
60 The Ministry of the Interior and Kingdom Relations defines system responsibility as: ‘[…] the responsibility of a 
Minister about the proper functioning of the system as a whole, the responsibility for the outcomes of the system lies 
with other actors.’ The department further states that to ensure system responsibility the minister assumes four tasks. 
(1) By checking and monitoring whether the actors comply with the conditions within the system. (2) Within this 
framework, the state sets standards for the framework by regulating. (3) It supports processes of the executive and 
(responsible) actors. (4) When the administrative system is unstable, the minister can intervene. Source: Raad voor 
Volksgezondheid en Samenleving (2016). 
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cybersecurity governance model were evaluations of current capabilities, skills and functional areas in 
order to identify areas for improvement, as well as strategies and roadmaps to bring ideas from the 
research agenda into practice. Participants wondered whether an ideal governance structure and total 
systemic consistency are even achievable in practice.  

A.3.7. Supply chain security concerns 

Cyber supply-chain risk management demands an interdisciplinary approach to assess and mitigate risks 
across the end-to-end processes – including design, development, production, integration and deployment 
– that constitute digital supply chains. In a world of increasingly connected and interdependent supply 
chains, there is a need to identify and mitigate risks of relying on foreign technology companies, 
exercise cybersecurity export controls, take seriously claims of cyber-colonialism and foster the growth 
of indigenous cybersecurity capabilities. Increasing complexity and emerging technologies make it 
difficult to assess, verify and assure the cybersecurity of all components and systems that make up the 
supply chain. 

The cyber supply chain includes both technical and non-technical components. As a result, this topic 
touches upon many facets from other topics, including key infrastructure developments (e.g. 5G 
infrastructure deployment). Furthermore, the wide range of supply chain security concerns includes 
aspects of verification and assurance and trust in computing. As a result, within the workshop, supply 
chain security was envisioned holistically; in some ways, it links issues surrounding trust and critical 
infrastructure. While supply chain security scored highly on prominence and urgency, it scored quite low 
on relevance to the NCTV, which raises questions concerning whose responsibility it is, if not the 
NCTV’s. 

A car analogy was made by a workshop participant, in order to demonstrate that IT systems do not act 
like physical systems. Assessing whether a vehicle is secure is a solely physical undertaking; for example, 
testing the breaks. However, when it comes to cybersecurity, the model is always an abstraction of the real 
system. This technical approach is the more traditional way of understanding supply chain issues, but it 
would be remiss to solely regard physical supply chains, at the expense of information supply chains. An 
example that highlights the importance of information supply chains is the cybersecurity of air traffic 
management, whereby instead of building the system itself, states outsource their aerospace situational 
awareness radar systems. One participant highlighted that in the process of outsourcing, an unavoidable 
knowledge transfer occurs. In these instances, oversight over the information supply chain becomes 
increasingly blurred with each level of abstraction, which raises questions surrounding how a government 
can support outsourcing while maintaining responsibility for the functioning of the system and ensuring 
some degree of data clarity. 

Considering supply chains at the computing level also raises questions surrounding assurance. Again, 
there are concerns surrounding the composition of systems where the parts are assured, but the security of 
the whole is uncertain. In these instances, the ‘freedom to tinker’ might guarantee a higher level of trust in 
computing, which was pointed out by one participant. Increasingly, the overlap and interaction between 
cyber and physical systems and domains constitutes a crucial security nexus, reaching its apex with the 
Internet of Things (IoT) – items that involve so-called ‘cyber-physical systems’. 
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Finally, some participants expressed the opinion that there are insufficient incentives from industry to 
develop proprietary methods for supply chain security. Supply chain security can be understood as 
antithetical to the grain of commercial operations, in some instances. This indicates a difference between 
security broadly conceived and security from a national security perspective. The issue is magnified by 
challenges associated with implementing basic cybersecurity knowledge. 

A.3.8. Understanding cybersecurity from a national security perspective 

From a policy perspective, and particularly a national-security policy perspective, the difficulties with 
addressing cybersecurity’s complexity and poor definition means that few successful policy 
interventions are identifiable, while many failed policy interventions are allowed to persist over time. 
Considering that the field of cybersecurity represents a substantial body of work that spans the technical, 
social, political and economic domains, the degree to which it is understood will inform national security. 

There was no consensus on how this topic should be scored according to the four criteria (prominence, 
understanding, urgency and relevance); stakeholders scored this topic quite differently, resulting in 
discord in the scores for each criterion. Nevertheless, some initial findings can be drawn out. Over half the 
participants scored this issue as ‘significant’ in prominence and ‘low’ for understanding. In the opinion of 
one workshop participant, national security is semantically overloaded. This, coupled with the requisite 
degree of obfuscation in order to guarantee public safety, means that general understanding of this 
particular topic is quite low. Furthermore, some participants highlighted that this topic has been on the 
agenda for decades. They point out that if solutions have not already been found, what might be the 
additional benefit of the NCTV investing more resources into this area? An associated question that arose 
within the discussion is: what is the expectation of the NCTV’s ability to solve this problem? In other 
words, some participants questioned the extent to which comprehensive and absolute cybersecurity is fully 
achievable on a national level. Moreover, it was ranked among the top three topics for its relevance to the 
NCTV. Setting aside the governance issues that are inherent in the Dutch system, one participant made 
the point that if the experts gathered for this workshop could not internally generate solutions then who 
might be well-suited to this challenge? Ultimately, some participants did not see this as an eligible research 
question, instead highlighting that it is something that merits consideration on the coordination level. 

A.3.9. Trust in computing 

Technological developments have fundamentally changed the ways in which society functions. Embedded 
computer systems are ubiquitous – they can be found in fridges, security cameras and medical devices – 
and many of these are connected to the Internet. This presents a risk that these computing systems will 
have real-world consequences in the case of a virtual incident or attack. There is therefore a significant 
need to ensure that there are appropriate mechanisms to test, certify, verify and assure that systems 

used across all aspects of society are secure and perform as expected – and continue to do so 
throughout their lifecycle. This topic emerged in the middle of the group on almost all criteria. 

In the discussion, some workshop participants used colourful analogies to illustrate that the difficulties in 
establishing trust in computing are innumerable and compounding. Moreover, most workshop 
participants emphasised that the computing level reveals a composition of systems where parts are assured, 
but the sum of its parts are not so secure. ‘Trust in computing’ provides an interesting comparison with 
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the ‘understanding cybersecurity from a national security perspective’ topic; whereas the former is focused 
on security, the latter is more focused on security from the national security perspective. In the discussion, 
it emerged that whereas one break-out group was speaking about trust in computing, the other was more 
focused on trusted computing. The distinction between these two terms is noteworthy; trusted computing 
has a more specialised meaning. With trust in computing, the computer will consistently behave in 
expected ways, and those behaviours will be enforced by loading the hardware with a unique encryption 
key inaccessible to the rest of the system.61 This has been noted and understood as a limitation of the 
scoring system. In this context, one participant emphasised the criticality of the ‘freedom to tinker’. The 
participant asked: why would you trust your computer when it is not legal to deconstruct and ‘tinker’ 
with it? The counter argument, offered by another participant, was that the freedom for users to 
deconstruct and ‘tinker with’ their autonomous vehicle would create system vulnerabilities that could 
result in casualties. This emphasises some critical issues that bear examination within the overlap between 
cyber and physical systems.  

A.3.10. Human aspects of cybersecurity 

There is a range of human behaviours in cyberspace that compromise systems and render security 

protocols ineffective. Humans are continually a source of weakness for secure information systems, given 
that individual behaviours can lead to insecure activities (e.g. password re-use) and are vulnerable to social 
engineering attacks (e.g. phishing, impersonation, shoulder-surfing, etc.). The human aspects of 
cybersecurity are not clear or well-understood. The study of cyber-psychology and human aspects could 

help engineers and system designers to better understand the habits and behaviours of end-users in 
order to better secure systems. 

This criterion was ranked by all participants as either ‘emerging’ or ‘significant’ vis-à-vis its prominence; 
however, the human aspects of cybersecurity were not seen by most participants to be high urgency or 
highly relevant to the NCTV. When it comes to the human aspects of cybersecurity, one concern of 
participants is that the public and policymakers do not fully understand the severity of the issue, because 
there is a real resistance to publicising the success rates of social engineering attacks. Instead, some 
participants believed that the data concerning the success rates of these attacks is being swept under the 
rug because it is determined to be too sensitive. Embedded within the relatively low understanding of this 
topic are issues of transparency and data management, including disclosure laws. 

In the discussion, a workshop participant alluded to a recent study that found spear-phishing emails to be 
opened in 70 per cent of the cases, compared to just 3 per cent for mass spam emails.62 Further, 50 per 
cent of recipients who open spear-phishing emails also click on enclosed links, which is ten times the rate 
for mass mailings. For one thing, this indicates a serious weak link in the chain, which many connected to 
the challenges associated with implementing basic cybersecurity arrangements. Secondly, this indicates 
that the economics of cybercrime in this instance are very favourable for cyber criminals, for whom the 
average return from each spear phishing victim is 40 times that of phishing – although the cost of spear 

                                                      
61 Mitchell (2005). 
62 FireEye Inc. (2012). 
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phishing is also 20 times more per individual targeted.63 The ‘human aspects of cybersecurity’ topic 
evidently transcends various other cybersecurity issues as they have been framed in this study. 

A.3.11. The economics of cybersecurity and their impact 

Cybersecurity failures can be caused by bad design, failure to implement appropriate cybersecurity 
arrangements, or human error. However, in many situations the underlying cause for security failure is 

actually bad incentives. The economics of cybersecurity are characterised by a set of economic theories, 
including tragedy of the commons, network effects, externalities, asymmetric information and adverse 
selection, liability dumping and moral hazard, among others. In the perspective of one workshop 
participant, the economics also determines whether risk analysis is conducted and which solutions are 
operationalised, as well as the extent to which these solutions are operationalised.  

Against almost all criteria, the economics of cybersecurity and their impact emerged in the middle-to-low 
range, relative to other topics. For one participant, while they regard the economics of cybersecurity as 
prominent, they assessed that the market will dictate this and no amount of research will change the 
nature of the issue, so it should not necessarily be on the NCTV’s research agenda. In their perspective, it 
is clear what the issue is, but it is unclear how – or if – it can be fixed.  

One participant pointed out that a huge portion of IoT central processors (CPUs) should not be on the 
market, because they are insecure. CPUs are arguably the most important component of any computing 
device. Evidently, vulnerabilities therein compromise the security of both the device and the 
interconnected ecosystem that typifies the Internet of Things. However, the economic barriers to taking 
these off the market have resulted in the community regarding them as an unchangeable systemic 
vulnerability. This speaks to a broader trend whereby some participants believe that among experts, it is 
well understood what is wrong with IT systems, but for commercial reasons, this will not lead to change. 

A more optimistic outlook on this otherwise bleak prognosis was provided by another participant, who 
regarded the so-called ‘facts of life’ in cybersecurity as constantly in flux. Even when economic barriers 
dictate that something is an established fact within cybersecurity, disruptive technologies can come along 
and change the power balance, which results in a changed policy and technology landscape. 

A.3.12. Cybersecurity education and skills 

Cybersecurity cannot be achieved without having access to appropriate levels of suitably qualified and 

experienced cybersecurity professionals. The perceived substantial lack of qualified personnel to be able 
to meet current and future cybersecurity challenges poses a significant challenge in the field, and one that 
is anticipated to compound with time. The development of the cybersecurity supply pipeline is a long-

term investment and training and education of cyber professionals can take years, increasing the need for 
near-term action informed by clear evidence-based policymaking. In the opinion of most participants, 
it is in the best interests of the NCTV to care about skills. While it is not their direct mandate, it will 
indubitably affect them. 

                                                      
63 FireEye Inc. (2012). 
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In the opinions of many workshop participants, both the lack of skills in cybersecurity and the need to 
connect cybersecurity with other domains are increasing. This raises the question: How do you co-
engineer cybersecurity with functional security measures? On this point, workshop participants 
emphasised the necessity of educating both the operational workforce and policy users. This would dictate 
the extent to which both stakeholder groups would have the same knowledge and be speaking the same 
language, so to speak. 

Cybersecurity education and skills was scored by many participants as relatively well-understood, 
‘emerging’ in terms of its prominence, and not highly relevant to the NCTV. Amongst the wide range of 
publications on this topic, participants specifically pointed to a recent TNO report on cyber skills and 
competencies in the Netherlands.64 This report specifically focuses on Computer Security Incident 
Response Teams (CSIRTs), who play an important role in protecting companies against cyber-attacks. 
The proper training of CSIRTs has the potential to increase the resilience of companies to cyber-attacks, 
considering the role that CSIRTs play in recovery (as well as in many other issues, such as prevention and 
fall-back).  

A.3.13. Challenges associated with implementing basic cybersecurity arrangements 

Organisations continue to struggle to defend themselves from incidents and attacks by implementing 

basic and effective cybersecurity controls. Simple measures such as regularly patching systems, 
application whitelisting and implementing email authentication policies reduce the effectiveness and 
likelihood of successful phishing attacks, ransomware and data breaches. However, in both the public and 
private sector, large-scale cyber incidents continue to occur due to failures in the implementation of 
appropriate cybersecurity arrangements. It is necessary to have a well-developed understanding of why 
organisations find it challenging or fail to implement basic cybersecurity arrangements (e.g. due to a lack 
of funding, knowledge, human resources or missing incentives, etc.). 

Workshop participants emphasise that the challenges with implementing basic cybersecurity arrangements 
differ depending on which level of analysis is under consideration. The challenges associated with 
individuals are different from that of organisations, which vary depending on whether they are a small- or 
medium-sized enterprise or a larger organisation. 

In the eyes of many workshop participants, risk management has been largely seen as a failure. One 
participant in particular emphasised that there are two approaches to risk management. The first approach 
asks: what could go wrong? Whereas the second approach asks: what are the objectives and what is the 
level of certainty that someone has of achieving those objectives? Overall, both approaches oversimply risk 
management and reduce it to risk identification. In the opinion of many workshop participants, the more 
cyber-savvy the general public is, the more resilient the nation will be to cyber-attack. Thus, a basic 
understanding of cyber hygiene ought to be a responsibility of the NCTV, in the opinion of many 
participants. One participant suggests that it might be a good idea to drill a wide-reaching cyber-attack, 
because stress-testing the infrastructure as it stands will force people to think about what they do not 
know. 

                                                      
64 Huis et al. (2017). 
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A.3.14. Understanding cybercrime adversaries and victims 

The field of cybercrime is continuously evolving and the commodification of cybercrime tools, new 

technologies and increased avenues for exploitation – including the increased number of Internet-
connected devices – pose current and emerging challenges. Cybercriminals are primarily motivated by 
financial gain and cryptocurrencies further enable the near-anonymous exchange of value. To enable 
appropriate prevention, detection, mitigation, investigation and prosecution of all types of cybercrime-
enabled and cyber-dependent crime, law enforcement and the judiciary need to be able to understand 
the pathways into cybercrime and to identify deterrents and interventions to prevent individuals 

from entering into, or escalating, their cyber offending behaviour. 

Amongst workshop participants, this topic emerged quite clearly as low prominence, medium-to-high 
levels of understanding and not very relevant to the NCTV research agenda. Furthermore, most workshop 
participants believe that understanding cybercrime adversaries and victims is not urgent. By and large, 
they find this topic well-documented and assess further research as unnecessary. One aspect of cybercrime 
that was picked up by participants as meriting further attention and investment is active defence. Many 
participants believe that there is merit in pre-emptive hacking, but it is not clear that this would fall 
within the NCTV research agenda, though the NCTV should have oversight of this activity as part of 
their remit as national coordinator. 
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Annex B. Topic briefs 

The 11 narrative summaries that are included hereafter were circulated to workshop participants in 
advance of the expert workshop and were designed to illustrate and highlight the core issues within each 

topic. They were used to conceptualise what the topic is and what challenges may be associated with 

it. The narrative summaries are not intended to be thorough explorations or explanations of the entire 
topic area. Rather, they invited thoughts and comments on particular aspects of any topic that 
participants perceive as particularly prominent or relevant to the study. 

Each topic summary is also accompanied by a taxonomy table that indicates which part of the 
cybersecurity field the topic is most related to (darker orange colours) and which part of the field that the 
topic has secondary connections to (pale orange colours). 
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In contrast, the state-of-the-art programme of work for planning a future NCTV research agenda has 
been conceptualised through an actor-centric analytical framework. This framework is focused on three 
aspects: the will, capacity and opportunity for an actor to pursue a particular course of action. These 
three aspects may be either intrinsic (i.e. belonging to the actor) or extrinsic (i.e. a product of the actor’s 
environment). The approach seeks to encompass the behaviour of individuals, organisations, states and 
other broader movements that constitute a (potential) threat, and also the behaviour of the actors that 
potentially respond to the threat.  

As the NCTV focuses on responding to threats to national security, the determinants and possible 
influencing factors of desirable and undesirable behaviour are central to this approach. In a government 
policy context, possible policy levers to influence behaviour usually take either a positive approach (i.e. 
incentives to pursue certain behaviour) or a negative approach (i.e. incentives to not pursue certain 
behaviour, or deprivation of opportunities to pursue certain behaviour).  

The NCTV’s aspiration is that a focus on behavioural choices should make it easier to translate policy 
questions into research questions, and also to translate the results of scientific research back into the 
policy-making domain, leading to possible policy decisions for further action. The aim of the conceptual 
framework is therefore to bridge the divide between the NCTV’s conceptual triangle of interests, threats 
and resilience, and the emerging focus on behaviour. The following section discusses the strengths and 
weaknesses of the two conceptual approaches and how the results of this study can be seen through an 
actor-centric approach. 

A1.2 Linking the results of the cybersecurity state-of-the-art review and the 
focus on behaviour 

As part of the preparatory work for the state-of-the-art study, the NCTV developed three questions that 
could be used to explore the suitability of the actor-centric approach in light of the results of the state-of-
the-art review: 

1) What are the trends in relation to the nature, extent and severity (i.e. impact in combination with 
resistance) of current and potential cyber threats? 

2) What are the costs and benefits (including side effects and adverse effects) of the methods, 
techniques and technologies that effectively and efficiently prevent or react to cyber threats, in 
order to reduce damage or suffering? These calculations should distinguish the different threats at 
the micro-, meso- and macro-level. 

3) What capabilities are required and available for government and society (including citizens, 
businesses and other organisations) to respond to cyber threats?  

The state-of-the-art review ultimately identified four cybersecurity areas for the NCTV to consider for 
further research or action: 1. Cybersecurity governance from a national security perspective, 2. Trust in 
information and data, 3. Critical infrastructure security, and 4. Supply chain security. None of the four 
areas are predominantly actor- or threat-centric, but rather describe areas where perceived vulnerabilities 
or lack of knowledge present significant risk or opportunities for adversaries or other actors to exploit 



Cybersecurity – A State-of-the-art Review 

c 

vulnerabilities or weaknesses. Within the context of this study, it seems that the cybersecurity community 
at large is less focused on actors and perhaps more concerned with how cybersecurity can be strengthened. 
Nevertheless, the results of the state-of-the-art review and the research questions developed for Phase 2 
can be made compatible with the three NCTV questions above. As seen in Table A1.1, it is clear that 
there is convergence between the actor-centric approach and the Phase 2 research questions proposed in 
this study (see Chapter 4 and Table 4.1).  

Table A1.1 Linking the actor-centric approach to the proposed Phase 2 research questions 

1) What are the trends in 
relation to the nature, 
extent and severity of 
current and potential cyber 
threats? 

2) What are the costs and benefits of the 
methods, techniques and technologies that 
effectively and efficiently prevent or react 
to cyber threats, in order to reduce 
damage or suffering?  

3) What capabilities are 
required and available 
for government and 
society to respond to 
cyber threats? 

3.1 What is the interplay 
between legacy technologies 
and new technologies that 
creates more systemic 
complexities and dynamic 
threats to CI? 

1.3 What lessons can be identified through 
international comparisons of cybersecurity 
national governance models? 

1.1 How are efficiency and 
effectiveness of national 
governance systems 
measured for cybersecurity 
policymaking? 

4.1 What are the most 
prominent supply chain issues, 
risks and challenges in the 
Netherlands? 

2.1 How can emerging decision-making 
techniques (e.g. algorithms, machine learning 
and AI applications) be verified and assured to 
ensure they are accurate and without bias and 
prejudice? 

1.2 What capabilities and 
skills are required across 
stakeholders and across 
functions (e.g. intelligence, 
operations, coordination, 
command and control, 
training, etc.) to ensure 
cybersecurity? 

4.2 What is the scope and 
nature of current levels of 
dependencies on foreign 
supply of ICT in the 
Netherlands? 

2.3 How can trust in information and data be 
maintained across the information supply 
chain? 

1.4 How can the current 
model of governance and 
current cybersecurity 
initiatives be aligned and 
improved? 

 3.2 How can current levels of cybersecurity 
maturity within critical infrastructure sector be 
measured and understood? 

2.2 How can societal trust in 
information and data be 
understood and 
strengthened? 

 3.3 What can be done to improve security of 
operational technology deployed in critical 
sectors? 

 

 4.3 How can cyber resilience be built into the 
supply chain? 
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Table A1.1 shows that all of the research questions identified for Phase 2 can be accommodated under 
one of the NCTV’s three preliminary questions, illustrating the feasibility of the actor-centric approach. 
As illustrated in the table, the research questions identified for Phase 2 can be broadly categorised into 
three groups: 

1) Research questions focused on exploring and improving the understanding of current and 
emerging threats (i.e. related to NCTV question 1). 

2) Research questions focused on exploring and improving the understanding of available or 
emerging methods, techniques and technologies to effectively and efficiently prevent or react to 
cyber threats, as well as their associated costs and benefits (i.e. related to NCTV question 2). 

3) Research questions focused on improving the understanding or strengthening the capabilities 
required to respond to cyber threats (i.e. related to NCTV question 3). 

There are, however, important nuances to be mindful of in the pursuit of an actor-centric approach. The 
actor-centric approach permits a more flexible conceptualisation of actors as individuals, organisations, 
states and others, both in a threat and threat-response capacity. This wider conceptualisation of actors is 
key in further understanding behaviour, and in identifying possible policy levers to influence behaviour so 
that the desired behavioural outcomes can be achieved. Cybersecurity is a complex domain that reaches 
most parts of society. Whilst most societal actors in the broad sense may be required to perform certain 
functions or roles to achieve security, it is currently not always clear who is supposed to do what and why.  

The relationship between an actor and their capacity or resources is also an important consideration. The 
cybersecurity domain is prone to asymmetric effects where a low-capability or low-resource actor may be 
able to exert significant damage through simple means. Cybersecurity capabilities are often unknown, or 
relatively quick to acquire, until the point of exploitation making it challenging to accurately assess an 
actor’s true capability. Previous research has shown that exploits to previously unknown so-called zero-day 
vulnerabilities can appear and be exploited within days, thereby enabling a capacity that was previously 
unknown or possibly not planned for.65 Furthermore, cybersecurity actors are often unknown, which 
makes a behavioural approach – and the identification of influencing behaviours – difficult. If we do not 
know who the actor is, it is also likely that we do not know their reason for acting or their capabilities. 
This perhaps calls for a stronger emphasis on resilience rather than on threats in the cybersecurity domain 
– instead of focusing on only reducing threats, which may be unknown, emphasis should be placed on 
strengthening system resilience and the ability to recover or maintain operations in the case of an incident. 
If the NCTV pursues an actor-centric approach, it is therefore important to be mindful of the role of 
resilience in relation to cybersecurity.  

Strengthening resilience also extends to the ‘opportunity’ aspect of the actor-centric framework, where 
improving resilience could reduce the opportunities for exploitation or realisation of threats. In a 
cybersecurity context, this could refer to reducing the threat surface, patching vulnerabilities or developing 
more secure applications or services. An actor-centric approach that also considers actors who respond to 
threats would be particularly helpful in this regard, as it would be necessary to understand the behaviour 

                                                      
65 Silfversten et al. (2018). 
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of system developers, operators and owners in order to be able to positively influence behaviour through 
policymaking.  

The actor-centric approach also covers, to a certain extent, threats and vulnerabilities present in the 
system. It is less clear how the approach deals with risks or threats that are not necessarily manifested by 
an actor or not directly aimed at Dutch interests. As shown in this state-of-the-art review, the complex 
and interconnected nature of cybersecurity increases the risk of cascading or spill-over effects. Dutch 
cybersecurity resilience or other Dutch national security interests may be negatively affected by a 
cybersecurity incident or attack happening elsewhere. This could partly be addressed by increasing 
resilience, but it would be necessary to understand and appreciate the risks these types of effects and 
incidents could pose to the Netherlands. 

In conclusion, the research questions proposed for Phase 2 illustrate the need for extending the analysis to 
include both threat actors and actors involved in addressing threats and risks, as well as increasing the 
overall levels of resilience. The policy challenges associated with each of the four topics also share several 
similarities:  

1. First, there is a need to properly understand the nature of the problem at hand and its associated 
vulnerabilities, risks and threats. All of the four areas were perceived to have relatively low levels 
of understanding, despite their apparent familiarity at first glance.  

2. Second, there is a need to understand who is involved in the topic – including from both a threat 
and threat-response perspective.  

3. Third, an understanding of the possible mechanisms to address the topic needs to be developed. 
These may be unknown, where new mechanisms have to be identified, or known, where they 
have been implemented ineffectively, or not at all. In the latter case, understanding what 
behaviour is taking place and why will help the understanding of how this behaviour could be 
influenced to achieve the desired outcomes. 

It is therefore feasible that all four topics identified through the state-of-the-art review could be addressed 
through an actor-centric approach. However, a large part of the research that is carried out in relation to 
how governments can influence behaviour in cyberspace or influence the behaviour within the 
cybersecurity ecosystem were not perceived by many expert workshop participants as particularly 
important or relevant to the NCTV in this study. This type of research was featured most prominently in 
the ‘Understanding cybersecurity from a national security perspective’, ‘Economics of cybersecurity’ and 
‘Human aspects of cybersecurity’ topics, where the former focuses on influencing state behaviour and the 
two latter topics focus on organisational and individual behaviour.  

However, experts consulted as part of this study were mostly practitioners or researchers rather than 
policymakers. This may have led the expert workshop discussions to focus on challenges and problems, 
rather than possible policy levers that could be used to influence behaviour. This lack of emphasis on 
behaviour and policy levers could also be due to a lack of knowledge or understanding amongst the 
cybersecurity experts of how evidence-based policymaking can be used to address these types of 
challenges, particularly from a behavioural perspective. Further work may therefore be required to ensure 
that all stakeholders in the cybersecurity domain appreciate both the technical and behavioural aspects of 
cybersecurity and the links between them. 


