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Executive Summary 
 

On a regular basis  we read in the news about cyber attacks on critical infrastructures, 

such  as power  plants. Such infrastructures rely on so-called Industrial Control Sys- 

tems  (ICS) / Supervisory Control And Data Acquisition (SCADA) networks. By hacking 

the  devices in such  systems and  networks, attackers may take  over the  control of 

critical infrastructures, with potentially devastating consequences. 
 

This report focusses on critical  infrastructures in the  Netherlands and  investigates 

three main  questions: 1) How many ICS/SCADA devices located in the  Netherlands 

can be easily found by potential attackers?, 2) How many  of these devices are  vul- 

nerable to cyber attacks?, and  3) What measures should be taken to prevent these 

devices from being  hacked? 
 

The approach starts with a literature study  to determine which ICS/SCADA protocols 

exist  and  which  TCP/UDP ports are  used by these protocols (see  Chapter  2). The 

result of this  literature study  is a list  of 39 protocols, which  serves  as  input  to  a 

dedicated search engine (Shodan). The search revealed  that,  after  being  queried, 

almost seventy-thousand systems respond in one way or another. Of these systems 

only  a  fraction are  real  ICS/SCADA  devices,  the  rest  are  normal PCs, IoT devices 

etc.. To distinguish between both  kind of systems, two lists  were  created. The first 

uniquely identifies a system as  being  an  ICS/SCADA device  (positive),  the  second 

as a non-ICS/SCADA device  (negative).  In total  nearly  thousand ICS/SCADA devices 

were found  (see  Chapter 3). To determine whether such  ICS/SCADA device  is prone 

to known vulnerabilities and to determine the severity  of these vulnerabilities, their 

device signatures were compared to two well known vulnerability datasets (ICS-CERT 

and NVD, see  Chapter 4). Finally, recommendations are provided to limit the discov- 

erability and  vulnerability of ICS/SCADA devices (see  Chapter  5). 
 

The main conclusions are that a) tools like Shodan (see Chapter 2) make it extremely 

easy for potential attackers to find ICS/SCADA devices, b) at least one thousand (989) 

ICS/SCADA devices in the Netherlands are exposed on the Internet (see Chapter 3), 

c) around sixty of these devices have  multiple vulnerabilities with a high severity 

level (see  Chapter  4) and  d) that  several well-known and  relatively  easy  to deploy 

measures exist that  help  to improve  the  security of these ICS/SCADA devices (see 

Chapter  5). . 
 

The goal  of this  study  was to detect vulnerable ICS/SCADA devices in the  Nether- 

lands and  to propose measures to prevent these devices from being  hacked. 

At one  hand the  number of vulnerable devices seems high and  worrying, since  in 

theory  the  impact  of already a single  hacked device  may be  high (like a lock gate 

or even  power  plant  failure).  In addition, the  numbers of 989 and  60 mentioned 

above  must  be seen as lower bounds, since  this  study  was limited  to only (a) IPv4 

addresses, (b) relative straightforward search methods (that  can  already be  used 

by script  kiddies),  and  (c) well-known vulnerabilities. Professional hackers, such  as 

those working for nation states, are  certainly able  to find  more  devices and  hack 

these using zero-day exploits. 

On the  other hand,  this  study  did not  investigate how the  detected devices are  be- 

ing used,  nor  the  real impact  that  a hack  of one  of these devices would  have.  It is 

certainly possible that  all critical  infrastructures in the  Netherlands are  secure, and 

that  the devices found  in this study  are not or no longer  connected to a critical 

infrastructure. Therefore we recommend that  the  results of this  study  are  shared 

with the critical infrastructure providers, and  that  further study  is performed to bet- 

ter understand the  real  impact  that  attacks would have. Finally discussions should 

start whether it is time  to establish a dedicated Trusted  and  Resilient  network for 

the critical infrastructures (see also the discussion section at the end of Chapter 6). 

 


