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Summary and conclusions 

Financial investigations  

Financial investigation is one of the priorities of the Ministry of Security and Justice in 

the Justice and Home Affairs area during the upcoming Dutch Presidency of the 

European Union in the first half of 2016. Financial investigation is an essential 

horizontal investigative instrument which law enforcement should deploy in 

investigations in the fight against serious and organised crime as well as terrorism. 

 

Financial investigation is more than investigations on behalf of asset confiscation. 

Promotion of a common understanding of the potential and wide applications of 

financial investigation will be one of the objectives of the EU Dutch Presidency, 

together with the formulation of an action plan that should facilitate the systematic use 

of financial investigations, increase the knowledge and understanding of financial 

investigation procedures and techniques among law enforcement practitioners, and 

improve cooperation in this field in (cross-border) investigations. 

 

The central question of this study is to assess which tools would and methods help law 

enforcement best in stepping up the use of financial investigations and cross-border 

cooperation in this field. 

 

The study is based on interviews with investigators and policy experts, interviews with 

representatives of the European Commission - DG HOME, Europol, Eurojust, Olaf, 

CEPOL and FIU, a questionnaire sent to both investigators and policy advisors in 

almost all EU MS, academic literature and policy document research; expert 

consultation, and steering group discussions. A total of 36 financial investigators and 

18 policy advisors, from various EU countries, answered the questionnaire. 

 

The study reveals that there is still a widespread misunderstanding of what financial 

investigation exactly is and when and how it should be applied. Financial investigation 

is first and foremost an investigation method. It refers to the collection, analysis and 

use of financial information in its broadest sense. Financial investigations may be 

applied to any proceeds generating crime (including terrorist financing). The ultimate 

goal of financial investigation is disrupting organised crime. Even in some non-

organised crime homicide cases, financial issues can assist in the investigative process. 
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In line with this braid approach, ‘financial investigation’ has been defined by the 

Financial Action Task Force (FATF) as: ‘an enquiry into the financial affairs related to a 

criminal activity, with a view to: identify the extent of criminal networks or the scale of 

criminality; identify and tracing the proceeds of crime, terrorist funds or any other 

assets that are, or may become, subject to confiscation; and develop evidence which 

can be used in criminal proceedings.’ 

 

However, as this study shows, the majority of the financial investigations in Europe are 

still related to asset confiscation and the collection of evidence on financial and 

economic crime and money laundering. Only a minority of the financial investigations 

are carried out to collect evidence on drugs cases or other criminal cases or to develop 

intelligence on criminal networks and the scale of criminality. Also, the financing of 

organised crime is often passed over in threat assessments and strategic analyses of 

organised crime.  

 

On the other hand, it is widely acknowledged among policy makers and investigators 

in the EU that financial investigations are a powerful and even cost and time efficient 

tool when integrated with ‘classical’ investigation methods. Recent case-examples 

collected in the context of this study have demonstrated that financial investigations 

have produced important evidence, played a crucial role in the conviction of for 

example drugs criminals and human smugglers, or have helped to speed up the 

investigations. Such an approach holds promise to save the cost and time of 

surveillance in times of austerity such as currently experienced in European MS. 

 
Ideally, financial investigations are applied across all stages of the criminal 

investigations and judicial proceedings: from a proactive identification of crime or 

criminal networks, to case investigations and evidence building, up until prosecution 

and conviction of offenders.  

 

As appeared from the study, the majority of the financial investigations in the EU start 

(long) after a criminal incident or criminal has been identified. The study also indicates 

that FIU information has been mentioned as one of the most frequently occurring 

triggers for a financial investigation. Possibilities of proactive (financial) data mining 

remain largely unexploited. Cases are seldom initiated through financial information or 

financial investigations: rather investigators use them to supplement their 

investigations that commence from other sources.  

 

It is observed that conducting a comprehensive and integrated financial investigation 

is not widespread in most EU MS. When financial investigations are well embedded in 
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the criminal investigations, it is more a standing practice than a legal obligation, such 

as in the UK and Denmark.  

 

Another issue is the general perceived lack of proper feedback from the judiciary to 

investigators during or after the trial of a case, while investigators have indicated that 

feedback is important and valuable. Investigators indicate that feedback provides 

useful information (such as an evaluation of the added-value of their activities) for 

further work.  

 

The study also indicates that financial knowledge and financial investigative attitudes, 

are needed at all levels of the law enforcement and judicial system: from basic 

financial awareness at community policing level, to highly specialist forensic 

accountancy expertise needed to unravel the ‘corporate veil’ of complex cross-border 

illicit money laundering structures. (Specialist) financial expertise by prosecutors and 

judges has proven to be central to understanding and valuing the financial evidence 

developed by the investigators.  

 

The objective of this study is to assess needs for tools and methods for financial 

investigations. However it seems that, based on the research findings, that needs are 

more related to strategies, culture, collaboration and knowledge sharing than to 

specific operational gaps and requirements. There is definitely potential for 

improvement of technical tools available to financial investigators. Some tools related 

to data and information might be improved or updated, however such improvements 

will not be effective without overarching national strategies and organisational 

willingness to experiment with the implementation of financial investigation methods. 

Another important area for improvement is related to cross-border financial 

investigations, in particular cooperation and information exchange with third countries.  

 

The strongest needs have been expressed at the level of national strategies, 

organisation and culture, and cross-border exchange of information:  

 

Table 0.1  General overview of hierarchy of needs  

National strategy  High priority 

Legal instruments In principle OK 

Technical tools Potential for improvement 

Data and information Mostly OK 

Knowledge and experience Potential for improvement 

Domestic cooperation Mostly OK 

Cross-border cooperation High priority 

Organisation and culture High priority 
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National strategy. According to the 2012 GENVAL recommendations, MS are advised to 

develop long-term financial investigations strategies. Only a few countries have indeed 

implemented such a strategy. Full integration of financial investigations into the overall 

criminal investigation approaches requires commitment at national policy levels. 

 

Legal instruments. In general financial investigators have indicated that they have 

sufficient legal instruments at their disposal. Some investigators indicated that they 

would see a (near) reversal of burden of proof in cases of unexplained ownership of 

assets.  

 

Technical tools. Opinions where mixed on the adequacy of technical tools available 

(computers, laptops, software, data storage platforms, IT training en specialists). 

Technical needs may have a geographical dimension (sufficient in central locations, but 

insufficient in peripheral regions). It is also important to note that, as financial crime 

become more sophisticated, and data mining becomes more standing practise as a 

research method, it is important to keep up in terms of hardware and software 

capabilities.  

 

Data and information. The majority of the financial investigators indicated that access 

to relevant databases could be improved, including access to open source data (in 

particular at cross-border level). There is also a need to create links between data and 

developing tools for scraping, connecting and analysing multiple data sets (links 

between financial investigation and internet forensics).  

 

Knowledge and experience. Although there is a wide variety of training opportunities is 

available in many MS, financial investigators indicated the need for targeted case-

oriented training. Joint training sessions with police investigators, prosecutors, and 

judges are highly valued. In general more specialist in-house forensic accounting and 

financial expertise is needed to bring financial investigations at a higher level.  

 

Cooperation and exchange of information should be improved at all levels: within law 

enforcement organisations, between national agencies (for example police and tax), 

and between government agencies and the private sector. Multidisciplinary platforms 

are considered as helpful to integrating financial approaches into regular criminal 

investigations.  

 

Cross-border cooperation. Almost all respondents indicate that preparation time and 

the elapsed time of international requests are the bottleneck in their work: duration of 

MLA requests and there are severe bottlenecks in information exchange with third 

countries (in particular off-shore centres). 
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Organisation and culture. Specialist financial investigators often feel themselves 

‘insufficiently understood’ in the traditional police organisation; cultures of ‘traditional’ 

police organisations are insufficiently attuned to what is needed for effective and 

efficient financial investigations. Also more structural employment of highly educated 

(university degree) financial experts, higher salaries and better career possibilities are 

needed. 

 
In sum, promotion of financial investigation requires an ‘all-inclusive approach’ in 

which financial investigation is integrated in all stages of the judicial proceedings and 

at all levels of law enforcement and the judiciary (Figure 0.1). Also pro-active financial 

investigations (through data mining and financial analysis) should be stimulated, both 

with the aim to provide intelligence for tactical investigations in criminal cases, and to 

provide strategic input for policies and practises aimed at prevention of and fight 

against crime.  

 

Figure 0.1  Integrated financial investigation in different stages of criminal proceedings 
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Source: Brown et al. (2012), own research.  

 

Integration of financial investigations in the ‘traditional’ criminal investigation process 

is first and foremost a concern for the individual member States. However, there is a 

joint EU responsibility in creating a European level playing field for financial 

investigations and fostering a cutting-edge European financial investigations culture. 

Concrete policy actions at EU level may be related to: the formulation of guidance for 

national financial investigation strategies, publication of a two-yearly European 

‘Financial investigations report’, creation of an ‘EU working group on financial 

investigation typologies’, inclusion of Financial investigations in the EMPACT policy 

cycle, organisation of EU trainings (case-oriented training and integrated for both 

investigators, prosecutors and judges) and joint actions to improve cross border 

information exchange and cooperation, within the EU and with third countries.  
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1 Introduction 

1.1 Background and objectives of this study 

Financial investigation is one of the priorities of the Ministry of Security and Justice in 

the Justice and Home Affairs area during the upcoming Dutch Presidency of the 

European Union in the first half of 2016. Financial investigation is an essential 

horizontal investigative instrument which law enforcement should deploy in 

investigations in the fight against serious and organised crime as well as terrorism. 

 

The Dutch Presidency will focus on the instrument of financial investigation itself. This 

initiative of the upcoming Dutch Presidency will not delimit financial investigation to 

money laundering or asset recovery. Prosecution on money laundering or decisions on 

asset recovery can be the result of financial investigation, but the focus of this 

initiative lies on collecting and analysing intelligence and evidence. 

 

The ambition is to adopt an action plan within COSI with involvement of the Law 

Enforcement Working Party (LEWP) to develop and make four or five practical tools 

available to the EU law enforcement community. These tools should facilitate the 

systematic use of financial investigations, increase the knowledge and understanding 

of financial investigation procedures and techniques among law enforcement 

practitioners, and improve cooperation in this field in (cross-border) investigations. 

 

In preparation of the formulation of this action plan, the Dutch Ministry of Security and 

Justice has commissioned this study in which the needs of European Union Member 

States’ (EU MS) law enforcement authorities for the application of tools and methods 

of financial investigation should be assessed.  

 

The central question of this study is to assess which tools would help law enforcement 

best in stepping up the use of financial investigations and cross-border cooperation in 

this field. 

 

Financial investigations are carried out within several contexts: criminal investigations 

(including conviction based asset confiscation), civil investigations (including non-

conviction based asset confiscation), tax investigations, and social service 

investigations. This study focuses on financial investigations in the context of criminal 

investigations.  

 

This study builds upon the findings and recommendations of the final report of the fifth 

cycle of mutual evaluations on financial crime and financial investigation, adopted by 
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the Council on 26 October 2012 (doc. 14597/12), the Financial Action Task Force 

(FATF) work in the field of financial investigations, EU policy documents and previous 

(academic) research on the subject matter.  

 

Our research is based on several sources: academic literature and policy document 

research; interviews with investigators and policy experts; a questionnaire that has 

been send to both investigators and policy advisors in almost all EU MS; expert 

consultation (Prof. Dr. Michael Levi and Prof. Dr. Edward Kleemans) and steering 

group discussions. A more detailed description of the methodology is presented in 

Chapter 2.  

 

 

1.2 Terminology 

Financial investigation 

The focus of the study is on financial investigation as an investigation method, with the 

aim of collecting and developing intelligence and evidence for all sorts of crime. Ergo, 

it is not confined to fighting financial crime including money laundering, or collecting 

evidence for asset recovery. 

 

Levi (2015) defines ‘financial investigation’ as a technique that connects people to 

other people, places and events through financial facts. According to a definition by 

Brown et al. (2012), financial investigation refers to the collection, analysis and use of 

financial information in its broadest sense, by law enforcement organisations. 

 

In this study, the definition of financial investigation is in line with the definition as to 

be understood by the internationally agreed definition of the Financial Action Task 

Force (FATF) of 2012:1  

 

Financial investigation is an enquiry into the financial affairs related to a criminal activity, with a 

view to: (i) Identify the extent of criminal networks and/or the scale of criminality; (ii) Identify 

and tracing the proceeds of crime, terrorist funds or any other assets that are, or may become, 

subject to confiscation; and (iii) Develop evidence which can be used in criminal proceedings. 

 

As later discussed in this report, it is important to keep in mind that, following the 

FATF definition: 

 Financial investigations may be applied to any proceeds generating crime: it is not 

confined to fighting financial/economic crime, including money laundering, or 

collecting evidence principally for asset recovery;  

 Financial investigations may be conducted in all phases of criminal investigations 

and judicial proceedings: from identifying criminality, developing intelligence, 

                                                           
1  FATF (2012), Interpretative Note to Recommendation 30, 2nd paragraph. 
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collecting evidence (case building), through to prosecution, conviction, and asset 

confiscation.2 

 

More details on the FATF approach to financial investigation are to be found in the 

FATF 2012 report ‘Operational issues. Financial investigation guidance’. 

 

Financial crime 

The term ‘financial crime’ is often being used interchangeably, or in close relation with, 

financial investigation. As follows from the FATF definition, financial investigation is 

(should be) much broader than investigating financial crime. Financial crime 

encompasses, among others: money laundering, various forms of fraud and 

embezzlement, insider trading, financial sanctions breaches, bribery and corruption.3 

 

Money laundering 

‘Money laundering’ is related to predicate offences as defined by FATF.4 It is often 

related to the act of transforming the proceeds of crime into allegedly legitimate 

money or other assets. 

 

A schematic overview of the central concepts for this study - financial investigation, 

financial and other crimes, money laundering and other offences - can be depicted as 

follows: 

 

Figure 1.1  Defining financial investigation 

Financial investigation is 

an enquiry into the financial 

affairs related to a criminal 

activity, with a view to: 

identify criminal networks, 

confiscate criminal assets, 

and develop criminal 

evidence (FATF definition). 

Financial investigations 

may be applied to any 

proceeds generating 

crime 

 

Financial 

crimes 

Money laundering, fraud, 

embezzlement, VAT and carousel 

fraud, bribery and corruption, 

insider trading, market 

manipulation, financial sanctions 

breaches, etcetera.  

Other  

crimes 

Drug trafficking, trafficking in 

human beings, human smuggling, 

terrorism, environmental crime, 

arms trafficking, counterfeiting, 

cigarette smuggling, etcetera.  

 

 

Financial investigator and financial analyst 

Financial investigations into organised crime may be conducted by a wide variety of 

law enforcement organisations: police forces, tax authorities, customs authorities, 

special investigative forces (such as anti-corruption bureaus, anti-terrorist 

                                                           
2  EC definition: The confiscation of assets that have been transferred by an investigated or convicted person 

to third parties. 

3  Speech by Tracey McDermott, Director of Enforcement & Financial Crime, the FCA, at the FCA Financial - 

Crime Conference, London, 01/07/2013 

4  FATF (2013), p.112-113. 
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organisations or specific serious organised crime agencies), prosecutors’ offices and 

other public sector organisations with an enforcement responsibility.5 Our study has a 

focus on police forces, however the findings may also be applied to other criminal 

investigative authorities.  

 

A ‘financial investigator’ will be defined as a person employed by a public agency to 

investigate or analyse the financial component of a crime, trace and recover the 

proceeds of a criminal activity or carry out a money laundering investigation (Levi, 

2015). Financial investigators may be trained or appointed for this purpose. 

 

This report speaks about financial investigators, however the findings also apply to 

‘financial analysts’ working in a forensic context. In most cases criminal investigators 

steer the investigation (depending on the specific legal system in the country, guided 

by a prosecutor or investigative judge). The financial analyst has more of a ‘back 

office’ function in analysing and reviewing information and identifying patterns as they 

emerge. 

 

Asset recovery 

‘Asset recovery’ refers to the process of depriving an individual of assets that have 

derived from criminal activity.6 This may include: cash forfeiture, freezing of assets, 

and confiscation of assets.  

 

Needs, tools and methods  

In the study a broad approach to ‘needs, tools and methods’ of financial investigations 

is adopted. The study addresses needs, tools and methods from the perspective of the 

financial investigators: what do they need, which tools and methods do they employ in 

their investigations? As will be discussed later, the study distinguishes the following 

categories of needs, tools and methods for financial investigations: 

 National strategies and policies; 

 Supra-national (EU) strategies and policies; 

 Legal instruments; 

 Technical tools (such as hardware and analytical software); 

 Data and information (closed and open source data bases and information); 

 Knowledge (training and human resource policies); 

 Needs related to organisation and culture.  

 

 

                                                           
5  Brown et al. (2012). 

6  Brown et al. (2012). 
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1.3 GENVAL evaluation on financial investigation  

A comprehensive overview of current practices and future needs of financial 

investigations in the EU MS is provided by the fifth round of mutual evaluations of the 

Multidisciplinary Group on Organised Crime (MDG), on financial crime and financial 

investigations. As of July 2010, the MDG responsibilities have been transferred to the 

Working Party on General Matters including Evaluations (GENVAL). 

 

The 27 GENVAL evaluations (Croatia was not yet member of the EC) where held in 

2010, 2011 and 2012 (see Annex A).7 A final report has been published in October 

2012. The subject of the assessment was broader than financial investigations alone; 

it also included a broad range of policies and practices related to the fight against 

financial crime. However many of the recommendations are related to financial 

investigations as an investigation method. 

 

The GENVAL report concludes that all EU MS have built professional systems for 

dealing with financial investigations. Most MS have clear organisational structures of 

law enforcement and judicial authorities and have undertaken substantial reforms 

aimed at improving their capabilities to conduct financial investigations. Yet these 

reforms are often limited to the confiscation of proceeds of crime and thus hamper the 

development of the full potential of financial investigations.  

 

The GENVAL report highlights some specific issues related to the application of 

financial investigations.8 In many MS a specific long-term policy goal towards financial 

investigations is lacking. Medium-term (annual) action plans of different operational 

services are often in place, but their links to an overall policy plan is often weak. The 

report also notes that the general approach to financial crime is limited to existing 

legal provisions and general principles such as ‘crime must not pay’, which reveals 

limits to their understanding of the full financial investigation potential. With respect to 

specific tools available, a minority of MS had (at the time of the evaluation) a central 

bank account register. Other problems encountered are related to, among others, 

organisational hindrances, limited resources, procedural issues, and issues related to 

prioritisation. Units responsible for financial investigations are often understaffed. And 

finally the GENVAL report points at difficulties in national cooperation and sharing of 

information between relevant national agencies and across the national borders. 

 

The most relevant findings from the GENVAL evaluation related to financial 

investigation in particular, are:  

 Professional systems for dealing with financial investigations are often fragmented 

and without clear direction;  

                                                           
7  All EU MS. Croatia was not yet member at the time.  

8  Council of the European Union, 12657/2/12, REV2, GENVAL 51, 3 October 2012, pp 12-13. 
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 Reforms aimed at improving capabilities for financial investigation often remain 

limited to asset confiscation without taking the overall potential of financial 

investigation;  

 More often than not prosecutors (or investigative judges) take an active role in the 

financial investigations without appropriate financial investigation skills or training; 

 Specific long-term strategies towards financial investigations are lacking. In general 

the approach is based on existing legal provisions, illustrating limited awareness of 

the financial investigation potential;  

 Problems encountered by MS relate to: (i) Organisational hindrances affecting 

smooth cooperation between competent authorities; (ii) limited resources; (iii) 

procedural issues such as the length of judicial proceedings and statutes of 

limitations in some countries; (iv) issues related to prioritisation;  

 Units responsible for financial investigations are often understaffed; 

 Application of the term ‘financial intelligence’ differs widely, from no use at all, 

limited to Suspicious Transaction Reports (SRI), to intelligence in its broadest 

sense.  

 

A separate, emerging issue, as indicated in the GENVAL report, is the collection, 

storage, dissemination, analysis and application of the full potential of (large amounts 

of) electronic data in criminal investigations. This relates to the availability of 

databases and analytical software, but also to specialist expertise, knowledge 

development, retention and training, and to legal obstacles and requirements 

(privacy).  

 

GENVAL key recommendations 

Despite good practices and ‘inspiring examples’ in many of the EU MS, the following 

key recommendations related to the promotion of financial investigations have been 

formulated:9  

1. Financial investigations should be carried out in all serious and organised crime 

cases, including terrorism, beyond economic and financial crime offences.  

2. Financial investigations should be reflected in a long-term national strategy. An 

overarching financial investigation policy should be drawn up in all EU MS, covering 

all relevant authorities, including prosecution and investigative judges. It should 

reflect relevant priorities agreed at EU level and set the basis for proactive 

investigations. More attention should be given to the potential of international 

cooperation, especially at EU level. 

3. The concept of financial intelligence-led (proactive) investigations should be 

promoted and included in this strategy, to allow pro-active enforcement measures 

on the basis of the outcomes of financial investigations. Basic rules and guidelines 

for such a strategy should be considered to clarify the allocation of tasks, as well as 

inclusion of key priorities including serious international crime cases.  

                                                           
9  Council of the European Union, 12657/2/12, REV2, GENVAL 51, 3 October 2012, pp 6-7. 
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4. The EU MS should implement all EU legislation related to mutual recognition and 

judicial cooperation in criminal matters.  

 

Our study is not a follow-up evaluation of the GENVAL findings and recommendations. 

However, throughout the report and in the final assessment of the findings the study 

refers to the GENVAL findings and key recommendations where appropriate.  

 

 

1.4 Academic research 

There is an emerging field of academic and applied research on the potential added 

value and practices of financial investigations in Europe. For example in the United 

Kingdom and the Netherlands, researchers have been active in stimulating and 

critically assessing financial investigations.  

 

Van Duyne and Levi (1999) described the tactics and strategies of financial 

investigations in the fight against organised crime in Europe. According to Van Duyne 

and Levi, the establishment of specialised financial units in European countries to 

conduct or direct financial investigations, has been encouraged by the increase in 

money-laundering legislation. The authors distinguish strategic financial investigation 

(into the processes by criminals of handling criminal gains and the injection of ill-

gotten gains into the legitimate economy) from tactical financial investigations (with 

attention to more targeted fraud investigations, forfeiture and confiscation 

investigations, money-laundering investigations).  

 

In a collection of essays edited by Van Duyne, Levi and Pheijffer (2003), titled 

‘Financial Investigation of Crime. A tool of the integral law enforcement approach’, 

several fields of application of financial investigation are discussed. The book highlights 

the wide potential of the financial investigation approach beyond the investigation of 

financial crime or asset confiscation. Financial investigation is a forceful tool in getting 

a grip on the (organised) markets of illicit drugs and other forms of organised crime. 

The book is intended for practitioners and academics and provides a broad overview of 

the literature. 

 

Three recent articles on financial investigation are from Levi (2013, 2015) and Brown 

et al. (2012). 

 

Operational experiences and challenges in England and Wales  

A recent study about the application of financial investigation and the operational 

outcomes of this approach in tackling organised crime, is of Brown et al. (2012). The 

study is based on 149 interviews with individuals involved in the investigation and 

prosecution of 60 organised crime cases in England and Wales .  
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The main conclusion in this study is that there is a clear potential for financial 

investigation at all stages of investigation in and prosecution of organised crime: from 

identifying criminality, developing intelligence and case building, to prosecution and 

confiscation. Where used, financial investigation contributed in many ways to the 

process of case building by: identifying the extent of an organised crime groups, 

locating assets, identifying ownership and offenders’ lifestyles, tracking movements, 

placing people at places at particular times, linking them to criminality, identifying 

additional members of an organised crime group, and identifying other offenders or 

additional offences and bringing them to prosecution. 

 

Brown et al. (2012) identify for the UK the following areas for improvement:  

 Financial investigations are still rarely used to identify organised criminality in the 

first instance; 

 Organised crime cases should routinely assess whether to employ financial 

investigation techniques; 

 Greater collaboration between enforcement and prosecution teams, will enhance 

enforcement understanding of the criminality of organised crime groups; 

 Investigations that are extended to overseas jurisdictions are time-consuming and 

may pose language and cultural barriers; 

 Accessing evidence from financial institutions is often (too) time-consuming; 

 Presenting complex financial evidence to judicial authorities may often be 

challenging. 

 

Under-exploitation of financial investigation opportunities 

In a recent study, Levi (2013) points at the on-going ‘under-exploitation of financial 

investigation opportunities’, regardless the ‘major push in rhetoric and institution-

building’. According to Levi, financial investigation is still mistakenly seen in the narrow 

context of proceeds’ confiscation, rather than revealing the relationships of organised 

crime networks in tactic and strategic criminal investigations.  

 

Levi’s findings are confirmed by research in the Netherlands (as the UK, a European 

country that has made relatively large progress in fostering financial investigations).10 

For example Soudijn and Akse (2012) argue that in the Netherlands, the focus of 

financial investigation is still very much on asset confiscation:  

 

“Although the proverb ‘follow the money’ is used by investigators for many years, most 

experienced investigators indicate that it is mainly a saying instead of reality. All the promised 

additional capacity in the area of financial investigation never became reality or bled to death 

after a short period (…). It is uncertain how, in the near future, financial investigation will be 

                                                           
10  Levi also notes that research in the practice and results of financial investigations in detecting, fighting, 

disrupting and deterring organised crime, is still largely confined to knowledge about a limited number of 

countries such as the UK and the Netherlands (Levi 2013, p.9).  



 

 

 
25 

  

Needs assessment on tools and methods of financial investigation in the European Union 

further shaped and formalised. Currently a strong focus lies on confiscation; however no 

knowledge is obtained on money laundering methods as well as strategies to fight it. Put even 

more strongly, it is very well possible that criminals will learn from their own court cases and 

disguise their capital even better. Also court rulings can become a constraint if the criteria for 

confiscation become stricter” 

 

According to Levi, the creation of an ‘asset recovery culture’ in many European 

countries over the past years even has some negative effects on the appreciation of 

the wider benefits of financial investigation. While the money spine could provide the 

first stage in developing a model for organised crime groups business model and 

command structures, financial investigations are still rarely used to identify organised 

criminality in the first instance, as found in a study in England and Wales (Brown 2012, 

Levi 2013). 

 

Levi (2013) also argues that financial investigators – police investigators, civilian 

investigators and trained accountants – should be (more) embedded in operational 

and intelligence units. Financial investigators should be brought into criminal 

investigations in an early stage. Levi recommends that more consideration should be 

given to ‘the more routine mainstreaming of financial investigation and confiscation’. 

This however requires a ‘sea change’ in supervisory attitudes and, in some countries, 

(judicial) training and targeted monitoring.  

 

In one of his most recent studies, Levi (2015) asserts again that the finances of 

organised crime are of only marginal interest to criminal justice in the EU MS. EU MS 

should make organised crime finances of equal policy importance as tackling predicate 

crimes: 

 

“Financial transactions are traced mainly for the purposes of money laundering investigations, 

where the focus is on the proceeds and not on the investments related to the criminal activities. 

The reason for this is that currently criminal prosecution procedures in all Member States are 

entirely focused on collecting evidence in regards to possession, transporting, manufacturing or 

sale of illicit products or services. Financing of organised crime is also often passed over in threat 

assessments and strategic analyses of organised crime.” 

 

 

1.5 Structure of this report 

This report is structured as follows. In chapter 2 our methodology in general and the 

questionnaire response in particular are highlighted. Chapter 3 describes financial 

investigations in practice, indicates how investigations usually start, how they are 

conducted and when they are concluded. Chapter 4 elaborates on the tools and 

methods used by financial investigators. In this chapter the needs and wishes are 
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presented. The conclusions and policy recommendations are presented in chapter 5. 

The original questionnaires and a bibliography are presented in the annex. 
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2 Methodology 

2.1 Research approach and activities 

The figure below presents the overall methodology as suggested in our proposal. 

During the study this methodology has been followed, however much emphasis is put 

on the data collection (step 2a). This step took much longer than initially planned for 

and additional actions were needed to obtain sufficient information.  

 

Figure 2.1 Schematic overview of the methodology 

 

 

In the preparation phase (step 1) the available literature on the topic ‘financial 

investigation’ has been studied. Starting point of the literature review were the 

GENVAL country evaluations, which have been conducted between 2009 and 2011. For 

all EU countries, expect Croatia, their specific reports have been studied and in 

addition the overall GENVAL evaluation and its conclusions have been analysed. These 

evaluations formed the starting point of the questionnaire development. The main 

findings of the GENVAL evaluation are presented in paragraph 1.3. 

 

In addition to the GENVAL evaluation other studies have been analysed. Main studies 

are the studies conducted by Levi (2013 and 2015) and Brown et al. (2012). Findings 

of these studies were used as input for the questionnaire development. The overall list 

of literature used during the study can be found in Annex A. 

 

Besides the literature study, several scoping interviews have been conducted. The 

interviews were the start of the data collection phase (step 2a). In these interviews, 

conducted in May and June 2015, the first draft of the questionnaire was discussed as 

well as financial investigation in general and in the Netherlands in particular. The table 

below provides an overview of interviews conducted during the study. 
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Table 2.1 Overview of interviews conducted 

Organisation 

Ministry of Justice, the Netherlands 

Public Prosecutors’ Office, the Netherlands 

Police Academy, the Netherlands 

FIOD-ECD, the Netherlands 

Europol 

Eurojust 

Cepol 

European Commission, DG Home Affairs 

European Commission, OLAF 

ALEFA meeting Dublin, June 3 – 4 

ARO meeting Brussels, June 15 – 16 

Interviews Romania, August and September 8 – 10  

Interviews Bulgaria, September 8 – 10 

 

Besides interviews in the Netherlands also interviews with financial investigators and 

policy advisors in other EU countries were conducted.  

 

Also presentations, interviews and group discussions were held at dedicated financial 

investigation conferences. The first set of interviews was held at the Association of Law 

Enforcement Forensic Accountants (ALEFA) Network conference, in Dublin. Interviews 

were conducted with one forensic accountant from Scotland, two from Sweden and two 

from Portugal. In addition a group discussion was organised. A presentation on the 

first study results was given at the ARO meeting in Brussels. Beside the presentation 

some informal talks with financial investigators were conducted.  

 

Based on the input collected from the various interviews, presentations and group 

discussions, the questionnaire was finalised. For each of the two groups a dedicated 

questionnaire was drafted, so there was one specific questionnaire for financial 

investigators and one for policy advisors. These questionnaires were sent to financial 

investigators and policy advisors in the different EU MS. More details on the 

questionnaire can be found in the next paragraph. 

 

Based on the questionnaire results, actions for the deepening step (step 2b) were 

taken: 

 Participation in a study tour to Romania and Bulgaria.  

 Several of the questionnaire respondents, i.e. Denmark, Sweden and Finland, were 

approached for additional information on best practices identified. 

 Additional interviews with EU organisations, i.e. Eurojust, OLAF and CEPOL, were 

conducted. In these interviews the main findings of the study were discussed and 

the main needs and wishes were elaborated on. 

 On 23 September 2015 an expert meeting with representatives from the Dutch 

Police, Public Prosecutors’ Office, Royal Marechaussee and FIOD-ECD was held. 

During the meeting the main findings were validated and discussed. 
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 In the analysis step (step 3) of the study the research team closely cooperated with 

Michael Levi and Edward Kleemans to discuss research findings as well as the 

possible policy recommendations. 

 

The last step of work was to report all results comprehensively in one report (step 4).  

 

 

2.2 Response to the questionnaire 

In the proposal it was offered to contact three financial investigators and one policy 

advisor per EU MS. Total number of questionnaires to be sent therefore was 112. 

Unfortunately the 112 contact details required were not received and therefore fewer 

questionnaires were sent. In total 78 questionnaires (52 to financial investigators and 

26 to policy advisors) have been sent.  

 

As the figure below indicates financial investigators from 21 countries (the orange 

coloured countries) answered the questionnaire. The blue countries indicate the 

countries from which no response was received. 

 

Figure 2.2 Overview of responses of financial investigators per country 

 

 

Overall 36 responses from financial investigators were received. This is similar to a 

response rate of 68%. Based on the envisaged response rate (84 responses) the 

response rate was 42%.  

 

The financial investigators who have responded to our questionnaire work either as 

specialist criminal investigator or as general criminal investigator with interest in 

financial aspects of an investigation11. Most of them have long term operational 

experience (to over 20 years of experience). About 50% of the respondents are 

                                                           
11  Financial investigators, Question 1.1. 
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employed within the police forces, while the remaining 50% is employed in more 

dedicated financial investigation unit, e.g. customs, ARO, tax authorities and FIU. 

 

The majority of the respondents have a university degree (mainly law, some of them 

in economics or accounting, and administrative sciences and political sciences). Others 

have a police training background and one respondent has received a military degree 

(naval officer). In most cases respondents have received additional specific training 

and training on the job.12 

 

Table 2.2  Number of responses per country 

Country # responses  Country # responses 

Austria 1  Italy 1 

Belgium 2  Latvia 3 

Bulgaria -  Lithuania 2 

Croatia -  Luxembourg - 

Cyprus -  Malta 1 

Czech Republic 2  The Netherlands 3 

Denmark 1  Poland 1 

Estonia 2  Portugal 1 

Finland 2  Romania 1 

France -  Slovakia 1 

Germany 2  Slovenia - 

Greece 3  Spain 1 

Hungary -  Sweden  2 

Ireland 1  United Kingdom 3 

Total    36 

 

Policy advisors from 16 countries (the green coloured countries) responded to the 

questionnaire, as is indicated by the figure below. The blue countries indicate the 

countries from which no response was received. It should be noted that Finland, 

instead of responding to the questionnaire, briefly gave their main answer by mail and 

Hungary sent in questionnaires from two different policy advisors.  

 

                                                           
12  Financial investigators, Question 1.2. 
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Figure 2.3 Overview of responses of policy advisors per country 

 

 

In total 17 responses were received from policy advisors. This equals a response rate 

of 57% considering the intentional number of policy advisors asked. In the table below 

the number of responses per EU MS are indicated.  

 

Table 2.3 Number of responses per country 

Country # responses  Country # responses 

Austria 1  Italy 1 

Belgium 1  Latvia - 

Bulgaria 1  Lithuania - 

Croatia 1  Luxembourg - 

Cyprus 1  Malta 1 

Czech Republic 1  The Netherlands 1 

Denmark 1  Poland 1 

Estonia -  Portugal - 

Finland -  Romania 1 

France 1  Slovakia - 

Germany 1  Slovenia - 

Greece -  Spain 1 

Hungary 2  Sweden  - 

Ireland -  United Kingdom 1 

Total    18 

 

The final versions set out of both the questionnaires for financial investigators and 

policy advisors can be found in Annexes B and C. 
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3 Financial investigation in practice 

3.1 Introduction 

Criminal financial investigators may be conducted in various law enforcement 

organisations, such as: 

 Police forces (general investigation units); 

 Police forces (specialist financial investigation units); 

 Specialist economic and financial crime organisations or units; 

 Specialist serious organised crime organisations or units;  

 Other specialist organisations or units (terrorism, corruption, serious fraud); 

 Tax authorities (general or special units with investigative powers); 

 Customs authorities (general or special units with investigative powers); 

 Financial Intelligence Units (FIUs); 

 Asset Recovery Offices (AROs); 

 Public prosecutors’ offices (specialist or general units); 

 Courts (for example in relation to investigative judges); 

 Any other public sector organisation with enforcement competence(s). 

 

Financial investigators are employed at national, regional or local levels. Needs and 

wishes may depend upon the geographic location of an investigator. As discussed 

before, our study has a focus on financial investigators working in the context of police 

forces (about 50%) or dedicated financial investigation unit such as customs, ARO, tax 

authorities and FIU (about 50%).  

 

Before analysing their needs in wishes in detail, this chapter will start with some 

personal experiences of the financial investigators that have completed the survey. 

Next the main motives (what is the endgame) for starting a financial investigation are 

analysed, as well as which types of information may be a trigger to start a financial 

investigation. Finally the question what extent financial investigations are standard and 

accepted in the criminal investigations and how financial investigations are being 

concluded, are being discussed.  

 

 

3.2 Experiences of financial investigators 

In the questionnaire the financial investigators were asked about their motivations and 

experiences.13 Is seems that personal motivations for conducting financial 

                                                           
13  Financial investigators, Question 1.2. 
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investigations, or being a financial investigator, are related to both intellectual 

challenges and the contribution financial investigators may have to society. Financial 

investigators enjoy the fact that their work is intellectually ‘challenging’, ‘complex’ and 

a ‘puzzle’. Financial investigators experience their work as ‘changeful’, ‘varied’, and 

‘never becoming routine’. There is an element of ‘continuous self-development’ in 

being a financial investigator, and ‘work with colleagues’ is being valued. Financial 

investigators also enjoy ‘revealing facts in order to help finding evidence’.  

 

Quote  

“I enjoy most the intellectual approach and working with good colleagues. Long lasting 

investigations tears you down mentally.” 

 

Another important aspect of their work satisfaction is related to the potential impacts 

of the investigations on criminals and society as a whole. The ‘feeling of success after 

sanctioning’ motivates investigators, including the potential ‘big impact on the 

convicted’. Financial investigators value the fact that asset confiscation will also ‘send 

a message out to the public’. Financial investigations may have the ‘possibility of 

preventing loss on a large scale’ for society as a whole. This is in particular relevant 

with cases involving ‘high level corruption or organised crime’, since ‘both affect 

society’ and they are ‘ongoing unless stopped’. Specifically ‘detection and investigation 

of white collar crime’ is mentioned as a rewarding aspect of financial investigation.  

 

Quote 

“I enjoy most the successful confiscation or forfeiture of criminal’s benefit from criminality – 

seeing the message sent out to the public and the disruptive tactics restraining assets and seizing 

cash has on criminals and their activity.” 

 

When asked what financial investigators enjoy least about their work, answers vary 

widely, from the ‘demanding paperwork’ of the actual investigations. Related to this, 

asset tracing through complex financial structures (company constructions, trusts) 

might be frustrating. Some investigators have difficulties with ‘IT systems lagging 

behind’. Many have expressed ‘difficulties of cross-border cooperation’, in particular 

the ‘slowness of international aspects’ because they often depend on other 

jurisdictions, where prioritisation may be different from their own. Several 

investigators complain about ‘bureaucratic aspects’ of their work, ‘barriers to effective 

use of financial powers’ and ‘restrictions related to data protection rules’, sometimes 

‘human rights begin to rise above public interest’.  

 

At the organisational level, the ‘lack of internal framework for the application of 

financial investigations’, the fact that ‘EU instruments are hardly known and only 

applied with reluctance’, and the ‘duration of court procedures’ might have a negative 

impact on the financial investigators job satisfaction. Also complaints about the time to 

verdict as being ‘disproportionately long’ are being made.  
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Quote  

“Human rights begins to rise above the public interest (…) Often cases are very large, and a time 

to verdict is disproportionately long; Perpetrators don`t have any state borders to perform 

criminal schemes, but investigation always have problems to get information or evidences from 

other countries: available tools are too slow and bureaucratic.” 

 

Quote 

“I enjoy most the satisfaction of depriving lifetime criminals of their benefits from crime and 

removing the incentives from their activity. I enjoy least the length of time taken in progressing 

through the court process to reach a satisfactory result.” 

 

Needs and wishes 

These personal experiences, give us some indications as to the personal needs and 

wishes of financial investigator, such as: 

- Challenge and variation; 

- Good collaboration with colleagues; 

- Sufficient technical (IT) support; 

- Freedom (limited bureaucracy); 

- Positive organisational support; 

- Effectiveness and impact (on society) of their work. 

 

 

3.3 Purposes of conducting financial investigations 

One of the key GENVAL recommendations is that financial investigations should be 

carried-out in all serious and organised crime cases (including terrorism), beyond 

economic and financial crime offences. The FATF definition also stresses the generic 

potential of financial investigations as an investigation method. To what extent is this 

reality? It seems from the responses to the questionnaire that financial investigations 

in the EU are still to a large extent, restricted to investigations into financial crime and 

asset confiscation, as the next quote illustrates: 

 

Quote  

“General criminal investigators think that financial investigation is only related to money 

laundering, financial crime and asset Recovery. They don’t consider financial investigations as a 

set of methods and techniques, which is suited for all fields of crime when crime is committed in a 

financially strong environment. Making financial investigations a standard and accepted element 

in criminal investigations it is important to change the way looking at financial investigations.” 

 

Purposes of a financial investigation 

Both financial investigators and policy advisors were asked what, from their experience 

or knowledge, the main reasons are to initiating financial investigations in their 
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country.14 In order to structure and quantify the answers they were asked to rank five 

pre-defined sets of motivations (on a 1 to 5 scale, with 1 being the most important 

and 5 the least important motivation): 

 Develop intelligence on criminal networks or the scale of criminality;  

 Evidence in criminal investigations: Financial crime and money laundering; 

 Evidence in criminal investigations: Drugs related crimes;  

 Evidence in criminal investigations: Other proceeds generating crimes; 

 Initiate asset confiscation or freezing measures.  

 

The answers collected have been averaged by country; in order to have one ranking 

per represented MS (even if in one MS there were two or more respondents).15 Using a 

simple linear transformation, the weighted ranks are translated into two simple overall 

1 to 5 ranks (one for the investigators and one for the policy advisors), as presented in 

in Table 3.1.  

 

The table shows the weighted overall rank of the motivations for conducting a financial 

investigation, given the sample of countries that have responded to the questionnaire.  

 

Table 3.1  Motives for conducting a financial investigation: ranking from 1 to 5  

(1 is the most important and 5 the least important motivation) 

 Policy 

advisors 

Investiga

tors 

 17 MS 21 MS 

Initiate asset confiscation or freezing measures 1 2 

Evidence in criminal investigations - financial crime and money laundering 2 1 

Evidence in criminal investigations - drugs related crimes  3 4 

Evidence in criminal investigations - other proceeds generating crimes 4 3 

Develop intelligence on criminal networks or the scale of criminality  5 5 

 

From the table it is clear that, in the view of policy advisors, initiating asset 

confiscation and providing evidence in financial crime and money laundering 

investigations are the most commonly used reasons to initiate financial investigations. 

Freezing is particularly important for large one-off frauds and corruption because the 

chance may not come again. Conversely, developing intelligence on criminal networks, 

or on the scale of criminality, is the least common reason to initiating financial 

investigations.  

 

With a marginal difference, the answers of financial investigators, confirm this view. 

Consequently, one can argue that policy makers and financial investigators responding 

                                                           
14  Financial investigators, Question 3.3. Policy advisors, Question 1.3. 

15  We did this in order to ensure that the sample represents as accurately as possible the European 

preferences and to reduce respondents’ bias (for example if Romania is overly represented, the opinion or 

the situation in Romania will not be over-represented). 
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to the questionnaire agree on the fact that financial investigations are rarely used for 

developing intelligence – although this may be desirable.  

 

Offences subject to financial investigations 

A more in-depth question to financial investigators on the application of financial 

investigations per type of crime shows again that the large majority of financial 

investigations still takes place in the setting of financial crime investigations.16 The 

question was to indicate the top-5 of most frequently occurring offences in the 

financial investigations, and attribute weights to their ranking. The ranking and 

weights are intuitively based on the own experiences of the financial investigators.  

 

Types of offences could be selected from the following long-list (respondents were also 

allowed to provide own categories): Participation in an organised criminal group; 

Terrorism; Drugs (trafficking, production, dealing); Human trafficking and sexual 

exploitation; Human smuggling; Trafficking in illicit arms; Trafficking in stolen goods; 

Environmental crime; Sexual abuse (other than human trafficking); Murder and 

grievous bodily injury; Kidnapping and hostage taking; Extortion; Counterfeiting of 

products and intellectual piracy; Counterfeiting of currency; Cyber-crimes; Corruption 

and bribery; Tax crimes (direct, indirect); Cigarette and tobacco smuggling; 

Smuggling of counterfeit goods; Financial fraud and embezzlement; Insider trading, 

market manipulation; Money laundering; Identity fraud or theft. 

 

Figure 3.1 provides an overview of the relative importance of financial investigations 

for various offences. Respondents were asked to list the five offences for which they 

use financial investigation most often as a technique. In addition they were asked to 

weigh the five offences. Jointly the weights needed to add up to 100%. The result of 

this exercise was derived by taking the sum of the weights attributed to each offence 

by all respondents. This weighted sum was then multiplied by the number of instances 

where the offence was mentioned by one or more respondents, resulting in the final, 

relative score. Corruption and money laundering seems to be the most important 

offence, as it was mentioned most often. Second most often mentioned offence were 

tax crimes. 

 

Figure 3.1 shows that it is mostly used for financial crimes. Most respondents indicate 

they use financial investigations for combating corruption, money laundering and tax 

crimes.  

 

  

                                                           
16  Financial investigators, Question 3.4.  
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Figure 3.1  Offences subject to financial investigations 

 

 

Source: Questionnaire answers of the financial investigators (question 3.4). 

 

WIMBER-case: financial investigation as method to combat human trafficking 

A recent case showing the added value of using financial investigation a method to 

combat non-financial crimes is the Dutch-Hungarian WIMBER case. In this case a 

network of Hungarian criminals forced Hungarian women to go to the Netherlands 

where they worked as prostitutes. By threating their families in Hungary they 

controlled the women working in the Netherlands, while the criminals themselves 

remained in Hungary. The network did earn large amounts of money of which most is 

already spent. Because of the suspicion of large amounts of money involved both 

Dutch and Hungarian investigators decided not only to use traditional investigations 

techniques, but specifically focus on financial investigations in order to establish the 

amount of money earned, transported and spent as well as to link the different 

involved people.  

 

In order to facilitate cross-border cooperation a Joint Investigation Team (JIT) was 

established which enabled investigators in both countries to quickly and easily transfer 

relevant information and therefore cross-border cooperation was improved and 

knowledge could be transferred more easily. Currently the suspects are in custody and 

it is expected they will remain there before they are brought before court. The Dutch 

investigators are working on an asset recovery report indicating the amount of money 

that could be recovered.  

 

Findings from the Eurojust database 

The perceptions from the financial investigators were cross-checked with a sample of 

cases available in the Eurojust database. The Eurojust sample contains registered 

cases from January 2013 until 18 September 2015 in the Eurojust Case Management 
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System (CMS). 17 An analysis of these case files gives an indication on the occurrence 

of financial investigations in the cases coordinated or supported by Eurojust. 

 

The figure below represents crime types in cases where financial investigation, freezing 

orders and confiscation are mentioned in the Eurojust CMS summaries. The following 

conclusions may be derived from this figure:  

 The crime types predominantly referred to are fraud and money laundering;  

 It seems that financial investigations are mostly associated with financial crimes 

such as fraud, money laundering and forgery of administrative documents; 

 Financial investigation is least associated with non-financial crimes such as 

trafficking in human beings, drug trafficking or organised crime in general.  

 

Figure 3.2  Crime types in cases where “financial investigation”, “freezing orders 

and “confiscation” are mentioned in the Eurojust CMS summary18 

 

 

The Eurojust search confirms the perceptions of our respondents that ’financial 

investigation’ in EU is still predominantly identified with financial crimes. Only 

incidentally are financial investigations associated with other crimes such as drug 

trafficking, trafficking in human beings or investigations in organised crime in general.  

 

Data availability in the application of financial investigation 

EU-wide data on the extent to which financial investigations are applied to the 

investigation and prosecution of criminal cases are not available. Such data are not 

                                                           
17  The analysis has been carried-out by Eurojust upon request of the Ecorys researchers. The text has been 

provided by Eurojust. CAU, 23/09/2015, 2015/CAU-0414/ST/TG, Dutch Desk, Statistics on Money 

laundering and Financial Investigation. The Eurojust cases concerning money laundering are straight 

forward to identify in the Case Management System (CMS), as money laundering is one of the crime types 

on the CMS crime list. With regard to financial investigation, confiscations or freezing orders, relevant 

cases are more difficult to identify due to the fact that the latter three terms are no ‘official’ reference 

categories in the Eurojust CMS. There may be other Eurojust cases in which a financial investigation has 

been conducted. However, if no reference to such an investigation is made in the brief case summary, they 

could not be identified and included in the statistics. 

18  THB stands for Trafficking in Human Beings. 
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collected in a systemic manner in the EU MS, and – if they are present – are difficult to 

compare across EU countries. The outcome would also strongly depend on what is 

understood by financial investigations (as appeared in our research, the term ‘financial 

investigation’ is often narrowed down to collecting evidence with the objective of asset 

confiscation), and how ‘deep’, ‘leading’ or ’crucial’ financial investigations are in the 

investigation process. For example, in the study by Brown et al. (2012) in 12 of the 60 

analysed cases financial investigations have formed the basis of the conviction. 

Financial investigations may however also play a marginal role in the investigation and 

prosecution of a case.  

 

 

 

3.4 Start of the financial investigation 

Financial investigations may be applied throughout all phases of ‘serious’ criminal 

investigations and judicial proceedings: from identifying criminality, developing 

intelligence, collecting evidence (case building), to prosecution, conviction, and 

eventually asset confiscation (Figure 3.3). Related to this, Levi (2015) has pointed out 

that financial investigations should start from the earliest opportunity possible (the 

‘golden hour of an investigation’), as the initial period frequently determines whether 

an investigation will succeed or fail.  

 
Figure 3.3  Integrated financial investigation in different stages of criminal proceedings 
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Source: Brown et al. (2012), own research.  

 

The following stages of financial investigations may be recognized:19 

 Identify organised crime. Financial investigations are applied to identify cases of 

organised crime, organised crime networks, the extent of criminality. It involves a 

pro-active application of financial investigation tools and methods. In this phase 

financial investigation is more of a strategic nature.  

                                                           
19  Based on the empirical findings of Brown et al. (2012) in England and Wales.  
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 Develop intelligence and pre-arrest case building. In this stage financial 

investigations may be applied to gain understanding of an organised crime group or 

criminal case (mostly identified through other means). In this phase financial 

investigations are mainly aimed at collecting tactical information and evidence. 

 Post-arrest case building and collection of evidence. In this stage financial 

investigations shift more towards evidence gathering with a view to preparing 

public prosecution. Investigative powers may be applied (after a restraint orders 

from a judge). In this phase financial investigation is mainly aimed at collecting 

tactical evidence. 

 Financial investigations may continue in the prosecution and trial phase and after 

conviction on behalf of the asset confiscation process. 

 

Proactive or reactive start of a financial investigation 

Several questions in our questionnaire to the financial investigators were devoted to 

the standing practices at the start of a financial investigation: How do you mostly start 

a financial investigation: after a criminal incident (reactive) or triggered by information 

provided by internal or external information sources (pro-active)? Which types of 

information occur in your experience most frequently at the start of a financial 

investigation? What could be done to improve or ensure timely collection of financial 

evidence in a criminal investigation? What could be done to stimulate pro-active 

financial investigations in your country?20 

 

The questions refer to one of the key GENVAL recommendations (GENVAL 2012), 

according to which ‘the concept of financial intelligence-led (proactive) investigations 

should be promoted’. GENVAL does not give a clear definition of pro-active financial 

investigations.  

 

A pro-active start of an investigation is defined as a start based on intelligence 

collection, such as real estate monitoring, data-mining of financial analysis, which 

occurs prior to an offender being identified in relation to a specific offence. In other 

words, pro-active financial investigation is aimed at identifying potential criminal 

activities or offenders, which might lead to a case (grey box in Figure 3.3). A reactive 

start is defined as a start after a criminal incident. 

 

Brown et al. (2012) have found in their study on financial investigation in England and 

Wales, that cases may be initiated through financial information or financial 

investigations. However in the day-to-day practice, it is sometimes difficult to justify 

the opening of a case when police managers are faced with competing demands and 

better known crime problems or investigations techniques.21  

 

                                                           
20  Financial investigators. Question 4.1 to 4.4. 

21  Brown et al. (2012), p.5. 
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It appears from the answers in our survey that financial investigations may both start 

in a reactive and proactive way. However most financial investigations start in a 

reactive way, as Figure 3.4, indicating the most likely start of a financial investigation, 

shows. Only 20% of the respondents (financial investigators) of our survey indicated 

that they start the investigations proactively as defined above. Some respondents (5 in 

total) indicated that at their unit, investigations might start both reactively and 

proactively.  

 

Figure 3.4  Most likely start of a financial investigation 

 

Source: Questionnaire answers of the financial investigators. 

 

Although in most countries investigations are started in a reactive manner, financial 

investigators in the survey indicated that they would be interested in the opportunity 

to start (more) investigations proactively; in other words, start cases from analysing 

financial information. One of the obstacles here is that it requires different software 

and specific skills-set (which are not always present) and sufficient resources (time 

and money). Some investigators expressed an apparent interest in a more proactive 

financial investigation approach, as is illustrated by the following quote: 

 

Quote 

“The vast majority of cases are reactive (…). On the other hand the most important and time 

consuming investigations are intelligence driven (police or tax authority) and thus pro-active.” 

 

Quote 

“Data-mining and internet intelligence are very useful sources of financial information. Both are 

used by intelligence purposes but also during investigations.” 

 

There are also limitations to the proactive start of an investigation. It has been noted 

by one of our interviewees that a proactive development of intelligence without clear 

link to existing tactic investigations, and appropriation of investigative follow-up 

80% 

20% 

0

5

10

15

20

25

30

Reactive Proactive



 

 

 
43 

  

Needs assessment on tools and methods of financial investigation in the European Union 

capacity, might miss the point.22 There is a clear danger that untargeted proactive 

financial investigations (development of intelligence) will result in weakly embedded 

case proposals without proper structures and capacity to follow-up. It would for 

example be better if police teams are constantly fed with intelligence and information 

that could be instantly applied in ongoing investigations.  

 

An example of a multidisciplinary organisation that develops financial intelligence 

products is ICOV in the Netherlands (box text). 

 

Infobox Criminal and Inexplicable Assets (ICOV) 

ICOV in the Netherlands (Dutch Acronym of Infobox Criminal and Inexplicable Assets) 

is a collaboration between the Police, the Tax authority, Customs, the FIOD (Fiscal 

Intelligence and Investigation Service), FIU-Netherlands and the Public Prosecution 

Office (OM).23 

 

ICOV primarily focuses on the detection of criminal and inexplicable assets. By 

combining data of the participating partners, ICOV develops financial intelligence 

products such as risk indicators for criminal (fraudulent) actions, identification of 

criminal assets, or group profiles (relation networks). These risk indicators and group 

profiles may feed into law enforcement activities and investigations at operational, 

tactical and strategically levels. 

 

ICOV analysts have different backgrounds (criminal investigators, chartered 

accountants, data analysts, criminologists and lawyers). The combination of different 

fields of expertise and the access to a broad range of data files is new in the 

Netherlands. Data from the participating organisations are supplemented with data 

from public registers and open source data. With ICOV, the proactive value of financial 

investigation is being promoted and applied.  

 

 

Trigger of a financial investigation  

Financial investigators were also asked which information sources often form the 

starting point of their investigations. Providing multiple answers was allowed. In 

answering this question the following reference list could be referred to: Information 

held by law enforcement; Information provided by an informant; Information from 

crime reports or non-crime incident reports; Suspicious Transaction Report from FIU; 

Information given by another national agency (i.e. supervisory agencies, secret 

services); Information given by a foreign agency; Information after a spontaneous 

arrest; Information found during a search; MLA requests; Media report (investigative 

                                                           
22  Interview the Netherlands. 

23  Convenant Informatieuitwisseling Crimineel en Onverklaarbaar Vermogen (ICOV), Staatscourant, Jaargang 

2013, Nr. 24607, 29 augustus 2013.  
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journalism); Whistle-blowers; Court cases; Cases from tax authorities; Cases provided 

by `forensic accountants.24 

 

A top-10 of most indicated information triggers of a financial investigation 

(respondents could give more than one answer) is presented in Figure 3.5.  

 

Figure 3.5  Top-10 Information sources as trigger for financial investigations 

 

Source: Numbers of indications in answers to question 4.2 (more indications possible)  

 

From this figure the following conclusions may be made: 

 Investigation triggers occur in a wide variety of sources; there is not one 

overwhelmingly important information source; 

 Financial investigations most often start after a Suspicious Transaction Report from 

FIU, followed by information provided by law enforcement  and cases from tax 

authorities; 

 None of the respondents indicated whistle-blowers or cases provided by forensic 

accountants as start of their investigations. Also court cases hardly seem to form 

the starting point of an investigation (only mentioned once);  

 A category that was added to the list of sources provided was ‘databases’. Four 

respondents indicated that they use searches in databases as a starting point of 

their investigation. 

 

When asked what is needed to improve or ensure timely collection of financial 

evidence in a criminal investigation, the large majority of answers relate to more 

general notions on how to accelerate the acquisition of information and evidence.25 For 

example: more resources are needed, better cooperation with third parties (in 

                                                           
24  From Levi (2015). 

25  Financial investigators, Question 4.3.  
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particular banks), and enhanced international information exchange. In the next 

chapter this issue will be extensively described. In general most investigators agree 

that collecting financial evidence should be more prioritised and start from the very 

beginning of a criminal investigation.  

 

 

3.5 Throughout the investigation 

Both investigators and policy advisors were asked to what extent financial 

investigations are standard and accepted in the criminal investigations in their 

country.26  

It appears from the responses from the policy advisors that in some countries financial 

investigations are a general practice in all criminal investigations when there is a 

suspicion of illegal benefits. It is not possible to determine to what extent these 

statements relate to cases with the clear objective of asset confiscation or to all cases. 

For example some MS have a legal obligation to conduct financial investigations with 

the objective of asset confiscation, for example in Finland (see box text). 

 

Legal obligation to conduct a financial investigation (Finland) 

Investigators in Finland have a legal obligation to conduct financial investigations with 

the objective that an eventual injured party will get its compensation or that benefits 

obtained by the criminal act can be confiscated. This obligation is based in the Finnish 

Criminal Investigation Act, Section 2. During the criminal investigation information and 

evidence is gathered about the financial situation of the perpetrator and possible 

companies he or she owns or has under his or her command or influence (via so called 

‘goal keepers’). Financial investigation in a broad sense (without the clear objective of 

asset confiscation) is not mandatory. It is however, a standard operational procedure 

used when we have case big enough (nationwide or cross border targets), or in some 

other cases when it is found to be useful. 

 

Other policy advisors stated that conducting a comprehensive financial investigation is 

not widespread at all in their country. Financial investigations are no priority and 

availability of specialist expertise is problematic, also due to the fact that financial 

investigations may be laborious and time-consuming. When financial investigations are 

embedded in the criminal investigations it is more standing practice than a legal 

obligation, such as in the United Kingdom and Denmark.  

 

Quote  

“There is a positive move away from the concept of a ‘criminal’ investigation and a parallel 

'financial' investigation. Criminal investigations now encompass the use of financial tools. (…) This 

                                                           
26  Policy advisors, Question 1.2. Financial investigators, Question 3.1. 
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is not limited to what was deemed to be the role of financial investigators, i.e. money laundering 

or asset recovery. The concept of criminal finances is being embedded into the role of every 

investigator as part of the investigation.” 

 

Quote 

“The financial investigation is an important element of criminal investigation which is given high 

priority. The financial investigation is a standard and accepted element in all criminal 

investigations when relevant.” 

 

With regards to the responses of the financial investigators, it must be noted that, 

since many respondents work for a unit specialised in financial investigations, financial 

investigations are part of their core business and therefore they indicate financial 

investigations are indeed standard. In some countries financial investigators observe, 

as policy advisors, that financial investigations have become more and more standard. 

While in other countries, at least, more awareness of the value added of analysing 

financial information in solving crimes exists. In other words, things are moving slowly 

in the ‘right’ direction.  

 

 

3.6 Closing of the financial investigation 

Financial investigators were asked when their financial investigations usually stop.27 

The answers given are diverse. However two main practices of concluding a financial 

investigation can be identified; (a) The role of the financial investigator ends when 

sufficient evidence is collected and the public prosecutor is able to decide to bring the 

case to court, settle it or dismiss it;  (b) Financial investigations end when a final 

judicial decision is made. This can be a court ruling, but also the decision of the public 

prosecutor to settle or dismiss the case. If the financial investigation continues in the 

prosecution and trial phase, the investigator assists the prosecutor in collecting and 

analysing additional financial information and evidence needed for the court procedure 

 

Only one respondent indicates that the investigations he conducts last longer than the 

actual criminal investigation of the offence:  

 

Quote  

“Long after the general criminal investigation has ended; usually several years later. This has to 

do with the fact that the judicial process for seizing and confiscating criminal proceeds is a 

separate process and trial from the criminal trial. Most times the result of the criminal trial is 

awaited because the separate proceedings for confiscation require a conviction.” 

 

Feedback 

                                                           
27  Financial investigators, Question 6.1, 6.2 and 6.3. 
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All financial investigators indicated that, during the judicial proceedings or after closing 

of a case, feedback to the team of investigators is important and valuable. However, 

many investigators also indicated that the feedback process in their country is not 

working optimally. Some pointed out that they hardly receive feedback, others 

indicated that obtaining feedback strongly depends on the prosecutor involved.  

 

When there is no formal or informal feedback in place, investigators have to go 

through the court files themselves, to get information on the impacts of their 

investigations. The level of feedback given and received often depends on the level of 

cooperation with the individual prosecutors and judges. The more intense and 

constructive the cooperation is, the more feedback is being exchanged.  

 

Quote  

“Because there is no common database used by police, prosecutors and courts, the final court 

rulings do not always reach the police and investigative units. A new data system is under 

construction and will improve situation in the future.” 

 

Investigators indicated that feedback provides useful information for further work and 

allows for evaluation and improvement of financial investigation practices.  

 

Quote  

“Feedback is always valuable – so that you can evaluate work in the future, and as part of a 

reward and recognition process. It also enables any mistakes to be rectified and best practises to 

be identified. Feedback also improves partnership working and relationship building.” 

 

Needs and wishes 

Better formal and informal feedback during and after the judicial proceedings of cases.  
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4 Instruments, needs and wishes 

4.1 Introduction 

In this chapter needs and wishes of financial investigators and policy advisors are 

discussed in a systemic manner. For this a financial investigation hierarchy of needs is 

introduced (Figure 4.1).  

 

This hierarchy of needs is presented in the form of a pyramid in which several layers 

can be distinguished: (from bottom to top) legal instruments, technical tools, data and 

information, knowledge, cooperation and organisation and culture. All levels are 

influenced by an overarching financial investigation strategy formulated at national 

level, and eventually backed by an overall EU strategy on financial investigations. The 

pyramid is structured from ‘tangible’ to more abstract instruments, needs and wishes.  

 

Figure 4.1  Financial investigation hierarchy of needs 
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4.2 National financial investigation strategy 

The third GENVAL recommendation to the EU MS is that financial investigation policies 

should be reflected in a long-term national strategy:28 

 The concept of financial-intelligence-led investigation should be clearly defined and 

promoted;  

 MS should also promote and integrate proactive law enforcement on the basis of 

strategic analysis of data – including financial data;  

 Guidelines as how to support the application of (proactive) financial investigations 

should be formulated;  

 The national financial investigation strategies should be monitored and evaluated 

on a regular basis;  

 The national strategies should be complemented with support and strategies at EU 

level (through Europol and Eurojust).  

 

Both financial investigators and policy advisors were asked to what extent MS indeed 

have formulated such a national financial investigation strategy.29  

 

Many policy advisors have indicated that there are national policies and strategies in 

place, which are also relevant for financial investigations. However in the majority of 

the cases these strategies do not refer to financial investigation alone or explicitly. At 

its best financial investigation is an element in national strategies on preventing and 

combating organised crime, or specific types of crime (such as corruption, money 

laundering, trafficking in human beings, or fraud against the financial interest of the 

European Union).  

 

With a few exceptions, most countries have are no specific strategies, with a long-term 

vision, on promoting, developing and integrating financial investigation as such. It also 

appears that the distinction between legislation, applied polices and practices and 

national strategies, is not always clear. In the view of policymakers, legislation, policy 

and strategy are intertwined and cannot be clearly separated.  

 

This misunderstanding also appears from the answers of the financial investigators. 

The do not see a clear difference between legislation, strategies and policies. Some 

respondents indicate that promotion of financial investigations is often part of political 

speeches and programmes, but that no concrete actions are included into a national 

policy. 

 

Quote  

“Political goals quite often refer to the fight against corruption, fraud and money laundering. 

However, in my opinion, there is no national strategy to foster financial investigations that include 

serious financial crime.”  

                                                           
28  GENVAL 2012. 

29  Policy advisors Question 6.1. Financial investigators Question 11.1. 
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Although respondents might indicate that no national policy is in place, they indicate 

that policies with regard to financial investigation on organisational level exist. These 

policies may be implemented by the police force (Germany), the tax authority 

(Estonia) or a dedicated unit fighting financial crime (Denmark).  

 

Also opposing answers from respondents within the same country were encountered. 

For example in the Netherlands and Finland, some respondents indicate that a national 

policy is in place, while others indicate there is not. In general financial investigators 

and policy makers within the same MS, share the same view on the existence and 

scope of a national strategy. However, as the quote below shows, some financial 

investigators indicate there is a lack of consistent approach, while the policymaker 

indicates that some important steps have been taken as part of an extensive 

agreement that has been signed to prevent and combat economic crime. 

 

Quote  

“There is no such national strategy or similar document. The result is a lack of consistency on the 

part of policy makers and relevant agencies.” 

 

As appeared from the responses to the questionnaires and the interviews, a general 

observation is that financial investigation strategies are confined to asset recovery 

strategies. The promotion and integration of financial investigation is often a 

supporting element in the overall asset recovery strategy – not an objective in itself.  

 

Sweden is an example of a country that promotes financial investigation as a method 

as itself, within its multi-agency approach to organised crime:  

 

Multi-agency approach to organised crime (Sweden) 

In Sweden, the year 2008 can be marked as starting point for a new strategy to 

combat serious crime, including asset recovery. As part of this strategy resources have 

been established for the Swedish Police, the Swedish Prosecution Authority and the 

Swedish Economic Crime Authority for asset recovery.  

 

As part of this strategy, since 2010, forensic accountants have been recruited within 

Swedish law enforcement, following the money and financial investigations are being 

promoted, and project groups have been set up to introduce and promote financial 

investigations. The Swedish police forces have a national multidisciplinary unit for 

financial investigations, currently consisting of ten people (accountants, economists, 

lawyers). There are also financial investigators in other law enforcement agencies 

across the country. The strategy has resulted in an increase of recovered assets. 

 

The Swedish strategy also comprises the establishment of a multi-agency approach to 

OC (since 17 July 2008), comprising of a collaboration between the National Police 

Board, the Economic Crime Authority, the Coast Guard, Tax Authority, Swedish 

Security Service, Customs Service, Prosecutor's Office, and (since 2010) the Social 
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Insurance Agency. What role financial investigations play in this multi-agency 

approach is not explicitly stated in the strategy.  

Source: Questionnaire Sweden. 

 

Little information in the actual effectiveness of the efforts to stimulate financial 

investigations was received. However, as appears from the interviews, strategic plans 

will remain ineffective if they are not paired with reallocation of priorities within the 

police forces and extra specialist investigative capacity. Another danger may be a too 

strong focus on asset confiscation. There is in almost all EU MS an apparent need for 

more financial specialisation (both within the police forces and at level of the 

prosecutors’ office), which implies acquiring highly educated financial specialists, and 

offering appropriate career opportunities for these experts. Education levels within the 

general police forces are insufficient to guarantee adequate countervailing 

investigative power. In other words, despite good intentions, results of financial 

investigation strategies may remain below expectations, due to a combination of 

factors: a too narrow focus on asset confiscation, insufficient re-allocation of resources 

and priorities, insufficient expert knowledge. 

 

In the questionnaire countries explicitly named as inspirational from a policymaking 

point of view are the Netherlands and the USA. These two countries were praised for 

being constant in dedicating resources to fighting financial crime. These investments 

can be seen in their current capacity to fight financial crime – such as the availability 

and development of dedicated IT tools, as well as, sizeably staffed financial crime 

investigation units30. 

 

Finally two examples from the UK (England and Wales) generally are considered to 

benchmarks of national financial investigation approaches: the Proceeds of Crime Act 

2002 and the 2007 joint HM Treasury and Home Office strategy, ‘The Financial 

Challenge to Crime and Terrorism’. This strategy clearly recognises the future potential 

of financial investigations – and expresses a long-term vision:  

 

“Like the use of fingerprints in the 19th century or DNA in the 20th century, financial information 

is now one of the most powerful investigative and intelligence tools available, the true potential of 

which is only now being fully understood. And the ability to deny access to the financial system to 

organised criminals and terrorists presents a new opportunity to weaken their networks.”31 

 

Even of the Financial Challenge to Crime Strategy, is considered to be still very much 

asset confiscation and anti-money laundering oriented. Financial constraints and the 

absences of clear carrier structure and longer term funding is absent for the most part 

of the Regional Asset Recovery Teams, whose very title suggests a financial results 

focus, even though their initial formal recovery targets have been abandoned.  

  
                                                           
30  This observation is based on the questionnaire Reponses. It was not possible to check what extent these 

opinions are realistic. 

31  The financial challenge to crime and terrorism, Home Office, 2007, p.3. 
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The Financial Challenge to Crime and Terrorism Strategy (England and Wales) 

The joint HM Treasury/Home Office 2007 strategy, ‘The Financial Challenge to Crime 

and Terrorism’32, is specifically targeted at making financial investigation methods and 

tools a ‘mainstream’ part of approach to tackling crime and terrorism. The strategy 

takes an all-inclusive view of the use of financial tools in investigating criminality, 

including - but not limiting to - their use in recovering the proceeds of crime, but 

perhaps more importantly financial investigation’s role in tracing the financial 

‘footprints’ of criminality throughout the regulated sector.  

 

The HM Treasury/Home Office strategy is meant to make the application of financial 

investigation tools and methods mainstream in the approach to tackling crime and 

terrorism and to contribute to a substantial increase in accomplishing targets for 

criminal asset recovery. The strategy includes: developing data-sharing between the 

public and private sectors, and pooling intelligence better between different public 

authorities; further steps to extend the risk-based approach on money laundering; 

reforms to reduce the burden of crime and security measures on business; further 

steps to promote the proactive use of asset freezing powers.  

Source: The financial challenge to crime and terrorism, Home Office, 2007. 

 

A clear benchmark for a national financial investigations strategy needs to be 

developed yet. Levi (2015) advocates a new EU-wide approach for integration financial 

investigations in the tactical and strategic fight against organised crime. Such a 

strategy should have, among others, the following features: 

 The strategy should recognize that investigation the finances of organised crime is 

the basis for tackling organised crime; 

 The term ‘financial investigation’ should be used in its widest sense including the 

purposes of Article 6(1a) and 6(1b) of the UN convention against organised crime 

(criminalizing the laundering of the proceeds of crime); 

 Each national strategy should accept that dedicated trained financial investigators 

should be assigned to tackle organised crime in parallel with ordinary criminal 

investigators; 

 Asset recovery offices should be responsible for tracing and freezing assets, 

according to a single, consistently, applied methodology; 

 National strategies should recognize and control cash as the currency of organised 

crime.  

 

Needs and wishes 

- Increase awareness on the added value of financial investigation to all proceeds 

generating crimes; 

- Formulation of national strategies that recognise that investigation the finances of 

organised crime is the basis for tackling organised crime;  

                                                           
32  The financial challenge to crime and terrorism, Home Office, 2007, p.3. 
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- Promotion of proactive financial investigations through analysis of financial 

information and related forms of data mining.  

 

A national financial investigations strategy should be paired with:  

- More money for financial investigations; 

- Re-allocation of priorities; 

- Acquisition of financial specialists within police forces and judiciary; 

- Better career opportunities for (financial) specialists; 

- Creation of specialist prosecution units. 

 

 

4.3 EU financial investigation strategy  

According to Levi (2015), these national financial investigation strategies should be 

implemented more consistently across the EU. The EU should also, through a specific 

mandate included in the Europol Financial Investigation Strategy, monitor national and 

local implementation and the coherence of financial investigation strategies across the 

EU MS. 

 

In addition to this role, interviewees in our research indicated that strategies and 

actions with regards to financial investigation should be more explicitly integrated in 

the EU Multi-Annual Strategic Action Plans (MASPs) and Operational Action Plans 

(OAPs), related to the EMPACT projects. This will not only foster the application of 

financial investigation, but also ensure the possibility of systematic monitoring and 

evaluation of the effectiveness of financial investigation approaches, and hence 

promote development, improvement and the creation of a cross-EU level playing field 

in the application of cross-cutting financial investigation approaches (Figure 4.2).  

 

Figure 4.2  Financial Investigation (FI) within the EU EMPACT policy cycle 
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In Table 4.1 an overview is presented of the distinct steps in the EU EMPACT policy 

cycle. The table also shows suggestions on how financial investigation tools and 

methods could be integrated in the EMPACT policy cycle: by explicitly formulating 

general policy objectives with regard to the application of financial investigation, and 

setting more specific and operational Financial investigation targets. Evaluation of the 

added value of financial investigation should be output driven. Specific attention 

should be given to the role and effectiveness of financial investigation as an 

investigation method in the realisation of the EMPACT priorities, the Multi-Annual 
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Strategic Action Plans (MASPs) and the Operational Action Plans (OAPs).33 

 

Table 4.1 Financial investigation in the EU EMPACT policy cycle 

EU EMPACT policy cycle and suggestions for inclusion of financial investigation 

Step 1. EU SOCTA (Serious and Organised Crime Threat Assessment) developed by Europol 

Step 2. Policy setting and decision-making by COSI (EU standing Committee for EU Internal 

Security)> Formulate financial investigation policies 

Step 3. Formulation of EMPACT (European Multidisciplinary Platform against Crime Threats) 

priorities > Formulate how financial investigation tools and methods could contribute to the 

realisation of the EMPACT priorities and formulate general objectives 

Step 4. Formulation of Multi-Annual Strategic Action Plans (MASPs) > Formulate financial 

investigation strategies and (more) specific objectives.  

Step 5. Formulation of Operational Action Plans (OAPs) > Formulate relevant financial 

investigation operational activities and desired operational outcomes 

Step 6. Implementation > Apply financial investigation tools and methods 

Step 7. Evaluation of effectiveness by COSI > Evaluate the contribution of financial investigation 

to realisation of the EMPACT objectives 

 

Needs and wishes 

- Explicit inclusion of financial investigation in the EU multi-annual policy cycle for 

organised and serious international crime (EMPACT); 

- Systematic EU level monitoring and evaluation of effectiveness of financial 

investigation tools and methods (within the context of EMPACT). 

 

 

4.4 Legal instruments 

Both the policy advisors and the financial investigators were asked if financial 

investigators have sufficient legal instruments at their disposition, which legal 

instruments have been particularly helpful and what kind of additional legal provisions 

would be needed or helpful.34  

 

Views from financial investigators 

Most financial investigators indicate that the legal instruments and tools available to 

them are sufficient to carry out their work. Only four respondents indicate that the 

instruments and tools are not sufficient or not sufficient enough. These answers are 

given by Lithuania and Poland, who both indicate that the legal instruments and tools 

needed are not in place. In Lithuania there is a need for legal tools on preventive 

seizure and confiscation (OCG assets) and extended confiscation as well as non-

convicted confiscation. In Poland there is a need for tools allowing / facilitating access 

to financial information located by secrecies. One of the German respondents indicates 

that currently the relevant tools are under review by the government and because it is 

                                                           
33  Interview Eurojust.  

34  Policy advisors, Question 4.1 and 4.2. Financial investigators, Question 9.1 and 9.2.  
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unclear how this will change the respondent is not able to indicate if the new tools will 

be sufficient or not.  

 

Although most of the respondents indicate that the legal instruments and tools are 

sufficient, some of them provide suggestions for further improvement. The most 

commonly used suggestions are: the reversal of the burden of proof in cases of 

‘unexplained wealth’ (Germany, Portugal, UK); and access to (web based) registers 

(Finland and Slovakia). 

 

Other suggestions made by individual financial investigators are: 

 Make intermediaries accountable for their role and impose stricter rules on creating 

or transferring companies (Belgium); 

 Reduce the limitation on data storage by phone operators, so that more room is 

available which can used (Sweden); 

 Bundle all updates of relevant acts into one publication so that you do not lose 

track of what belongs to the current legal framework (UK). 

 

Best practice Sweden 

‘The legal tools have changed lately (July 2014). Sweden got new money laundering legislation. 

That is the best tool and we have been waiting for it many years now. We also have a good tool 

for asset recovery (was changed 2008)’. 

 

Views from policymakers 

All policy advisors indicate that the present legal instruments are, in principle, 

sufficient. They all indicated, however, that the legal instruments and tools available 

are not specifically meant for financial investigations, but are part of the broader 

criminal law system. This means that financial investigators have the same powers as 

investigators in general offence cases, e.g. murder or theft.  

 

Two of the respondents, i.e. Germany and Czech Republic, indicate that currently 

some legal changes are underway in order to better facilitate financial investigations. 

In Germany the available legal tools for asset recovery are currently under review by 

the government and they will be brought in line with EU requirements35. Also new 

proposals are discussed to adopt a new definition of money laundering activities. In 

the Czech Republic the competent authorities are preparing new Acts that would 

introduce a central bank account register and a register of trusts. 

 

In Bulgaria a new law was recently (14 February 2015) adopted. Instead of broadening 

the possibilities for financial investigations this new law seems to reduce them. Main 

points of concern given are the abolition of the dedicated Financial Intelligence 

directorate in the State Agency for National Security, and the limitation of formerly 

free access of the Financial Intelligence directorate to many sources of information. 

The information now can only be obtained after receiving a court order.  

                                                           
35  The tools will be brought in line with the requirements laid down in Directive 2014/42/EU. 
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Synthesis 

In the countries from which both responses from the financial investigators and policy 

makers were received, the opinions regarding legal instruments and tools are more or 

less shared. In Germany both parties indicate that certain aspects of the law are 

reconsidered and that therefore it is currently unclear if sufficient tools are in place.  

 

Remarkable point is that the investigators in the Czech Republic indicate that sufficient 

legal tools and instruments are available, while the policy maker indicates that some 

changes in the law are necessary. Of course the investigators will benefit from the 

proposed legal changes. 

 

In one country the investigator and policy advisor do not share the same views. The 

investigator indicates that he is missing legal tools and instrument in order to be 

successful in his work. However, the policy maker has the opinion that the legal 

system provides sufficient instruments and tools for financial investigators.  

 

Useful legal instruments 

The respondents were asked to indicate which legal instruments and tool currently 

available to them are helpful for carrying out their work. The following answers were 

given:36 

 Investigation on the suspicion of money laundering. In most countries money 

laundering is a separate crime. Therefore money laundering activities can be 

independently investigated and no other (economic) crimes is needed to start a 

money laundering investigation (E.g. Belgium, The Netherlands); 

 Seizing goods with the equivalent value. In some countries the law provides for 

seizing goods with the equivalent value. This is important in case the original goods 

have disappeared, but the criminal still has goods with an equivalent value in his 

possession (E.g. Belgium, Czech Republic, The Netherlands and the UK); 

 Possibility to quickly lift bank, tax and business secrets. In Portugal the prosecutor 

is allowed by law to do this. In Greece the special unit (SDOE) is allowed to do this, 

as long as they inform a prosecutor of their actions in the following 24h.  

 Extensive court orders. In Denmark, after obtaining the court order, the 

investigator is allowed to follow the entire transaction regardless of the pending 

criminal case. In the UK an order can be obtained that lasts for the time of the 

investigation and which allows for deference to the right of silence of the defendant. 

 Obligation to conduct a financial investigation. In Denmark, Finland and Croatia the 

policy makers indicate that by law each criminal investigation should also include a 

financial investigation part. Per criminal case the extent of the financial 

investigation will be determined. 

                                                           
36  The first four examples were given by the financial investigators. The latter four by the policy advisors.  
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 Extended length of a financial investigation. In Denmark it is possible to still work 

on a financial investigation case even when the criminal case is already closed. This 

is important because of the longer timeframe need to conduct financial analyses. 

 Access to tax information. In the Czech Republic the police has extended options to 

receive information from the tax authority. Because the police can obtain tax 

information easily, they are rather successful in the field of tax crime.  

 Expert opinions. In Hungary the expert opinion is one of the legal tools. In this the 

expert shall be employed if the establishment of a fact to be proven requires special 

knowledge.  

 

Needs and wishes 

Both financial investigators and policy advisors indicate that, in principle, the legal 

instruments and tools available to them are sufficient to carry out financial 

investigations. Needs and wishes are related to possibilities of a (near) reversal of the 

burden of proof, in cases of unexplained wealth, and better access to (web based) 

registers.  

 

 

4.5 Technical tools 

Financial investigators and policy advisors were asked to what extent technical tools 

(for example computers, laptops, IT systems, smartphones, tablets, software, data 

storage systems, and wire tapping devices) are adequate.37  

 

Most policy advisors and a minority of the financial investigators (see below) indicate 

that technical tools are sufficient at this moment in their country. However, almost all 

respondents also admit that sometimes there is room for improvement, that the 

current level of tools is merely basic. They also indicate that, as financial crimes 

become more sophisticated over time, it is important to keep up with these trends in 

terms of hardware and software capabilities.  

 

On the adequacy of the technical tools available, 28% of the financial investigators 

indicate that these tools are sufficient. The other 72% say that these tools shall be 

improved or are not at all adequate. The main barriers are: 

 Limited budget for hardware acquisition;  

 Limited budget for software acquisition; 

 Limited budget for IT training and IT specialists;  

 Ineffective communication platforms;  

 Limited data storage capacity.  

 

On the sufficiency of the technical tools available to their national financial 

investigators, the policy makers are split: 53% think the tools of their financial 

                                                           
37  Financial investigators, Question 7.1. Policy advisors, Question 3.1. 
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investigators are sufficient, whereas 47% see the need for (major) improvements. The 

main obstacles identified by the policy makers are:38 

 Insufficient budgets allocated to the acquisition and update of state of the art 

analysis software; 

 Insufficient budgets allocated to the acquisition of hardware (30% of respondents); 

 A lack of information storage and sharing platforms, specially dedicated to financial 

investigators. 

 

Quote  

“We have no budget to acquire the latest hardware. This leads some investigators to buy their 

own devices, which is, in a good working democracy, not desirable or even tolerable.” 

 

Quote  

“Due to the lack of hardware and software, the biggest problem for the financial investigators is 

that most of the evidence collected is paper-based. At the end of investigation of a financial 

crime, one case could reach more than 100 volumes of evidence and documents. Investigators 

have to number by hand every page of this volume and to write down separate contents for each 

volume.”  

 

Finally it is important to note that needs and wishes may have a geographical 

dimension. Technical provisions may be fine at central level, but insufficient in more 

peripheral regions of a country.  

 

Quote  

“When we speak of financial investigation, we usually imagine an information system that 

supports the financial investigator. Here, I think a great deal can be improved, especially in the 

territory. Central (police) units usually have state of the art computers and software, but this is 

not the case all across my country.” 

 

Countries to whose technical standards some financial investigators aspire to, are 

Estonia and the Unites States. These countries are said to have all state-of the art 

technical tools available to properly conduct a financial investigation. Estonia is praised 

for its development of virtual workspaces for law enforcement – that allow 24/7 

consultations, retrieval and sharing of online information by financial investigators and 

cooperation partners. The investments made by Estonia in such information storage 

and sharing platform is said to be paying back fast as it drastically cuts labour costs 

and increases efficiency. 

 

Needs and wishes 

With respect to technical tools, financial investigations may be limited by insufficient 

hardware, software, IT knowledge or other technical inadequacies. This may also 

depend on the location (more insufficiencies in peripheral regions). It is important to 

                                                           
38  Anecdotal evidence was used to support these findings, particularly by the new Member States (e.g. 

Romania, Bulgaria and Croatia) and Belgium.  
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note that, as (financial) crimes become more sophisticated over time, it is essential to 

keep up with these trends in terms of hardware and software capabilities. 

 

 

4.6 Data and information 

Related to the technical tools is the issue of access to databases and registries. The 

question related to this issue was formulated as follows: Do you have adequate access 

to information (databases and registers)? How do you value the quality and usability of 

these information sources? Do you have specific needs and wishes?39  

 

Views from financial investigators 

On the adequacy of the access to relevant databases, 72% of the financial 

investigators indicate that access is not adequate or should be improved: 

 Many financial investigators indicate that the creation of a central bank accounts 

register (CBAR) would greatly benefit their work; 

 In more than half of the MS, access to one or more relevant databases (i.e. tax, 

insurance, leasing, real estate, company register database) is perceived as 

insufficient; 

 

Problems related to access of databases are: 

 High costs to access the data; 

 Extensive bureaucracy; 

 Too high reliance on court orders; 

 Databases are seldom updated. 

 

Consequently, respondents indicate that due to inefficient access to databases the 

costs of investigation are relatively high, resources are inefficiently allocated, and 

requests of information are met with delays and sometimes with insufficient 

information. 

 

Views from policy advisors 

62% of the policy makers report that (major) improvements can be attained in the 

way financial investigators access various databases. There exists a general consensus 

that database-access is an integral part of a financial investigator’s ‘toolbox’ and that 

financial investigators should not see it as their main task to cut through bureaucracy 

in order to access data.  

 

Quote 

“With an ever-present digitalisation and the possibility to transfer assets around the globe and 

across boundaries within seconds, time is of the essence when conducting financial investigations. 

It should therefore be regarded as a general principle that databases relevant for financial 

                                                           
39  Financial investigators, Question 8.1. Policy advisors, Question 3.2.  
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investigations should be – while respecting data protection requirements – accessible without any 

major hindrances and obstacles to financial investigators.”  

 

Nevertheless, consideration is given to the known and unknown difficulties associated 

with joining large datasets where with the push of a button a financial scheme of a 

person can be constructed. Furthermore, respondents give ample consideration to the 

increased pressure for secure storage and transmission of sensitive information, 

particularly, in order to avoid breaches and abuses of data protection.  

 

Quote  

“Many investigators find that the licenses needed to access information are restricted/limited in 

terms of numbers and therefore there is often not enough available for all financial investigators 

within the teams. The costs to access some of the databases can also restrict access. If financial 

institutions would allow unlimited access, free of charge this would support a more consistent 

approach across the agencies but confidentiality and other functions have to be considered and 

respected.” 

 

Next to difficulties in accessing bank account data, policy makers show they are aware 

of difficulties in obtaining tax, customs, real estate and social security data (e.g. 

Belgium, Bulgaria, Croatia and Poland).  

 

In general, the questioned policy advisors signal the necessity of building several more 

registries, at a national and/or EU level: 

 A registry for trusts (e.g. Czech Republic); 

 A registry for bank safes (e.g. France); 

 A registry for ultimate beneficial owners (e.g. Italy); 

 A registry for ongoing financial investigations (e.g. Romania). 

 

Specific databases 

The financial investigators were also asked to describe any good practices related to 

the provision of information and indicate in more detail to what extent provision of 

information from specific databases, registers and other information sources is 

sufficient.40 41 

 

Financial investigators were asked to indicate whether they have access to several 

types of information and registries (Table 4.2). Then they were asked to judge the 

quality of the data, as well as, the speed with which it can be accessed. Relatively 

agreement on the quality and access of various databases among the respondents 

from the different EU MS was encountered. Financial investigators have particular 

                                                           
40  Financial investigators, Question 8.2 and 8.3.  

41  Access to data varies among countries but also within countries. In general, different institutions have 

access to different data, and therefore there could be significant differences among financial investigators 

within a country, depending on their affiliation. However, when analysing the responses of the financial 

investigators we noticed that disjoint answers among the different investigators within a country were not 

numerous.  
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problems with collecting bank accounts information (in particular in countries without a 

central bank account database) and information on the ultimate beneficial owner.  

 

Table 4.2  Databases and registries: quality and speed of access 

 Quality of 

information 

Speed of access 

Criminal (law enforcement) information Good High 

Classified information  - - 

STR Information (FIU) Good High 

Tax and other revenue information Good High 

Bank accounts information  Bad Low 

Credit reference agency Good High 

Real estate database  Good High 

Commercial and company registers Good High 

Registers of non-profit organisations - - 

Ultimate beneficial owners  Bad Low 

Source: Questionnaire financial investigators  

Access to some databases is particularly good. Financial investigators indicate they 

have access to criminal records either directly or by request. The quality and the speed 

of access to this information however is often criticised, except where (as in UK police 

financial investigations), it is automatically available.  

Real estate information is also easily available to all responding financial investigators. 

Several respondents indicate that they had online access (for example Czech Republic, 

Finland, Latvia and the UK); others indicate that they could consult this information 

only on the basis of a judicial request (e.g. Ireland and Belgium42). One complaint is 

put forward on the consultation fees and on the lack of centralised real estate 

information (Germany).  

Furthermore, STRs transmitted by national FIUs to the law enforcement authorities for 

further investigation are widely reported as available to other financial investigators. 

Nevertheless, complaints have been registered as to the speed with which these 

reports can be accessed as well as to the informational value that they have.  

All respondents, with the exception of the German representatives, indicate that tax 

and other revenue information are available and widely used by financial investigators.  

 

Quote  

“Specific information is not obtainable for financial investigators due to the tax secrecy. A general 

exemption to this rule in my country is a suspicion of money laundering.” 

 

Additionally, most respondents indicate that credit rating agencies have useful and 

accessible databases. Respondents, nonetheless, complain about the timeliness with 

which they could obtain this information (e.g. Estonia and Lithuania), and about the 

                                                           
42  Depending on source.  
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costs affiliated with accessing this database (e.g. UK). Finally, commercial and 

company registers is widely available, although respondents complained about the 

restricted browsing possibilities and a low update rate.  

 

Conversely, respondents also indicate that some registries are not available. A 

centralised bank account registry (CBAR) is widely reported as unavailable. In the 

Czech Republic and Denmark, a law that would create such a register is currently 

being discussed in parliament. Other databases of which access would be preferred by 

the investigators were a database with info on (inter-)national companies (in Belgium). 

Access to the mortgage register seems to be a problem in Latvia. In Ireland, access to 

databases is limited to internally created ones. Those from other agencies are by law 

inaccessible. In the UK, the limited number of licenses hampers financial investigation. 

In teams, only some members have access to certain databases. Unlimited and free 

access to databases would be a preferable solution. 

 

Many respondents indicate that the introduction of a central bank account register 

would help financial investigators in quickly retrieving bank details of criminals. Some 

countries in the EU already have introduced such a register. The pink countries in the 

Figure 4.3 all have registers. In most of the countries the register is accessible on-line, 

only exception being Germany. It should be noted that the figures are based on the 

latest Europol report published in 2012. It is very well possible that in the meantime 

more countries have introduced a central bank account registers; however the 

researchers were not able to retrieve such information.  

 

Figure 4.3  Countries with a centralised bank account register. 

 

Source: Europol (2012) 

 

Next to this, a majority of respondents indicated that there is no similar centralized 

registry for UBOs. Information on UBOs was reported to be scattered over various 

databases (among other the trade register). Furthermore, one third of the respondents 
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indicated that they had limited to no access to classified information from outside their 

operating institution. Consequently, they indicated that officials possessing access to 

classified information could provide financial investigators with intelligence in a 

declassified form. Recently the fourth money laundering Directive has been adopted 

which obliges MS to introduce a register for UBOs by June 2017 the latest. 

 

Synthesis 

The view from the financial investigators and policy advisors on the availability of data 

and information, suggest the need for a reorganisation of human capital from chasing 

information across unintegrated databases, to delivering and gathering high quality 

information in databases that are open source. Respondents indicated that these goals 

are achievable and to some extent already implemented. Finally, respondents argued 

that these good practices would have a threefold contribution to the way financial 

investigations are conducted: 

 The costs for performing a financial investigation would be low; 

 There would be many more financial investigations ongoing; 

 These investigations would take a lot less time to perform. 

 

Needs and wishes 

- Electronic banking information (instead of paper information); 

- Central registry of bank accounts of natural and legal persons; 

- Centralised registry for companies and UBO’s (MS and EU level); 

- Facilitate access to national open source information through a one-stop-shop 

system (good practice UK: FISS, financial investigation support system); 

- Facilitate access to open source information in other EU countries, through linking 

of the national one-stop-shops;   

 

 

Data analytics 

Financial investigation may be a data-intensive process, whereby the ability to 

establish cross-links between different sources of data and information may be crucial. 

The FATF guidance on financial investigation iterates that it is important to ‘…integrate 

information from different law enforcement and intelligence sources which had 

previously been separated by organisational or technical boundaries so as to leverage 

existing technologies and develop new technologies in order to provide cross-agency 

integration and analysis of various forms of data.’43 

 

Although in some MS activities and experiments with intelligence-led investigation 

(including financial investigation) are being implemented, the development of 

financial-intelligence-led (proactive) financial investigations as promoted by GENVAL 

had not been brought up as part of a national strategy by some of the interviewees. As 

one of our interviewees states: 

                                                           
43  FATF (2012). 
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Quote  

“The key is to understand that there is a wealth of data and information that can become 

prosecutable evidence when properly analysed. This requires a set of technical skills and tools 

usually beyond law enforcement reach.”
44

 

 

One of our interviewees indicates that there should be a link between financial 

investigation and internet forensics (forensic computer specialists). The latter group 

can help by scraping and selecting open source data.  

 

A cutting-edge experiment with cross-agency (financial) investigation analytics can be 

found in the Netherlands: the Knowledge and Expertise Centre for Intelligence Data 

Analysis (KECIDA).  

 

KECIDA (Knowledge and Expertise Centre for Intelligence Data Analysis) 

KECIDA (Knowledge and Expertise Centre for Intelligence Data Analysis) is a Dutch 

centre which offers financial forensic expertise and tailor-made analytical approaches 

and is part of the Dutch forensic institute (NFI). All Dutch law enforcement agencies 

can appeal to KECIDA for help during their financial investigations. The centre is able 

to analyse large data sets or quantities of data (e.g. emails). The sources analysed can 

both be structured or unstructured and KECIDA is also able to combine information 

laid down in different information sources. Key services offered by the centre are: 

Analysing structured and unstructured data; Providing ranked lists of concrete 

deviations; Providing profiles and indicators to identify potential deviations; Identifying 

(criminal) networks; Developing new data analysis techniques.  

 

Needs and wishes 

- Financial investigation will in the future be embedded in the emerging field of 

forensic data analytics. These new approaching to data will drive efficiency and 

build effectiveness in criminal investigations. To allow for this new cutting edge 

approach three main conditions need to be fulfilled: (i) top down strategy 

formulation, (ii) bottom up experiments, and (iii) cross EU collaboration and 

knowledge sharing; 

- Interviewees indicated that there should be a link between financial investigation 

and internet forensics (forensic computer specialists). 

 

 

  

                                                           
44  Interview European Commission. 
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4.7 Knowledge and experience 

With regards to knowledge training, financial investigators and policy advisors were 

asked to provide details on training practices and experiences in their country.45 

 

Levels of financial investigation  

One of the main findings from the interviews for this study is that it is important to 

distinguish different levels of financial investigation expertise. 46 One cannot speak of 

‘the financial investigator’. An effective and efficient (national) financial investigation 

structure comprises of (an interplay between) different levels of financial expertise – 

from basis financial awareness at community policy level to highly specialist forensic 

accountancy expertise needed to unravel the ‘corporate veil’ of behind complex cross-

border illicit money laundering structures. This multi-level system of financial 

investigative expertise is schematically presented in Figure 4.4.  

 

Figure 4.4  Schematic overview of levels of financial investigation 
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Source: Stakeholder interviews 

                                                           
45  Financial investigators, Question 2.1. Policy advisors Question 2.1, 2.2 and 2.3.  

46  In particular interviews with Europol, Eurojust, the European Commission (DG Home Affairs), face-to-face 

interviews and a focus group with ALEFA, factfinding mission in Romania and Bulgaria, and meeting with 

national steering group of financial investigations in the Netherlands. 
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Financial investigators  

Some investigators indicate that the best way to acquire skills is through learning by 

doing or on the job training. Others have received additional specialist training within 

their country. Some investigators have received additional international training, such 

as: OECD training on tax fraud and money laundering; EUROPOL financial intelligence 

training; Prevention of and Fight Against Crime (ISEC) training; CEPOL and Academy 

of European Law (ERA) trainings, and training given by the FBI and DEA (Drug 

Enforcement Administration) in the USA. In addition to this, study visits are another 

channel to share and acquire expert knowledge.  

 

Quote 

“In our country regular seminars (three-day seminar two times a year) are organised for the 

appointed financial investigators. This event enables to share best practices, new trends, new 

cases of modus operandi, case studies etc. The investigators are also introduced to new or 

intended pieces of legislation. “ 

 

Quote 

“With regard to international training, I am of the opinion that many financial investigators would 

be interested however there is a challenge in terms of language barrier which prevents many 

financial investigators from participating in the international educational activities. Group study 

visit supported by a translator might hence be a solution.” 

 

It seems from our questionnaire that a wide variety of training possibilities is available 

– at all levels of the law enforcement pyramid.  

 

Quote  

“A special training course at college level on “White collar Crime and Cybercrime” is the first 

academic training, which is available for investigators in ‘first line’. When successful they will be 

awarded the degree „Masters of Science in Business and Cyber Crime Control” 

 

However from our interviews and some of the surveys the following observations are 

worth mentioning: 

 

In order to become mainstream all criminal investigators should have a certain level of 

basic financial knowledge. The extent, to which financial investigation techniques are 

part of the curricula of police academies in the EU MS, varies. What is needed is to add 

a new basic skill to the profession of any criminal investigator.  

 

It is important to distinguish financial investigations at basic level and advanced level. 

All MS have to a certain extent specialist financial investigation units – although there 

are still considerable differences between MS. In some MS (for example France) the 

police hires financial expertise (external forensic accountants); while in other MS the 

police has in-house specialist forensic accountant expertise. One should also 
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distinguish training needs for investigators and analysts (‘front office’ and ‘back 

office’).  

 

According to this schematic overview in Figure 4.4, the following levels of financial 

knowledge may be distinguished:  

 

 Basic police investigators. Many interviewees raised the idea that financial 

awareness should start at basic (community) police level. In addition basic financial 

expertise is widely needed among general investigators. It has been noted that 

police investigators still miss opportunities in collecting evidence needed for 

financial investigation. Local investigators are not sufficiently trained. And there is 

no consistency in the training. Basic financial awareness among criminal 

investigators could be improved. The better general criminal investigators know 

what to look after, the better financial investigators can do their work – and be of 

help for the building of the case.  

 

 Trained financial police investigators: Some MS have financial investigation training 

programmes. However the general feeling among our interviewees is that these 

programmes should be extended and the general level of expertise should be 

raised. Also set operational standards (for example x% of investigators should have 

received specific training). 

 

 Forensic accountants: Highly specialised forensic accountants may be employed 

within the investigative teams of the criminal police, within the police but in an 

independent role as expert witness (for example in Portugal, see box text). In 

general there might be a huge gap in skills and knowledge between academic 

forensic accountants and (financial specialist) police investigators.  

 

 Some EU MS have no or very few forensic accountant expertise within their law 

enforcement organisations (they are hired externally if needed). For example 

France and Belgium. Appointment of academic forensic accountant experts or 

application of external forensic accounting expertise is needed. Set operational 

standards (for example x% of investigators should have an academic forensic 

accountant background).  

 

UPFC, Unidade de Pericia Financeira e Contabilista (Portugal) 

The UPFC is a separate unit within the criminal police forces (one office in Lisbon and 

three regional offices). The forensic accountants of UPFC are independent. UPFC deals 

with a very wide range of offences. The investigations and evidence collected by 

forensic accountants of UPFC are considered as independent evidence in court. UPFC is 

unique in the EU.  

 

With respect to specialist financial investigation expertise, the training system in the 

UK (specialist training, certified investigators, monitoring, certification, special 
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investigative powers for accredited financial investigators) can be considered as a best 

practice in the EU.  

 

Training and certified financial investigators with special powers (UK) 

The UK has an elaborate training system on financial investigations, asset recovery 

and financial crimes. It covers investigative personnel, the prosecution and the 

judiciary, to differing extents however. Scotland has its own training system. The 

Accredited Financial Investigators (AFI) are a specificity of the British system. Financial 

investigators undergo specialised training and are certified. Accreditation gives them 

special powers. It is also a prerequisite for access to certain databases such as the 

Suspicious Activity Reports (SAR) Database. Their performance is regularly assessed 

and the use of their specific powers is monitored through an advanced IT system. If an 

accredited investigator does not exercise his powers for a given period of time he loses 

his specific status. The National Policing Improvement Agency (NPIA) trains and 

accredits the Financial Investigators. There are over 2.200 accredited financial 

investigators (data from 2010). 

Source: GENVAL evaluation, United Kingdom, 2011. 

 

Other wishes and needs that were expressed in the interviews and questionnaires are:  

 

Financial investigation training of prosecutors could be organised all over the EU. The 

interviewees noted that more specialist training and courses for prosecutors would be 

beneficial. International training on financial investigation is mainly offered to police 

investigators, while in most countries prosecutors are the leading person in criminal 

(and financial) investigations. International training for prosecutors would also benefit 

the creation of a network of professionals.  

 

The European Police Academy CEPOL could take a role in (further) developing an EU 

wide training system (and possibly accreditation system), for example after UK model.  

 

European Police College, CEPOL 

CEPOL provides a range of residential (courses, seminars, conferences) and online 

training activities (mainly webinars) in the field of financial investigations. The 

following areas are covered year by year: Missing trader Intra Community fraud (EU 

Policy Cycle); Investigating and preventing corruption; Money laundering; Asset 

recovery and asset tracing; and Financial investigation as supporting tool for the 

investigation of other serious organised crimes.  

 

The typical target group of these trainings is senior police officers and specialists 

involved in financial investigations. Despite the relatively homogenous target group, is 

seems that knowledge on international and EU cooperation instruments (such as 

Europol) varies a lot. There is a clear need by the attendants of demonstrations of 

practical investigation techniques, case management, intelligence collection are 

appreciated by attendants a lot. Favoured topics in the FI activities by CEPOL are: 
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identification of beneficial owners, dealing with offshore financial centres, virtual 

currencies, open source investigations, FIU risk assessments, partnerships with 

financial institutions and any examples on for example tax fraud and money 

laundering. The main results of these training activities are the exchange and spread 

of investigative and management practices and the creation and enhancement of 

(informal) networks of police professionals.  

  

CEPOL – due to its mandate – focuses on the training of police officers, however 

CEPOL acknowledges that integrated trainings with participants form the judiciary may 

bring huge benefits. CEPOL does not provide specific train the trainer activities related 

to financial investigations. Participants are expected to cascade the gained knowledge 

in her or his agency following the training activity. This cascading of the knowledge is 

a living practice.  

 

In addition to the CEPOL activities, the European Police Exchange programme offers 

one to one exchange opportunities for police officers or other law enforcement staff to 

share practical knowledge in different police fields, gain understanding of good policing 

practices and ensure mutual learning and networking.  

 

As has been put forward in some of the questionnaires and during the interviews, joint 

training sessions with investigators (police), prosecutors, judges, tax authorities and 

some other relevant parties, are highly valued by the participants. A train the trainers, 

and e-learning platforms may also be a highly useful and cutting-edge method to 

spread financial investigation knowledge and build communities of like-minded 

financial investigators.47 

 

Needs and wishes 

- Financial investigation should be standard in basic police education and training; 

- Specialist training for financial investigators (for example system in England); 

- More consistency in training and exchange between EU countries;  

- Specialist financial training for prosecutors; 

- Integrated (joint) training for investigators, prosecutors, and judges; 

- Clear differentiation in training levels (community police, basic investigators, 

specialised investigators, highly specialised investigators); 

- Train the trainers; 

- E-learning platforms plus online knowledge sharing platforms; 

- Build communities of like-minded financial investigators. 

 

 

                                                           
47  Interviews Romania and Bulgaria.  
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4.8 Domestic cooperation 

The financial investigators were asked if they think cooperation at domestic level is 

sufficient or that issues regarding the cooperation occur.48 The figure below shows that 

in 11 countries, investigators have the opinion that domestic cooperation is sufficient. 

This equals 58% of the countries presented in the survey. In 6 countries the 

investigators indicate that the cooperation and information exchange can be improved. 

In the remaining countries the financial investigators did not have a shared view.  

 

The reasons given do vary. Some are related to legal restriction on exchange of 

information, other to willingness to cooperate: 

 Court orders are needed before information can be shared between different actors 

in law enforcement. Information may also be classified as confidential and might 

therefore not be shared amongst actors in law enforcement; 

 Domestic information requests take long and are time consuming. Therefore 

financial investigations are often slow and might not lead to concrete results. The 

delays are caused due to a lack of awareness and priority at the side of the certain 

agencies; 

 Competition between law enforcement agencies (information is power). One 

respondent for example indicated that cooperation with agencies outside its own 

Ministry is difficult and although attempts are made to improve cooperation it has 

until now been difficult to cooperate.  

 Insufficient quality of the data provided. One respondent for example indicates that 

the data provided by the ARO are not sufficient to build a case. Many data are still 

missing which would be useful, e.g. IBAN. 

 

Figure 4.1 Domestic cooperation and information exchange 

 

Source: Questionnaire answers of the financial investigators. 

 

A good practice from Denmark is a project-oriented approach to criminal 

investigations, with an investigator, prosecutor and a secretary as the nucleus of the 

team. These three people are following the case closely from the cradle to the grave, 

and in close cooperation, under which any decision is justified and is known by the 

                                                           
48  Financial investigators, Question 5.1 – 5.4.  
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nucleus. This approach is described in The Danish Investigation guide for large cases 

(see box text). 

 

Dedicated team that steers a case from the craddle to the grave (Denmark) 

In large criminal cases there a is project team that is the engine of the investigation. It 

includes investigator(s), prosecutor(s), office staff and ad hoc team members could 

include IT or accounting specialists, or specialists working in a relevant authority (for 

example tax authorities). At the earliest possible stage, it should be decided whether 

external accountants or other external assistance would be required for the case. An 

accountant can act as advisor to the police during the investigation or prepare actual 

statements that may serve as evidence.  

Source: Investigation guide for large cases, Denmark, 2011 

 

Although most respondents indicate that cooperation is good, they also indicate it 

would be beneficial if procedures could be speeded up as it often takes a long time 

before information becomes available (in this case it is not caused by a lack of 

awareness, but because processes take long). Besides speeding up the procedures, 

some respondents indicate it would be beneficial if data were to be centralised and 

therefore more easily accessible to all relevant stakeholders in the law enforcement 

chain. 

 

Overall respondents indicate that in their country an increased focus exists on 

improving the cooperation between different domestic organisations.  

 

Based on the questionnaire results it can be concluded that cooperation within their 

own unit and organisation is sufficient according to most of the respondents. They also 

indicate that the cooperation with prosecutors is sufficient. It should be noted that the 

scope of cooperation between investigators and prosecutors might differ between 

countries. In some MS the role of the prosecutors is rather limited as he or she only 

needs to be informed on progress made in a financial investigation, while in other 

countries the prosecutor has the lead and is responsible for all actions taken during the 

investigation.  

 

 

4.9 Cross-border cooperation 

Views from financial investigators 

The financial investigators were asked if they could estimate what the percentage of 

financial investigations including cross-border elements is in their country.49 Many 

respondents were able to provide an estimation, a few indicated that many of their 

cases contain cross-border elements without providing an educated guess, while only 

three respondents indicated that they could not provide any answer to the question. Of 

the respondents that provided an educated guess, most of them indicated that at least 

                                                           
49  Financial investigators, Question 10.1. 
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60% of the cases they deal with contain cross-border elements. Countries that 

indicated that only a small shares of the cases are not fully domestic are the Czech 

Republic (around 10% cases with international aspects) and Ireland (also around 

10%). It seems that the responses provided, depend on the organisation and the 

nature of the work the financial investigator works in. For example in Estonia, 

Germany and Sweden the answers given by the different respondents vary much 

ranging from 20% to 80% for the same country. This is influence by the organisation 

they work for (police force versus dedicated financial unit). 

 

In most cases cross-border cooperation is done with neighbouring countries and 

secondly with other Member States. Some respondents also indicate that their cross-

border cases lead them to former tax havens (e.g. Switzerland and Liechtenstein) as 

well as current off-shore tax havens, especially in the Caribbean. 

 

Main problem in cross-border cooperation is the time it takes before a request is dealt 

with50. Almost all respondents indicate that time and the duration of international 

requests are the bottleneck in their work. In addition some mention that once the 

information is received, the quality of the information is insufficient or inadequate. Also 

causing some problems is the difference in national legal systems. Sometimes a 

judicial action is possible in Member State A, but not in Member State B and this leads 

to problems in the investigation phase.  

 

Quote 

“All countries have different legislation or rules to access information. Some guidance on what 

may be required to access sensitive intrusive material (tax information / bank accounts) would be 

helpful, and guidance on what needs to be provided to access the information – which may alter 

depending on how / where the information is stored, i.e. centrally or regionally, search field etc.”  

 

The time challenge exists in cooperation with other EU MS, as well as with third 

countries. Despite the time it takes to collect information in other EU countries, there 

do not seem to be many other challenges. Most respondents indicate that the real 

challenge in international cooperation is the cooperation with third countries. Some 

respondents indicate their country has not concluded bilateral agreements with the 

relevant third countries and therefore no legal obligation for cooperation exists, while 

others indicate that despite the agreements cooperation remains very difficult for 

different reasons. Cooperation is tough with off-shore tax havens, China, Russia, USA, 

United Arab Emirates, Dubai and Hong Kong. A very specific challenge occurs when the 

criminal moves his money to a country with which no agreement at all is conducted 

and which refuses to cooperate. Often obtaining any information seems impossible. 

 

  

                                                           
50  Financial investigators, Question 10.2. 
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Quote 

“The Nordic cooperation is impeccable. EU is feasible, but the effectiveness depends on the 

factual country and it should be made more flexible. And outside the EU, there are even countries 

where we give up, which is certainly known by the criminals. None mentioned, none forgotten.” 

 

Often mentioned mechanisms51 that have been very helpful for cross-border 

cooperation are the ARO, CARIN and SIENA networks which help the investigator to 

collect intelligence, before sending out a MLA. As one of the respondents indicated: if 

you ask the ARO in another country whether your criminal has assets there and the 

ARO responds negative you can avoid the trouble of starting the MLA procedure. This 

is perceived as a major time saving. In addition the networks the JITs are also seen as 

a valuable instrument to increase and improve cross-border cooperation. Although the 

JITs are very effective once established, respondents and interviewees indicated that it 

is still quite a challenge to set-up a JIT and often this establishment process is time 

consuming. As a last mechanism the liaison officers are mentioned which can help the 

investigator to obtain information in another country as well.  

 

Views from policy advisors 

Similar questions were asked to the policy advisors. Of this group, understandably 

because of their less operational focus, fewer respondents were able to indicate 

whether or not their national cases contain cross-border elements52. The group was 

divided in 40% that would provide an educated guess, while 60% did not provide an 

estimation. Most respondents in the latter group indicated that no official statistics are 

available that would help answering the question. However they assume that at least 

half of the cases in their country are cross-border. Of the 40% that made an educated 

guess most estimated that 50 – 75% of the cases in their countries do contain cross 

border elements. The only exception is France that estimated that around 90% of all 

the cases have international dimensions. This might be caused by the fact that France 

is very active in the field of money laundering and in this area the crime is often 

committed in two or more countries and therefore is cross-border. 

 

Most respondents did not indicate with which countries they usually cooperated. The 

ones that provided details indicate that the cooperation is often done with other EU 

MS. Only a few indicated that cooperation also takes place with third countries.  

 

In general, the policy advisors see more challenges that hamper successful 

international cooperation53. The main issues identified by the respondents are: 

 The duration before the information is finally obtained; 

 The quality of the information received is often insufficient and therefore cannot be 

used in court; 

 Some countries refuse to respond to a request for information (see quote below). 

                                                           
51  Financial investigators, Question 10.3. 

52  Policy advisors, Question 5.1. 

53  Policy advisors, Question 5.2. 
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Quote 

“I have problems in cross-border cooperation and exchange of information related to financial 

investigations with the USA. For example of the amount of damage is too low USA don’t give an 

answer at all.” 

 

To a lesser extend the following issues hinder adequate cross-border cooperation: 

 The different national implementation of international regulations may cause 

difficulties as well as differences in national systems itself (something might be 

possible in one country, but not in another); 

 Cooperation with tax havens or new countries favoured by criminals, e.g. Dubai and 

Hong Kong, is difficult. 

 

Quote 

“Yes there are weaknesses in cross-border cooperation and exchange of information related to 

financial investigations. There is a lot of delay in responding to rogatory letters or even some 

countries may never answer back or their answers may be incomplete (not having the details 

asked for). We request a more efficient way of exchanging information in such a way that all 

countries may have access to get detailed information to investigate their case.”  

 

The useful mechanisms that contribute to a better international cooperation are more 

or less similar to the mechanisms mentioned by the financial investigators. Main 

additions to the list are the FIUs and FIU-net which can provide sufficient 

information54. 

 

Views from interviewees, workshop participants and experts 

Cross-border cooperation is one of the main elements in financial investigations. 

Therefore the topic was often discussed during the interviews, workshop and meetings 

with experts. Based on all these events the following needs and wishes became clear: 

 

 Speed up MLA requests. This request is in line with the requests of the financial 

investigators themselves as well as the policy advisors. One of the problems is the 

cumbersome and slow process of MLA requests. Abolishment of MLA requests 

(recognition of national information regimes) could simplify this. This is a debate in 

itself – but linked to the topic of financial investigations. 

 

 Financial investigations would definitely benefit from the access to all public 

information sources of a country, possibly at a centralized location. One could think 

of the cadastre, the Chamber of Commerce and car registers. As these sources are 

public, a single point of contact would definitely speed up international cooperation 

(E.g. the previously mentioned ICOV). A step further is to develop an (EU wide) 

access network of open source information. 

 

 Linked to access to all public information is the language in which the information is 

available. Some data sources in some countries offer information in other 
                                                           
54  Policy advisors, Question 5.3. 
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languages as well and therefore information is easier accessible. An increased 

diffusion of (open source) register structures will facilitate the investigations, as will 

the growth of expert translation systems online. 

 

 In addition to the access to open source information is the creation of informal 

networks. Nowadays it is difficult to find the most relevant partner in another 

country as people do not know one another. If it would become easier to find out 

who to contact, financial investigations will speed up as less time in identify the 

right persons and organisations is needed.  

 

 One of the EU instruments that needs further clarification is the ‘Swedish 

Framework Decision’ on simplifying the exchange of information and intelligence 

between law enforcement authorities of the Member States of the European Union. 

This framework decision allows (police) officers from country A to use research 

techniques in Country B, which can be performed by officers in Country B. It is 

thought that this decision would make financial investigations more effective; 

however its existence and its implications are not well known throughout the EU. 

 

 Creation of an EU handbook with an overview of what is possible, given the legal 

structure, in many member states. This can save a lot of time. A first step for such 

a handbook has been taken by the adoption of the ‘Manual of Best Practices in the 

fight against financial crime: A collection of good examples of well-developed 

systems in the Member States to fight financial crime’ which is a handbook written 

for JHA counsellors and the COSI support group. However, such a handbook could 

be further extended. 

 

Needs and wishes 

- Faster MLA responses within EU.  

- National fact sheets or EU handbook (data availability, MLA requests, freezing and 

confiscation orders, modus operandi etc.; do’s and don’ts and guidelines on how to 

deal with MLA requests; do’s and don’ts and guidelines on how to deal with freezing 

and confiscation orders). 

- EU handbook for modus operandi off-shore centres. 

- EU cases database (exchange of typologies of successful cases). 

- Exchange programme between EU MS, European Judicial Training network. 

- Exchange of expertise with private banks and law firms. 

 

 

4.10 Organisation and culture 

It appears in particular from our interviews that organisation (formal) and culture 

(informal) are crucial in the acceptance, application and success of financial 

investigation approaches. Complaints from financial investigators range from lack in 

continuity in conducting investigations and building dossiers, a culture motivated by 
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action and short term success instead of exhaustive analysis of loads of (paper) 

financial files, insufficient levels of education in comparison to the competencies 

needed to unravel increasingly complex financial structures, etcetera. Low levels of 

salaries compared with jobs with equivalent competencies in the private sector might 

lead to a brain drain of talented financial investigators. In other words: specialist 

financial investigators might feel themselves ‘insufficiently understood’ in the 

traditional police organisation.  

 

Princen (2015) indicated in his book on financial investigation in the Netherlands that 

the police organisation is insufficiently adapted to the present reality of organised 

crime:  

 

“About 80 to 90 per cent of crime is financially motivated. Why isn’t 80 to 90% of the 

investigative police capacity working on the collection of financial evidence or seizing criminal 

assets? In reality this is only 2 per cent.”55 

 

Other interviewees perceived a general culture within the law enforcement community 

that the police should be able to do everything: specialisation is not needed. And some 

of our interviewees noted that retention of expertise is a source of concern. They 

indicated that even, the level of financial knowledge and awareness, should be 

upscaled, the situation is not stable, since very few police investigators stay in the 

same position for a long time. Promotions and frequent change of positions negatively 

impacts the retention of (financial investigative) knowledge and expertise. 

 

Integration of financial investigation 

It is difficult, based on our questionnaires, to confirm or refute these observations. The 

respondents were asked to indicate whether or not financial investigation as technique 

becomes more integrated in criminal investigation.56 However, some of the 

respondents work for the ARO, FIU or another unit focusing on economic crime. These 

respondents often indicate that financial investigations are sufficiently included and 

that the advantages of such investigations are well known. 

 

Respondents who work for different organisations, e.g. the police, experience that 

financial investigation is a less accepted technique (see quote below). 

 

Quote  

“I work in an economic unit focused thereon. Many other units regarding human trafficking, drug 

and gang crime consider the economic element as a strain rather than an effective weapon 

against the crime. The main reason is probably the lack of skills, and the element that the 

economy in the litigation takes more time and provides opportunities for lawyers to create doubt 

on the indict.” 

 

                                                           
55  Princen (2015), p.59.  

56  Financial investigators, Question 3.1.  
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Although financial investigations are not a standard integrated part of criminal 

investigation, most respondents indicate the views on financial investigations and the 

value added of it are changing. Slowly, using financial investigation techniques become 

part of the overall fight against crimes.  

 

Quote 

“A couple of years ago financial investigation was not a standard. We have been working hard to 

make it become a standard. We are on the right way and we help other units to develop skills in 

this area. The main obstacle is that financial investigation often makes its entrance too late in the 

main investigation.” 

 

To further increase the role of financial investigation in the fight of crime more 

awareness on the potential advantages and benefits of financial investigations as 

technique has to be created. Some respondents indicate that the superiors are aware 

of the value added of financial investigations, but this awareness has not trickled down 

to lower parts of the organisation, especially middle-management. They are the ones 

to decide on the inclusion of financial investigators in their teams and often they do 

not see the value added of the investigators. 

 

Career opportunities 

Another aspect that is related to organisation and culture are the careers opportunities 

of financial investigators. Most financial investigators indicate that the career 

opportunities for financial investigators are limited. This often results from the small 

teams and units they work for. Because of the small size it is difficult to obtain more 

responsibilities and to become a manager. The respondents also indicate that financial 

investigators do not have better working conditions than other investigators. Countries 

indicating that sufficient career opportunities are available are: Estonia, Finland, 

Greece, Italy, partly Latvia, and Lithuania. Respondents from other countries indicate 

that the career opportunities are not sufficient. 

 

Financial investigators also indicate that it is tough to find the right people, as many 

career possibilities outside law enforcement are available. Examples are the banking 

sector and international companies. These private companies are also able to pay 

higher salaries which make their jobs more attractive. In addition the job of financial 

investigator is not perceived as ‘sexy’, with high pressure and workloads. The fact that 

many skilled investigators choose to work for the private sector is perceived as a large 

risk. 

 

All policy makers except one indicate that sufficient career opportunities for financial 

investigators are present in their country. Only exception is Germany, where the 

respondent indicates no specific career for financial investigators exists. However there 

are still opportunities for them. 
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It must be concluded that, with regard to career opportunities, financial investigators 

and policy makers do not share the same opinion. In all countries, except Germany, 

the financial investigators consider their career insufficient. The policy makers in those 

same countries are of the opinion that career opportunities are adequate. 

 

Needs and wishes 

- Continuity in conduction investigations and building dossiers; 

- Competency driven approach to building investigation teams. Investigation teams 

should include not only trained police investigators, but also, among others, 

accountants, fiscal experts, real estate experts, or insurance experts; 

- More structural employment of highly-educated (university degree) financial (and 

other, for example IT experts) within law enforcement organisations; 

- Better career possibilities for specialist financial investigators; 

- Retention of expertise (less frequent reorganisations and changes of positions).  



 

 
80 

 

  

Needs assessment on tools and methods of financial investigation in the European Union 

5 Conclusions and recommendations 

In this chapter an overview of the main findings of this study will be provided and 

conclude with recommendations for policy actions that might be taken both at EU level 

and within the individual EU MS. This chapter starts with some general conclusions 

(chapter 5.1) that feed in more specific conclusions and recommendations (chapter 

5.2) and an overview of short term and long(er) term actions needed to stimulate the 

integration of financial investigations.  

 

 

5.1 General conclusions  

Financial investigation is one of the priorities in the upcoming Dutch Presidency of the 

European Union in the first half of 2016. In preparation for this Presidency, the Dutch 

Ministry of Security and Justice has commissioned this study in which the needs of EU 

MS law enforcement authorities for (improving or enhancing) tools and methods of 

financial investigation should be assessed.  

 

The central question of this study is to assess which tools would help law enforcement 

best in stepping up the use of financial investigations and cross-border cooperation in 

this field. 

 

The study is based on: interviews with investigators and policy experts; a 

questionnaire sent to both investigators and policy advisors in almost all EU MS; 

academic literature and policy document research; expert consultation; and steering 

group discussions. The questionnaire has been answered by 36 financial investigators 

and 18 policy advisors.  

 

What is financial investigation  

One conclusion from this study is that there is still a widespread misunderstanding of 

what financial investigation exactly is and when and how it should be applied. Financial 

investigation is first and foremost an investigation method. It refers to the collection, 

analysis and use of financial information in its broadest sense. Financial investigations 

may be carried out in the context of criminal investigations (including 

economic/financial crime and asset confiscation), civil investigations (for example non-

conviction based asset recovery), but also tax investigations and social security fraud 

investigations. This study focuses on criminal financial investigations.  

 

The most frequently used international definition of ‘financial investigation’ has been 

formulated in 2012 by the Financial Action Task Force (FATF) which states that: 

“Financial investigation is an enquiry into the financial affairs related to a criminal 

activity, with a view to: identify the extent of criminal networks or the scale of 
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criminality; identify and tracing the proceeds of crime, terrorist funds or any other 

assets that are, or may become, subject to confiscation; and develop evidence which 

can be used in criminal proceedings.” 

 

As follows from this definition, financial investigations may be applied to any proceeds 

generating crime and terrorist financing. It is not confined to collecting evidence for 

asset recovery, nor to fighting economic crime. The ultimate goal of financial 

investigation is disrupting organised crime. Even in some non-organised crime 

homicide cases, financial issues can assist in the investigative process. An overview of 

the definition of and span of application of financial investigation may be presented as 

follows: 

 

Figure 5.1  Defining financial investigation 

Financial investigation is an 

enquiry into the financial 

affairs related to a criminal 

activity, with a view to: 

identify criminal networks, 

confiscate criminal assets, 

and develop criminal 

evidence (FATF definition). 

Financial investigations 

may be applied to any 

proceeds generating 

crime 

 

Financial 

crimes 

Money laundering, fraud, 

embezzlement, VAT and carousel 

fraud, bribery and corruption, 

insider trading, market 

manipulation, financial sanctions 

breaches, etcetera.  

Other crimes 

Drug trafficking, trafficking in 

human beings, human smuggling, 

terrorism, environmental crime, 

arms trafficking, counterfeiting, 

cigarette smuggling, etcetera.  

 

 

However, as this study shows, one of current misconceptions about financial 

investigation is that ’financial investigation’ is predominantly linked with financial 

crimes. The majority of the financial investigations in Europe are still related to asset 

confiscation or the collection of evidence on financial and economic crime and money 

laundering. Only a minority of the financial investigations are carried out to collect 

evidence on drugs cases or other criminal cases or to develop intelligence on criminal 

networks and the scale of criminality. Also, the financing of organised crime is often 

passed over in threat assessments and strategic analyses of organised crime.  

 

Why financial investigations  

Responses to the questionnaire for this study show that the top-5 motives for 

conducting financial investigations in the EU are to: 

1. Initiate asset confiscation or freezing measures 

2. Collect evidence on financial crime and money laundering 

3. Collect evidence on drugs related crimes  

4. Collect evidence on other proceeds generating crimes 

5. Develop intelligence on criminal networks or the scale of criminality. 
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It is widely acknowledged among policy makers and investigators57 in the EU that 

financial investigations are a powerful and even cost/time efficient tool when 

integrated with ‘classical’ investigation methods. Financial investigations may be 

helpful in effectively and efficiently unravelling criminal networks, collecting criminal 

evidence and eventually confiscating the proceeds of these crimes. Recent case-

examples collected in the context of this study have demonstrated that financial 

investigations have produced important evidence, played a crucial role in the 

conviction of for example drugs criminals and human smugglers, or have helped to 

speed up the investigations. So such an approach holds promise to save the cost and 

time of surveillance in times of austerity such as currently experienced in European 

MS. 

 

Financial investigations throughout criminal proceedings 

Ideally, financial investigations are applied across all stages of the criminal 

investigations and judicial proceedings: from a proactive identification of crime or 

criminal networks, to case investigations and evidence building, up until prosecution 

and conviction of offenders.  

 

As appeared from the study, the majority of the financial investigations in the EU start 

(long) after a criminal incident or criminal has been identified. The study also indicates 

that FIU information has been mentioned as one of the most frequently occurring 

triggers for a financial investigation. Possibilities of proactive (financial) data mining 

remain largely unexploited. Cases are seldom initiated through financial information or 

financial investigations: rather investigators use them to supplement their 

investigations that commence from other sources.  

 

Financial investigations are mainly aimed at collecting tactical information and 

gathering evidence. In some MS, financial investigations may continue in the 

prosecution and trial phase and sometimes even after conviction on behalf of the asset 

confiscation process. Some countries have a legal obligation to conduct financial 

investigations with the objective of asset confiscation.  

 

However, it is observed that conducting a comprehensive and integrated financial 

investigation is not widespread in most EU MS. This is due to the fact that financial 

investigations may be laborious and have no priority. Availability of specialist expertise 

may be also problematic. When financial investigations are well-embedded in the 

criminal investigations, it is more a standing practice than a legal obligation, such as in 

the UK and Denmark.  

 

Investigators have indicated that, after the closing of a case or during the judicial 

proceedings, feedback is important and valuable. However, in general the feedback 

process is not working well in most MS. Whether investigators receive any feedback, in 

                                                           
57  Based on questionnaire results and interviews. 
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particular quality feedback, often depends on the level of cooperation with the 

individual prosecutors and judges. Most investigators indicate that feedback provides 

useful information (such as an evaluation of the added-value of their activities) for 

further work.  

 

Specialist and non-specialist financial investigators 

One of the main findings in the study is that, in an ideal situation, every criminal 

investigator should have (basic) financial investigation expertise. Financial knowledge 

is needed at all levels of the law enforcement and judicial system: from basic financial 

awareness at community policing level, to highly specialist forensic accountancy 

expertise needed to unravel the ‘corporate veil’ of complex cross-border illicit money 

laundering structures. (Specialist) financial expertise by prosecutors and judges has 

proven to be central to understanding and valuing the financial evidence developed by 

the investigators.  

 

 

5.2 Specific conclusions and policy recommendations 

Hierarchy of needs 

The needs and wishes have been analysed in a systemic manner according to a 

hierarchy of needs for financial investigations. In this pyramid several layers can be 

distinguished: legal instruments, technical tools, data and information, knowledge and 

expertise, cooperation (domestic and cross-border) and organisation and culture. All 

levels are influenced by an overarching financial investigation strategy formulated at 

national level, and eventually backed by an overall EU strategy on financial 

investigations.  

 

National strategy  

According to the GENVAL 2012 recommendations, MS are advised to develop national 

long-term strategies for the development and integration of financial investigations. 

These national strategies should be complemented by Europol and Eurojust support 

and EU policies.  

 

It appears from the study that some misunderstanding exists on what is meant by a 

‘national strategy’. Respondents often confuse legislation, operational policies and 

practices, specific asset recovery and anti-money laundering policies, with strategies 

aimed at developing and integrating financial investigations. In fact, genuine 

‘strategies’, based on a long-term vision of powerful financial investigative and 

intelligence tools, have been formulated in only a few countries (for example the 

United Kingdom). But even here the focus seems to be mostly on enhancing asset 

confiscation and anti-money laundering. In addition, it appears that the results of such 

a strategy will be disappointing if strategies are not paired with a reallocation of 

priorities and an increase in financial investigative capacity (organisations must first 

know how much financial investigation capacity they have). 
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On the other hand, the study also demonstrates a clear rise in interest in financial 

investigation in most EU MS and acknowledgement of the potential of and need for 

innovative investigation methods, such as pro-active investigations based on data 

mining and financial analysis.  

 

Policy recommendations  

- Member States should formulate a long term vision on the potential of financial 

investigations (also in relation to the emerging field of data analytics). This all 

inclusive long term strategy should be paired with long term reallocation of 

resources and priorities. 

- National financial investigation strategies should be implemented consistently 

across the European Union. The European Union could set guidelines and standards 

for such national strategies.  

- The European Union institutions should reinforce and guide these long term national 

strategies by explicitly incorporating financial investigations in the EMPACT policy 

cycle, including evaluation and adaptation of the national strategies. 

- The European Union could develop a two-yearly ‘Financial Investigation Report’ in 

which strategies, legal provisions, and standing practices, modus operandi, cases 

and data are collected and compared. This enables the development of a cross-

European financial investigations approach and culture, learning from good 

practices in other MS, and development of coherent data and information on 

financial investigation across the EU MS. 

- Both Member States and the European Union have a role to play in creating more 

awareness on the potential advantages and benefits of financial investigations. 

 

 

Legal instruments 

In general financial investigators indicated that they have sufficient legal instruments 

at their disposal for a good fulfilment of their work. Investigators indicated a wide 

variety of legal provisions that are particularly helpful. Needs and wishes expressed by 

several experts are related to a (near) reversal of the burden of proof in accounting for 

ownership of assets, and better access to registers of land, assets and company 

ownership, which should be available on the web. In addition, in cross-border 

cooperation and information exchange, investigators are faced with legal differences 

between MS, which may complicate the actual investigations. 

 

Policy recommendations 

- Member States that have not yet fully implemented state-of-the art legislation 

relevant for financial investigation are advised to do so.  

- In cases of ‘unexplained wealth’ Member States could introduce a (near) reversal of 

the burden of proof. 

- The European Union should make an overview of legal provisions that are relevant 

to financial investigation, analyse differences between MS and identify gaps and 
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loopholes, with the objective of a long term harmonisation and facilitation of cross-

border financial investigations.  

 

 

Technical tools 

On the adequacy of the technical tools available, a minority of the financial 

investigators, and half of the policy advisors, indicated that these tools are sufficient. 

The others indicated that these tools should be improved or are not adequate at all. 

The reasons are: limited budget for hardware acquisition, limited budget for software 

acquisition, limited budget for IT training and IT specialists, ineffective communication 

platforms, limited data storage capacity.  

 

Technical needs and wishes may sometimes have a geographical dimension: technical 

provisions may be fine at central locations, but insufficient in more peripheral regions. 

Countries to whose technical standards some financial investigators aspire to are 

Estonia and the Unites States. These countries are said to have available all state-of-

the-art technical tools that are needed to properly conduct financial investigations.  

 

Almost all respondents indicated that, as financial crimes become more sophisticated 

over time, it is important to keep up with these trends in terms of hardware and 

software capabilities. Cutting edge technical tools are also needed for pro-active 

financial investigations (data mining). 

 

Policy recommendations 

- Member States should ensure that technical tools support financial investigations – 

both at central and peripheral locations. This includes hardware, software but also 

technical knowledge.  

- Member States should ensure that technical tools are regularly updated and remain 

cutting-edge   

- The European Union could play a role in the exchange of technical tools and 

experiences between MS – for example through a two-yearly financial 

investigations report of an EU handbook or platform on financial investigations.  

 

 

Data and information 

The majority of the financial investigators indicated that access to relevant databases 

is not adequate or should be improved. In general FIU information or police databases 

are considered to be easily accessible. The speed of provision and quality of 

information of these databases are generally good. Other databases are more difficult 

to access, expensive, or with sometimes low quality of the information (infrequent 

updates). Current policies for creating Central Bank Account Register (CBAR) and 

Ultimate Beneficial Owner (UBO) register are therefore highly welcomed.  

 



 

 
86 

 

  

Needs assessment on tools and methods of financial investigation in the European Union 

Investigators say that difficulties in accessing (open source) data, cost time and 

money, even at national level, but in particular at cross-border level. 

 

In addition to the mere consultation of data, financial investigators have expressed the 

need to create links between data and developing tools for scraping, connecting and 

analysing multiple data sets (one-stop-shops). Through links between financial 

investigation and internet forensics, this will be possible. Some MS have already 

implemented activities and experiments with intelligence-led (financial) investigation.  

 

Policy recommendations 

- A reallocation within the Member States of human capital from chasing information 

across non-integrated (open source) databases, to gathering and delivering high-

quality information from one point of entry (one-stop-shop) would greatly facilitate 

the speed of financial investigations.  

- Creation within each Member State of national one-stop-shops of open source data 

that is relevant for financial investigations. In addition cross-national links between 

these national one-stop shops could be established.  

- A European Union handbook (online platform) with relevant contact points, 

information sources and judicial provisions per Member State could facilitate cross-

border information searches.  

- Experiments with financial investigation and internet forensics (scraping, selecting 

and analysing of data) should be stimulated by Member State governments and 

facilitated by European Union policies. 

 

 

Knowledge and experience 

It seems from the questionnaire that a wide variety of training opportunities is 

available in many MS. However, financial investigators also indicated the need for 

more (targeted) training. Training should be practice oriented, and based on real-world 

cases. Some investigators indicate that the best way to acquire skills is through 

learning by doing or on the job training.  

 

Another main finding is that, as organised crime becomes more sophisticated and is 

highly international, specialized in-house expertise (forensic accountants, 

administration specialists, judicial experts, experts in banking and finance) is needed. 

For example, some EU MS have no or very little forensic accountancy expertise within 

their law enforcement organisations (they are hired externally when needed).  

 

It has also been put forward that joint training sessions with police investigators, 

prosecutors, and judges are highly valued. In addition train-the-trainers and e-learning 

platforms are useful as well as cutting-edge methods to spread financial investigation 

knowledge and build communities of like-minded financial investigators within MS and 

between MS. 
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Policy recommendations 

- More training and more European Union consistency in training is required. The 

European Union and CEPOL may have a role to play in enabling a Europe wide 

approach to financial investigation trainings. 

- With training a clear differentiation in training levels is needed (community police, 

basic investigators, specialised investigators, and highly specialised investigators).  

- Training should be practice oriented, grounded in real world cases (modus 

operandi) and exchange of on-the ground experiences.  

- Member States should set operational standards for the in-house application of 

academic financial experts (for example: x% of investigators should have a forensic 

accountancy background). 

- Joint trainings of investigators, prosecutors and judges will enable a common 

understanding of the possibilities and pitfalls of financial investigations. The 

European Judicial Network could play a role in this. 

- Member States should foster experiments with contemporary training approaches. 

For example E-learning platforms plus online knowledge sharing groups which will 

create platforms of like-minded financial investigators.  

- The European Union could stimulate exchange of knowledge on modus operandi 

and best practices by creating an ‘EU working group on financial investigation 

typologies’, such as the Working Group on Typologies of the FATF.  

 

 

Domestic cooperation 

Cooperation and exchange of information is crucial for financial investigations. 

Acknowledgement of this, paired with an increased focus on improving the cooperation 

between different domestic law enforcement organisations, can be observed across 

many EU MS. However there are still many areas for improvement of domestic 

cooperation and exchange of information: 

 Within law enforcement organisations (information is power, internal competition); 

 Between law enforcement and other government agencies (for example, exchange 

of tax information); 

 Between government agencies and the private sector (for example, banking 

information). 

 

Some Member States have proven that multidisciplinary platforms might be successful 

and will be helpful to integrate financial approaches into regular criminal 

investigations. In addition to this MS have different practices with regards to the 

application of tax information within the context of criminal investigations. In some MS 

investigators have free-access to tax information. In other MS access to tax 

information is restricted by privacy legislation. 

 

Policy recommendations 

- Member States should raise awareness of the potential of financial investigation in 

‘traditional’ sectors of law enforcement organisations. Integrating financial 
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investigation requires adaptation and evolution of traditional law enforcement 

cultures and working methods.  

- Member States should take measures to promote a gradual change in human 

resource policies within law enforcement organisations. In particular higher salaries 

would make long-term employment possible for experts with a background in 

accountancy, banking, insurance, real estate, and forensic IT, etc. As in the UK, 

paid or unpaid experts could be vetted to assist in financial and cyber investigations 

on a temporary and/or part time basis. 

- Member States could develop a more competency driven approach to building 

investigation teams. Investigation teams should include not only trained police 

investigators, but also, among others, accountants, fiscal experts, real estate 

experts, or insurance experts. 

- Member States could stimulate multidisciplinary cooperation between the various 

law enforcement authorities, including tax authorities.  

 

 
Cross-border cooperation 

Many (larger) financial investigation cases contain cross-border elements: mainly with 

neighbouring countries and often with other Member States and off-shore tax havens, 

especially in the Caribbean. Almost all respondents indicate that preparation time and 

the elapsed time of international requests are the bottleneck in their work.  

 
Despite the one big wish to speed up MLA requests, collaboration and information 

exchange within the EU often works well. Mechanisms as ARO, CARIN, SIENA networks 

are helpful in collecting intelligence, before sending out a MLA. The JITs are also seen 

as a valuable instrument to increase and improve cross-border cooperation.  

 

By contrast, information exchange with third countries (in particular off-shore centres) 

is problematic. Some respondents indicate their country has not concluded bilateral 

agreements with the relevant third countries and therefore no legal basis for 

cooperation exists, while others indicate that despite the agreements, cooperation 

remains very difficult. 

 

Policy recommendations 

- The creation of informal EU networks of financial investigators should be stimulated 

as such networks would be beneficial to international cooperation. 

- The European Union could support Member States in improving the information 

exchange with third countries (in particular off-shore centres). 

 

 
Organisation and culture 

Organisation and culture (formal and informal) are crucial in the acceptance, 

application and success of financial investigations. Complaints from financial 

investigators about issues related to organisation and culture, range from a lack in 
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continuity in conducting investigations and building dossiers, a culture motivated by 

action and short-term success instead of exhaustive analysis of considerable (paper) 

financial files, to insufficient levels of education in comparison to the competencies 

needed to unravel increasingly complex financial structures. Some respondents 

indicate that their superiors are aware of the value added of financial investigations, 

but this awareness has not trickled down to lower parts of the organisation, especially 

middle management. In addition, low levels of salaries compared with jobs with 

equivalent competencies in the private sector might lead to a brain drain of talented 

financial investigators. In other words: specialist financial investigators might feel 

themselves ‘insufficiently understood’ in the traditional police organisation. 

Observations have been made about the fact that the cultures of ‘traditional’ police 

organisations are insufficiently attuned to what is needed for effective and efficient 

financial investigations. 

 

More structural employment of highly-educated (university degree) financial (and 

other, for example IT experts) within law enforcement organisations, better career 

possibilities for specialist financial investigators and retention of expertise (less 

frequent reorganisations and changes of positions) are needed. 

 
Policy recommendations 

- Member States should raise awareness of the potential of financial investigation in 

‘traditional’ law enforcement organisations. Integrating financial investigation 

requires adaptation and evolution of traditional law enforcement cultures.  

- Member States should take measures to encourage a gradual change in human 

resource policies within law enforcement organisations. In particular higher salaries 

would make long-term employment possible for (academic) experts with a 

background in accountancy, banking, insurance, real estate, and forensic IT, etc. 

- Member States could develop a more competency driven approach to building 

investigation teams. Investigation teams should include not only trained police 

investigators, but also, among others, accountants, fiscal experts, real estate 

experts, or insurance experts. 

 

 

5.3 Overview and policy actions 

The central question of this study was to assess which tools would help law 

enforcement best in stepping up to the use of financial investigations and cross-border 

cooperation in this field. 

 

On the basis of the responses to the questionnaire and the interviews for this study, it 

may be concluded that, the strongest needs have been expressed at the level of 

national strategies, organisation and culture (Table 5.3). Full integration of financial 

investigations into the overall criminal investigation approaches requires commitment 

at national policy levels (financial investigation strategies).  
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Some tools related to data and information might be improved or updated, however 

such improvements will not be effective without overarching national strategies and 

organisational willingness to experiment with the implementation of financial 

investigation methods. Another important area for improvement is related to cross-

border financial investigations, in particular cooperation and information exchange with 

third countries.  

 

Table 5.3  General overview of hierarchy of needs  

National strategy  High priority 

Legal instruments In principle OK 

Technical tools Potential for improvement 

Data and information Mostly OK 

Knowledge and experience Potential for improvement 

Domestic cooperation Mostly OK 

Cross-border cooperation High priority 

Organisation and culture High priority 

 

Integration of investigations in the ‘traditional’ criminal investigation process is first 

and foremost MS concern. However, there is a joint EU responsibility in creating an 

European level playing field for financial investigations and fostering a cutting-edge 

European financial investigations culture.  

 

During the Dutch EU presidency in the first half of 2016, the following joint EU actions 

in promoting financial investigations tools and methods are worth considering: 

1. Formulation of guidance for national financial investigation strategies, including 

the promotion of a common understanding of the potential of financial 

investigations, (beyond asset confiscation);  

2. Publication of a two-yearly European ‘Financial investigations report’, with 

strategies, standing practices, modus operandi, good practices, and data on 

financial investigations in each of the EU MS; 

3. Creation of an ‘EU working group on financial investigation typologies’, such as 

the Working Group on Typologies of the FATF, but more operationally focused; 

4. Inclusion of Financial investigations in the EMPACT policy cycle; 

5. Create a European Union handbook (online platform) with relevant contact 

points, information sources and judicial provisions per Member States which 

could facilitate cross-border collaboration.  

6. Organise training and foster European financial investigation training 

aspirations (case-oriented training, integrated training with investigators and 

prosecutors and judges, E-learning training platforms), in collaboration with for 

example EJN and CEPOL;  

7. Standardise some aspects of (inter EU) cross-border information exchange, 

such as information forms on banking accounts (this could also start with a 

pilot in a group of countries);  
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8. With regard to cross-border exchange of information - in particular vis-à-vis 

third countries – assess and investigate in more detail the weak links in the 

systems (countries, agencies, types of information) and how these could be 

improved. This analysis could be part of the two-annual financial investigation 

report.  
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Annex B Questionnaire (investigators) 

Questionnaire for investigators 

Needs assessment on tools and methods of financial 

investigation in the EU 

Ministry of Security and Justice, the Netherlands, May 2015 

 

The objective of this needs assessment on tools and methods of financial investigation in the 

European Union, commissioned by the Ministry of Security and Justice in the Netherlands, is to 

assess the application and needs of financial investigation methods in the 28 member states of 

the European Union (EU MS).  

 

With this questionnaire we wish to collect information on how financial investigators 

operate and what they – you - need for a better, more efficient and effective 

fulfilment of your work? The results of this assessment will form the basis for further 

work during the Dutch Presidency in the first half of 2016. 

 

We consider in this study financial investigation as an investigation approach that connects 

people to other people, places and events through financial facts. Financial investigation is not 

confined to fighting financial crime (including money laundering), or collecting evidence for 

asset recovery, but can be applied to gather intelligence or evidence on any proceed generating 

crime. 

 

This questionnaire is sent to criminal investigators in 28 EU MS, to central government policy 

makers in EU MS and EU agencies and bodies. The results of the study will be presented in the 

first half of 2016 during the Dutch Presidency of the EU. The replies to this questionnaire will 

be handled as confidential. . Moreover, individual replies will not be attributed to specific 

persons You will not be named or identified within any reports.  

 

You may use as much space as you wish for your answers. The template is flexible. 

We have tried to keep the questionnaire as concise as possible and we realize that 

filling in this questionnaire will take valuable time from you. Nevertheless we hope 

you will contribute as your input is highly valued.  

 

Thank you very much for your collaboration. 

 

If you have any questions do not hesitate to contact us! 

 

Please return the questionnaire to before June 24 to: 

Erik.merkus@ecorys.com 

Brigitte.slot@ecorys.com 

Linette.deswart@ecorys.com
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QUESTIONNAIRE 

Name:   ……………………………………………………………    

Email address:  …………………………………………………………… 

Country : ……………………………………………………………  

City:   …………………………………………………………… 

Organisation: …………………………………………………………… 

Function or position:……………………………………………………… 

 

1. Introduction 

1.1 Are you - or do you consider yourself - 

a ‘specialist financial investigator’ or a 

‘general criminal investigator’ with 

financial investigation interest or 

expertise? Please explain.  

 

1.2 What is your educational background? 

Which relevant specialist financial 

education or training did you receive?  

 

 

 

 

1.3 What do you enjoy (most) and what 

do you enjoy least about conducting 

financial investigations or about financial 

aspects of a criminal investigation? Please 

explain.  

 

 

 

 

2. Training 

2.1. If possible name any good practices 

related to education and training of 

financial investigation approaches? Do 

you have specific needs and wishes? Do 

you know any other international 

training you would be interested in? 

 

 

3. Financial investigations  

3.1 To what extent are financial 

investigations a standard and accepted 

element in the criminal investigations in 

your organisation or unit? If not, why 

not? What are the main obstacles? 

Please explain. 

 

3.2 Do you have specific needs and 

wishes in making financial investigations 

a standard and accepted element in the 

criminal investigations? Do you know 

any other (foreign) practice (country or 

organisation) that would be useful? 

 

3.3. What are, from your perspective, 

the main reasons to initiating financial 

investigations in your country? Please 

 

 

 



 

 

give a 1-5 ranking in the table below, 

with 1 being the most important and 5 

the least important motivations. An 

educated guess is sufficient. Please 

comment you answer. 

 

 

 

Motivations to initiate a financial investigation procedure Rank 1-5 

Develop intelligence on criminal networks or the scale of criminality   

Evidence in criminal investigations - financial crime and money laundering  

Evidence in criminal investigations - drugs related crime   

Evidence in criminal investigations - other proceeds generating crimes  

Initiate asset confiscation or freezing measures  

Explanation or comments: 

 

 

 

 

3.4 Please indicate in the table below the top-5 of most frequently occurring offences in your financial 

investigations, and attribute weights (see the annex for explanation) to you ranking. An educated guess is 

sufficient. If useful, you may select from the reference list in blue below. Please explain or comment on your 

ranking.  

 

Offences: Participation in an organised criminal group; Terrorism; Drugs (trafficking, production, 

dealing); Human trafficking and sexual exploitation; Human smuggling; Trafficking in illicit arms; 

Trafficking in stolen goods; Environmental crime; Sexual abuse (other than human trafficking); Murder 

and grievous bodily injury; Kidnapping and hostage taking; Extortion; Counterfeiting of products and 

intellectual piracy; Counterfeiting of currency; Environmental crime; Cyber-crimes; Corruption and 

bribery; Tax crimes (direct, indirect); Cigarette and tobacco smuggling; Smuggling of counterfeit 

goods; Financial fraud and embezzlement; Insider trading, market manipulation; Money laundering; 

Identity fraud or theft. 

 

Rank  Offences subject to financial investigations Weight 

1   

2   

3   

4   

5   

  100% 

Explanation or comments: 

 

 

 

 

 

4. Start of a financial investigation 

4.1 How do you mostly start a financial 

investigation? After a criminal incident 

(reactive) or triggered by information 
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provided by internal or external 

information sources (pro-active)? Please 

explain.  

4.2 Which types of information occur in 

your experience most frequently at the 

start of or trigger to a financial 

investigation? If useful, you may select 

from the reference list in blue below. 

 

4.3 What could be done to improve or 

ensure timely collection of financial 

evidence in a criminal investigation? 

Please explain. If possible list your 

solutions in order of preference.  

 

 

 

 

4.4 What could be done to stimulate pro-

active financial investigations in your 

country? Please explain. If possible list 

your solutions in order of preference. 

 

 

 

 

 

Triggers of a financial investigation: Information held by law enforcement; Information provided by 

an informant; Information from crime reports or non-crime incident reports; Suspicious Transaction 

Report from FIU; Information given by another national agency (i.e. supervisory agencies, secret 

services); Information given by a foreign agency; Information after a spontaneous arrest; Information 

found during a search; MLA requests; Media report (investigative journalism); Whistle-blowers; Court 

cases; Cases from tax authorities; Cases provided by forensic accountants. 

 

5. Domestic cooperation and exchange of information 

5.1 Do you experience any obstacles related 

to cooperation and exchange of information 

with other relevant agencies within your 

country? Please explain. Do you have 

specific needs and wishes related to 

domestic cooperation?  

 

5.2 Can you describe good practice(s) 

related to cooperation and exchange of 

information with other relevant agencies in 

your country? Please explain.  

 

5.3 Do you experience any obstacles 

related to management, cooperation, and 

exchange of information within your 

organisation? Please explain.  

 

5.4 Could you mention any barriers and/or 

success stories related to cooperation, 

exchange of information and common 

understanding with prosecutors? Do you 

have specific needs and wishes in 

cooperation and exchange of information 

with prosecutors?  

 

 

  



 

 

6. End of a financial investigation 

6.1 When do you mostly end your 

financial investigations?  

 

6.2 How do you value the follow-up and 

feedback by agencies that continue on 

your intelligence or evidence (such as 

police, prosecution or judiciary)? 

 

6.3 Do you have any needs and wishes 

related to the follow-up and feedback 

from agencies that continue on your 

intelligence and evidence? 

 

 

 

 

7. Technical tools  

7.1 Do you have adequate technical tools 

(computers, laptops, IT systems, 

smartphones, tablets, software, wire 

tapping devices, etc)? Please explain. Do 

you have specific needs and wishes? 

Please explain.  

 

 

 

 

8. Databases 

8.1 Do you have adequate access to 

information (databases and registers)? 

How do you value the quality and 

usability of these information sources for 

your financial investigations? Please 

explain. Do you have specific needs and 

wishes? 

 

8.2 Please describe any good practices 

related to the provision of information 

(databases, registers) relevant for 

financial investigations in your country.  

 

8.3 Please indicate in the table below in 

more detail to what extent provision of 

information from specific databases, 

registers and other information sources 

is sufficient. If not, please indicate your 

needs and wishes. 

 

 

Database Experiences (if relevant):  

o Access, speed of provision, quality of information  

o Specific needs and wishes 

Criminal Information (law enforcement)  

Classified information   

STR Information (FIU)  

Tax and other revenue information  

Central bank data base  

Credit reference agency  
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Real estate database   

Commercial and company registers  

Registers of non-profit organisations  

Ultimate beneficial owners register  

Specific registers, such as on boats, cars, 

art 

 

Other ………………………………………………  

 

9. Legal instruments 

9.1 Do you have sufficient legal tools? Please 

explain. Please mention specific legal needs 

and wishes. If possible rank from most to 

least pressing legal issues. Do you know any 

legal instrument that would be useful? Please 

explain.  

 

9.2 Please describe any legal provisions that 

have proven to be particularly helpful to the 

efficiency and effectiveness of financial 

investigations in your country? Please 

explain. 

 

 

10. International cooperation  

10.1 From your experience what 

percentage of financial investigation cases 

actually reaches beyond your domestic 

borders? If possible provide details on the 

nature of these countries (neighbours, EU 

Member States, third countries, off-shore 

tax havens, etc.).  

 

10.2 Do you experience specific 

weaknesses and/or obstacles in cross-

border cooperation and exchange of 

information related to financial 

investigations? Please explain. Please 

mention specific needs and wishes. If 

possible rank from most to least pressing 

needs. 

 

10.3 Please describe any examples of 

cross-border cooperation and exchange of 

information mechanisms – good practices - 

that have been particularly helpful to the 

efficiency and effectiveness of financial 

investigations in your country. 

 

 

Foreign and supra-national information channels and sources: Official MLA request; Interpol 

information; Europol information; FIU information; ARO information; Camden Asset-Recovery Inter-

Agency Network (CARIN); Information from Joint Investigation Teams (JITs); Law enforcement info 

from other country; Financial Intelligence Unit Network (FIU.net); Customs Information System (CIS); 



 

 

Customs Files Identification Database (FIDE); Europol Secure Information Exchange Network 

Application (SIENA); Asset Recovery Offices network (ARO); OLAF Anti-Fraud Information System 

(AFIS); Prüm Decision (DNA, fingerprints, vehicles, other forms of police cooperation); European 

Criminal Records System (ECRIS); Europol Information System (EIS); Europol Analytical Work File 

(AWF); Schengen Information System (SIS); VISA Information system (VIS). 

 

 

11. National policies and organisation  

11.1 Is there in your country a national 

strategy to foster financial investigation? If 

yes, please give details about this strategy 

and provide references to relevant 

documents. Please explain if this strategy 

has yielded any positive (or negative) 

effects in your experience? Do you know 

any other country whose policies and 

practices towards financial investigation 

you aspire to? 

 

11.2 Are there sufficient career 

opportunities for criminal financial 

investigators in your country? Please 

explain. Please mention specific needs and 

wishes if relevant.  

 

 

12. Conclusion  

12.1 Good practice: Please describe briefly a case in which financial investigations have been crucial 

to successful prosecution and punishment of criminals and/or seizure of criminal assets. Indicate what 

the crucial success factors were. 

 

 

 

 

 

 

 

 

 

12.2 Bad practice: Please describe briefly a case in which financial investigations haven't been 

successful, as indicated in the question before. Indicate what the crucial factors were that explain this 

failure.  
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Annex - Example of how to fill-in the frequency table: 

In order to get a clear picture regarding the importance of types of potential offences (or 

any other question in this questionnaire), we would like to ask you to attach weights to each 

of the top-5. This allows us to determine whether there are, for example, 3 types that are 

roughly equally important (the top table), or whether there is a single most important type 

(where the others are much less important, see the bottom table).  

 

Types of (potential) offences subject to financial investigations: ranking of frequency 

  Weight 

1 Participation in organised criminal groups 30% 

2 Drugs trading 25% 

3 Money laundering 25% 

4 Cyber crime 10% 

5 Financial fraud 10% 

  100% 

Explanation or comment: 

[Please use this box to explain your choices in the table above (e.g. 25% for drugs trading)] 

 

Types of (potential) offences subject to financial investigations: ranking of frequency 

  Weight 

1 Participation in organised criminal groups 90% 

2 Drugs trading 4% 

3 Money laundering 2% 

4 Cyber crime 2% 

5 Financial fraud 2% 

  100% 

Explanation or comment: 

[Please use this box to explain your choices in the table above (e.g. why participation in 

organised criminal groups is the only important type)] 
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Annex C Questionnaire (policy 

advisors) 

Questionnaire for policy advisors  

Needs assessment on tools and methods of financial 

investigation in the EU 

Ministry of Security and Justice, the Netherlands, May 2015 

 

The objective of this needs assessment on tools and methods of financial investigation in the 

European Union, commissioned by the Ministry of Security and Justice in the Netherlands, is to 

assess the application and needs of financial investigation methods in the 28 member states of 

the European Union (EU MS).  

 

With this questionnaire we wish to collect information on how financial investigators 

operate and what they need for a better, more efficient and effective fulfilment of 

your work? The results of this assessment will form the basis for further work during 

the Dutch Presidency in the first half of 2016.  

 

For this assessment we consider financial investigation as an investigation approach that 

connects people to other people, places and events through financial facts. Financial 

investigation is not confined to fighting financial crime (including money laundering), or 

collecting evidence for asset recovery, but can be applied to gather intelligence or evidence on 

any proceeds generating crime. 

 

This questionnaire is sent to criminal investigators in 28 EU MS, to central government policy 

makers in EU MS and EU agencies and bodies. The results of the study will be presented in the 

first half of 2016 during the Dutch Presidency of the EU. The replies to this questionnaire will 

be handled as confidential. Moreover, individual replies will not be attributed to specific persons 

You will not be named or identified within any reports.  

 

You may use as much space as you wish for your answers. The template is flexible. 

We have tried to keep the questionnaire as concise as possible and we realize that 

filling in this questionnaire will take valuable time from you. Nevertheless we hope 

you will contribute as your input is highly valued.  

 

Thank you very much for your collaboration.  

 

If you have any questions please do not hesitate to contact us!  

 

Please return the questionnaire to before June 24 to: 

Erik.merkus@ecorys.com 

Brigitte.slot@ecorys.com 
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QUESTIONNAIRE 

Name:    ……………………………………………………………  

Email address:    …………………………………………………………… 

Country:    ……………………………………………………………  

City:     …………………………………………………………… 

Organisation:    …………………………………………………………… 

Function or position:  …………………………………………………………… 

 

1. Introduction 

The European Commission intends to support the integration of financial investigation and 

financial criminal analysis so as to become a standard part of the investigation a law enforcement 

technique throughout the European Union for all serious and organised crime cases. 

 

1.1 Can you explain by whom financial 

investigations are conducted in your 

country: general criminal investigators, 

specialist criminal investigators, 

external forensic experts, etc.?  

 

1.2 To what extent are financial 

investigations a standard and accepted 

element in all criminal investigations in 

your country? If not, why not? What are 

the main obstacles?  

 

1.3 What are the main reasons to 

initiating financial investigations in your 

country? Please give a 1-5 ranking in 

the table below, with 1 being the most 

important and 5 the least important 

motivations. An educated guess is 

sufficient. Please comment to you 

answer. 

 

 

 

 

 

 

Motivations to initiate a financial investigation procedure Rank 1-5 

Develop intelligence on criminal networks or the scale of criminality   

Evidence in criminal investigations - financial crime and money laundering  

Evidence in criminal investigations - drugs related crime   

Evidence in criminal investigations - other proceeds generating crimes  

Initiate asset confiscation or freezing measures  

Explanation or comments: 

 

 

 

 

 

2. Training 

2.1 Do general criminal investigators in 

your country receive training related to 

financial investigation? Please provide 

 



 

 

details. 

2.2 Are there specific training 

programmes for specialist financial 

investigators? Do financial investigators 

that have received specialist training, 

have special powers, for example with 

regards to access of information? Please 

provide details. 

 

 

2.3 Can you name any good practices 

related to education and training of 

financial investigation approaches in 

your country? Do you have specific 

needs and wishes? Do you know any 

other country or organisation whose 

training practices you aspire to? 

 

 

 

3. Technical tools and databases 

The FATF stresses the need for investigators to have access to all necessary documents, 

information and data (criminal databases, FIU information, tax and revenue information, 

information on bank accounts and financial transaction, companies registries, real estate 

databases, registries on boats, cars, art, etcetera).  

 

3.1 Do financial investigators in your 

country have sufficient technical tools 

(computers, laptops, IT systems, 

smartphones, tablets, software, wire 

tapping devices, etc.)? Please explain. Are 

there about specific needs and wishes in 

this respect? Do you know any other 

country whose availability tools you aspire 

to? 

 

 

 

3.2 Do financial investigators in your 

country have adequate access to 

information (databases and registers)? 

Please explain. Are there any specific 

needs and wishes? If possible rank from 

most to least pressing needs. 

 

3.3 Are there any specific databases, 

registers and IT systems and technologies 

that have a positive effect on the 

efficiency and effectiveness of financial 

investigation in your country? Please give 

details and explain. 

 

3.4 What do you think are necessary 

innovations in availability of databases, 

access to databases and IT systems and 

technologies that will potentially improve 

the efficiency and effectiveness of financial 

 



 

109 

 

investigation in your country? Please give 

details and explain. 

 

 

4. Legal instruments 

4.1 Do financial investigators in your country 

have sufficient legal tools for their activities? 

Please explain. Please mention specific legal 

needs and wishes. If possible rank from most 

to least pressing legal issues. 

 

4.2 Please describe any legal provisions that 

have proven to be particularly helpful to the 

efficiency and effectiveness of financial 

investigations in your country? Please 

explain. 

 

 

5. International cooperation  

5.1 If possible give an educated guess 

on the percentage of financial 

investigation cases that actually reach 

beyond your domestic borders? If 

possible provide details on the nature of 

these countries (neighbours, EU Member 

States, third countries, off-shore tax 

havens, etc.). 

 

5.2 Are there specific weaknesses in 

cross-border cooperation and exchange 

of information related to financial 

investigations? Please explain. Please 

mention specific needs and wishes. 

 

5.3 If possible, describe any examples of 

cross-border cooperation and exchange 

of information mechanisms – or good 

practices - that have been particularly 

helpful to the efficiency and 

effectiveness of financial investigations 

in your country.  

 

 

Foreign and supra-national information channels and sources: Official MLA request; Interpol 

information; Europol information; FIU information; ARO information; Camden Asset-Recovery Inter-

Agency Network (CARIN); Information from Joint Investigation Teams (JITs); Law enforcement info 

from other country; Financial Intelligence Unit Network (FIU.net); Customs Information System (CIS); 

Customs Files Identification Database (FIDE); Europol Secure Information Exchange Network 

Application (SIENA); Asset Recovery Offices network (ARO); OLAF Anti-Fraud Information System 

(AFIS); Prüm Decision (DNA, fingerprints, vehicles, other forms of police cooperation); European 

Criminal Records System (ECRIS); Europol Information System (EIS); Europol Analytical Work File 

(AWF); Schengen Information System (SIS); VISA Information system (VIS). 

 

  



 

 

6. National policies and organisation  

6.1 Is there in your country a national 

strategy to foster financial investigation as 

a investigation approach that is standard 

to investigations in any proceed generating 

crime? If yes, please give details about 

this strategy and provide references to 

relevant documents. Please explain if this 

strategy has yielded any positive (or 

negative) effects in your experience? 

 

6.2 Is there in your country a national 

strategy to foster specialist financial 

investigations? If yes, please give details 

about this strategy and provide references 

to relevant documents. Please explain if 

this strategy has yielded any positive (or 

negative) effects in your experience? 

 

6.3 Are there sufficient career 

opportunities for criminal financial 

investigators in your country?  

 

 

 

7. Conclusion  

7.1 Top-3 of good practice: Please give your top-3 of good practices related to the promotion of 

financial investigations in your country (this may be anything: technical, legal, organisational, cross-

border elements, etc.).  

1 

 

 

2 

 

 

3 

 

 

 

7.2 Top-3 of obstacles: Please give your top-3 of obstacles related to the promotion of financial 

investigations in your country (this may be anything: technical, legal, organisational, cross-border 

elements, etc.).  

1 

 

 

2 

 

 

3 
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7.3 Top-3 wish list: Please give your top-3 of needs and wishes related to the promotion of financial 

investigations in your country (this may be anything: technical, legal, organisational, cross-border 

elements, etc.).  

1 

 

 

2 

 

 

3 

 

 

 

 

Data (optional) 

If possible provide us with data on: (a) The value of the criminal assets that were confiscated over the last 

5 years? What was the number of cases? Please start with the latest year available (2014, 2013 etc.). 

Please comment. (b) Numbers of specialist financial investigators within law enforcement and special 

investigative authorities in your country.  

 

Confiscation of criminal money  

Year Value in euro or local currency 

(Please indicate) 

Number of cases (approx.) 

20_ _   

20_ _   

20_ _   

20_ _    

20_ _   

Comments: 

 

Specialist financial investigators  

Organisation or unit Number of specialist financial investigators 

  

  

  

  

  

Comments: 
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Annex D Eurojust information 

EU-wide data on the extent to which financial investigations are applied to the 

investigation and prosecution in criminal cases are not available. Such data are not 

collected in a systemic manner in the EU MS, and – if they are present – are difficult to 

compare across EU countries. The outcome would also strongly depend on what is 

understood by ‘financial investigations’ (as appeared in our research, financial 

investigation is often narrowed down to collecting evidence with the objective of asset 

confisction), and how ‘deep’, ‘leading’ or ’crucial’ financial investigations are in the 

investigation process. For example, in the study by Brown et al. (2012) in 12 of the 60 

analysed cases financial investigations have formed the basis of the conviction. 

Financial investigations (for example the analysis of bank accounts) may also play a 

marginal role in the investigation and prosecution of a case.  

 

However, an analysis of case files from Eurojust will give some indication on the 

occurrence of a reference to “financial investigation” in the Euojust Case Management 

System (CMS) and - in particular – to the fact that “financial investegation” is 

predominently identified with financial crimes. Only incidentally financial investigations 

have explicitly been associated with other crimes such as drug trafficking, trafficking in 

human beings or investigations in organised crime in general.  

 

Methodology 

The sample contains all registered cases from September [ 1 january ] 2013 until 18 

September 2015, on crime type Money Laundering, as well as cases containing the key 

words “financial investigation”, “confiscation” and “freezing order” in the brief Eurojust 

case summary. There may be other Eurojust cases in which a financial investigation 

has been conducted. However, if no reference to such an investigation is made in the 

brief case summary, they could not be identified and included in the statistics below. 

 

Its is also important to take in consideration the fact that Eurojust cases concerning 

money laundering are straight forward to identify in the Case Management System 

(CMS), as money laundering is one of the crime types on the CMS crime list. With 

regard to financial investigations, relevant cases are difficult to identify due to the fact 

that the CMS does not include a special field (a tick box), to indicate whether a 

financial investigation has been carried out in a particular case. In some cases, the fact 

that a financial investigation has been conducted is mentioned in the brief case 

summary in the CMS. Therefore, in order to identify possible relevant cases, a search 

has been done in the brief case summary of registered cases, using the phrase 

“financial investigation”. In addition, as requested, further searches have been done in 

the brief case summary using ”confiscation” and “freezing order” as key words in order 

to retrieve possible further information related to financial investigation. 



 

 

 

Total number of cases 

A total of 651 relevant cases were identified in the Eurojust CMS in the period from 1 

January 2013 to 18 September 2015. These cases represent 13,4% of the registered 

cases in the referred period. The following chart shows the number of cases per 

category of crime/key word. In a total of 22 cases (10 in 2013, 7 in 2014 and 5 in 

2015) the key word ‘financial investigation’ has been identified. [ % of total cases ]  

 

Figure F.1 Number of cases related to “money laundering”, “financial investigation”, 

“freezing orders” and “confiscation” in the Eurojust CMS summary (2013 – 2015, until 

September 18) 

 

 

 

Requesting Countries 

The following chart shows the number of cases registered in the referred period by 

each Desk, per crime type/key word. 
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Figure F.2 Requesting countries in cases related to “money laundering”, “financial 

investigation”, “freezing orders” and “confiscation” in the Eurojust CMS summary 

 

 

In the reporting period, the Netherlands registered a total of 37 of such cases, 34 

cases on money laundering, 2 cases on financial investigation, 2 on freezing orders 

and 3 on confiscation (some of the money laundering cases also contain “financial 

investigation”, “confiscation” or “freezing order” in their brief case summaries, 

therefore the sum of the four categories of cases exceeds the total number of relevant 

cases).  

 

The Netherlands is among the top ten countries that have registered the majority of 

such cases. In the mentioned period the Netherlands had registered 34 cases on 

money laundering that represents 2,5% of the cases registered by the National Desk. 

 

Requested Countries 

The chart below shows the number of times each Member State was requested in this 

type of cases. Once again, the Netherlands is among the top six countries involved in 

these cases as requested country. 

 

  



 

 

Figure F.3 Requested countries in cases related to “money laundering”, “financial 

investigation”, “freezing orders” and “confiscation” in the Eurojust CMS summary 

 

 

 

Third States 

There are a total of 56 different third States involved in these cases. Switzerland takes 

the lead as the most often involved third State in these types of cases, followed by the 

United States, Norway and Liechtenstein. The chart below shows the number of times 

the most frequently involved third States were requested in these types of cases. 

There are indications of ‘financial investigations’ for cases related to the Russian 

Federation, Bosnia, Andorra, Norway, United States, and Switzerland. In the majority 

of the cases, financial investigations haven’t been mentioned explicitly in the case files 

with third States.  
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Figure F.4 Involvement of third countries in cases related to “money 

laundering”, “financial investigation”, “freezing orders” and “confiscation” in 

the Eurojust CMS summary 

 

 

International Bodies 

The following chart shows the number of times each international body was involed in 

different cases. The majority of the cases relate to Europol.  

 

Figure F.5 Involvement of international bodies in cases related to “money 

laundering”, “financial investigation”, “freezing orders” and “confiscation” in 

the Eurojust CMS summary 

 

 

  



 

 

Crime types 

The figure below represents crime types in cases where “financial investigation”, 

“freezing orders” and “confiscation” are mentioned in the brief Eurojust CMS summary. 

The following relevant conclusions may be deriived from this: (i) The crime types more 

often refered to in the cases, in which “financial investigation”, “freezing orders” and 

“confiscation” are mentioned in the brief case summary, are Swindling and Fraud and 

money laundering. (ii) With regards to “financial investigation” alone it seems that 

financial investigations are mostly associated with ‘financial crimes such as fraud, 

money laundering and forgery of administrative documents. In cases from the the 

Eurojust CMS financial investigation is least associated with non-financial crimes such 

as trafficking in human beings, drug trafficking or organised crime in general.  

 

Figure F.6 Crime types in cases where “financial investigation”, “freezing orders” and 

“confiscation” are mentioned in the Eurojust CMS summary 
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