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On 1 January 2008 the Dutch Police Data Act took effect, replacing the Data Protection (Police 

Files) Act. The Police Data Act sets forth how the police, Royal Netherlands Military Constabulary 

and the Special Investigation Services must handle police data, that is, personal data processed in 

the course of the police's performance of their duties. The Police Data Act is broader than the Data 

Protection (Police Files) Act in terms of the possibilities for processing police data, but it also 

tightens the safeguards for protecting privacy. There was a provision in the Police Data Act 

requiring the Minister of Security and Justice to issue a report within five years of the Act’s 

effective date on the effectiveness and consequences of the Act in practice. 

 

Audits conducted by the Ministry of Security and Justice’s Departmental Audit Service showed in 

late 2011 that the implementation of the Act was still inadequate in many respects, including with 

respect to security, authorizations, registration of the provision of data to third parties, and internal 

control.  

 

Questions and survey design 

At the instruction of the Ministry of Security and Justice’s Research and Documentation Centre, 

Arena Consulting and Pro Facto carried out an additional evaluation of the problems. The questions 

examined were summarized as follows: 

 

1. What was the legislative intention behind the Police Data Act (what was the policy theory)? 

2. How has the Act been implemented in practice; is this consistent with the legislative goals 

and expectations, and what type of problems are encountered? 
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3. How does the Act relate to other laws and regulations, such as the Personal 

Data Protection Act, the Government Information (Public Access) Act, and international 

laws and regulations? 

4. What are the explanations of the problems in implementing the Act? 

 

The survey was conducted between November 2012 and September 2013. Two tracks were 

followed. First, based on the audits performed in 2011 and in response to the subsequent audits 

conducted in 2012/2013, the degree to which compliance with the Police Data Act has been in line 

with the Act's requirements was analysed. Second, based on a large number of interviews, the 

problems experienced in carrying out police duties in relation to the Act were identified. Interviews 

were conducted, for instance, with the police (regional and nationwide units), the Ministry of 

Security and Justice, the Public Prosecution Service, the Dutch Data Protection Authority (Dutch 

DPA), the Royal Netherlands Military Constabulary and the Special Investigation Services. 

Literature and documents were also used to reconstruct the policy theory and to reflect on the 

results of the interviews. For purposes of reflection as well, an expert meeting was organized with 

representatives of the relevant organizations. 

 

General policy theory 

The Police Data Act has two goals. On the one hand, it aims to afford sufficient latitude (more than 

used to be the case under the Data Protection (Police Files) Act) for processing (and providing) 

personal data, so that the police can carry out their duties effectively and efficiently. This includes 

having information flow freely within and between investigative agencies. On the other hand, the 

Police Data Act is intended to adequately safeguard the privacy of the persons whose data is 

processed. An ancillary objective of the Act is to reduce the administrative burdens experienced 

under the previous Act. The Police Data Act is based on the premise that there should be a proper, 

‘new balance’ between the Act’s two primary goals. 

 

To safeguard privacy properly, the Act imposes requirements regarding: 

• the confidentiality and security of and access to (authorization for) data 

• processing periods, retention periods and destruction 

• the conditions under which data may be processed and furnished (necessity, purpose 

limitation, proportionality) 

• supervision by a privacy officer, conducting audits and establishing protocols 

• legal protection of interested parties in the form of a right of inspection 

• external regulation by the Dutch DPA 
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The legislature expected that the Act would be in keeping with police practice and the 

anticipated developments in this area, such as the move towards nationwide information 

management. Training and education were viewed as the most important aspects concerning 

implementation. 

 

Consistency of the implementation of the law 

The audits conducted in 2011 revealed that the implementation of the Police Data Act was – four 

years after the Act’s effective date – still deficient in many respects. This was particularly true for 

the regulation of authorizations (who may process which data?), the security of the data, the 

establishment of protocols (recording which data has been processed or furnished) and the 

application of the statutory periods for processing and destruction. Moreover, conducting periodic 

audits had not been embedded into the system, and internal control hardly took place or not at all. 

There were significant differences between the organizations (police corps, military constabulary) in 

the degree to which the Act had been complied with. Not a single organization was compliant in all 

areas. The action plan for improvement initiated in response to the audits has resulted in better 

compliance in several respects, specifically in terms of structuring the audits and the process for 

entering into agreements on furnishing data. Most units were waiting for nationwide models to be 

developed, partly in light of the creation of the national police force. 

 

Problems experienced in carrying out police duties 

The organizations felt that the Act was, generally speaking, difficult to read and interpret, including 

such terms as ‘processing’, the question of when the purpose of an investigation has been achieved 

and the question of under which processing regime police data falls. 

 

Processing problems 

With regard to the processing of police data, the statutory distinction between Article 8 (day-to-day 

police duties) and Article 9 (investigation) is a significant problem. In practice the status of data 

changes, and data cannot statically be placed under one of the processing regimes. Inputting 

changes takes a lot of time. Problems with retention periods are likewise experienced in performing 

certain police duties (such as combatting serious crime and solving cold cases). According to the 

interested parties, destruction of data five years after processing is too soon and reduces the 

availability of information. Several other problems were also identified with respect to determining 

the purpose of an investigation (which cannot always be specifically indicated), determining 

whether there have been computerized comparisons (does a search enquiry fall under this, too?) 

and the possibilities for conducting large-scale data research. 

 

Problems relating to furnishing data 

With respect to furnishing police data, the situation is especially ambiguous in the stage before an 

investigation (Article 9) is launched. Which data, for example, may be exchanged in getting a 

sense of whether an investigation must be commenced as part of cooperation with the Regional 

Information and Expertise Centre? As a result, there is a reluctance to share information in those 

instances where the Police Data Act specifically contemplates more active sharing of information. 

Further, the agreements pile up on one another in practice. Thus, which data may be furnished to 
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which organizations under which conditions is not entirely transparent or efficient. Also, 

the agreements about comparable cooperative arrangements differ across the country. Other 

problems include the different statutory frameworks which are or may apply to the jointly created 

files in connection with the collaboration and the use of social media (the proper etiquette in using 

such media).  

 

Problems concerning the interested parties’ rights 

As regards the exercise of inspection rights, the problems mainly have to do with the 

administrative burden surrounding inspection requests regarding Criminal Intelligence Unit data 

and the increase in inspection rights for other reasons than the law intended (such as coping with 

grief). Insofar as the interested parties have complaints about the way inspection requests are 

dealt with, these primarily relate to the manner in which notice occurs (access, copies of 

documents, notice by telephone) or undeleted data. 

 

Supervision problems 

In terms of the supervision prescribed by the Police Data Act, the administrative burdens of 

establishing protocols are primarily seen as a problem, specifically as this pertains to furnishing 

police data while carrying out the day-to-day police duties (Article 8 of the Act). The amount of 

data furnished and the inadequate IT support come into play here as well. The control by privacy 

officers has not really got off the ground. The emphasis has been placed on the privacy officer’s 

role in advising on the application of the Act. 

 

Problems in conjunction with other laws 

Other laws in addition to the Police Data Act regulate the processing of personal data and 

protection of privacy. The Police Data Act overlaps in particular with other Dutch criminal laws such 

as the Judicial Data and Criminal Records Act, the Criminal Code and the Personal Data Protection 

Act. Practical problems have been experienced in determining which statutory regime applies and 

of the resulting differences in retention periods. 

 

In addition to the Police Data Act, the Government Information (Public Access) Act applies to the 

rights of interested parties. Lawmakers did not lay down a link in the Police Data Act to the 

Government Information (Public Access) Act. Practically speaking, the problems mainly revolve 

around the administrative burdens in handling Government Information (Public Access) Act 

requests. 

 

Explanations for the problems 

The implementation problems and problems related to carrying out police duties under the Police 

Data Act can be explained by four main factors: 

• the characteristics of the police organization 

• the police’s implementation strategy 

• the substance and design of the Act 

• external influences 
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Explanations based on the police organization 

A major reason why proper implementation has not occurred is the long failure by the police 

organization as a whole and its management in particular to understand that this was necessary. 

The organization was archipelago-like in nature, too: under the banner of the ‘police’, 26 police 

corps were autonomously responsible for implementation. Until the Dutch DPA intervened in 2011, 

there were no incentives from any central authority ‘forcing’ the organization to put the Act into 

place. The practice under the Data Protection (Police Files) Act regime (‘privacy, we’ll take care of 

that ourselves’) thus continued. IT is a second factor. The assumption by legislators that a single IT 

structure (supporting the Police Data Act) would come about has not proved true. The obsolete and 

fragmented IT system with auxiliary structures for the Police Data Act (i90 form for establishing 

protocols) has not made implementation of the Act impossible, but it has raised additional barriers. 

 

Explanations based on the manner of implementation by the police 

The police have opted for a business-oriented approach in implementing the Act: drawing up 

formats, protocols and working instructions. Virtually no attention has been paid to building up 

knowledge and awareness of the essential features of the Police Data Act, the police’s interest with 

respect to performing their duties and the switch in mentality from professional safeguarding to 

more business-like safeguarding. Implementation of the Act was therefore thought of for a long 

time as something unpleasant which had to be done, and the Act (partly because of the poor IT 

support) came to be viewed as a bureaucratic hassle. 

 

Explanations based on the Act itself 

Several organizational requirements under the Police Data Act do not dovetail well with the 

practical dynamics. This is especially true of the partitioning between the various processing 

regimes and the lack of consistency or showing of overlap with other laws, such as the Public 

Records Act, the Police Act, the Government Information (Public Access) Act and the Personal Data 

Protection Act. The relatively heavy emphasis placed on organizational requirements and 

supervision is not really in line with the operating processes with respect, say, to keeping an 

authorization matrix and protocols manageable. Various requirements or tools, such as formulating 

protocols and performing audits, have also been placed in the context of supervision, but these are 

primarily administrative/management tools (the results of which may be used for supervisory 

purposes, too). By categorizing these tools under the statutorily-mandated supervision, the Act has 

created an administrative model of control and assessment. This has not worked well in a context 

in which the Police Data Act has not been internalized, or the police have paid little attention to 

such internalization in implementing the Act. 

  

Explanations based on external influences 

The context in which police duties are carried out has changed since the Act was drafted and took 

effect. The tasks and responsibilities (such as the role of digitization in the nature and character of 

organized crime), the investigative methods (new techniques for digital analyses, for example), the 

change in the supply of information and thereby the potential and actual availability of information 

to the police, and ideas about privacy are no longer the same. Consequently, the limits on 
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processing options (big data and crowd analyses) and furnishing data (say, through 

social media) are in flux. That applies, too, to the privacy limitations which the police must observe 

in performing their duties. A certain tension exists between the static design of the Police Data Act 

and the dynamic developments with which the police are faced. 

 

Conclusions and final observations 

Implementation of and compliance with the Police Data Act can be described as a ‘work in 

progress’. Remarkably, the various interested parties broadly endorse the Act’s underlying goals 

and main elements, but the operationalization and implementation of the law has stymied its 

development and application. This is partly due to failures by the relevant organizations and partly 

to the Act’s substance. Although there are no indications that informational privacy is being 

structurally and systematically breached, resulting in breaches in individuals’ privacy, there have 

been patterns of incidents, and the police are still not ‘in control’ enough of their data.  

 

On the other hand, the design requirements which the Act sets for the organizations concerned are 

partly at odds with efficient and effective operations and performance of certain police duties. In 

other words, the policy theory underpinning the Act is not entirely in keeping with achievement of 

the Act’s two primary objectives.  

 

Decompartimentalization and conformance of the models to the working processes, instead of 

conformance of the working processes to the Act 

The distinction between processing regimes undermines the efficient and effective performance of 

police duties. The matters regulated by the specific processing regimes (particularly Articles 8 and 

9) are already in fact regulated generally by Article 3, which solely allows processing if there is a 

substantiated need, legitimacy and purpose limitation. Decompartimentalization gives the 

organization more options for modelling compliance with the Police Data Act based on the 

organization’s own working processes, instead of having to model the working processes based on 

the Act.  

 

Qualified retention periods 

The five-year retention periods after processing should be deemed sufficient for the vast majority 

of police tasks. Longer retention periods may, though, be required to specifically combat serious 

crime. The problem is that it cannot always be determined beforehand which data may prove to be 

relevant at a later time. From a privacy perspective, retaining everything is not an option. 

Destroying everything after the current statutory retention periods are over is not sensible from an 

investigative point of view. Still, the interest in protecting informational privacy must not be 

subordinated to the investigative interest. If a choice is made for a longer retention period – and 

postponement or abandonment of destruction – this will have to be based on a proper weighing of 

the interests. In addition, extra security for data and safeguarding for processing (special 

permission) will have to be arranged. At any rate, longer retention will be associated with increased 

administrative costs. 
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Clear distinction between supervision and quality assurance 

The Police Data Act implicitly or explicitly piles up supervisory elements to a certain extent, partly 

because the establishment of protocols, the performance of audits and the privacy officer are 

expressly included under the chapter ‘Supervision’ in the Act. This is so despite the primary 

purpose of these tools as envisaged by the law, too – not being supervision but quality assurance. 

The inclusion of ‘supervisory tools’ not only makes matters bureaucratic for the organizations; it is 

even unlikely that it promotes protection of the police data. Preferably, a much clearer distinction 

should be made between the quality assurance for which the police are responsible and the 

statutory supervision by an external regulatory agency (the Dutch DPA). This is necessary from the 

standpoint of transparency, effectiveness of the supervision and internalization of informational 

privacy into the organization. 

 

Focus on the quality of data and professional and business-like safeguarding within the national 

police  

Safeguarding the quality of the data should, from a privacy protection viewpoint, be the police’s 

most important concern. This demands cohesive, business-like and professional safeguarding, 

having an IT system which adequately supports compliance with the Police Data Act and proper 

securing of the data. This must go hand in hand with a new approach to the question of how to 

keep the administration manageable, both for the organization as a whole and for the employees. 

Consistent with the plan for creating a nationwide police force, a good balance between 

business-like safeguarding and the employees’ mores must in any event be assured.  

 

Political reorientation to the expectations of the police, technical developments and privacy 

Finally, a political assessment will have to be made regarding the desired availability of information 

to the police (and other investigative services). This must take into account the changes in 

organizations and manifestations of crime, the expectations placed on investigative agencies, the 

technical possibilities for investigation (and support provided), the evolving views on privacy and 

sharing information and the related privacy risks. The balance between effectively carrying out 

police duties and protecting informational privacy will have to be made again. 


