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Cross-sector Dependencies: 

Foreign Methods and Their Potential 

Applicability in the Netherlands 

 
Some parts of a nation’s infrastructure are considered critical because a failure or disruption 
thereof can have serious consequences. Protection of these critical infrastructures (CI) is an 
important topic of the Dutch national security policy. Reducing the risk of cascading effects due to 
cross-sector dependencies is a key issue in this approach. 
This study  investigated methods to assess cross-sector dependencies and ways to bring this 
knowledge into practical use in four selected nations (Sweden, The United Kingdom, The United 
States and Australia). Each of the four nations incorporates the analysis of infrastructure 
dependencies into its national and regional risk analysis, its efforts to strengthen the resilience of 
CI and into crisis management. They are working on supporting methods and models, as well as 
ways to share the related data and results with relevant stakeholders in a trusted and secure way. 
As a result of the study, the following elements have been identified which may enhance the Dutch 
approach: 
• A method for analysing and recording dependencies (Sweden); 
• Governmental facilitation of cross-sector analysis for the critical sectors in a joint public-private 

approach to increase critical sector resilience (Australia); 
• Close cooperation between emergency responders and CI operators as part of the crisis 

management structure (United Kingdom); 
• Support of crisis management by extensive models and datasets (United States of America). 

 
Background 

The proper functioning of critical products and services is of critical importance to society. Critical 
products and services are products and services that may cause serious damage to society when 
they fail. Large-scale failure of electrical power supply, dams, transport, legal order, and 
information and telecommunication infrastructures can have serious societal consequences. The 
matter is further complicated by the existence of strong infrastructure dependencies. This creates 
the risk of cascading effects, which means that the disruption or destruction in one critical product 
or service may lead to the disruption or the destruction of one or more other products or services. 
The Dutch Ministry of Security and Justice (Veiligheid en Justitie – VenJ) bears the responsibility 
for coordinating the Dutch efforts on critical infrastructure protection (CIP). VenJ therefore looks for 
a clear insight in CI, their inter- and intra-sector dependencies and knowledge of their 
vulnerabilities. In this light, the Ministry is interested in understanding the models en methods to 
assess critical dependencies used abroad and how they may strengthen the current Dutch 
approach. 
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Objectives 

Commissioned by the WODC, TNO conducted this study with the objective to survey foreign 
methods and models to assess CI dependencies and to assess how the knowledge about these 
dependencies is used in risk analysis, in increasing the resilience of the CI, and in emergency 
management. 
 
The central research question was formulated as: 

To what extent and how have other nations assessed the cross-sector dependencies between 
their critical sectors and to what extent and how are those methods and models applicable in 
The Netherlands? 

 

Approach 

The main information for the study was retrieved from four nations that were selected based on 
previous studies: Sweden, The United Kingdom, The United States of America and Australia. In 
order to address the central research question, a uniform assessment method was used which 
covers the following aspects: 
• Methods / models: an overview of available methods and models; 
• Risk analysis: whether and how risk analysis methods at national, regional and company levels 

take CI dependencies into account; 
• Resilience: the extent to which the methods and models contribute to increase the resilience of 

one’s CI; 
• Crisis management: how the understanding of critical dependencies is used in crisis 

management; 
• Collecting data: how CIP information is collected and how it is protected; 
• Public-private partnerships: the way in which the public and private parties cooperate in CIP; 
• Lessons learned / examples: relevant lessons learned and interesting examples are collected. 
 
This qualitative analysis structure was used to identify the models and methods (and their 
characteristics) that most likely may strengthen the Dutch CIP efforts. To this end, the study started 
with a desktop study of publicly available documents. To validate the desktop study results, 
telephone interviews were conducted with experts from the four selected nations. This made it 
possible to value the results with regard to their practical added value and applicability. 
 
A desktop analysis was performed of methods and results of earlier Dutch CI dependency studies. 
This provided the basis for assessing the potential for strengthening the Dutch approach with 
foreign methods and models. The findings were validated in interviews with policymakers in the 
Dutch Ministries and a representative of the Confederation of Netherlands Industry and Employers 
(VNO-NCW). 
 

Analysis of Foreign Methods and Models  

Application in Risk Assessments 
Risk assessment methods take CI dependencies into account at various levels: 
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• Most of the four nations perform risk assessments at the national level. These assessments 
incorporate the potential impact of dependencies between critical products and services. 

• A number of nations perform similar risk assessments at a regional or county level. 
• Also, risk assessments are performed at sector level. The quality of these assessments is 

known to vary per sector. In some cases, this severely hampers the effort to construct an 
aggregated view. 

• CI companies also perform risk assessments themselves. 
 
Each of the four selected nations is on the look-out for methods and models which enable the 
exchange of the results of the dependency and risk assessments at the various levels of 
aggregation, and for methods to assess the results. For this, government initiated risk assessments 
often use a single uniform assessment methodology at different levels (national, regional). 
The methods for dependency analysis and risk assessment in use by the critical sectors are 
generally very diverse. CI companies will assess the objects and processes they are dependent of 
as part of their business continuity management. Often the results of these analyses are classified 
company confidential. Apart from the large variation in methods used, the sensitive nature of this 
data, hampers the exchange of information between critical sectors and between nations. 
 
The four selected use the following methods, models, and tools for risk analysis which might 
strengthen the Dutch approach:  
• Sharing planning scenarios 

The UK government supplies regional organisations with planning scenarios. These can be 
used by the regional emergency centres as a blueprint and harmonised point of departure for 
their own risk analyses, ensuring a seamless connection between national and regional levels. 

• Sharing knowledge of risk-prone critical nodes 
The UK stimulates the exchange of information about CI nodes between public and private 
organisations. To deal  with the sensitive and often classified  information, special procedures 
have been put in place to protect the CI information, such as the exclusion of sensitive CI-
information from the Freedom of Information Act. 

• Performing cross-sector analyses 
In the United States, cross- sector risk analyses are carried out by the federal government 
(Department of Homeland Security). 

• Supporting tools for dependency analysis / database 
The Swedish MSB supplies a number of free support tools for performing risk and dependency 
analysis to both public authorities and companies. For example, the so-called " dependency 
wheel" is used to identify critical dependencies. 

 
Increasing Resilience 
In order to increase the resilience of CI, a number of nations focus on sharing knowledge on 
business continuity with the CI operators. They support companies by sharing Business Continuity 
Management (BCM) good practices and specific security-oriented information. Additionally, they 
support performing resilience studies. 
 
In comparison to the Dutch situation, the four selected nations use the following methods, models 
and tools for risk analysis which might supplement the Dutch approach:  
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• Sharing BCM good practices and standards 
Some nations share information and knowledge on BCM. The UK and US, for example, make 
good practices, experiences and standards available to their CI operators. 

• Stimulate cross-sector resilience studies 
From a national security perspective, the Australian government facilitates studies of cross-
sector dependencies. The critical sectors are leading in formulating the basic research 
questions. Models are developed and analysis studies are performed under governmental 
impetus. 

• Sharing of security oriented information 
Both cyber and physical security knowledge is scarce and uses specific sources within the 
government and their trusted international partners (intelligence agencies; police). In several 
nations this information is shared with CI sectors and owners (for example Centre for 
Protection of the National Infrastructure in the United Kingdom; Department of Homeland 
Security in the United States). 

 
Application in Crisis Management 
Direct links between the Dutch Veiligheidsregio’s1 (VRs) and the CI sectors as well as the 
formalisation of these links in agreements is of potential high-value to the CIP stakeholders. 
However, said agreements are currently mainly governance arrangements. CI dependencies are 
not explicitly addressed in the agreements. No information has been found that these activities are 
supported by models and fine-tuned information exchanges like the activities that take place in the 
United Kingdom and Sweden. 
Plans are drafted to establish a Dutch platform to guarantee the continuity of cooperation between 
VRs and CI operators, and to mutually share relevant developments, knowledge and experiences. 
Information exchange methods and models as well as associated data collections could provide 
added-value. 
 
In comparison to the Dutch situation, the four selected nations use the following methods, models 
and tools for risk analysis which may supplement the Dutch approach:  
• Explicit information exchanges about CI and their dependencies 

In the United Kingdom, the cooperation between government agencies and private companies 
in the critical sectors is secured in Local Resilience Forums (LRF). These forums support 
cooperation between cat1 responders (emergency services) and cat2 responders (such as the 
critical infrastructure providers). The LRF identify CI at the local level. The LRF assess which 
CI disruption scenarios including cascading effects are relevant and what the primary and 
secondary impact may be for the industry and population in their area of responsibility. 

• Supporting tools – dependency map 
In the United Kingdom a number of supporting tools and a step-by-step plan has been 
developed for the analysis of CI and their dependencies. The emergency services and CI 
operators cooperate closely to execute the plan. The analysis results are made available in - 
amongst others - a dependency map (geographical display of the critical objects in the area of 
interest). 

• Supporting models – sharing knowledge about dependencies 
The Swedish crisis response organisation MSB collected CI dependency data during earlier CI 
risk assessments. This data is made accessible in a structured way for internal use. This 

                                                      
1 Dutch regional emergency management coordination organisation 
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enables them to quickly generate an overview of possible (cascading) impacts of a specific CI 
disruption. 

• Supporting models – extensive models and datasets 
The United States (NISAC) has developed large-scale models and data sets to support 
decision making before and during emergencies. These models can assist in emergency 
management at various levels of authority (county, state, federal) in analysing the impact of 
possible scenarios and to assess the effectiveness of possible measures. 

 

Conclusions  

Cross-sector Dependencies 

The Importance of CI for National Security 
Each of the four selected nations incorporates CI dependencies in their national and regional risk 
assessments, in determining their resilience-enhancing measures, and in their emergency 
management. They are on the look-out for supporting methods and models or develop them 
themselves. They also look-out for trusted and secure ways to share data and results amongst the 
relevant set of stakeholders. 
Experience gained in and evaluations of large-scale emergencies substantially strengthen the 
national attention for CI dependencies by emergency management (for example major floods in the 
United Kingdom (2007) and Australia (2011), extreme weather in the United States (2005, 2012) 
and Sweden (2005)). 
 
Public-Private Cooperation and Information Exchange are Prerequisites for CIP   
Analysis shows that none of the CI organisations and governments of the studied nations is 
capable to gather a complete overview of the dependencies in their CI on their own: 
• Nearly all organisations have a good overview of the (critical) products and services they are 

dependent of; 
• Few of the CI organisations have an overview of the critical products and services that depend 

on them and the measures that they might have – or may not have – taken to prevent 
disruption. 

• Higher order dependencies and common mode failures are generally neither known, nor 
incorporated in risk assessments and in emergency response plans. 

• In times of an emergency, the set of critical dependencies may change (for example diesel, 
emergency generators, emergency communication) in comparison to normal operating 
conditions. On top of this, many parties may become dependent of the same, scarce set of 
resources during emergencies. In general, these aspects are not incorporated in risk 
assessments or emergency response plans. 

 
Because none of the individual parties is able to overlook the complete chain, public-private 
cooperation, information exchange, and collaborative analysis are essential.  
 
Knowledge Management 
Various national and international studies have been performed to better assess CI dependencies. 
The knowledge and information gathered in these studies is not always optimally shared and 
secured in the participating CI organisations. The sensitivity or confidentiality of CI information 
sometimes blocks information sharing causing information sharing primarily being directed to one’s 
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own sector. Lack of a uniform method and the use of sector specific notions sometimes further 
complicates cross-sector information exchanges. 
Nationally, a substantial gain seems to be possible by providing the CI stakeholders access to 
information collected in earlier studies. However, the sensitivity and security of information needs to 
be taken into account. Methods like anonymisation and aggregation of data may be a way forward. 
 

Conclusion  

Applicability 

In this study the methods and models were researched that may be used to strengthen the Dutch 
risk analysis, resilience and crisis management efforts in the CI domain. 
 
Risk Analysis  
CI and their dependencies play a limited role within the Dutch National Risk Assessment method 
(Nationale RisicoBeoordeling - NRB) and the regional risk profiles. We see room for the extension 
of the information sharing between the national and regional levels of emergency management 
(similar to the United Kingdom). Due to the complexity and relative small size of the VRs, changing 
the level of analysis to a level which incorporates multiple adjacent VRs seems prudent. A further 
advantage is that inter-regional aspects will be included in the analysis and that the availability of 
personnel and knowledge would be less scarce.  
 
Possible additional method 
The Swedish method for analysing and recording dependencies seems to be valuable as an 
instrument to secure the knowledge gained in earlier CI dependency studies and to make them 
available. However, the sensitivity and security of information needs to be protected. This method 
can both be applied for risk analysis and crisis management. 
  
Increasing Resilience 
A large part of the responsibility for resilience increasing measures falls within the individual CI 
companies. Regular BCM processes at company level will cover this. For adequate BCM, an 
overview of the critical dependencies is essential. Sharing information about sector specific and 
cross-sector BCM good practices and standards is a decisive factor. 
 
Possible additional method and models 
In the Australian approach for cross-sector analysis, as is practiced in the program Critical 
Infrastructure Program for Modelling and Analysis (CIPMA), cross-sector dependency studies are 
conducted. Such a study is requested by a critical sector and is both financially and methodically 
facilitated by the government. Whether this would be deemed necessary and achievable in the 
Dutch context is not clear. 
 
Crisis Management 
Cooperation between emergency services and the CI operators is essential. Constructing a mutual 
picture of the current situation, possible scenarios, possible impact of failure or disruption, and 
possible cascading effects is of the highest importance. 
As in risk analysis, these  options may preferably be situated at a super regional level. 
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Possible additional methods and models 
• Close cooperation at regional level, like the Local Resilience Forums (LRF) in the United 

Kingdom 
A part of the VRs is assessing the CI in their own region, like for instance the activities of the 
VR ‘Hollands Midden’ on flooding. The method, approach and supporting tools for the close 
collaboration  in the United Kingdom, could be applied to these activities. 

• Large-scale models and datasets conform the United states approach 
Such an approach will initially cost a relatively large and multiannual investment in developing 
CI models and tools. These investments seem to be out of reach of the Dutch national 
aspirations. 
It is therefore advisable to explore the possibilities that EU projects may bring in this field (such 
as CIPRNet2 and DRIVER3). In these projects, cooperation between the research facilities and 
other stakeholders are sought whereas the EU will co-finance. 

 

                                                      
2  Critical Infrastructure Preparedness and Resilience Research NETwork (FP7 Network of Excellence project)  
3  DRiving InnoVation in crisis management for European Resilience (FP7 project) 


