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Summary 

(Mis)connected in a smart society 
The Internet of Things: opportunities, threats and measures 

Background, research question and scope 

The Internet of Things (IoT) is a network of ’smart’ devices, sensors and other ob-

jects, which are connected with each other and to the Internet. Several IoT applica-

tions are widely used in our society and the adoption of IoT will only increase in the 

coming years. On the one hand, the IoT offers opportunities by introducing new 

technological possibilities. On the other hand, it also brings new threats, related to 

cyber security. To seize the opportunities of IoT and minimize the threats we need 

to respond timely and adequately to these changes. For this reason the WODC has 

conducted a study on the IoT, its impact on society and the action perspectives for 

relevant stakeholders. 

 

The key question of this research report is: What are the opportunities and threats 

of the IoT and how can various stakeholders influence the development of the IoT in 

the Netherlands in a positive way? To answer this research question, the following 

sub-questions were formulated. 

1 What is the Internet of Things? 

2 Which opportunities does the IoT present? 

3 What challenges, pitfalls and threats does the IoT bring? 

4 What measures can stakeholders take to further the opportunities of the IoT and 

mitigate the threats?  

 

This study ought to be seen as an exploratory survey, aiming to provide a general 

overview of the relevant issues with respect to IoT. As a result, there was no room 

for an in-depth analysis of the subtopics. 

Methodology 

The research questions have been answered using the following methods: 1) desk 

research, 2) interviews, and 3) round-table discussions. The desk research has been 

conducted on the basis of an analysis of scientific literature, professional literature, 

and news articles with regard to developments in IoT. Six semi-structured inter-

views were held with experts and stakeholders in various relevant disciplines. 

Finally, two round table discussions were organized with the themes Smart City  

and Smart Industry. In both discussions several experts and stakeholders on the 

topic were present.  

 

The opportunities and threats of the IoT are mapped, described and analysed 

according to human values, such as privacy, security and sustainability. Generally, 

technological developments will have both a positive and negative impact on human 

values. The most prominent values influenced by the IoT were determined on the 

basis of literature, interviews and the round-table discussions. These values have 

made it possible to identify the most important opportunities and threats, which in 

turn have been used to determine possible measures. 
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Results 

IoT characteristics  

The IoT involves a network of objects (often connected to the Internet), which col-

lect and exchange data about their surroundings, and based on that take (semi) 

autonomous decisions and/or perform actions that affect the environment. The  

main features of the IoT are: 1) communication, 2) observation, 3) data analysis, 

and 4) conducting (semi) independent operations. The first feature of the IoT is  

that IoT objects are connected with each other and often to the Internet, so that 

they can communicate with each other and exchange data. The second characteris-

tic of IoT objects is that they, by means of sensors, can perceive their environment 

or internal state. One might consider: sound, temperature and humidity. The third 

characteristic of the IoT is that there are large amounts of data to be collected and 

analyzed. These are both data that have been collected by the sensors of the IoT 

object itself, as well as data that have been collected by other objects. Various data 

analysis methods make it possible to deduce meaningful new information. The 

fourth feature of the IoT is that objects can perform actions that affect the environ-

ment or the object itself, for example by sending sound, light or radio waves. These 

actions may be initiated manually (by the user), but (increasingly), the object itself 

can also take autonomous decisions and execute actions.  

Opportunities 

New IoT technologies allow for various opportunities. In part, these developments 

have been made possible due to IoT (sensor) data that can be acquired increasingly 

fast. By combining, analyzing and interpreting these data, processes are more 

transparent and new insights can be obtained. Improved understanding and trans-

parency can contribute to better and informed decisions (whether by governments, 

businesses or citizens). As a result, the IoT can have a strong posi-tive impact on 

the following values: well-being, sustainability, productivity and prosperity. In turn, 

all these opportunities may contribute to economic growth, profit or cost savings. 

IoT applications in healthcare, for example, lead to cost savings because seniors can 

live independently longer. Furthermore, developing sustainable IoT applications will 

lead to profits from new products and services. 

Security threats 

The introduction of the IoT also brings some threats. Collecting large amounts of 

data and the increasing deployment of connected devices may have a negative 

effect on the following values: security, privacy, prosperity, well-being, equality and 

autonomy. The most prominent threats comprise the security, safety, and privacy of 

people. Security risks entail cyber crimes such as breaking into and taking over IoT 

devices, and stealing data. In addition, dysfunctional IoT devices can increase safety 

risks. The risk of privacy violations, for example through the use of (sensitive) data 

for purposes other than for which they were collected, increases with IoT devices. 

These threats are closely related to security risks. When the security of IoT appli-

cations is not in order, the chance that malicious people gain access to personal 

data increases. Of course, threats in other values also bring security risks. The  

more dependent we become on technology, the greater the consequences could  

be if something goes wrong. 
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Measures  

There are several factors that affect the chances of economic growth and the threats 

regarding security and privacy. Although the initiative mainly lies with businesses, 

the government can certainly encourage companies to take action. 

Figure S1 shows a summary of the factors and associated measures, which can 

positively affect economic growth. First, preventing security and privacy-related 

risks is an important requirement for promoting economic growth. The factors 

affecting growth can be divided into boosters of economic growth and factors that 

together determine the conditions for economic growth. 

 

Figure S1 Factors and measures that foster economic growth through the 

IoT 

 
 

 

Economic growth is driven by the availability of capital, this may include both 

human and financial capital. Therefore, a labour force with adequate knowledge  

and skills, as well as investment in the technology is required. Innovation involves 

developing new processes and products, which, for example, increase the produc-

tivity of businesses and bring prosperity. Innovation should be given ample room, 

even if it challenges existing business models. Market competition is also an impor-

tant driver of economic growth. It is of particular importance to prevent unfair 

competition as much as possible.  

 

The following measures help to positively influence boosters of economic growth. 

 Government and business: modernise education to put more emphasis on IT 

skills and provide space for training and retraining the workforce. 

 Government, companies and research institutions: invest in knowledge and 

research to develop new IoT technologies and innovations. 

 Government: provide space for parties to innovate, for instance through a 

regulatory sandbox in which authorities work together with stakeholders to 

explore new applications. 
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 Government: ensure that tax benefits, credits and subsidies for innovation benefit 

the development of top sector-related IoT applications. In addition, pay attention 

to support for start-ups, for example by providing subsidies. 

 Government: give regulators sufficient resources to monitor new developments 

such as the increasing influence of digital platforms. 

 

Government procedures affect the business environment, providing a precondition 

for economic growth. A certain predictability of the government, as legislator, will 

aid the business climate. In addition, cooperation between many different parties is 

essential for the development of the IoT. The government ought to play a role in it, 

but unfortunately knowledge in the field of IT often falls short. 

 

The following measures will contribute to the positive influence of the conditions of 

economic growth. 

 Government: formulate a vision for the IoT, taking into account the costs of new 

policies. Consequently, companies can use this to decide whether to invest in IoT 

technology or not. 

 Government: siege responsibility for directing and coordinating the measures 

described in one body. 

 

Figure S2 shows an overview of the factors and associated measures that can hinder 

the development and use of safe and privacy-sensitive IoT applications. These are: 

1) complexity of the IoT, 2) lack of knowledge and awareness, 3) lack of incentives, 

and 4) lack of surveillance and enforcement. Per factor measures can be taken to 

reduce the restrictive impact.  

 

Figuur S2Means to mitigate security, safety and privacy risks.  
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The complexity of the IoT includes the technology itself, the processed data, and the 

playing field. The heterogeneity of IoT technology makes it challenging to introduce 

general security measures. The important role of data in the IoT contributes to 

complexity, because of ambiguity about where data are stored, who has access to 

and makes use of the data, and the legal interpretation of fundamental rights. Due 

to the large amount of (mostly foreign) players on the IoT market, the playing field 

is rather complex and lacks overview of who is responsible for what. This problem is 

worsened because governments have different rules and standards and also have 

different interests. 

 

The following measures will contribute to dealing with the complexity of the IoT. 

 Businesses: use layered defense when taking security measures, this way risks 

can be tackled at different levels. 

 Government and businesses: set standards and certifications defining security 

and privacy requirements for manufacturers of IoT products to abide by. 

 Businesses: establish transparency about the use of data by clear and under-

standable privacy policies.  

 Government: require manufacturers of IoT devices to provide an on/off switch  

for data processing and data sharing to third parties. 

 Government and business: localise the storage and processing of data of IoT 

products in the Netherlands or Europe. 

 

Taking measures to mitigate security and privacy threats are also hampered by a 

lack of awareness and knowledge about (the risks around) the IoT and IT in general. 

This applies to the government, citizens, as well as businesses. 

 

A number of measures can counteract this lack of knowledge and awareness. 

 Government and businesses: invest in education and (re)training to stimulate 

safe and responsible use of the internet, and improve digital literacy in the 

Netherlands. 

 Government, companies and research institutions: invest in research in and 

monitoring of new threats to aid safety and privacy of new (IoT) technology. 

 Government: invest more in attracting and developing expertise (of public 

officials) in the field of IT. 

 

Implementing security measures is greatly hampered by a lack of incentives for 

users and businesses. Users are often not aware of security and privacy risks and, in 

most cases, are not affected by attacks. For companies, an economic incentive to 

secure products is missing. Security costs require additional effort and investment, 

from which in most cases no proportional benefits are gained. Although both parties 

lack incentives, users may reasonably assume that manufacturers launch decent 

products. 

 

The following measures could create incentives for companies to manufacture more 

secure and privacy-friendly IoT applications. 

 Government and businesses: businesses should take their duty of care into 

account more often. The government can sharpen the duty of care rules in areas 

in which they are unclear. Currently, it is not always clear how far the duty of 

care reaches regarding security. Also with respect to liability, the government can 

set out clear rules to eliminate ambiguities. 

 Businesses: implement chain responsibility to ensure the security of the IoT, es-

pecially in the production or use of IoT products where many parties are involved. 
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 Insurance companies: integrate security standards and -certification in new 

(cyber) security insurances. 

 Government: build on current policy initiatives involving ISPs to counter the lack 

of market incentives. 

 Government: provide direction and set a good examle through the procurement 

of security packages. This could contribute to knowledge building and can move 

other parties to innovate and invest in the area of cyber security. 

 

The impact of the incentives described above is limited by a lack of monitoring and 

enforcement. Without these, measures such as duty of care and liability are less 

effective. However, currently allocated resources for monitoring and enforcement 

leave much to be desired. 

 

The following measures could contribute to a more effective monitoring and 

enforcement. 

 Government: allocate sufficient capacity at involved supervision authorities. 

 Government: provide specific standards about duty of care and liability, for ex-

ample, regarding the durability of IoT devices and what end users can expect 

from the provider. 

Conclusion 

The above results show that the IoT provides a range of opportunities to increase 

welfare, sustainability, productivity and prosperity in our society. However, it ap-

pears that IoT applications are currently poorly protected and thus pose a threat  

to our security and privacy. The Mirai botnet, consisting of compromised IoT 

devices, shows that the risk is ever-present and this will only continue to grow. It  

is important that the security and privacy risks are addressed in order to reduce  

and prevent damage as much as possible. Nevertheless, to take advantage of the 

opportunities that the IoT offers, a safe environment also needs to be created for 

new developments and innovation. 

 

As manufacturers of IoT applications and infrastructure, companies are responsible 

for the realization of new and innovative, but also secure and privacy-protective  

IoT applications. Currently this happens insufficiently due to the complexity of the 

IoT and a lack of knowledge, incentives, monitoring and enforcement. None of the 

above measures is in itself a solution to the threats of the IoT. In other words, there 

is no one-size-fits-all solution for this problem. Instead, several interrelated meas-

ures are required, which are only effective if they are implemented as a whole.This 

requires a supported government vision, where one body is designated to control 

and coordinate this policy. Because the IoT is related to other technological devel-

opments and cyber security in a broader context, the government vision should also 

cover these topics.  

Discussion and follow-up research 

This study is exploratory and broad in nature, in follow-up research a number of 

topics could therefore be explored. First of all, follow-up research could focus on 

identifying the main opportunities, threats and perspectives of specific IoT applica-

tions or domains. Secondly, research could be done on quantifying different meas-

ures. Thirdly, research could be done on the impact of different perspectives, such 
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as the feasibility and effectiveness of a governing body. Fourthly, one could look 

into the technical details and safety of IoT products. Fifhly, follow-up research  

might be conducted to identify necessary amendments of IoT-legislation. A final 

recommendation is to do extensive research into the geopolitical consequences  

of the IoT with regard to international (free) trade and economic interaction. 

 




