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SUMMARY 

 
This paper examines concepts of harm (damage, negative impact or consequences) 
arising from organised crime (OC) in the international, British and Dutch literatures. 
The context is policy makers’ interest in clarifying priorities for action through the 
criminal justice system, administrative measures and/or private sector partners. The 
paper concludes that prioritisation should depend not only on where the harm is 
greatest, but also on the extent to which of the responses/measures available to the 
public-private partners are capable of significantly reducing the harms (this is the 
question of effectiveness, efficiency, added value, or ‘amenability’ – the practical 
potential for harm reduction). Putting together these two overarching considerations, 
one arrives at the idea: Rating of harms x Rating of the effectiveness of actions � 
Justification for action. (The authors acknowledge that, in formulating priorities for 
action, the authorities may also have additional, policy-related considerations, 
however those are outside the ambit of this paper, which covers only ‘technical’ 
issues.) What then is harm, what is effectiveness, and how can they be ‘rated’? This 
paper identifies three distinct aspects of harm: (i) ‘hurts’ to victims (in a wide variety 
of social positions); (ii) ‘threat’ to the capabilities and integrity of ‘guardians’ (all 
public officials and private sector professionals who have roles in relation to the 
prevention and control of OC); and (iii) potential for ‘systemic damage’ (for example, 
undermining economic stability). Since harm types (i), (ii) and (iii) generally cannot 
be measured quantitatively in terms of one common metric (such as financial costs), 
qualitative assessment should be adopted. A common framework for comparison of 
harms may be provided by scales, running from 1 (lowest) to 5 (highest conceivable), 
doing this separately for hurts to victims, for threat to guardians, and for potential 
systemic damage. Only direct forms of harm should be considered – not indirect or 
response costs – since inclusion of the latter leads to circularity (spending yet more 
on what we have spent most upon in the past). Only tangible harms should be 
included (not so-called ‘intangible harms’, such as reputational damage of a person, 
firm, enforcement agency or country). Reasons include the consideration that such 
harms result from social reaction to criminal acts, rather than from the criminality per 
se. Also, some intangibles are found to be sites of deep social conflict, so valuating 
them cannot be done without ‘taking sides’. As for effectiveness/amenability, it is 
suggested that prosecutors, police and others should asked to identify those 
measures that are seen to most strongly reduce the harms that are of greatest 
concern. In order to operationalise this harm+effectiveness framework, more work is 
needed on harm and also on effectiveness/amenability. In summary, in order to 
prioritise cases, expert judgement will be needed on which of the available actions 
(of the criminal justice systems and administrative and private sector partners) have 
the best prospects for reducing each aspect of harm.  
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1. INTRODUCTION AND OVERVIEW  

 

Purpose 

 
The overall purpose of the paper is to give conceptual support to the Ministry of 
Justice and the Public Prosecutor’s Office in understanding the impact of organised 
crime (OC) on society. The authors were asked to cover the following: how the 
concept of harm from OC is discussed in key documents of other countries, in 
particular the UK; the same issues in relation to the Netherlands; suggestions about 
how to operationalise harm concepts. 
 

Historical context 

 
Every attempt to make sense of the world is a product of its time. Its potential to 
‘catch on’, to grasp the imagination of those to whom it is directed, must depend to 
some extent on whether it resonates with the sentiments of the times.  
 
Take, for example, Marcus Felson’s 1994 book, Crime and Everyday Life. This 
‘classic’ offered a general theoretical perspective of crime, in terms of potential 
offenders (in principle, just about anyone, Felson thinks), criminal opportunity (ideally, 
something valuable, small, concealable, non-traceable, etc) and the lack of a capable 
guardian.1 In critically reviewing that book, David Garland2 suggested that the 
undoubted academic and commercial success of this approach in the 1990s resulted 
from Felson’s ‘de-dramatising’ approach: decentring the criminal, involving no moral 
evaluation of the criminal act, defecting demands for exemplary punishment, offering 
instead a ‘management’ approach to crime control (aimed at reducing opportunities,  
improving surveillance, ‘hardening’ targets, etc). This de-dramatising suited the mood 
of many liberal thinkers, administrators, criminal justice managers and researchers 
who, during the 1990s, had become aghast at more populist, possibly authoritarian 
tendencies in crime control (the international ‘war on crime’).3  
 
It is no surprise that, during that period, as part of the de-dramatisation of crime, 
‘harm’ was conceptualised by many researchers in that most mundane of all forms: 
money. More broadly, this was also an era in which economics came to the fore in 
policy making. Thus, there were sustained attempts to monetorise all forms of harm 
(human suffering being transformed into ‘quality of life years’) and such attempts 
continue, with flagging enthusiasm, today (see sections of the text below).  
 
However, by the end of the 1990s, the liberal approach to crime control was in retreat, 
and the events of September 2001 consolidated that retreat, by declaring a linkage or 
even continuity between crime and terrorism. Had it been published in 2001, Felson’s 
book might have gone quite unnoticed. Drama, indeed evil, was back centre-stage as 
a policy theme, albeit a contested one. In that context, ‘harm’ became understood as 
an attack on life, institutions, ways of life. A ‘war’ atmosphere permeated policing, 
effected the background thinking within which threat assessments were made, and 

                                                
1
 Felson, M, 1998, Crime and Everyday Life, second edition, Thousand Oaks: Pine Forge. (A 

fourth edition is published in 2010.)  
2
 Garland, D, 1999, ‘The Commonplace and the Catastrophic: Interpretations in Late 

Modernity’, Theoretical Criminology, volume 3; pp 353-364. 
3
 Loader, I, 2006, Fall of the ‘Platonic Guardians’: Liberalism, Criminology and Political 

Responses to Crime in England and Wales, British Journal of Criminology, volume 46, 
number 4, pp 561-586. 
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resurrected or revitalised notions of the criminal as being not only dangerous, but 
also as enemy, as ‘the other’. From this perspective, criminals attack law 
enforcement, not only (indeed not often) in directly aggressive ways, but rather 
surreptitiously and effectively, through penetration, corruption and other means of 
neutralisation of the guardians. These themes have, however, not always been 
openly acknowledged as such in threat assessments; rather they get mudded up with 
harms to citizens. In this paper we suggest that threat to law enforcement and other 
‘guardians’ should be taken as an explicit and separate dimension of harm. This 
means that they can be transparently discussed, rather than colouring or colonising 
other harm concepts (for fuller discussion, see below,    
 
As of 2009, partly as a result of serious failures of risk/threat assessment thinking 
and models, seen in ‘the war on terrorism’ and then again in the financial crisis, the 
public and policy mood has again shifted. In two respects: first, complicated ‘models’ 
of risk – especially those depending on a great deal of data and hard-to-validate (and 
often hidden) assumptions – no longer gain the trust of policy makers, practitioners or 
citizens. Today, simpler, qualitative assessments are back ‘in’, so is transparency. 
Second, alongside concern about harms to victims or to their guardians, there is also 
concern about systemic harms: that is to say, destabilisation of systems including 
democracy, market stability, and environmental stability. Criminality may play a part 
in such systemic harms.  
 
So today the themes that resonate are harms to victims, to their guardians, and to 
the systems upon which we all depend.  
 

Sources 

 
The authors have drawn upon a range of published sources and, for the UK, on 
private briefings. Sources directly relied upon are referenced in footnotes.4 Some of 
these are themselves reviews5 – each of which takes a particular stance in reviewing 
the source material, and may use concepts and terms differently. The wider literature 
on harm, harm reduction, risk assessment, risk management etc, is indeed very 
extensive. This paper aims to select material and to structure the debate in a manner 
that is, it is hoped, helpful when making practical decisions about harm reduction.  
 

                                                
4
 For the situation regarding thinking in the Netherlands, the following were principally relied 

upon. From the police: Criminaliteitsbeeld 2005 (Threat analysis by the KLPD), 
Criminaliteitsbeeld 2008 (Threat analysis by the KLPD),* Visie Nederlandse politie op aanpak 
zware of georganiseerde criminaliteit n.a.v. verschijning van het Nationale Dreigingsbeeld, 
Board of Police Chiefs (8/4/2005). From the Ministry of Justice and Ministry of Interior: 
Bestrijding georganiseerde criminaliteit (The containment of organised crime), Letter to the 
parliament (22/11/2004). From the Parliament: Verwevenheid van de bovenwereld met de 
onderwereld (2009) (Intertwinement between the legitimate world and the underworld). Public 
prosecutor’s office: De strafrechtelijk aanpak van georganiseerde misdaad in Nederland 
2005-2010 (by the Chief Prosecutor’s Board). *English language version: KLPD (Netherlands 
Police Agency), 2009, National Threat Assessment 2008: Organised crime, April, pp 259, 
Zoetermeer: KLPD, IPOL Department. 
5
 Notably and recently: Tusikov, N, 2009, ‘Developing Harm Analysis to Rank Organized 

Crime Networks’, paper presented at ISA's 50th Annual Convention, Exploring The Past, 
Anticipating The Future, New York Marriott Marquis, New York, 15 Feb, pp 18, cited at p 16, 
http://www.allacademic.com/meta/p313114_index.html. This reviews various approaches in a 
succinct and accessible manner, so making it unnecessary for the present pager to go over 
exactly the same ground. Tusikov also seems to be trying to reconcile dissimilar approaches, 
which may be a worthy objective but one with possible disadvantages, see below.  
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As well as being extensive, the literature is increasing and is changing, partly in 
response to the failures signalled by September 2001 and by the recent ‘credit crash’. 
The authors think that some of the relatively new concerns are relevant to a review 
such as the present one. In particular, systemic issues – that is to say, risks to 
political, social, economic or environmental stability – are increasingly seen as 
important. Accordingly, the authors have drawn upon several recent projects, 
including some in which they themselves have been involved. One of these – a study 
that tries to marry together OC 'threat' models, with more recent concerns around 
systemic risk6 – has had very limited publication. Another recent review, looking at 
possibilities for preventive work against serious and organised crime by a financial 
regulator,7 will not be published before September 2009, however we are able to 
draw upon it in general terms.  
 

Terminology used 

 
Harm (also sometimes called damage or negative consequences) of OC can be 
articulated along the following dimensions. 

• ‘Hurts’ to victims of OC – direct harms to individuals, or other legal persons, 
such as businesses, or any discernable social grouping 

• ‘Threat’ – damage to the functioning or integrity of guardians operating at 
national and/or international levels – in the criminal justice system, or in 
administration, or in the private sector 

• ‘Systemic damage’ – wider than the above, being structural rather than 
individual or group-related, and including major damage to market stability, 
international cooperation, political systems etc. 

 

Overview 

 
When prioritising immediate action to reduce harms, one would look for cases where 
  

(a) there are known hurts to victims, and/or threat to guardians, and/or 
potential for systemic damage 

and  
(b) methods are known and are available in practice for significantly reducing 
all or most of these harms.  

 
A very preliminary and partial operationalisation of such an approach can be found in 
the conclusion below. The rationale is as follows. There would be little point in 
prioritising cases that concern relatively low harm impacts. Equally, there would be 
little point in prioritising types of harm for action using the available repressive, 
administrative or preventive methods, if none of these available methods in practice 
is effective in reducing the observed harms. In the latter case, one has a need to 
develop new approaches. 

                                                
6
 This is a deliverable to the EU, reviewing organised crime assessment methods recently 

proposed by Savona et al. and Kopp et al. in the context of the EU-IKOC project: Levi, M and 
Dorn, N, 2008, ‘Examining the feasibility of the methodology: a pilot study on international 
fraud’, in Savona et al., Organised Crime in the EU: A Methodology for Risk Assessment, a 
study financed by the European Commission – DG Research under the Sixth Framework 
Programme, Rotterdam: Erasmus University Rotterdam, ISBN number 978-90-79757-01-5, 
pp 204-231 (no www).  
7
 Dorn, N, Levi, M, Artingstall, D and Howell, J, Impacts of Financial Crimes and Amenability 

to Control by the FSA: proposed framework for generating data in a comparative manner, July, 
48 pp. The client for this work, the UK Financial Services Authority, has had this 2008 work 
refereed and is considering publication in autumn 2009. 
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2. HURTS TO VICTIMS – HOW TO CONCEPTUALISE, WHAT METRICS? 

 
The general features of victim-facing harm research needs little introduction to the 
intended reader of the present paper. One much-cited reference point is work 
conducted by the UK Home Office,8 in which harm impacts are presented in terms of 
monetary costs, with attempts being made to convert all non-monetary harms into 
monetary costs. This work raises many difficult issues. These include whether to talk 
of ‘community’ harm; whether to include the financial costs of responding to crime; 
and what metrics to use for measurement – trying to express all forms of harm in 
financial terms is admittedly difficult. These questions will recur throughout this paper, 
being examined from different perspectives.  
 

Difficulties of ‘costing’ OC: UK Home Office 

 
The Home Office has attempted to apply this general methodology to the financial 
costs of organised crime, as the following quotation illustrates. 
 

On 24 May 2007, the Home Office published a report (Organised crime: 
revenues, economic and social costs, and criminal assets available for 
seizure) which consists of two studies. The first study attempts, by organised 
crime sector, to estimate the size of the criminal economy, and the economic 
and social costs associated with it. The second study looks at a methodology 
to estimate the value of new criminal assets available for seizure in a year 
through asset recovery activities. This takes into account the fact that 
organised criminals will spend some of their turnover on business costs, and 
on non-recoverable consumption. Key findings are [as follows, bullet points in 
unoriginal text being replaced here by full stops]. The value of criminal assets 
available for seizure in the UK in any one year is about £2b. A further £3.3b is 
likely to be sent overseas by organised criminals working in the UK. 
Estimates suggest that £410 is potentially seizable in the UK from street level 
/ retail criminals, £1.4b from middle market and £260m from UK importers / 
producers. These sums compare with UK asset recovery performance of 
£125m in 2006-07, around 5% of the sum potentially available. The HO 
[Home Office] target is set to double by 2009-10, and 2006-07 performance 
represents a five fold improvement over the past five years.9  

 

                                                
8
 The original study was Brand, S and Price, R, 2000, The economic and social costs of crime, 

Home Office Research Study 217, pp 100, London: Home Office, 
http://www.homeoffice.gov.uk/rds/pdfs/hors217.pdf. An update is Home Office / various 
authors, The economic and social costs of crime against individuals and households 2003/04, 
Home Office Online Report 30/05, pp 46, 
http://www.homeoffice.gov.uk/rds/pdfs05/rdsolr3005.pdf.  
9
 Policy Hub, 2008, Criminal assets available for seizure, 12 December, Ascot: National 

School of Government,  
http://www.nationalschool.gov.uk/policyhub/news_item/crime_assets.asp (link valid as of 06 
June 2009) 
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In 2009 a full version of this work was published.10 As is usual in Home Office studies, 
‘Economic and social cost, or ‘harm’, includes the costs incurred in anticipation of 
crime, as a consequence of crime, and in response to crime’.11 However, there are 
many difficulties with that approach. For example, in what sense can the response 
costs (indirect costs) be said to flow from OC? Clearly, for any type of crime (drug 
trafficking, or fraud, or any other category), one could have twice as much 
enforcement, or alternatively half as much enforcement, depending upon policy 
choices. Or, levels of criminality could double, whilst responses remained the same 
(or vice versa). It follows that another study could be done, using much the same 
data, but attributing much of the response costs to public policy, rather than to OC. 
Thus, response/indirect costs by no means depend solely on the level of criminality.  
 
This is one of several difficulties of including control/response/indirect costs in the 
calculation of harm. Another difficulty, also discussed later in this paper, concerns the 
‘fitness for purpose’ of harm or cost estimations that include response costs. 
Consider the purposes that policy makers wish to make of harm estimations. Is 
allocation of future budgetary and manpower resources amongst those purposes? If 
yes, and if the harm estimations include response costs, then very clearly a positive 
feedback loop is created. Crimes that already are the target of considerable control 
activity will appear to have higher costs than other crimes that are not so vigorously 
controlled. For further discussion, please refer to the section below on ‘The question 
of indirect costs (response costs)’. 
 

Is it ‘organised crime’? 

 
We come now (briefly) to some celebrated issues about ‘organised crime’. Any study 
must either assume that all criminal activity is ‘organised’ (in terms of a particular 
definition of OC), or else split estimated costs between ‘organised’ and ‘other’ crime.  
 
The strategy actually adopted by the Home Office cited above was a mix, as can be 
seen from the following extract from their report. 
 

Attribution to organised crime 
Reliably estimating the extent of organised crime involvement in the different 
areas of organised crime is problematic for many crime types. Organised 
crime is assumed to account for the supply of all illicit drugs and people 
trafficking. However, evidence to suggest that excise smuggling, all forms of 
fraud and intellectual property theft were ‘organised’ was less obvious. In 
these cases, industry opinion gave the researchers assistance in estimating 
the extent to which organised crime was involved in the illegal activity. 
However, the reliability of these opinions remains unknown.12  

 
This policy-imposed need to try to split ‘organised’ and ‘other’ crime may shortly 
become less pressing in Europe, as a result of the 2009 passage of the Europol 

                                                
10

 Home Office, no date, Organised crime: revenues, economic and social costs, and criminal 
assets available for seizure, pp 84, available via http://www.homeoffice.gov.uk/about-
us/freedom-of-information/released-information/foi-archive-crime/9886.pdf. This publication 
includes two main parts: ‘The impact of organised crime in the UK: revenues and economic 
and social costs’, edited by Richard Dubourg and Stephen Prichard, pp unnumbered-51, and 
‘A suggested methodology for estimating the value of criminal assets available for seizure, 
authored by Stephen Prichard, pp 52-74. In the quote used here, bullet points in the original 
text have been omitted. 
11

 Ibid p 2. 
12

 Ibid p 4. 
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Decision, which switches Europol’s tasking from ‘organised’ to ‘serious’ crime: surely 
some national agencies are moving in the same direction. This will lift one burden 
from research on harm, whilst possibly imposing others.13  
 

An academic alternative: Kopp and Besson 

 
In their interesting and recently published study for an EU consortium, economists 
Kopp and Beeson14 built upon the Home Office tradition (all harms are expressed in 
financial terms), whilst also departing somewhat from it (the methodology suggested 
by Kopp and Besson differs from that used by the Home Office). These authors 
divided harms/costs into three categories.15 
 
1. Kopp and Besson consider tangible harms – the primary damage caused to the 

various components of the society – to consist of direct and indirect costs. For 
direct costs of crime, Kopp and Beeson suggest a novel methodology – inspection 
of the compensations paid to victims, or ordered by the courts (as compensation 
orders) against criminals. They also suggest looking at insurance data, which 
represent a ‘market value indicative of the damage caused by the different crimes’. 
Indirect costs are the sum of all public and private spending engaged in the fight 
against crime, such as the police budget, judicial system, administrative controls, 
possibly private sector precautions, etc. (See the present authors’ comments 
above and elsewhere on indirect costs).  

 
2. Intangible consequences are discussed by Kopp and Besson in terms of the direct 

emotional and physical impacts of a crime upon victims’ wellbeing, including any 
physical injuries, pain and suffering, psychological effects, inability to participate in 
the labour market, etc. Operationalising such measures in financial terms, as 
Kopp and Besson see as being desirable, is difficult, as they say:  

 
‘The absence of a market for such crimes means it is not possible to observe 
a market price directly, which is the conventional measure of the monetary 
value of a product or service. Instead, economists [...] try to estimate how 

                                                
13

 Dorn, N, 2009, ‘The End of Organised Crime in the European Union’, Crime, Law and 
Social Change, volume 51, number 2, March, pp 283-295, 
http://www.springerlink.com/content/7362g96063141748 (first published online October 2008). 
14

 Kopp, P and Besson, F. 2009, A methodology to measure the impact of organised crime 
activities at the EU level, ‘Examining the feasibility of the methodology: a pilot study on 
international fraud’, in Savona et al., Organised Crime in the EU: A Methodology for Risk 
Assessment, a study financed by the European Commission – DG Research under the Sixth 
Framework Programme, Rotterdam: Erasmus University Rotterdam, ISBN number 978-90-
79757-01-5, pp 204-231 (no www).  
15

 Kopp and Besson start with a statement that, in the face of things, seems to say that their 
work is not about harm (in the sense of what happens) but about risk (in the sense of what 
could happen). They say: ‘Our purpose is not to calculate the cost of crime, but to assess the 
risk presented by organised crime. Herein lies a big difference. Cost measurement, from the 
policy maker’s point of view naturally leads to the concept of social cost, i.e. measuring the 
resources which are wasted because of the existence of organised crime. [Whereas] 
Evaluating the risks to society of organised crime […] describing the danger hovering over 
society of any organised criminal activity […] crime risk can be defined as being the result of 
the probability that an (organised) criminal event, as a negative event, will occur and of its 
harm [page numbers to be inserted]’. Kopp and Besson say that by way of introduction, 
however in the body of their analysis they clearly engage with harms actually caused (and 
they seek to express these harms primarily in monetary costs terms). In practice therefore it is 
fair to represent them not as risk theorists, but as harm-cost theorists, and it is interesting for 
us engage with their analysis.  
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much money (other goods and services) people would be willing to give up to 
obtain the increase in well-being which would result from one case of a 
particular crime being prevented’.  

 
The present authors agree that ascribing values to ‘intangible consequences’ (or 
‘intangible costs’) is very difficult. Indeed, we add that it is a highly contentious 
concept, and one that does not deserve a place in harms assessments, for 
reasons to be outlined in section 6 below.  

 
3. Systemic effects, according to Kopp and Beeson, include social destabilisation 

which crime inflicts on society. Such destabilisation may be minor, moderate 
(when for example racketeering or corruption negatively effect competition), or 
major/terminal (serious degradation and potential collapse of the system). As 
Kopp and Besson note: ‘Contrary to tangible consequence, which is clearly a 
linear relation, where cost and effect on the society increases at the same rate, 
here, there is no longer a clear […] relation. The pressure of crime can increase 
with almost no risk of system collapse. But at a certain “tipping point”, it is argued 
that a slight increase in crime can spoil the whole social equilibrium’.  

 
Because of the manner in which they define the purposes of harm/cost estimation, 
Kopp and Besson recommend including both tangible and intangible costs, whilst 
excluding any systemic costs of organised crime activity. The reason they give is 
particular to the context of their study. 

 
We recommend not including systemic consequences of organised crime in 
international risk comparison of organised criminal activity. Indeed, the 
objective of risk assessment is the optimisation of public policies. Estimation 
of the costs of organised criminal activities enables us to make better-
informed decisions about which policy measures are most worthwhile and 
cost-beneficial, by allowing meaningful comparisons of the costs and benefits 
offered by alternative crime reduction measures. [… However… ] The 
systemic risk cannot be combated ‘per se’ [and so need not be estimated].16  

 
In seeking to justify exclusion of systemic harm/cost from their analysis, Kopp and 
Besson actually advance two arguments.  
 
� Kopp and Besson’s first argument is that their study is concerned with 

international comparisons. Since by definition systemic issues are global in scope 
– certain types of environmental pollution, the financial crisis, etc, flood over 
borders – it would ‘miss the point’ if one adopted a state-comparative approach. 
So say Kopp and Besson, and the present authors quite agree that there may 
indeed be a case for excluding systemic harm/cost from comparative analyses. 
However, this is no justification for excluding them from national, regional (for 
example European) or global analyses of harm, where the aim is compare crime 
types, not territories.  

 
� Kopp and Besson’s second argument for excluding systemic considerations is 

that ‘systemic risk cannot be combated’. If it cannot be combated, then there is no 
reason to try to asses it, those authors say. The present authors comment that 
this view might have been acceptable in preceding decades. However, that view 
would not be widely shared today, when systemic concerns have moved up the 
policy agenda. To take an example: if the Netherlands, as well as its international 
partners, would be adversely effected by a looming systemic financial crisis, for 

                                                
16

 Kopp and Besson op cit. 
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example, then there would be a motivation to intervene against its causes, 
including some big frauds (c.f. Van de Bunt, forthcoming). 

 
Thus the arguments made by Kopp and Besson for exclusion of systemic harm/cost 
are not particularly convincing. Indeed, many other authors have made positive 
efforts to address systemic-type risks, even if the language differs from one author or 
agency to another. For example, provisional and internal work within the Dutch 
Ministry of Justice and WODC17 refers (somewhat loosely) to ‘societal’ harms, and 
the UK’s SOCA talks about ‘structural’ harms (see following pages).  
 
 

Drawing upon multiple sources 

 
How to measure (or estimate) harms/costs, and how to represent them within 
management or policy arenas? As noted above, Kopp and Besson favour a two-
prong approach, measuring (a) the financial compensation awarded by insurance 
companies and/or the courts, plus (b) some aspects of costs of responding to 
organised crime, where available. They also suggest a five-point scale, of the 
following type. (They do not discuss outputs of OC that might in the eyes of some 
observers constitute possible benefits.) 
 
In a review of Kopp and Besson (and of closely associated work of Savona et al.), 
Levi and Dorn18 comment on Kopp and Besson’s suggestion to utilise court 
compensation cases and insurance industry data. Whilst these are interesting data 
sources, one problem is that neither are comprehensive – court cases cover only a 
small proportion of all crimes/harms, and not everyone in society has insurance 
against all the harms they suffer (some may have too little insurance, some may 
have too much). Hence the literature generally, and Levi and Dorn (op cit.) in 
particular, refer to a wide range of other sources of information on seriousness or 
harmfulness. These include: losses as reported to the authorities (by value of loss); 
anonymous surveys in which corporate entities or companies report losses; audits; 
and gap analysis – for example estimations by private or public bodies of gap 
between, on the one hand, the sales or incomes or tax revenues that they would 
expect and, on the other hand, actual receipts.19 However, some of these gaps may 
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 Impact (gevolgen en feitelijke ernst) van georganiseerde misdaad op de samenleving: een 
experten-verkenning met empirische voetnoten. Partly based upon Werknotitie by Berghuis & 
De Waard, DGRR/17 November 2008).  
18

 Levi, M and Dorn, N, 2008, ‘Examining the feasibility of the methodology: a pilot study on 
international fraud’, in Savona et al., Organised Crime in the EU: A Methodology for Risk 
Assessment, a study financed by the European Commission – DG Research under the Sixth 
Framework Programme, Rotterdam: Erasmus University Rotterdam, ISBN number 978-90-
79757-01-5, pp 204-231 (no www).  
19

 On surveys, Levi and Dorn summarise as follows. ‘Victimisation surveys – of corporates 
and of the general population or sub-sets of it – report forms of harm that specific victims 
notice, recall and see as sufficiently important (and non-stigmatising) to report. Fear of being 
victimised may also be covered. Surveys of economic crime include, for example, the 
PriceWaterhouseCoopers 2005 Global Economic Crime Survey and other surveys and 
studies of losses; and general population surveys that ask victims about the impacts of 
economic crimes, for example the British Crime Survey and Commercial Victimisation Survey, 
and the International Crime Victimisation Survey. It is noteworthy that business crime surveys 
appear to be coming of age, in the sense that increasingly they interpret their sources, rather 
than automatically deriving the worst news possible. For example, the Economic Crime 
Survey 2005 global report by PriceWaterhouseCoopers indicates that, whilst companies in 
2005 reported more frauds than they did in 2003, the same companies believed that the 
prevalence of fraud (i.e., including undiscovered and unreported instances) was lower in 2005 
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be due to administrative and managerial ineffectiveness, not to crime, so 
apportionment would be necessary. 
 
Using multiple sources of information seems inevitable, in order to at least partially fill 
some of the gaps that would be left by Kopp and Besson’s courts + insurance 
methodology. Levi and Dorn construct a hierarchy of sources/methods for calculating 
direct losses in relation to serious frauds, according to the rigour with which each 
source/method checks its statements about losses: see figure 1 below.  
 

Figure 1. Direct cost estimation methods (frauds) – range of possible methods 
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Methods based on reporting specific cases: 
 

□ Court adjudications: most rigorously tested, since 
often strongly contested between the parties (may 
draw on a wide variety of forms of evidence).  

 

□ Audits of the accounts of public and private entities, 
where one duty is to comment on internal controls. 
Another duty is to report fraud losses – by cross-
checking figures against each other.  

 

□ Insurance companies’ decisions, addressed to 
particular cases, but with less attention to detail, and 
a tendency to minimise pay-out (to minimise costs to 
the insurance companies).  

 

□ Losses directly reported to the authorities, where the 
estimate of loss is the victim’s and may be 
unchecked: millions.  

 

□ Anonymous surveys, e.g. business surveys of losses 
due to frauds, where the estimations of loss are those 
made by the reporting companies, without however 
any reasons to exaggerate or minimise (unless there 
are reasons related to internal politics of the firm) 

∑ aggregates: 
 
 
 
 
 
Gap analyses 
(where possible), 
based on 
comparisons of 
expected and 
actual state of 
finances. Rather 
like audit-based 
estimates, but for a 
whole sector. 
 
These results 
should triangulate 
with results of all 
methods of 
reporting specific 
cases (see left). 
 
 
 
 
Source: Levi and 

Dorn 2008 op cit. 

 
For monetary harm related to other aspects of serious crime, other methods – and 
quality judgments – would be appropriate. A detailed tally of data sources is beyond 
the scope of the present paper. 

                                                                                                                                       
than in 2003. This belief was based on consideration of the stronger internal controls brought 
in, especially by larger companies, in recent years. The indications (though not verified 
independently) are that a higher proportion of economic crimes are being uncovered than 
hitherto. Needless to say, there remain problems with some of these sources, notably the 
tendencies for many businesses to under-report on ‘insider’ frauds, and/or to over-estimate 
losses from external perpetrators. There are also methodological difficulties arising from the 
fact that (even excluding undetected frauds) different parts of organisations may not be aware 
of what other parts ‘know’. Nevertheless, victim reporting gives some leverage on aggregate 
levels of harms. From these perspectives, crimes could be seen as particularly serious if 
corporate and/or individual victims report losses that are serious in their own terms (in relation 
to their means, turnover or assets).’ Levi and Dorn 2008 op cit. 
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3. THREAT: NEUTRALISATION OF GUARDIANS, PUBLIC AND PRIVATE 

 
The critical factor determining the extent of organized crime is the quality of 
institutions responsible for the rule of law, including competent police services 
and independent courts complying with standards of professional integrity.20   

 

Guardians and their neutralization 

 
In criminology, the absence of a capable guardian, or the neutralisation of guardians 
by highly capable criminals, is recognised as a facilitating factor in crime.21 The term 
‘guardian’ has been adopted, from Plato, to refer to (in his context) a class of persons 
who protect citizens and institutions from harm. (This does mean that Plato’s political 
philosophy is adopted, just his language on this point.) 
 
In present-day criminological thinking, the referents include civil servants, police-
officers, judges, lawyers – and private sector actors who work closely with them, 
although we shall not debate this boundary issue here. It is recognised that both 
public and private sector guardians play potentially important roles, unless they are 
compromised. However, for reasons of manageability and in order to keep the text 
within a reasonable length, this paper focuses upon on public sector guardians and 
the threats that they feel (this emotional word is used deliberately, see below).  
 
In this paper, we analyse ‘threat’ – an important dimension of harm – in terms of 
neutralisation of, or damage to the integrity of, such guardians. To summarise what is 
meant here by threat: a necklace being stolen from a policewoman would not be 
threat to her as a guardian, rather, it would be a hurt to her as a victim. However a 
theft of a USB stick, containing sensitive information, from a private house of a 
policewoman would be threat to the capability of the police as guardians. 
 
We seek to sharply distinguish threat-to-guardians from hurts-to-victims, and both of 
these from systemic damage to the ‘fabric’ of the broader society. The reasons for 
making this distinction are (a) for conceptual clarity and, (b) in order to address some 
ambiguity and muddle that we perceive to be at the heart of some threat 
assessments models.  
 
As an example of concerns over threat to or neutralisation of guardians – and the 
conceptual confusion that can arise if data on this is allowed to co-mingle with data 
on hurts to victims – consider the widely-known Sleipnir model.22 Much of Sleipnir’s 
content refers to the possibility of OC being resistant to policing (we use the word in 
its broad sense). Indeed, sometimes (but by no means always) OC may be directly 
dangerous to police and/or prosecutors, their capabilities, integrity or reputation. 
Similarly, much of the annual EU Threat Assessments typically refer to difficulties 
that the police have in policing certain international or regional OC groups or 

                                                
20

 Van Dijk, J, 2006, ‘Organized Crime and Collective Victimization’, paper for International 
Conference on Corruption and Organized Crime: Bridging Criminal and Economic Policies, 
June 23-24, Center for the Study of Democracy, Sofia, pp 20, cited at p 10. See also Van Dijk, 
J, 2007, ‘Mafia markers: assessing organized crime and its impact upon societies’, Trends in 
Organised Crime, volume 10, number 4, December, pp 39-56.  
21

 Felson, op cit. 
22

 A public realm version is Strang, S, no date, Project SLEIPNIR: an Analytical Technique for 
Operational Priority Setting, pp 5, Ottawa: Royal Canadian Mounted Police, 
https://analysis.mitre.org/proceedings/Final_Papers_Files/135_Camera_Ready_Paper.pdf  
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networks, due to their mobility, languages, tightly-knit nature, or international links. A 
UK Metropolitan police model23 contains consideration of possible damage to the 
reputation of the police; criminal capacity and capability (like Sleipnir), and ‘corruption 
of officers and undermining of public confidence’. All such models tend to prioritise 
for future action those groups that the police are already putting considerable effort 
into targeting and yet are experiencing insufficient success.  
 
As a Canadian expert has put it: ‘Sleipnir was never designed to be a harm 
measurement device. At best it can tell us how we are doing against the criminals 
that we know about...’.24 The same is true of many other models – either explicitly or 
implicitly, they are much concerned with the balance of advantage between the 
police and the criminals. Thus, even when they also aim to include some aspects of 
hurts to victims, such information may be mixed with information about threats to 
police competency. The present authors take the view that both elements of harm 
are important, and that they are distinct, thus they should be clearly and separately 
expressed. 
 

Taking threat to guardians more seriously 

 
It is important for police and other guardians to have a way of expressing their 
difficulties and their perceptions of threats to their integrity and competency. After all, 
the integrity and competency of guardians is an essential aspect of protection of 
potential victims. The present authors therefore propose that threat to guardians 
should be taken as one of the main building blocks of a harm model. 
 
From the literature, three levels of threat to CJS agencies can be differentiated: 
penetration, challenge and swamping. 
 
(1) Penetration. At worse, OC is seen as having the potential to penetrate the CJS, 

not only blunting action against OC, but also actively facilitating OC objectives. 
There are several channels for such penetration, notably corruption and 
informants. Corruption of individual prosecutors, police officers (or even teams) or 
lawyers may occur, this harm being elevated in circumstances when one 
prosecution or police agency has a monopoly of decision over certain 
geographical or crime areas, and when there is infrequent rotation of officers in 
key posts. Poorly managed informant-handling systems may allow informants 
effectively to direct  police attention and resources away from certain potential 
targets – and towards other targets, chosen by the informants and their criminal 
associates (for example, criminal competitors may be informed upon). Penetration 
can also occur at prosecution stage, when criminals may use various means to 
unsettle the criminal procedures, for example ‘having a word’ with jurors or 
sending signals to prosecutors or judges.  

 
(2) Challenge. Less apocalyptic than penetration, but still serious, is the development 

by OC of the means of defending itself against policing, through particular forms 
of technical advantage, social/linguistic/cultural distance, and/or innovations in 
modus vivendi. Technical advantage can occur when legal technologies, for 
example in communications or surveillance, become available to criminals sooner 
than to police. Social distance, increased by globalisation, results in police facing 
new crime market actors about whom they know little, have no informants in place, 

                                                
23

 NPIA/MPS not public but see Sleipnir, op cit., pp 7-8. 
24

 Castle, A, 2008, Measuring the impact of law enforcement on organized crime,  
Trends in Organised Crime, volume 11, number 2, June, pp 135–156, cited at p 141. 
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and face linguistic difficulties. Innovations in modus vivendi include, for example, 
using new transport routes, previously unsuspected front companies and/or 
unknown financial beneficiaries. There is also a management challenge, insofar 
as some OC groups seem to survive rigorous policing, even when key individuals 
are convicted and imprisoned. As the UK harm reduction agency SOCA puts it 
(op cit., p 9): 

 
Organised criminals and groups are often resilient in the face of conventional 
law enforcement activity, as evidenced by the numbers who have been 
investigated, convicted and imprisoned over the years, some repeatedly, 
without ending their criminal activities. This underlines the need to develop 
mechanisms that can be applied efficiently to individuals and groups to 
increase the risk they face, alongside a continued concentration on well 
focussed and competently delivered criminal justice casework. 

 
Such characteristics of OC are seen by public enforcement agencies as offering 
them serious challenges, and also the prospect of serious reputational damage 
for the agencies if they are unable to ‘deliver’ on the crime control agenda. On the 
other hand, articulating ‘threat’ in clear ways has, over the years, allowed for 
expansion of police powers and of public-private partnerships against OC, in 
many countries including the Netherlands.25 Such advocacy, and the language of 
threat that supports it, has its critics as well as its supporters.   

 
(3) Swamping. High numbers of active or ‘prolific’ offenders can swamp CJS 

agencies, even when the many of the offenders lack the ability to penetrate or 
challenge the police. Swamping is a quantitative phenomenon, whilst challenge is 
qualitative. In the model of policing called ‘intelligence led policing’, there is a 
constant struggle to update intelligence on these ‘bad people’ and to disrupt their 
activities, through arrests and convictions and through other means.26 

 
Threats such as penetration, challenge and swamping are valid concerns both for 
public agencies and for private sector guardians. These concerns are so keenly 
felt – they are, after all, so personal for the individuals, teams and organisations 
that are being targeted – that these concerns may overshadow, or colour, other 
dimensions of harm (victims, systemic). For clarity, such threats should be clearly 
delineated. This will both give proper voice to these important concerns of 
guardians – render unto Caesar – and reduce the tendency for these concerns to 
slip in by the ‘back door’, colonising parts of the assessment concerning harms 
caused to victims.  

                                                
25

 Examples include the BiBob Act, public administrators’ refuse permits, subsidies, and 
orders made when there is a suspicion that applicants are related to criminals. See: Bunt, H.G. 
van de, 2004, ‘Organised crime policies in the Netherlands’, in Fijnaut, C. and Paoli, L., eds., 
Organised Crime in Europe: Concepts, Patterns and control Policies in the European Union 
and beyond, pp 617-716, Springer: Dordrecht. 
26

 Tilley, N, Problem-Oriented Policing, Intelligence-Led Policing and the National Intelligence 
Model, p 5 of pp 7, London: Jill Dando Institute, ISBN 0-9545607-1-X, 
http://www.jdi.ucl.ac.uk/downloads/publications/crime_science_short_reports/problem_oriente
d_policing.pdf 
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4. SYSTEMIC DAMAGE: ESSENTIAL YET CHALLENGING 

 
From the 1990s onwards, and as part of neo-liberal tendencies in the market 
economy, risk calculation became a standard management tool.27 Initially, 
managerial risk calculation took the same broad strategy as in the security field, as it 
sought to identify specific risks and to calculate their probabilities and impacts, then 
trying to build up from these specific estimations to a notion of the overall risk facing 
a firm, a market sector, an administration, a regulator or a country.  
 
However, that ‘bottom up’, aggregating, style of calculation of risk has been brought 
into question by two events – the events of September 2001 and the financial crisis 
of 2007 onwards. First, following 2001, there was a deepening of the tendency to 
regard organised crime and terrorist phenomena as having potentially systemic 
consequences: penetration of the licit economy, collapse of the state’s monopoly 
over violence, breakdown of the social order, etc. Such risks are now seen as 
requiring a more holistic approach, looking not at individual risk but at the 
connections between them, as we will describe below. Similarly, the financial market 
crisis that emerged from 2007 onwards (but had its roots much earlier) has caused a 
recognition that seemingly small- or medium-scale administrative irregularities or 
crime events, if multiplied by their thousands, can have systemic consequences.28 
Take for, example, mis-selling of mortgages, which was rife in the Unites States and 
some other countries.  
 

From petty misdemeanours, to systemic consequences: subprime 

 
Studies by FinCEN in the US for 2002-4 suggested rapid escalations in the levels of 
mortgage fraud, and of laundering of the proceeds.29 Most of the entities mentioned 
concerning real estate were ‘straw buyers’ or ‘front men’, through which organisers 
bought many properties. Organisers paid many mortgage companies simultaneously, 
using low-denomination cheques. Corrupt real estate values and bank officials 
allowed false property valuations and buyer income profiles to be deployed, allowing 
millions of dollars to be obtained.30 An earlier and similar FinCEN study on the 
commercial real estate sector had shown that property management, real estate 
investment and real estate development companies were the most commonly 
reported entities associated with money laundering and related illicit activity.31  
 

                                                
27

 Power, M, 2004, The Risk Management of Everything: rethinking the politics of 
uncertainty, pp 74, London: DEMOS, 
http://www.demos.co.uk/files/riskmanagementofeverything.pdf?1240939425  
28

 There have of course also be been some big frauds, see for example CNBC, 2008, ‘Madoff 
Was a Smooth Operater [says] Former SEC Official’, news item, Englewood Cliffs: CNBC, 
retrieved 15 December 2008 from http://www.cnbc.com/id/28237248. However this big fraud, 
and some others still emerging, seem to have been uncovered by the market crisis, rather 
than causing it.  
29

 FinCEN, 2008, Suspected Money Laundering in the Residential Real Estate Industry 
An Assessment Based Upon Suspicious Activity: Report Filing Analysis, April, Washington: 
FinCEN, cited at p 2 of 21, www.FinCEN.gov  
30

 ibid, p 11. 
31

 FinCEN, 2006, Money Laundering in the Commercial Real Estate Industry: An Assessment 
Based Upon Suspicious Activity Report Filing Analysis, December, cited at p 3 of 15.  
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A proportion of the resulting gains was laundered. FinCEN data, based on anti-
money laundering monitoring (SARs), suggests that suspected mortgage fraud 
roughly doubled in the period 2002-4.32 This was the height of the US property boom. 
 

Figure 2. Suspected mortgage fraud, prior to systemic crisis  

 

 
 Source: FinCEN op cit. (their figure 2, page 3). 
 
Simplifying a complex picture,33 the wider context of such frauds – and the genesis of 
the systemic financial market crisis (and subsequent ‘real economy’ contraction) – 
was as follows: innovations in financial market products and architecture � demand 
for certain types of debt instruments � strong promotion of sale of mortgages at 
wholesale and retail levels � seemingly ever-rising markets, over-optimism and 
many small frauds.  

                                                
32

 FinCEN, 2006, Mortgage Loan Fraud: An Industry Assessment based upon Suspicious 
Activity Report Analysis, November, cited at p 2 of pp 21. 
http://www.FinCEN.gov/news_room/rp/reports/pdf/MortgageLoanFraud.pdf  
33

 Based on the following. Bernanke, B, 2008, Addressing Weaknesses in the Global 
Financial Markets: The Report of the President's Working Group on Financial Markets, April 
10, Washington DC: Federal Reserve System, pp 4. 
http://www.federalreserve.gov/newsevents/speech/bernanke20080410a.htm. And: Danielsson, 
J, 2002, ‘The emperor has no clothes: limits to risk modelling’, Journal of Banking & Finance, 
volume 26, issue 7, 2002, pp 1273-1296. Hellwig, M, 2008, Systemic Risk in the Financial 
Sector: An Analysis of the Subprime-Mortgage Financial Crisis, November, Preprint 43, pp 75, 
Bonn: Max Planck Institute for Research on Collective Goods, 
http://www.coll.mpg.de/pdf_dat/2008_43online.pdf. And: High-Level Group on Financial 
Supervision in the EU, 2009, Report (chaired by Jacques de Larosière), 25 February, 86 pp, 
Brussels: European Commission, 
http://ec.europa.eu/commission_barroso/president/pdf/statement_20090225_en.pdf.  
 Picciotto, S and Haines, J, 1999, ‘Regulating Global Financial Markets’, Journal of Law & 
Society, volume 26, issue 3, pp 351-368. And: Snider, L, forthcoming, ‘Accommodating Power: 
the ‘common sense’ of regulators’, Social and Legal Studies, volume 18, issue 2. And: Dorn, 
N, ‘Ponzi Finance, Regulatory Capture and the Credit Crunch’, paper first presented 6

th
 March 

2009 at Erasmus University Rotterdam, draft available at SSRN, 
http://ssrn.com/abstract=1365250. 



 19 

 
In summary, thousands of planned and coordinated criminal acts and inducements 
led to, or at least contributed to, systemic consequences in terms of market 
functioning. On these grounds, perhaps more should have been done (and should be 
done) by enforcement agencies, as well by regulators, to avert such damage. 
However there are constraints on precautionary action.  
 

Some difficulties with the systemic and precautionary frame of mind 

 
Although it seems obvious to us in retrospect, advance identification of systemic risks 
and their criminal precursors faces many obstacles.  
 
One such obstacle may be over-specialisation. Identification of uncertainties that 
might have very far-reaching effects cannot be accomplished by specialists alone, 
since they don’t have a wide enough view (definitionally – they are specialists). Such 
issues require inputs from the widest possible variety of perspectives. As 
interdisciplinary work published by the New York Federal Reserve puts it:  
 

To identify systemic risks, one has to look at everything. Since no one can 
really capture all of the relevant perspectives, systemic risks must be 
assessed through consultations with multiple players, which ultimately 
converge on a picture of the most important risks.34  

 
Thus, anti-terrorist and financial market developments and policies introduced, 
alongside the assessment of discrete risks, an enhanced awareness of the 
uncertainties intrinsic to systemic turning points. This has led to an enrichment of the 
interdisciplinary debate, as scholars from different disciplines – natural science, 
environmental studies, disaster-management, business, markets – are brought 
together. Unfortunately, this also adds to complexity.  
 
Another difficulty is the possibility of a ‘trade off’ between reducing systemic harms 
and reducing individual hurts. According to some commentators, attempts to lower 
systemic risks by reducing interlinkages might deepen specific harms. Likewise, 
attempts to lower specific risks by linking together support mechanisms might have 
the effect of increasing systemic risks.  
 

When a system is too homogeneous, it cannot adapt. Modularity – the degree 
to which a system can be decoupled into discrete components – also 
influences robustness. A basic principle in the management of forest fires and 
epidemics is that if systems are all connected, a perturbation will encounter 
nothing to stop it from spreading. But when a system is compartmentalized 
(when firebreaks exist or high-risk parts of a population are vaccinated 
against an epidemic), then the spread may be contained.35 

 
These could be potentially provocative ideas for criminal analysis. However, the 
possibility that ‘best practice’ in security policies might equally be envisaged as a 
form of ‘herding’ and a deepening of shared vulnerabilities would be a bitter pill to 
swallow for those advocating and enforcing greater cooperation and convergence in 

                                                
34

 Kambhu, J, Weidman, S and Krishnan, N, 2007, ‘Part 3: Systemic Risk in Ecology and 
Engineering’. Economic Policy Review, Vol. 13, No. 2, cited at p 36. Available at SSRN: 
http://ssrn.com/abstract=1027721  
35

 Kambhu et al, op cit, cited at p 28. The authors thank Noel Klima for drawing attention to 
this and other work.  
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security planning. It could imply, for example, that integration of intelligence systems 
could lead to one dominant view, with shared blind spots.  
 
A third difficulty with any attempt to take precautionary action – focusing on events 
that would have the biggest impacts (should they ever occur) – would seem to draw 
attention away from events that may entail much lesser impacts, yet which are known 
to be occurring every day, every hour, even every minute. Therefore one potential 
criticism of a systemic/precautionary approach would be that it is socially 
irresponsible and economically wasteful. It can result in insufficient attention being 
paid to known risks and their accompanying hurts which, in aggregate, are 
considerable. For example, in relation to organised crime, the international literature 
suggests that locally-focussed crime against businesses and, in some districts, 
households, may be both ‘organised’ (meeting national and/or EU criteria for OC) 
and considerably burdensome for those affected.36 If these known and constantly 
ongoing hurts were to be neglected in favour of allocating police resources to 
possible yet shadowy ‘Mr Bigs’, then questions may arise about priorities and use of 
resources.37 This discussion is quite familiar in the Netherlands.  
 
A fourth difficulty concerns the possibility of ‘blow back’. There may exist unknown 
risks in relation to some of the precautionary tactics that enforcement agencies adopt 
against organised crime. For example, disruption is sometimes directed towards 
objectives such as weakening OC groups that are difficult to bring to court. Or 
disruption may aim to build mistrust between different OC groups/networks, to stop 
them cooperating. Yet it can be difficult to know all the consequences, side-effects 
and unintended consequences of disruption, when acting against targets that are 
only partially in sight. For example, in the UK deliberately provoking mistrust between 
criminal groups is of one the methods considered for disruption.38 One might ask 
whether this might potentially reduce or increase the possibilities of violence between 
OC groups. Clearly there are many questions here for police analysts and possibly 
for independent researchers.  
 
The general point made here, in relation to systemic damage, is the same as has 
already been made above in relation to guardians and victim hurts: we need a 
balanced model, analysing not only the problems, but also the implications (harm-
reducing, harm-increasing, or neutral?) of taking action against those problems.  
 
 

                                                
36

 Tilley, N and Hopkins, M, 2008, Organized crime and local businesses, Criminology and 
Criminal Justice, volume 8, number 4, pp 443-459. 
37

 If on the other hand all analytic attention and operational resources are targeted upon the 
best-known and more easily manageable risks, then uncertain but potentially grave harmful 
possibilities may be neglected: it seems therefore that some way of balancing known risk and 
unknowable uncertainties may be needed.   
38

 Source of information: ‘off-the-cuff’ (informal) remarks made by a senior official concerned 
with combating serious and organised crime, in a meeting of researchers and officials.  
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5. RENEWED EMPHASIS ON EFFECTIVENESS / AMENABILITY / EFFICIENCY 

 
It was not part of the requirement for this paper to discuss questions of effectiveness.  
However, the question of effectiveness is inescapable in any discussion of policies 
and priorities. Simply put, priorities need to be assessed not only in terms of the 
needs for action (to reduce the harms caused by OC), but also in terms of whether 
the available methods make any difference (added value). Allocating CJS resources 
without consideration of effectiveness could result both in waste of effort and a failure 
to pursue (admittedly lesser) harms that could have been reduced. These ideas are 
not far from the Dutch concept of ‘efficiency’ as applied to policing: taking actions in 
ways that can be expected to get a reasonable result.  
 

Some difficulties over effectiveness 

 
The need for evidence on effectiveness of interventions is unfortunate, because 
evaluation is not easy to obtain. This is due to a number of technical difficulties and 
data insufficiencies (that need not be reviewed here). Counting the numbers of 
prosecutions, or the total amount of prison years, or the amount of assets seized (or 
any other outputs) is relatively simple. However what is required is some 
understanding of the links between such actions on the one side and, on the other 
side, each of the three forms of harm. To give some simple examples, putting more 
criminals in prison no doubt reduces the number of crimes that they are physically 
involved in. However it may not reduce their involvement in planning major crimes – 
particularly if the prison setting facilitates contacts with other (previously unknown, or 
previously not trusted) criminal groups. Hence it may remain unclear whether, on 
balance, the threat they offer to law enforcement is reduced or not.  
 
The picture is further complicated by the acknowledgment that some actions may be 
rather ineffective in instrumental terms (that is to say, they do not attain their stated 
ends). However they may continue to be pursued because it seems right to try 
(symbolic objectives, or reputationally-driven actions). If policy makers knowingly and 
transparently wish to support such symbolic/reputational actions, then it becomes 
difficult for researchers to say they are wrong. Rather, the question of effectiveness 
has to be (partially) fine-tuned, to be (partially) expressed in terms of success in 
attracting public applause (or at least avoiding strong criticisms). Thus, for example, 
in the UK, after a decade or more in which an increasing number of very detailed 
performance indicators were imposed on the local police, from the mid-2000s 
onwards just one nationally-specific target is being imposed: public opinion about 
policing and community safety.39 A similar situation exists in the Netherlands, where 
reducing citizens’ feelings of insecurity is a priority. This is a bit of a moving target, 
since the referents (what makes people feel insecure) will shift with the public debate.  
 
A perspective on the question of ‘making a difference’ (added value) through 
regulatory and/or administrative actions is found in work conducted for the UK 
Financial Services Authority (FSA, the market regulator) by the international 
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 See inter alia Home Office, 2008, Guidance on statutory performance indicators for policing 
and community safety 2008/09, part 1, London: Home Office Police and Crime Standards 
Directorate, pp 58, http://police.homeoffice.gov.uk/publications/performance-and-
measurement/Guidance_On_SPIs_for_APACS08.pdf?view=Binary. See also Neyroud, P, 
2008, ‘Past, Present and Future Performance: Lessons and Prospects for the Measurement 
of Police Performance’, Policing, volume 2, number 3, pp 240-348. And also Innes, M, 2004, 
‘Reinventing Tradition?: Reassurance, Neighbourhood Security and Policing’, Criminal Justice, 
volume 4, number 2, pp 151-171. 
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consultancy firm John Howell and Co, expected to be published in the autumn of 
2009.40 This work introduces the term ‘amenability’ into the debate on harm 
measurement. An object or problem that is amenable is an object or problem that 
one can deal with. The report recommends thinking about financial crimes as falling 
within a two-by-two dimensional space, this space being defined on the one hand by 
their amenability to FSA control, and on the other hand by their impacts (see figure 3).  
 
 

Figure 3. Outline typology of FSA priorities in terms of financial crime impacts and 
amenability to FSA control 

 

 

 

 

Here, ‘FC’ refers to Financial Criminals.41  

 

 
The John Howell and Co report suggests that crimes that are both of high impact and 
highly amenable to control by the agencies, would be prime candidates for 
prioritisation of resources. 
 

Crimes that are of low amenability as well as being of low impact would 
normally be candidates for less intense action, when there is competition for 
resources. Other combinations, for example high impacts and low amenability, 
are more problematic and require further work. Such crime might be 
prioritised for further intelligence gathering and analytical work, rather than for 
immediate action.42 

 
 
 
 

                                                
40

 Dorn, N, Levi, M, Artingstall, D and Howell, J, 2009, Impacts of Financial Crimes and 
Amenability to Control by the FSA: proposed framework k for generating data in a comparative 
manner, report by John Howell and Co Ltd to the Financial Services Authority, 26 August, pp 53, 
London: FSA, http://www.fsa.gov.uk/pubs/other/scale_and_impact_paper.pdf and 
http://ssrn.com/abstract=1458366  
41

 Ibid, note 40 
42

 Ibid, note 40 
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The report suggests that: 
 

A top-level amenability indicator would take account of whether victims and 
resistant-to-victimisation persons/firms perceive particular forms of FC 
[financial crime] as being amenable to specific FSA measures (including 
advice, supervision and enforcement); whether perpetrators do; and whether 
firms’ risk, audit and compliance departments/officers do (for some or all of 
their business sectors).43  
 

In other words, if one wishes to know about amenability/effectiveness, useful sources 
of information include victims and perpetrators, as well as guardians. 
 

Direct or indirect targeting of harms? 

 
An important question for this paper concerns the question of whether targeting 
particular types of crimes is always the best approach. One assumption could be that 
this is a logical and necessary approach: how else could priorities be conceptualised? 
And indeed, this is how much policing is guided, especially when certain types of 
crime have been identified at a political level as being particularly harmful and/or 
when police are organised into specialist squads (drug squads, for example).  
 
On the other hand, there is within policing and in the literature a body of opinion that 
rejects targeting on the basis of crime type. Rather, the view is that OC is highly 
flexible in its criminal activities – OC does not specialise in only one sector – and that 
police and prosecution should be equally flexible. As SOCA puts it in its 2009-10 
Annual Plan:44 
 

Organised crime is complex. While it can be convenient to identify and attack 
crimes by sector, to do so exclusively oversimplifies the position. The sectors 
are tied together – by themes such as money laundering and firearms – and 
by the fact that those committing the crimes change their activity according to 
the opportunities and risks they perceive. Thus groups may be variously 
involved in a variety of crimes at any time or in quick succession. 

 
Thus, even if the top policy aim might be to reduce (say) drug trafficking and 
associated harms, sometimes the easiest way to do that might be to prosecute 
opportunistically for another offence, or to take administrative action, if an OC group 
would be more vulnerable on that basis. Furthermore, there is the option of not 
prosecuting at all, but cooperating with partners in some administrative action. The 
famous historical example of Al Capone applies here, he being wanted for various 
mobster activities but actually being brought down by the tax authorities. More recent 
administrative cooperation in the Netherlands provides many other examples.45 
 
In summary, and as is well know in enforcement circles, it may sometimes be best to 
go for crime groups, or for facilitators, rather than going for specific offences. It is not 
for this paper to form a view on questions of enforcement (in the broad sense) – 
that’s the question of effectiveness – rather the intention is not to close off these 
important questions.  
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 Ibid, note 40 
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 SOCA, 2009, Serious Organised Crime Agency Annual Plan 2009/10, p 9, London: SOCA, 
http://www.soca.gov.uk/assessPublications/downloads/SOCA_Annual_Plan_2009_10.pdf. 
45

 Bunt, van de, op cit. 
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Towards an organised crime harm assessment and prioritisation system 

 
We agree with Allan Castle that the need is to: 
 

Operationalize, and standardize nationally, multidisciplinary outcome 
measures for the policing of organized crime – and link evaluation of anti-
organized crime strategies to those measures.46  

 
Putting it in ordinary language, the question that should be at the core of strategic 
thinking is as follows: “Which activities of the criminal justice systems and of its 
administrative and private sector partners can effectively reduce the harms of 
greatest concern.”  
 
In narrative summary, the steps would be a follows.  
 
Step A. Policy-makers agree on the top level policy purposes: reducing harms, yes, 
but what priorities? They may hold reductions in hurts to victims, threat to guardians 
and systemic damage to be of equal importance, or they may wish to rank them in 
importance relative to each other (as done in the hypothetical illustration above).  
 
Step B. Experts (prosecutors, police, analysts, researchers, victims, perhaps 
perpetrators) then rank effectiveness of the available prevention and control 
measures – by the criminal justice system, administrative authorities and private 
sector partners – using available data but also making judgments about the relative 
effectiveness of each type of intervention).47  
 
Step C. Prosecutors, police and others are then asked to prioritise those measures 
that are seen to most strongly reduce the harms that are of greatest concern. In short:  
 

Rating of harm x Rating of the effectiveness of actions � Case for action.  
 
The following (hypothetical) worked example, Figure 4 (next page), suggests how to 
go on. Such an approach could be fine-tuned by further studies. 

                                                
46

 Castle op cit. p 153. 
47

 There are a number of available frameworks for shaping such judgments, for example one 
offered by Richman and Miller: ‘[T]he first question to consider is: should it work? In other 
words, what is the underlying logic or mechanism through which you would expect a specific 
intervention to have an impact on crime? […] Having established the logic, the second 
question to answer is: can it work? To what extent has the intervention been implemented in 
practice? […] Having established the details of the implementation, the third question to 
answer is: does it work? What evidence is there that the intervention led to the planned 
outcome?’, extract from Richman, A and Miller, N, 2005, Research, Evaluation and Shaping 
Organised Crime Policy, August, London: Matrix, http://matrixknowledge.com/wp-
content/uploads/homeoffice.pdf. In relation to the third of those questions, there is some 
evidence concerning different types of interventions in certain settings, see for example 
Gabor, T, 2005, Assessing the Effectiveness of Organized Crime Control Strategies: A 
Review of the Literature, pp 78, Ottawa, Department of Justice Canada, 
http://www.justice.gc.ca/eng/pi/rs/rep-rap/2005/rr05_5/rr05_5.pdf. All such data and judgment 
have to be adapted bearing in mind differences in national settings, intervention delivery, 
criminal learning and so on.   
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Figure 4. Hypothetical worked example – Organised crime harm assessment & 
prioritisation system (OCHAPS) 

 
(A). TOP-LEVEL POLICY AIMS: FORMS OF HARM TO BE REDUCED  
For illustrative purposes, weightings have been allocated.  

Organised 
crime harm 
assessment & 
prioritisation 
system 
(OCHAPS) 

Reducing threats to 
the guardians  
Imagine here a policy 
weighting of 3 

Reducing hurts to 
specific victims 
Imagine here a policy 
weighting of 2 

Reducing systemic 
destabilisation 
Imagine here a policy 
weighting of 1 

Effectiveness 
ratings? 

Effectiveness 
ratings? 

Effectiveness  
ratings? 

Prosecution + 
conviction 

3 Prosecution + 
conviction 

 Prosecution + 
conviction 

 

Prosecution that 
fails 

 Prosecution that 
fails 

2 Prosecution that 
fails 

 

Transaction / 
conditions 

 Transaction (to € 
450.000) / 
conditions 

3 Transaction / 
conditions 

 

Disruption (not by 
prosecution) 

2 Disruption (not by 
prosecution) 

1 Disruption (not by 
prosecution) 

 

Intelligence 
development 
/sharing 

1 Intelligence 
development 
/sharing 

 Intelligence 
development 
/sharing 

 

Administrative 
actions: A (eg, 
tax); or B (eg, 
licenses, zoning) 

Administrative 
actions: A (eg, 
tax); or B (eg, 
licenses, zoning) 

 Administrative 
actions: A (eg, tax); 
or B (eg, licenses, 
zoning) 

 

 
(B). IDENTIFY 
ACTIVITIES that 
best support the 
above policy 
purposes.  
 
RATE each 
output, showing 
how effective it 
is considered 
(High = 3, 
Medium = 2 Low 
= 1) in terms of 
reducing the 
above harms.  
 

Public 
communication 

 
 

Public 
communication 

 Public 
communication 

 

 
(C). DECISIONS, 
on the basis: 
policy weightings 
x effectiveness 
ratings. 

 
HYPOTHETICAL RESULTS: For the most highly weighed policy aim (regarding 
threats to CJS, in this example) the most effective method is Transaction 
(score: 3 x 3), followed by Prosecution, followed by Disruption. For reducing 
victim hurts, the most effective is Prosecution leading to conviction (score: 2 x 
3). No evidence is available on the systemic question. Then in this case, 
transaction would be the preferred strategy.  
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6. CROSS-CUTTING ISSUES 

 

Complexity: example - SOCA harm framework 

 
It must be admitted that there is almost an ‘embarrassment of riches’, when it comes 
to different concepts of harm related to OC. There is also a tendency over time for 
models to become quite complex, leading to the question whether they could be 
meaningfully operationalised. The extent of elaboration (complexification) may, we 
suggest, be at least partly explained by the policy need to accommodate the interests 
of the various government agencies involved, and to signify their respective 
competencies.  
 
Take for example the ‘harm framework’ outlined in a recent report of the UK agency 
SOCA (Serious Organised Crime Agency) and reproduced here as Figure 5 below. 
As can be seen, this harm framework has two dimensions: geographical and 
administrative levels; and PEST-style sector scanning. A few remarks may be made 
about these two dimensions. 
 
� Geographical and administrative levels – ‘individual/local’, ‘community/regional’, 

and ‘UK/international’. Conceptualising harm in terms of geographical or 
administrative levels has a long history in UK police intelligence on drugs 
trafficking and other transnational criminality.48 In the UK case, the three levels of 
the ‘harm framework’ correspond to three levels of responsibility for policing: 
agencies with national responsibilities (in the past, Customs, the National Crime 
Squad, the intelligence services and elements of the Metropolitan Police; 
nowadays SOCA); regional action (a weakly articulated level in the UK structure); 
and local police forces. This ‘levels’ dimension of the model recognises the 
‘levels’ competencies of the various agencies (and it may or may not correspond 
to the problem phenomena). It broadly corresponds to a UK 2009 strategy 
statement.49  

 
� PEST scanning analysis – PEST stands for Political, Economic, Social, and 

Technological, and there are variants on this, for example PESTEL, that adds in 
Environmental and Legal.50 SOCA’s 2009 version as utilised in its harm 
framework appears to discard Political, and Legal, but it adds in Structural. Thus 
it covers Physical, Social, Environmental, Economic and Structural (PSEES51). 
SOCA’s examples of structural harms seem to relate exclusively to ‘damage to 
perceptions of integrity’ of agencies and of the UK (see table x). This comes close 
to ‘threat to guardians’ as discussed elsewhere in this paper. In general, PEST-
type analyses have the political advantage of recognising all (or at least most) of 
the dimensions of government (sectorally arranged Ministries, etc.). 

 

                                                
48

 See the annex on the Broome Report, in Dorn et al., Traffickers, London: Routledge. 
49

 Home Office, 2009, Extending Our Reach: A Comprehensive Approach to Tackling Serious 
Organised Crime, Presented to Parliament by the Secretary of State, Cm 7665, pp 81, cited 
at p 25, London: Home Office, http://www.homeoffice.gov.uk/documents/extending-our-reach. 
At the top, ‘the highest threats’ are prioritised by whichever national control agency seems to 
have most leverage on the targets, whilst ‘the rest of the problem’ are referred to an 
interagency Organised Crime Partnership Board and to Regional Intelligence Units. The third 
level, implicitly, is local.  
50

 Ratcliffe, J, 2004, Strategic thinking in criminal intelligence, Sydney: Federation Press. 
51

 Not an easy anonym. 
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� Notably, in the SOCA harm framework there is no insistence (within the 
documentation published and reviewed) on expressing everything in a financial 
metric (as is the case with Home Office work, as noted above). In spite of ‘joined 
up government’, there is still a difference between economics and policing.  

 
See SOCA’s framework, figure 5.  
 
SOCA says that, since November 2008, all its ‘projects’ and ‘operations’52 have been 
‘tasked’ (allocated to teams) in the context of the harm framework. Does this means 
that SOCA’s Harm Framework is used for prioritising cases? The short answer to this 
question appears to be ‘not really’, at present.53 The purposes and uses of the Harm 
Framework (HF) include each of the following, but to varying extents. 
 
What is SOCA’s Harm Framework for? (a) A common language for work with partner 
agencies. 
 
This is the primary use of the HF: it provides ‘a common language’ for agreeing work 
with partner agencies (which may be local, regional or international). It is also a 
means of describing the expected results.54 For example, when SOCA (as a national 
agency) works with a police force (a local agency), the problems that they are 
addressing can be described in terms of the aspects of harm that are most relevant 
to each (for example: locally-experienced violence; nationally-experienced criminal 
enrichment).  

                                                
52

 SOCA terminology: “Operation” - casework directed at either an individual or an organised 
crime group which includes, but is not limited to, an investigation aimed at criminal justice 
disposal, some other disposal (for example, obtaining an exclusion order against an 
individual), or civil proceedings.  Often multi-faceted involving a range of partners in the UK 
and/or overseas,  includes elements of intelligence collection relevant to the investigation or 
case. “Project” - a set of actions, which may overarch a number of operations, with the overall 
purpose of addressing a problem or theme and which are best managed together towards a 
common purpose.  Activity may include research or intelligence work directed at a gap 
described in the NIR, and/or a range of  actions considered effective in addressing the 
problem.  
53

 Source: first author’s understanding, on the basis of briefings, summer 2009.  
54

 Source: ibid. 
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Figure 5. UK SOCA harm framework55 
 

 

                                                
55

 Source: appendix B, Harm Framework for Serious Organised Crime, page 32 in SOCA, 
2009, op cit. 
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(b) Evaluation of some (not all) operations and projects. 
 
This is a secondary use of the HF. Once SOCA operations have been agreed, and 
have been expressed within the language of the HF, it may be possible to use that 
same language to evaluate the outcomes of action. For example, did local violence 
really go down, as a result of cooperation between SOCA and a local police force, 
and were assets seized? Unfortunately, good quality data is rarely available on all the 
outcomes of operations. So the HF cannot be used as an evaluation grid at the 
present time.  
 
It might be possible in future to use the HF as an evaluation tool if data improves 
sufficiently. Until such time, evaluation at an aggregate (agency) level is done in 
terms of the following criteria: 
 
� growth in SOCA’s own capacity to make a difference, with particular focus on the 

quality of the intelligence about and understanding of organised crime; 
� performance against asset recovery targets; and  
� evidence of dislocation of criminal markets, including evidence that criminal 

groups are finding the UK a less attractive market.56 
 
As can be seen, these performance criteria differ from, and are much more general 
than, the HF. 
 
(c) The harm framework is not used to prioritise SOCA activities.  
 
There is no formal causal link from the HF (as such) to SOCA operations or projects. 
Instead, the main drivers of SOCA’s operations and projects are the UK Threat 
Assessment, and the UK Control Strategy (which is broadly derived from the Threat 
Assessment). The latter has 16 programme areas. Operations and projects are 
mounted in each of these 16 programme areas. The tasking process – that is to say, 
the process through which specific targets or cases are chosen for further 
development and action – is sensitive [secret] and cannot be described. However, in 
broad terms, the tasking process is influenced by the priorities set by the Home 
Office. The priorities include drugs, human trafficking and firearms.57  
 
In summary, the HF, as such, is not the core tool for prioritising cases for action. It 
seems that prioritisation is driven by a combination of the Home Secretary’s priorities 
and operational opportunities for action. Nevertheless, issues of harm and 
cooperation permeate the culture and thinking of SOCA. The Director of Intelligence 
of SOCA, writing in an open source, has drawn attention to the difficulty of predicting 
the consequences of actions by SOCA and its partners. Would action against a 
particular crime group decrease or possibly increase harm?  
 

For example, will the interdiction of the supply of heroin to a particular UK 
market result in higher prices (and therefore a possible increase locally in 
acquisitive crime), lower purity (and maybe more self-referrals for treatment), 

                                                
56

 Annual Plan. 
57

 ‘In October 2007 the Home Secretary reaffirmed Class A drug trafficking and people 
smuggling and trafficking in that order as SOCA’s priorities, but directed that SOCA should 
elevate firearms work as an additional priority recognising that this would require some 
revision of priorities elsewhere. In March 2009 the Home Secretary confirmed that these 
sectoral priorities remained valid and should be rolled over into 2009/10.’ (SOCA Annual Plan 
2009-2010, p 10) 
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a less reliable supply (resulting in more drug-related deaths), and a ‘turf’ war 
(with increased violence, use of firearms, and perhaps murder)? And, how 
long will any effects last? If we cannot answer these questions with a 
reasonable degree of confidence, how can we know whether our actions will 
reduce harm? Perhaps we might unwittingly increase it. You can tie yourself 
in knots with such arguments and, as a result, become risk[-]averse to the 
point of inaction.58 

 
In order not to become so conceptually paralysed that no action is taken, that SOCA 
author asserts that law enforcement should take its course unless there are clear 
indications of negative consequences and these cannot be effectively addressed.  
 

The bottom line is that law enforcement would need to be pretty certain of the 
negative consequences of interrupting a supply of drugs of any size not to act 
when there is an opportunity to do so, though hopefully not without first 
putting in place contingency plans to deal with the likely fall out.59 

 
The historical forerunners of the HF were indeed used to prioritise – but only within 
program areas (eg, drugs, or human trafficking), not between them. The HF is said to 
have originated in law enforcement work conducted from 2002 onwards, first in the 
context of immigration intelligence, then taken up within drugs enforcement. Within 
both these spheres, taken separately, harm concepts were used to prioritise action 
against the targets that seemed most harmful.60 For example, a human trafficking 
group that caused damage to the trafficked persons might be considered a more 
important target than a group that did not. Another example would be cocaine 
importation, prioritising importers who sold the drug on to others who converted into 
the smokeable form, crack, as distinct from powdered cocaine.  
 
It appears however that these early frameworks were not used to prioritise between 
crime types, such as sex trafficking and drug trafficking. This remains the case with 
the HF today. The reason for this may be61 that, in the UK, prioritising crime types 
was and remains a political decision (the Home Secretary’s priorities, mentioned 
above). Thus, SOCA shapes its activities within the priority areas allocated to it.  
 
There are some paradoxes here. Bill Hughes, SOCA’s Director, said when the 
agency was being set up that:  
 

“We want to avoid being dragged into a sector or commodity approach. 
Serious organised criminals operate like entrepreneurs. They go where the 
money is good and the risk is low. So what we have to do is reduce the 
money and increase the risk.”62  

 
That might imply no sectoral targets. Yet government continues to impose sectoral 
targets: drugs remains the top priority, and this is reflected in the way in which SOCA 
allocates its financial resources (for the UK financial year 2009-2010, about 43% of 
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 Bolt, D, 2009, ‘Tackling serious organised crime drug harms’, Safer Communities, volume 8, 
issue 1, January, cited at p 26 of pp 24-28. 
http://www.ukdpc.org.uk/resources/Safer_Communities_Jan09_Special_Issue.pdf  
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 Source: briefings.  
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 Source: briefings.  
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 Author’s speculation. 
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 Chamberlain, P, 2005, Government agent? Police (magazine), April, cited at p 19 of pp 19-
21. http://www.polfed.org/0405government_agent.pdf   
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costs are to be expended in relation to drugs63). Thus, in the perceptions of the 
present authors if not SOCA, there is perhaps a possibility of a mis-match between (i) 
the way that government set up the over-arching strategic goal for the agency (to 
reduce harm to the UK, through activities that make criminality unattractive, 
regardless of sectors) and, (ii) the way that government tasks the agency (to pay 
close attention to sectors).  
 
As for future developments: another, supplementary approach is being developed 
within SOCA and, at the time of writing, was about to be presented to internal 
management. This approach is related to environmental scanning methods, looking 
for changes in market and other environments that might be predictors of new 
criminal activities.64 For example:65 
 
� Due to the surge in the prices of industrial commodities (prior to the economic 

crisis and down-turn), the price of iron rose sufficiently for it to be worthwhile for it 
to be stolen from public places (manhole covers, abandoned cars) as well as 
from private property (iron scrap), and exported. The rising thefts – and the 
streets suddenly cleared of old cars – were noticed, however it was some time 
before the cause (commodity prices) was understood. The idea for the future 
would be to scan for market changes and other changes that might be predictors, 
so that action could be taken at or even before the time (for example, more 
attention to exports of scrap).  

� Another illustration concerns climate change: if Bangladesh goes under water, 
then there will be ten of millions of people displaced, with implications for 
immigration.  

 
These illustrations suggest that environmental scanning could be useful in 
illuminating future risks and uncertainties, in relation to harms to individuals, 
guardians and systems.   
 

Contestability: the question of ‘intangible’ costs (reputation etc) 

 
Throughout much of the work under review here, the question of intangible harms, 
consequences or costs is raised (or implied), with most sources concluding that such 
harms are hard to operationalise/measure.  
 
For example, in its setting out of a broad model of harms from crime, Home Office 
work invokes concepts such as emotional harm,66 although operationalising this is 
difficult. The SOCA harm framework, outlined above, includes a broad reference to 
‘social, harms, including harm to ‘well being’) Similarly, Kopp and Beeson refer to 
‘intangible’ (non-financial) forms of harm, although they too acknowledge the 
difficulties in operationalising such costs.67 On such practicalities, the present authors 
agree that ascribing values to ‘intangible consequences’ (or ‘intangible costs’) is 
difficult.  
 
More fundamentally, on the question of principle – whether it is a good idea to try – 
we add that ‘intangible harm’ is a highly contentious concept that does not deserve a 
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 Annual Plan, p 12. 
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 This was described to us as an approach drawn from the military, although others might 
see it as coming from the social sciences (Parsons) and/or management studies.  
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 Two examples from briefings. We understand that a presentation on the approach has 
been made in the Netherlands police forum known as The Pearl Fishers.  
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place in harm assessments. The only exception should be when a court of law or 
other tribunal has awarded costs or damages in respect of the harm concerned (to 
follow an aspect of the model advanced by Kopp and Beeson), whereupon the harm 
may be recognised. Where it has not been possible for an adversely effected party to 
obtain such satisfaction, then there would be insufficient grounds for the harm analyst 
to say that the society acknowledges such harms in a practical manner. 
 
Some examples may make this clear. Example A: how to value loss of reputation of a 
police agency, agencies or their country?  
 
In some quarters in the Netherlands there is concern over whether certain polices of 
the country, such as aspects of the drug policy, might attract criticism by some 
observers in other countries – and whether this would amount to loss of national 
reputation. Obviously, this particular example is one favoured by those critical of 
leniency in drug policies, however the argument goes wider: should reputational 
damage to enforcement agencies (or to their countries) be categorised as a harm 
caused by criminals?  
 
There are cogent reasons against inclusion.  
 
(i) Whilst some observers (nationally or internationally) might feel that the drug 

policy (or some other policy) of a country was a bad idea – and hence that the 
actions of enforcement and other agencies in support of that policy should also 
be criticised – other observers (nationally or internationally) might feel, to the 
contrary, that the policy and the agencies are along the right lines. Who, then, is 
to arbitrate between such views, in a manner that can be described as objective 
(as would be required in a harm analysis)?  

 
(ii) Even for those who do support a given policy, reputational damage would 

generally follow publicity over some failure of implementation, caused for 
example incompetence, poor planning or corruption. However, in such cases, 
reputational damage has only an indirect relationship with the poor 
implementation. It is the reaction of policy-makers, media and the public 
(including sometimes an international public) that damages the enforcement 
agencies’ reputations (not the criminals per se). Thus reputational damage is 
more a function of the public mood, than of criminality.  

 
(iii) In the specific cases of implementation failures due to threats to guardians 

(caused, for example, by criminal penetration, challenge and/or swamping), then 
the analysis advocated in this paper – including the recognition of threats to 
guardians – already explicitly covers the related harms. So, it would be double-
counting (and confusing) to add reputational damage as a harm alongside 
threats to guardians. 

 
Example B: how to value loss of reputation of a person or a firm?  
 
First one would have assume a degree of consensus on the reputation, then one 
would have to assume consensus on the extent of loss or damage. Take for example 
a firm that felt that it’s reputation might be damaged by the disclosure that cyber-
criminals had hacked into its electronic infrastructure: that might be viewed as a risk 
from the point of view of reactions by trading partners/customers.  
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However, reactions and reputational consequences would depend not on the actions 
of the criminals, but on: 
 
(a) whether or not the incident became public;  
 
(b) whether the attack brought to light a vulnerability that specific to the firm 

concerned, pointing to managerial failure;  
 
(c) how the firm, trade association(s), police and media handled the incident;  
 
(d) the current media and political context, assigning responsibly and blame or not, 

etc.  
 
Clearly, there is no one-to-one relationship between the actions of the criminals and 
the loss of reputation.  
 
Example B: how to value the loss of respect for religious groups?  
 
An act that may be seen as a crime having causing moral or emotional costs, when 
seen from the perspective of one person or social group – let us say the printing of a 
an anti-religious cartoon – may be seen as a trifling or even amusing matter for other 
individuals and social groups. The first group may regard such an act as criminal 
(indeed, organised criminality), and call for legal action against the perpetrators, or 
may see it as a reason for taking direct action. The second group, on the other hand, 
defends the act as a public good, freedom of expression. How is the harm analyst to 
proceed? 
 
In our view, the value issues involved in appraising so-called ‘intangible costs’ (social, 
reputational, or whatever) are insurmountable, given a society that is not a moral 
monolith. Only in cases where a court or other tribunal has deliberated upon and 
allocated costs (possibly including punitive damages) can this entered into the harm 
analysis. Otherwise, intangible harms/costs should not be included in harm 
assessments that aspire to being objective.  
 

Circularity: the question of response costs (indirect costs) 

 
One over-arching question in building up a picture of harm is whether or not to 
include the costs incurred by public and private guardians in anticipating and 
preventing crime, and responding to it after the event (for example, all costs including 
costs of imprisonment where applicable, minus assets seized). In the literature 
generally, these costs are also known as indirect costs or response costs (see for 
example Kopp and Besson above).  
 
In the Netherlands, the costs of police, prison sentences, and so on, are not 
considered when determining the harm of organised crime. 
 
There are arguments in favour of inclusion of such costs, for example the argument 
that these costs are imposed by criminals. Indeed, influential models do include 
response costs.68 It is no doubt a consideration that data on such costs may be 

                                                
68

 The general source is Home Office study HORS 217 and various preparatory and follow-up 
studies, see summary at http://www.homeoffice.gov.uk/rds/economic_faqs.html#one: ‘The 
cost of a crime is the burden or loss of well-being that results from a crime. It includes: costs 
in anticipation of crime such as installation of alarms and security features and the purchase 
of insurance; costs as a consequence of crime itself, including property stolen or damaged 
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estimated with relative ease, compared with the difficulties involved in estimating 
direct harm to victims (see above).  
 
However, as already mentioned in this paper, there are strong arguments against 
including response/indirect costs. In particular there is the danger of circularity: this 
can arise if a concept of harm including response costs is taken as a pointer for 
future priorities – and for the expenditure of yet more resources. The risk is of an 
endless positive feedback loop between model and action. As Dorn, Levi, Artingstall 
and Howell (forthcoming September 2009) put this in John Howell and Co’s recent 
work for the UK Financial Services Authority. 
 

[A] fundamental problem arises if these same overall figures are used to 
justify future resource allocation – one then finds that future resource 
allocation is to a large extent driven by past resource allocation. Such an 
approach conveys the appearance that, if one redoubles one’s efforts in 
relation to any crime category, then the costs thereof increase, potentially 
leading one to allocate more resources to that category, and so on. Such a 
positive feedback mechanism is not suitable for budget allocation. Indeed one 
can see this in reverse in fraud resource allocation, where historically slight 
resourcing feeds into relatively low estimates of ‘the cost of fraud’.   

 
This may be one of those occasions when the question can only be settled by frank 
consideration of the result (and policy implication) that one favours.  
 
� If one favours ever-more-vigorous pursuit of established priorities –and cutting 

back further on action against forms of crime that are not currently much 
pursued– then one may favour inclusion of response/indirect costs in harm 
measurement.  

 
� If on the other hand one favours leaving open the possibility that other categories 

of crime, at present not very highly prioritised, should not have their harms under-
represented in harm measurement, then one may favour leaving 
response/indirect costs out of the headline harm figure or rating.  

 
Sometimes, policy needs have to be made explicit, in order to be well served by 
science.  
 
The inclusion of response costs in harm indicators is just one of several possible 
forms of circularity – and positive feedback effects – that can be found in the 
international literature. An otherwise interesting review, conducted for Criminal 
Intelligence Service Canada, recommends conceptualising seriousness in terms of 
sentences handed down by the courts. 
 

In addition to a macro-level method for harm analysis, the CISC [Criminal 
Intelligence Service Canada] network needs a method to evaluate the nature 
and level of harms from individual criminal networks that is complementary to 
the Sleipnir threat measurement technique. The CISC network will work to 
establish a criminal offence index method that measures seriousness through 
a combination of the incarceration rate for each selected offence and the 
average incarceral sentence length for that offence. This work will involve 
Statistics Canada and the Canadian Centre for Justice Statistics in the 
creation of a serious indicator, determining averages of custodial sentences, 

                                                                                                                                       
and emotional and physical costs of injuries sustained as a result of crime; and costs of the 
response to crime, including costs to government of the Criminal Justice System (CJS).’  
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and bundling offences into groupings of offences that are similar in nature 
(e.g., illicit drug) and that have a similar range of average custodial 
sentences.69  

 
Admittedly, the idea of conceptualising seriousness or harm in terms of sentences 
handed down by the court is well known within criminology.70 However, since 
sentences are themselves based in various concepts of seriousness (commonly 
including needs for proportionality and deterrence), looking to sentence length for 
notions of seriousness is circular. If policy makers were then to announce priorities or 
allocate resources on that basis, all that would be achieved would be a time-lagged 
version of policy cashing itself, as today’s priorities were established on the basis of 
historical legislation and judicial judgments. If in addition, as Tusikov seems to 
suggests (above), other methods of threat assessment should be converged with 
(made ‘complementary to’) sentence length, then the result would be quite a 
conceptually muddled picture. Ironically, attempts to accommodate a wide range of 
models and interests may sometimes mean that a price is paid in terms of coherence.  
 
If one tried to use sentences handed down as an indicator of harm in international 
comparisons, then additional difficulties would be encountered, due to differing legal 
policies and sentencing traditions of countries. The general point is that harm needs 
to be conceptualised separately from responses. If we try to understand harm in 
terms of our responses (“this must be very serious, because we exert so much effort 
on it”), then we only legitimise past actions. In order to move beyond that, harm must 
be derived independently from past actions.  
 
There are certainly many questions that can be asked about ‘externalities’ caused by 
differences between the control policies of countries, for example questions about 
whether and in what circumstances such differences displace harms.71 Broude and 
Teichman argue as follows.  

 
There are two types of externalities that states can create in this respect. First, 
some crimes committed in states create harm in other states. This is the case, 
for instance, when an illicit drug is manufactured in one state and consumed 
in another. In such cases, crime control efforts of the states in which crime 
originates create positive externalities by reducing harm in other states; and 
vice-versa - crime control failures of such states create negative externalities 
by raising harm in other states. Second, as we have seen, crime control 
efforts in one state will cause criminal activity to be displaced to other states. 
In such events, the crime control efforts of one state cause a negative 
externality in other states. This is the case, for example, when the production 
and possible consumption of an illicit drug moves to another state as a result 
of tough regulation.72  
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 Tusikov, op cit., cited at p 16. 
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 Rossi, P, Watte, E, Bose, C and Berk, R, 1974, The seriousness of crimes: normative 
structure and individual differences, Am. Soc. Review, 39, pp 224-237. Sellin, T. and 
Wolfgang, M. E. (1964). The Measurement of Delinquency. New York: Wiley,. Wolfgang, M et 
al., 1985, The National Survey of Crime Severity (NCJ-96017), Washington DC: US Gov 
Printing Office. 
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 For example, the KLPD’s National Threat Assessment 2008: Organised crime (KLPD op cit.) 
may suffer from the sceptism of some outside the Netherland, since the assessment has 
difficulties with externalities. More work is needed on externalities, see text and Broude, T and 
Teichman, D, 2009, ‘Outsourcing and Insourcing Crime: The Political Economy of Globalized 
Criminal Activity’, Vanderbilt Law Review, volume 62, number 3, pp 789-848, 
http://law.vanderbilt.edu/publications/vanderbilt-law-review/index.aspx  
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 Broude and Teichman, op cit., pp 830-1. 
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These are interesting questions and could be important in future debates over the 
conceptualisation of harm. It should be noted, however, that the cited authors’ 
assumptions about externalities, displacement and ‘tough enforcement’ are drawn as 
much from (economic) theory as from evidence. Other hypotheses could be 
advanced – for example that tough regulation could provoke upsurges in violence 
related to criminal markets (Mexico being a possible example). In such cases, the 
relationship between particular enforcement styles on the one hand, and harm on the 
other hand, might be worth investigating.73  
 
 

                                                
73

 More broadly, legalisation proponents suggest out that criminalisation per se creates the 
circumstances in which harms are amplified.  
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7. RELATION BETWEEN INTERNATIONAL AND DUTCH APPROACHES 

 
The Dutch Public Prosecutor’s office has developed a set of criteria for prioritizing 
cases (within the “fields of interest”). “Harm” is not a distinct criterion/factor; however 
the adverse consequences are described in terms such as “international dimension”, 
“impact on the state”, “impact on legal markets”; “violation of the physical integrity” 
(violence against persons); “use of contra-strategies” (violence against police; 
monitoring police surveillance; threatening police officers or public prosecutors). 
Actually all the eight criteria may be viewed as components of either hurts to victims, 
threat to guardians, or systemic risks. 
 
The Board of Chief Public Prosecutors discerns four types of harm: (a) direct, 
financial harm, (b) individual harm as a consequence of (threat of) violence, (c) 
collective damage to markets, sectors, health, environmental pollution, (d) collective 
damage to the integrity of public administration, or to democracy, or the 
administration of criminal justice, or infrastructure (electric companies, telecom 
equipment) (2004; pp 13-14). In their elaboration of these types, the Chief Public 
Prosecutors make explicit the view that type (b) and (d) are the most important forms 
of harm.  
 
The first White Paper on organised crime was published by the Ministers of Justice 
and Interior in 1992. Prominent in this paper was concern about “penetration” of the 
legitimate world (politics, economy) by organised crime groups. This fear of the 
intertwinement between the legitimate world and organised crime has been vivid to 
date. Several months ago a parliamentary working group had been set up to analyse 
the interfaces between legitimate and illegal worlds. Professionals, like lawyers and 
notaries, are now in the limelight. It is assumed that a number of these professionals 
are culpably involved in money laundering schemes. Attention has been focussed on 
the investment of crime proceeds in the real estate sector.  
 
In these documents, harm is defined in different ways depending on the type of crime 
involved. This makes a comparison between different types of crime very difficult. 
The same applies to comparisons within a specific category. The criteria pertain to 
‘immaterial’ (intangible), that is to say hard-to-measure aspects of harm: how to 
measure loss of reputation of the Netherlands? Indeed, are reputation, and other so-
called ‘intangible costs’ stable enough concepts for measurement attempts to be 
justified? (No, the authors say in section 6 below.) Comparison of cases on the basis 
of harms that are specified and measured in different ways, according to the offence, 
means that stable criteria and data sources are not being used. However, as we see 
from the above pages, this incomparability is often also found in the international 
literature.  
 
The list of eight criteria is perhaps too elaborate for ease of decision-making – 
because the more criteria one has, the less easy it is to either gather data (or make 
judgments) and to balance incommensurate forms of evidence. Having said that, that 
complexity is no worse than in many other frameworks, such as Sleipnir, or SOCA’s 
‘harm framework’ (see below). It seems that the problem of over-complexity is 
widespread.  
 

Low profile of victims in Dutch policy papers 

 
Perhaps surprisingly, consideration of hurts to victims is not very apparent from the 
Dutch documents under review. In the Netherlands, there is a distinction between 
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strategic decisions and decisions about cases. Regarding strategic decision making 
about ‘fields of interest’, the Ministry of Justice/Public prosecutor’s office formulated 
the following priorities: terrorism, trafficking cocaine, trafficking heroin, production and 
trafficking synthetic drugs, trafficking firearms, humans trafficking; humans trade, 
money laundering. We may comment that, of these, only two types of crime (humans 
trade and trafficking) are victim-oriented. Different aspects of harm are mentioned in 
the different sectors. The emphasis is not on hurts to victims; rather, references are 
made to ‘general threats’ (for example: the reputation or image of the Netherlands 
and to the integrity of the society (intertwining of legitimate world and organised crime 
groups).  
 
How then do these harms seem to be conceptualised in the Dutch policy discourse? 
It appears that the negative consequences of terrorism are described in the following 
terms: increasing fear amongst the population; destabilization of the society; tensions 
between migrant groups; the costs of prevention and monitoring. Even the 
consequences of human trafficking are described in such terms – damage to specific 
economic sectors (illegal labour; international reputation of the Netherlands; 
decreasing support for the Dutch migration policies) – rather than being described in 
terms of hurts to the victims.  
 
Likewise, in most of the documents two distinctions have been made: direct vs. 
indirect consequences; material (monetary damage) versus immaterial (loss of 
reputation). There seems to be more interest for indirect/immaterial than 
direct/material. In their Vision Document, the Board of police chiefs defines organised 
crime as a type of crimes that damages the rule of law, the state authority, the 
integrity of society, the treasury, enterprises – but not a word, it seems, about 
individual victims. 
 
In short, the documentation of the Netherlands briefly reviewed here is compatible 
with the international models reviewed, however it gives relatively little attention to 
victim hurts other those associated with violence.  
 

Reconciling Dutch approaches with the tripartite framework 

 
In the view of the present authors, it would be possible to group (or absorb) the eight 
criteria of the Netherlands under the three headings used throughout the present 
paper, as follows.  
 
1. Hurts to victims: 

� Violation of physical integrity (violence against persons other than guardians74) 
� It might be useful also to consider other forms of hurt to victim, notably 

financial costs.  
� However, as discussed in section 6 below, intangible consequences, such as 

emotional hurts or reputational losses, as just too intangible – and too 
contentious – to be entered into harm assessments (unless a court makes an 
order for costs in a specific case).  

 
2. Threat to guardians, for example 

� Use of counter-strategies, including violence against police 
� Monitoring police surveillance 
� Threatening police officers or public prosecutors.  

                                                
74

 Planned violence against guardians, as a way of neutralising them, should go into the 
‘threat to guardians’ category. 
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3. Systemic, ‘tipping point’ effects: 
� On the state (actual destabilisation, rather than vague possibilities) 
� On legal markets (breakdown of trading frameworks, financial crisis, etc) 
� On the global environment (irreversible effects on climate, etc). 

 
In this sense, some useful linkage can be found between Dutch and international 
concerns, whilst not losing some important distinctions.  
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8. CONCLUSIONS AND RECOMMENDATIONS  

 
In relation to policy on and policing of OC, three concepts of harm or damage can be 
identified. 
 
1. Hurts to victims  
 
Victim surveys within the general population and, more recently, directed towards 
business, are one information source here. Some commercial bodies, such as big 
accountancy firms, conduct business crime surveys. Civil society and NGOs draw 
attention to specific victim groups (eg, trafficked women). All these are sources of 
information on hurts to victims.  
 
2. Threat to guardians 
 
This involves criminal penetration into the agencies, challenges to their competencies, 
and/or sheer overload/swamping due to the volume of OC. Threat Assessments are 
a primary source of information here.  
 
3. Systemic damage  
 
Recent events and academic work in the fields of terrorism, the environment and 
financial markets looks to uncertainties about the stability (versus tipping points) of 
the systems on which we rely internationally – for example international police 
cooperation, market functioning, environmental stability, etc. Scenario playing is an 
information source here. 
 
 
Bring it all together: qualitative rating, not quantitative costing 
 
Since these three forms of harm cannot realistically be measured or estimated 
comparatively (across offence type) in terms of one common metric (like financial 
costs), a simple form of rating should be used for each, for example, rating harms on 
a scale, separately for threat to guardians, hurts to victims and potential systemic 
damage.  
 
The scale could be over 5 (1 for lowest, 5 highest conceivable) as discussed above, 
or as others have suggested, over three points;75 the greater the uncertainly, the 
stronger the case for using short scales. All the above information sources can feed 
into such ratings.  
 
Avoiding ‘chasing our own shadow’: leave out indirect/response costs 
 
In accordance with current practice in the Netherlands, only direct forms of harm 
should be considered – not indirect or response costs – since inclusion of the latter 
leads to circularity (spending yet more on what we have spent most upon in the past).  
 
Avoiding trying to impose values on conflict-situations: leave out ‘intangible costs’ 
 
Only tangible harms should be included (not so-called ‘intangible harms’, such as 
reputational damage of a person, firm, enforcement agency or country). Some 
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intangibles are found to be sites of deep social conflict, so valuing them cannot be 
done without ‘taking sides’ in a either covert or a overt manner: either would be 
inappropriate for harm assessment. Also, many intangibles result from social reaction 
to criminal acts, rather than from the criminality per se. (This latter consideration sits 
alongside rejection of response costs: measuring our own reaction to some stimulus 
and yet presenting it as a measure of the stimulus itself is a basic category mistake.) 
 
Bringing effectiveness into the picture 
 
In addition to considering the types and degrees of hurts to victims, threat to 
guardians and systemic damage, the effectiveness of all available (alternative) 
countermeasures also has to be considered, when allocating resources. In order to 
keep the text within a reasonable length, this paper focuses upon on threats to public 
sector guardians, however in the light of public-private partnership, private sector 
guardians should be explored in future work.   
 
In summary, this paper offers an outline of an Organised Crime Harm Assessment 
and Prioritisation System (OCHAPS). This approach should be considered for further 
development.  
 
 

--o-- 


